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Computer Networks & Network Security

Computer Networks:-A network is a set of devices interconnected by communication links. A computer network is a collection of computers and terminal devices connected together by a communication system to share resources and information.
Transmission Technologies
Serial versus Parallel Transmission: Serial Transmission: In serial transmission, the bits of each byte are sent along a single path one after another RS-232 is an example of serial port use for the mouse or MODEM.
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Parallel Transmission: In parallel transmission, there are separate, parallel path

corresponding to each bit of the byte so that all character bits are transmitted

simultaneously. 

Differences between Serial Transmission and Parallel Transmission
	Serial Transmission
	Parallel Transmission

	In this, the data bits are transmitted serially one after another.
	In this, the data bits are transmitted simultaneously.

	Data is transmitted over a single wire.
	Data is transmitted over 8 different wires.

	It is a cheaper mode of transferring data.
	It is relatively expensive mode of transferring data.

	It is useful for long distance data transmissions.
	Not practical for long distance

communications as it uses parallel path, so cross talk may occur.

	It is relatively slower
	It is relatively faster.


Synchronous versus Asynchronous Transmission:
Synchronous Transmission: In this, the transmitter and receiver are paced by the

same clock. The receiver continuously receives (even when no bits are transmitted) the

information at the same rate the transmitter sends it. This is why the transmitter and

receiver are paced at the same speed. In addition, supplementary information is inserted

to guarantee that there are no errors during transmission.

During synchronous transmission, the bits are sent successively with no separation between each character, so it is necessary to insert synchronization elements; this is called Character- Level Synchronization. A group of synchronization bits must be placed at the beginning and ending of each block to maintain synchronization.
Asynchronous Transmission: In this, each character is sent at irregular intervals in

time as in the case of characters entered at the keyboard in real time. So, for example,

imagine that a single bit is transmitted during a long period of silence... the receiver will

not be able to know if this is 00010000, 10000000 or 00000100... To correct this problem, each character is preceded by some information indicating the start of character transmission by start-of-transmission information (called a START bit usually 0) and ends by sending end-of-transmission information (called STOP bit usually 1).
 Differences between Asynchronous and Synchronous Transmission:-

	Asynchronous Transmission
	Synchronous Transmission

	Each data word is accompanied by start and stop bits.
	Allows characters to be sent down the line without start-stop bits.

	Extra Start and Stop bits slow down the transmission process relatively.
	Transmission is faster as in absence of

start and stop bits, many data words can

be transmitted per second.

	It is relatively cheaper.
	The synchronous device is more expensive to build as it must be smart enough to differentiate between the actual data and the special synchronous characters.

	More reliable as the start and stop bits

ensure that the sender and the receiver remain in step with one another.
	Chances of data loss are relatively higher.

	It is less efficient.
	It is more efficient.


 Transmission Modes:-
1. Simplex, 

2. Half-duplex and

3.  Full-duplex connections
1. Simplex Connection: A simplex connection is a connection in which the data flows in only one direction, from the transmitter to the receiver. Simplex mode is seldom used because a return path is generally needed to send acknowledgements, control or error signals. This type of connection is useful if the data do not need to flow in both  directions.
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2. Half-duplex Connection: A half-duplex connection (sometimes called an alternating connection or semi-duplex) is a connection in which the data flows in one direction or the other, but not both at the same time.
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3. Full-Duplex Connection: A Full-duplex connection is a connection in which the data flow in both directions simultaneously. Each end of the line can thus transmit and receive at the same time, which means that the bandwidth is divided in two for each direction of data transmission if the same transmission medium is used for both directions of transmission. For example, mobile phones.

Transmission Techniques:
1. Circuit Switching,
2.  Message Switching and
3. Packet Switching.
1. Circuit Switching: A Circuit Switching network is one that establishes a fixed

bandwidth circuit (or channel) between nodes and terminals before the users may communicate, as if the nodes were physically connected with an electrical circuit. In circuitswitching, this path is decided upon before the data transmission starts. The system decides on which route to follow, based on a resource-optimizing algorithm, and transmission goes according to the path. For the whole length of the communication session between the two communicating bodies, the route is dedicated and exclusive, and released only when the session terminates. Circuit switching is what most of us encounter on our home phones. We place a call and either get our destination party or encounter a busy signal; we can not transmit any message. A single circuit is used for the entire duration of the call.
2. Message Switching: In message switching, end-users communicate by sending each other a message, which contains the entire data being delivered from the source to destination node. As a message is routed from its source to its destination, each intermediate switch within the network stores the entire message, providing a very reliable service. In fact, when congestion occurs or all network resources are occupied, rather than discarding the traffic, the message-switched network will store and delay the traffic until sufficient resources are available for successful delivery of the message. There is no direct connection between the source and destination nodes. The intermediary nodes (switches) have the responsibility of conveying the received message from one node to another in the network. Therefore, each intermediary node within the network must store all messages before retransmitting them one at a time as proper resources become available. This characteristic is often referred to as store-and forward.
3. Packet Switching: It is a sophisticated means of maximizing transmission capacity of networks. Packet switching refers to protocols in which messages are broken up into small transmission units called packets, before they are sent. Each packet is transmitted individually across the net. The packets may even follow different routes to the destination, depends on the type of packet  switching. Thus, each packet has header information which enables to route

the packet to its destination. At the destination the packets are reassembled into the original message. Passwords and all types of data can be included within the packet and the transmission cost is by packet and not by message, routes or distance.
Differences between CIRCUIT SWITCHING and PACKET SWITCHING:

	CIRCUIT SWITCHING
	PACKET SWITCHING

	A dedicated path is used throughout the data transmission.
	Each packet is transmitted through

different routes.

	It is more reliable because of the availability of a circuit dedicated for a session.
	It is less reliable because non-availability of dedicated lines.

	Circuit switching is old and expensive
	Packet switching is more modern and less expensive


Types of Networks:-
1. Local Area Network

2. Metropolitan Area Network

3. Wide Area Network.
1. Local Area Network(LAN):- A typical LAN connects as many as hundred or so

microcomputers that are located in a relatively small area, such as a building or several

adjacent buildings. Organizations having their own LAN enable its multiple users to share software, data, and devices. Unlike WAN which use point-to-point links between systems, LANs use a shared physical media which is routed in the whole campus to connect various systems. LANs use high-speed media (1 Mbps to 30 Mbps or more) and are mostly privately owned and operated.
2. Metropolitan Area Network(MAN):- A Metropolitan Area Network (MAN) is somewhere between a LAN and a WAN. The terms MAN is sometimes used to refer to networks which connect systems or local area networks within a metropolitan area (roughly 40 km in length from one point to another). MANs are based on fiber optic transmission technology and provide high speed (10 Mbps or so), interconnection between sites.
A MAN can support both data and voice. Cable television networks are examples of MANs that distribute television signals.
3. Wide Area Network(WAN): A WAN covers a large geographic area with various

communication facilities such as long distance telephone service, satellite transmission, and under-sea cables. The WAN typically involves best computers, networks and many different types of communication hardware and software.
Network Topologies:-
1. Star topology,
2. Bus topology,
3. Ring topology, and
4. Mesh topology.
1. Star topology: The most common structure or topology known as star network is

characterized by communication channels emanating from centralized control. The processing nodes in a star network topology interconnect directly with a central system. Each terminal, small computer or large main frame can communicate only with the central site and not with other nodes in the network. If it is desired to transmit information from one node to another, it can be done only by sending the details to the central node, which in turn sends them to the destination.

A star network is particularly appropriate for organisations that require a centralized data base or a centralized processing facility. For example, a star network may be used in banking for centralized record keeping in an on-line branch office environment.

Advantages:

1. It is easy to add new nodes and remove existing nodes.

2. A node failure does not bring down the entire network.

3. It is easier to diagnose network problems through a central hub.

Disadvantages:

2. If the central hub fails, the whole network ceases to function.

3. It costs more to cable a star configuration than other topologies.

2 Bus topology: This structure is very popular for local area networks. In this structure or topology, a single network cable runs in the building or campus and all nodes are linked along with this communication line with two endpoints called the bus or backbone. Two ends of the cable are terminated with terminators.
Advantages:

1 Reliable in very small networks as well as easy to use and understand.

2 Requires the least amount of cable to connect the computers together and therefore is less expensive than other cabling arrangements.

3 Is easy to extend. Two cables can be easily joined with a connector, making a longer cable for more computers to join the network.

4 A repeater can also be used to extend a bus configuration.

Disadvantages:

1 Heavy network traffic can slow a bus considerably because any computer can transmit at any time. But networks do not coordinate when information is sent. Computers interrupting each other can use a lot of bandwidth.

2 Each connection between two cables weakens the electrical signal.

3 The bus configuration can be difficult to trouble shoot. A cable break or malfunctioning computer can be difficult to find and can cause the whole network to stop functioning.

3 Ring topology: This is yet another structure for local area networks. In this topology, the network cable passes from one node to another until all nodes are connected in the form of a loop or ring. There is a direct point-to-point link between two neighboring nodes. These links are unidirectional which ensures that transmission by a node traverses the whole ring and comes back to the node, which made the transmission.
Advantages:

1 Ring networks offer high performance for a small number of workstations or for larger networks where each station has a similar workload.

2 Ring networks can span longer distances than other types of networks.

3 Ring networks are easily extendable.
Disadvantages:

1 Relatively expensive and difficult to install.

2 Failure of one computer on the network can affect the whole network.

3 It is difficult to trouble shoot a ring network.

4 Adding or removing computers can disrupt the network

4 Mesh topology: In this structure, there is random connection of nodes using

communication links. In real life, however, network connections are not made randomly. Network lines are expensive to install and maintain. Therefore, links are planned very carefully after serious thoughts, to minimize cost and maintain reliable and efficient traffic movement. A mesh network may be fully connected or connected with only partial links. In fully interconnected topology, each node is connected by a dedicated point to point link to every node. This means that there is no need of any routing function as nodes are directly connected. The reliability is very high as there are always alternate paths available if direct link between two nodes is down or dysfunctional. Fully connected networks are not very common because of the high cost. Only military installations, which need high degree of redundancy, may have such networks, that too with a small number of nodes.

Partially connected mesh topology is the general topology for wide area networks. Here computer nodes are widely scattered and it is the only choice. The function of routing information from one node to another is done using routing protocol or procedures.
Advantages:

1 Yields the greatest amount of redundancy in the event that one of the nodes fails where network traffic can be redirected to another node.

2 Network problems are easier to diagnose.

Disadvantages:

1 The cost of installation and maintenance is high
Network Architecture: Every computer network supports two basic network

architectures: 

1 Client-Server and 
2 Peer-to-Peer.
Client-Server: Client-Server network consists of servers and clients. Servers are typically powerful computers running advanced network operating systems and user workstations (clients) which access data or run applications located on the servers. While it is technically more complex and secure, the Client-Server network is easier than ever to administer due to new centralized management software. It is also the most "scaleable" network configuration; additional capabilities can be added with relative ease.
Advantages:

1 A client server can be scaled up to many services that can also be used by multiple users.

2 A client server enables the roles and responsibilities of a computing system. This means that it can update all the computers connected to it. An example of this would be software updates or hardware updates.

3 All the data is stored on the servers, which generally have far greater security controls than most clients. Servers can better control access and resources, to guarantee that only those clients with the appropriate permissions may access and change data.

4 The security is a lot more advanced than a peer to peer network.
Disadvantages:

1 When the server goes down or crashes, all the computers connected to it become unavailable to use.

2 Simultaneous access to data and services by the user takes little more time for server to process the task.

2 Peer-to-Peer: In Peer-to-Peer architecture, there are no dedicated servers. All computers are equal, and therefore, are termed as peer. Normally, each of

these machines functions both as a client and a server. This arrangement is suitable for environments with a limited number of users (usually ten or less). Moreover, the users are located in the same area and security is not an important issue while the network is envisaged to have a limited growth. At the same time, users need to freely access data and programs that reside on other computers across the network. Peer-to-Peer networks are designed for small to medium LANs.

The basic advantage of this architecture is simplicity of design and maintenance. Since there is no server, all nodes on the network are fully employed and independent. Peer-to-peer networks are also known as workgroup. No single computer holds the control of entire network. Each system can install or upgrade their application/system software independently. A failure of a node on a peer-to-peer network means that the network can no longer access the applications or data on that node but other nodes can function properly.
Advantages:

1 Peer to Peer Networks are easy and simple to set up and only require a Hub or a Switch to connect all the computers together.

2 It is very simple and cost effective.

3 If one computer fails to work, all other computers connected to it continue to work
Disadvantages:

1 There can be problem in accessing files if computers are not connected properly.

2 It does not support connections with too many computers.

3 The data security is very poor in this architecture.
Components of a Network:-
There are five basic components in any network:-

1 The sender (Source Host)

2 The communication interface devices

3 . The communication channel (Medium)

4 . The receiver (Destination Host)

5 . Communication software
1 The sender (Source Host):- A host is any computer on a network that is a repository for services available to other computers on the network. A host is simply an endpoint where users gain access to the networks. This could be a mainframe computer, personal computer, workstation etc.
2 Communication Interface Devices:-
I Network Interface Card (NIC): Every computer in a network has a special card called an Network Interface Card (NIC) which provides the connector to attach the network cable to a server or a workstation. The on-board circuitry then provides the protocols and commands required to support this type of network card. An NIC has additional memory for buffering incoming and outgoing data packets, thus improving the network throughput.
II Switch:- A switch is a kind of multi port connecting device which makes intelligent routing decisions on the basis of hardware (physical) addresses. It regenerates incoming signals and forwards it.
III Router:- Router is a kind of connecting device which makes forwarding decisions of data packet on the basis of network addresses. Routers are the backbone of the Internet, as they can be used to interconnect different types of networks. Routers help administer the data flow by such means as redirecting data traffic to various peripheral devices or other computers.
IV  Hub: A hub is a multi port connecting device that is used to interconnect LAN devices. Each node is connected to the hub by means of simple twisted pair wires. The hub then provides a connection over a higher speed link to other LANs, the company’s WAN, or the Internet. A hub can be used to extend the physical length of a network.

V Bridges:- The main task of a bridge computer is to receive and pass data from one LAN to another. In order to transmit this data successfully, the bridge magnifies the data transmission signal. This means that the bridge can act as a repeater as well as a link.
VI  Gateways:- Gateways are also similar to bridges in that they relay data from network to network. They do not, as a rule, possess the management facilities of routers but like routers they can translate data from one protocol to another. Gateways are usually used to link LANs of different topologies, e.g., Ethernet and Token Ring, so enabling the exchange of data. The major point of distinction between gateways, bridge, and a router is that a gateway is a collection of hardware and software facilities that enables devices on one network to communicate with devices on another, dissimilar network.
VII Repeaters: These are devices that solve the snag of signal degradation which results as data is transmitted along the various cables. The repeater boosts or amplifies the signal before passing it through to the next section of cable

VIII MODEM:- MODEM stands for Modulator/Demodulator. It is a device that converts a digital computer signal into an analog telephone signal (i.e. it modulates the signal) and converts an analog telephone signal into a digital computer signal (i.e. it demodulates the signal) in a data communication system. Modems are used for handling data streams from a peripheral device to the CPU and vice versa through the common carrier network. MODEMs are required to tele-communicate computer data with ordinary telephone lines because computer data is in digital form but telephone lines are analogue.
MODEMs are classified into the following types:

External vs. Internal Modems

External Modem: This is a modem separated from the computer system unit and is connected to the serial port of the computer by means of a cable. It is connected to the telephone wall jack by another cable and can be switched off or on easily too. The lights on the external modem also inform about the status of transmission of data.
Internal Modem: An internal modem is a circuit board (a modem card) that can be added to the system unit of the computer and takes one of the expansion slots. An internal modem is a device installed inside a desktop or laptop computer, allowing the computer to communicate over a network with other connected computers.
VIII Multiplexer (MUX): This device enables several devices to share one communication line. The multiplexer scans each device to collect and transmit data on a single line to the CPU. It also communicates transmission from the CPU to the appropriate terminal linked to the Multiplexer.

IX  Front-end communication processors: These are programmable devices which control the functions of communication system. These functions include code conversions, editing and verification of data, terminal recognition and control of transmission lines.
X Protocol converters: Dissimilar devices can not communicate with each other unless a strict set of communication standards is followed. Such standards are commonly referred to as protocols. A protocol is a set of rules required to initiate and maintain communication between a sender and receiver device. Thus, a protocol converter is a device that provides interoperability amongst networking devices by converting protocols of one device to another. They transform data and commends from one application to another for exchanging information.

3 Communication Channel (Medium):- There are two types og communication channels, Physical channel and wireless channel.
There are three type of Physical channels, Twisted Pair Cable, Co- axial Cable and Fibre optics cable
I Twisted-Pair Cables: These are most commonly used transmission media to transmit

electrical signal. Twisted-Pair cables contain pairs of insulated copper wires twisted together. Twisting reduces the impact of interferences. Twisted-Pair cables can carry data at a speed of 10 Mbps, 100 Mbps and 1000 Mbps and can transmit data up to 100 meters.
II Co-axial cables:- Also called as coax, these contain central copper wire as its core that is surrounded by two layers of protective shielding. This shielding reduces electromagnetic interference. Co-axial cables used in computer networks are of

two type thick co-axial and thin co-axial cable. Coax can transmit data at a maximum

speed of 10 Mbps up to 500 meters without using repeaters.
III Fiber Optics Cable:- An optical fiber (or fiber) is a glass or plastic fiber that carries light along its length. Fiber optics is the overlap of applied science and engineering concerned with the design and application of optical fibers. Optical fibers are widely used in fiber-optic communications, which permits transmission over longer distances and at higher data rates (called bandwidth), than other forms of communications. Fibers are used instead of metal wires because signals travel along them with less loss, and they are immune to electromagnetic interference.
The wireless channel are Microwave, Radiowave and Infra-red.
I Micro Waves: Microwaves are radio waves with wavelengths ranging from as long

as one meter to as short as one millimeter, or equivalently, with frequencies

between 300 MHz (0.3 GHz) and 300 GHz. These are used for communication, radar

systems, radio astronomy, navigation and spectroscopy.

II Radio Waves: Wireless networks do not require any physical media or cables for

data transmission. Radio waves are an invisible form of electromagnetic

radiation that varies in wavelength from around a millimeter to 100,000 km, making

it one of the widest ranges in the electromagnetic spectrum. Radio waves are most

commonly used transmission media in the wireless Local Area Networks.
Infrared Waves: Infrared light is used in industrial, scientific, and medical

applications. Night-vision devices using infrared illumination allow people or

animals to be observed without the observer being detected.It doesn’t have a capability to penetrate the solid state devices. Telivision set and remote is an example of Infra red beam.
4 Communications Software:- Communications software manages the flow of data across a network. Communications software is written to work with a wide variety of protocols, which are rules and procedures for exchanging data. It performs the following functions:
· Access control: Linking and disconnecting the different devices; automatically dialing and answering telephones; restricting access to authorized users; and establishing parameters such as speed, mode, and direction of transmission.

· Network management: Polling devices to see whether they are ready to send or receive data; queuing input and output; determining system priorities; routing messages; and logging network activity, use, and errors.

· Data and file transmission: Controlling the transfer of data, files, and messages among the various devices.

· Error detection and control: Ensuring that the data sent was indeed the data received.

· Data security: Protecting data during transmission from unauthorized access.
Transmission Protocols:- Introduction: Protocols are software that performs a variety of actions necessary for data transmission between computers. Stated more precisely, protocols are a set of rules for inter-computer communication that have been agreed upon and implemented by many vendors, users and standards bodies. Ideally, a protocols standard allows heterogeneous computers to talk to each other.
A transmission protocols is a set of conventions or rules that must be adhered to by both the communicating parties to ensure that the information being exchanged between the two parties is received and interpreted correctly. A protocol defines the following three aspects of digital communication.

(a) Syntax: The format of data being exchanged, character set used, type of error correction used, type of encoding scheme (e.g., signal levels) being used.

(b) Semantics: Type and order of messages used to ensure reliable and error free information transfer.

Open System Interconnection Model (OSI Model): There are seven layers in OSI Models. These are Application, Presentation, Session, Transport, Network, Data-Link, and Physical Layers.
7. Application Layer: The application layer of OSI layer architecture is closest to the end user, which means that both the OSI application layer and the user interact directly with the software application. This layer interacts with software applications and provides user services by file transfer, file sharing, etc. Database concurrency and deadlock situation controls are undertaken at this layer level. This is the layer at which communication partners are identified, quality of service is identified, user authentication and privacy are considered, and any constraints on data syntax are identified.
6. Presentation Layer: This layer at times referred as Syntax Layer also, is usually a part of an operating system, that converts incoming and outgoing data from one presentation format to another. It further controls on screen display of data, transforms data to a standard application interface. Encryption, data compression can also be undertaken at this layer level.
5. Session Layer: This layer sets up, coordinates, and terminates conversations,

exchanges, and dialogs between the applications at each end. It deals with session and connection coordination. It provides for full-duplex, half-duplex, or simplex operation, and establishes check pointing, adjournment, termination, and restart procedures.

4. Transport Layer: This layer also ensures reliable and transparent transfer of data between user processes, assembles and disassembles message packets, and provides error recovery and flow control. Multiplexing and encryption are undertaken at this layer leve
3. Network Layer: The Network Layer provides the functional and procedural means of transferring variable length data sequences from a source to a destination via one or more networks, while maintaining the quality of service requested by the Transport Layer. The Network Layer makes a choice of the physical route of transmission, creates a virtual circuit for upper layers to make them independent of data transmission and switching, establishes, maintains, terminates connections between the nodes and ensure proper routing of data..
2. Data Link Layer: The Data Link Layer responds to service requests from the

Network Layer and issues service requests to the Physical Layer. The Data Link Layer is the protocol layer which transfers data between adjacent network nodes in a wide area network or between nodes on the same local area network segment.

1. Physical Layer: The Physical Layer is a hardware layer which specifies mechanical features as well as electromagnetic features of the connection between the devices and the transmission. In particular, it defines the relationship between a device and a physical medium. This includes the layout of pins, voltages, cable specifications, Hubs, repeaters, network adapters.
Transmission Control Protocol/Internet Protocol: TCP/IP has four layers:-
I. The Application Layer which provides services directly to the users such as e-mail.

II. The Transport Layer which provides end-to-end communication between applications and verifies correct packet arrival.

III. The Internet Layer which provides packet routing for error checking and addressing and integrity.

IV. The Network Interface Layer which provides an interface to the network hardware and device drivers. This can also be called the Data Link Layer.

Why LANs?
I. Security - Security for programs and data can be achieved using servers that are locked through both software and by physical means. Diskless nodes also offer security by not allowing users to download important data on floppies or upload unwanted software or virus.

II. Expanded PC usage through inexpensive workstation - Once a LAN has been set up, it actually costs less to automate additional employees through diskless PCs. Existing PCs can be easily converted into nodes by adding network interface cards.

III. Distributed processing - Many companies operate as if they had distributed system in place. If numerous PCs are installed around the office, these machines represent the basic platform for a LAN with inter-user communication and information exchange.
IV. Electronic mail and Message Broadcasting - Electronic mail allows users to communicate more easily among themselves. Each user can be assigned a mail-box on the server.
V. Organizational Benefits - LANs provide numerous benefits that include reduced costs in computer hardware, software and peripherals, and a drastic reduction in the time and cost of training or re-training manpower to use the systems. In addition, LANs helps managers and executive to communicate with each other more easily and faster, without any logistical constraints.
VI. Data management benefits - Since data is located centrally on the server, it becomes much easier to mange it, as well as back it up. No file is transferred between users through floppies.

VII. Software cost and up-gradation - If the organization is concerned about using licensed software purchasing, a network version can save a lot of money since there would be no need to buy multiple copies of the same software for every machine in the organization. Therefore, software upgrades are much easier as any given package is stored centrally on the server.

Components of a LAN :- Followings are the components of a LAN:
· File Servers

· Network operating system

· Personal Computers, Workstations or Nodes

· Network Interface Cards

· Network Cabling

· File Server - A network file server is a computer system used for the purpose of managing the file system, servicing the network printers, handling network communications, and other functions. A server may be dedicated in which case all of its processing power is allocated to network functions, or it may be non-dedicated which means that a part of the servers functions may be allocated as a workstation or DOS-based system.
· The Network operating system - It is loaded into the server’s hard disk along with the system management tools and user utilities. When the system is restarted, NetWare boots and the server commands its control.

· Workstations - Workstations are attached to the server through the network interface card and the cabling. The concept of distributed processing relies on the fact that personal computers attached to the networks perform their own processing after loading programs and data from the server.
· Network Interface Card (NIC) - Every device connected to a LAN needs a Network interface card (NIC) to plug into the LAN.
· Network Cabling - Once the server, workstations and network interface cards are in place, network cabling is used to connect everything together. The most popular type of network cable is the shielded twisted-pair, co-axial and fiber optic cables..

Wireless LAN (WLAN): Wireless networks do not require any physical media or cables

for data transmission. Radio waves and Infrared signals are used for communication. Radio waves are most commonly used transmission media in the wireless Local Area Networks. A Wireless Local Area Network (LAN) is a flexible data communications system implemented as an extension to a wired LAN. Using radio frequency (RF) technology, wireless LANs transmit and receive data over the air, minimizing the need for wired connections. With wireless LANs, users can access shared information without any plug in or without any physical connection with wired infrastructure.

Benefits of the Client /Server Technology:

· It increases end users & developer’s productivity by facilitating them required s/w and h/w resources in time.

· Less manpower is required to maintain a client/server application than mainframe

systems. The expenses of hardware and network in the client/server environment are less than those in the mainframe environment.

· Users are more productive today because they have easy access to data and because applications can be divided among many different users so efficiency is at its highest.
· Client/server applications make organizations more effective by allowing them to port

applications simply and efficiently.

· The management control over the organization would be increased.
Virtual Private Network (VPN):- A VPN is a private network that uses a public network (usually the Internet) to connect remote sites or users together. Instead of using a dedicated, real-world connection such as leased line, a VPN uses "virtual" connections routed through the Internet from the company's private network to the remote site or employee.
Broad Band Networks (ISDN)

Integrated Services Digital Network (ISDN) is a system of digital phone connections to allow simultaneous voice and data transmission across the world. Such voice and data are carried by bearer channels (B channels) having a bandwidth of 64 kilobits per second. A data channel can carry signals at 16 kbps or 64 kbps, depending on the nature of service provided. There are two types of ISDN service – Basic Rate Interface (BRI) and Primary Rate Interface (PRI). BRI consists of two 64 kbps B channels and one 16 kbps D channel for a total of 144kbps and is suitable for individual users. PRI consists of twenty three B channels and one 64 kbps D channel for a total of 1536 kbps and is suitable for users with higher capacity requirements.
Network Tier Architectures:-
1. Single Tier Systems
2. Two Tier Systems
3. Three Tier Architecture
4. Multi-tier Architecture
1. Single Tier Systems: A single computer that contains a database and a front-end (GUI) to access the database is known as Single Tier System. Generally, this type of system is used in small businesses. There is one computer which stores all of the company’s data on a single database. The interface used to interact with the database may be part of the database or another program which ties into the database itself.
2. Two Tier Systems: A two-tier system consists of a client and a server. The database is stored on the server, and the interface used to access the database is installed on the client. The user system interface is usually located in the user’s desktop environment and the database management services are usually in a server that is more powerful machine that services many clients. Processing management is split between the user system interface environment and the database management server environment, the database management server provides stored procedures and triggers.

Advantages:
· The system performance is higher because business logic and database are physically close.

· Since processing was shared between the client and server, more users could interact with system. 

· By having simple structure, it is easy to setup and maintain entire system smoothly.
Disadvantages:

· Performance deteriorates if number of users is greater than 100.

3. Three Tier Architecture:The three-tier (middle tier server) resides between

the user interface (client) and the data management (server) components. This middle tier provides process management where business logic and rules are executed and can accommodate hundreds of users (as compared to only 100 users with the tow-tier architecture) by providing functions such as queuing, application execution, and database staging.

4. Multi-tier Architecture: Multi-tier architecture (often referred to as n-tier architecture) is a client-server architecture in which an application is executed by more than one distinct software agent. The client program has only User Interface (UI) code that talks, via a network, to the "middle tier" on which the business and database logic sits. In turn the middle tier talks, via a network, to the database. In practice the middle tier can be placed, if necessary, on the same machine as the database.
Data Centre
A data center is a centralized repository for the storage, management and dissemination of data and information. Data centers can be defined as highly secure, fault-resistant facilities, hosting customer equipment that connects to telecommunications networks.

Types of Data centre:-

· Private Data Center and 
· Public Data Center
· Private Data Center: A private data center (also called enterprise data centers) is managed by the organization’s own IT department, and it provides the applications, storage, web-hosting, and e-business functions needed to maintain full operations.
· Public Data Center: A public data center (also called Internet data center) provides services ranging from equipment co-location to manage web-hosting. Clients typically access their data and applications via the Internet.

Disaster Recovery sites: Data centers need to be equipped with the appropriate

disaster recovery systems that minimize downtime for its customers. This means that every data center needs to invest in solutions, such as power backup and remote management. The different types of plans are:
· Cold site: An alternative facility that is devoid of any resources or equipment, except air conditioning and raised flooring.

· Warm site: An alternate processing site that is only partially equipped, as compared to a hot site, which is fully equipped. It is defined as a backup location that is equipped with computers and hardware similar to those at the original business site, but does not include backed up copies of data and information. It can be shared (sharing servers equipment) or dedicated (own servers).

· Hot site: An alternative facility that has the equipment and resources to recover business functions that are affected by a disaster. Hot sites may vary in the type of facilities offered (such as data processing, communications, or any other critical business functions needing duplication). The location and size of the hot site must be proportional to the equipment and resources needed.

Network Security Techniques:-
· Firewall: Firewall is a device that forms a barrier between a secure and an open

environment when the latter environment is usually considered hostile, for example the Internet. It acts as a system or combination of systems that enforces a boundary between more than one networks. Access controls are common form of controls encountered in the boundary subsystem by restricting the use of system resources to authorize users, limiting the actions authorized users can take with these resources and ensuring that the users obtain only authentic system resources.

Intrusion Detection System (IDS): An Intrusion Detection System (IDS) is a device or software application that monitors network or system activities for malicious activities or policy violations and produces reports to a Management Station. The goal of intrusion detection is to monitor network assets to detect anomalous behavior and misuse. The components of IDS are:-
· Network Intrusion Detection (NID): Network Intrusion Detection System is placed on a network to analyze traffic in search of unwanted or malicious events on the wire between hosts. Typically network intrusion detection devices intercept packets traveling along various communication mediums and protocols, usually TCP/IP. Once captured, the packets are analyzed in a number of different ways. Some NID devices will simply compare the packet to a signature database consisting of known attacks and malicious packet "fingerprints", while others will look for anomalous packet activity that might indicate malicious behavior.
· Host-based Intrusion Detection (HID): Host-based Intrusion Detection systems are designed to monitor, detect, and respond to user and system activity and attacks on a given host. The difference between hostbased and network-based intrusion detection is that NID deals with data transmitted from host to host while HID is concerned with what occurs on the hosts themselves.
· Hybrid Intrusion Detection: Hybrid Intrusion Detection systems offer management of and alert notification from both network and host-based intrusion detection devices. Hybrid solutions provide the logical complement to NID and HID - central intrusion detection management.

· Network-Node Intrusion Detection (NNID): Network-Node Intrusion Detection was developed to work around the inherent flaws in traditional NID. Network-node pulls the packet-intercepting technology off of the wire and puts it on the host.
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