   CHAPTER 6= BUSINESS CONTINUITY PLANNING AND DISASTER RECOVERY PLANNING
BCP= focus on maintaining the operation of organization. It is guiding document which helps the organization to continue operation. 
DISASTER RECOVERY= arises when BCP fails to maintain operation
BCP COVERS FOLLOWING AREA= (CODE= B,C,D)
· Business resumption planning
· Disaster recover planning
· Crises management= minimize damage to the organization’s  profitability
BUSINESS CONTINUITY LIFE CYCLE
· Risk assessment
· Determine recovery alternatives
· Implement recovery plan
· Recovery plan validation
OBJECTIVE AND GOAL OF BCP
A. PRIMARY OBJECTIVES
· Primary objective to minimize loss by minimize cost
· Help organization to survive a disaster
· Reestablish normal business operation
B. Key objective
· Identify weakness and implement disaster prevention programme
· Minimize duration of serious disruption
· Effective coordination of recovery task
· Reduce complexity of recovery efforts
DEVELOPING BUSINESS CONTINUITY PLAN = DIVIDED IN 8 DIFFERENT PHASES.
 SUCH PHASES EMPHASIS ON 
· Understand total efforts required to develop and maintain effective recovery plan
· Top management support
· Define recovery requirement
· Documenting the impact
· Focus on disaster prevention
· Select BCP team
· Develop plan easy to use and understand

8 PHASES OF DEVELOP BCP PLANNING 
1) Pre planning activities= 
· Plan initiation.
· understand existing and projected system environment
· Refine scope
· Committee make all decision related to recovery plan efforts
2) Vulnerabilities assessment and definition of requirement=   
                                                                     This phase Concentrate on activities that reducing the possibility of disaster occurrence rather than minimize impact of actual disaster. This phase include following task
· Security  assessment of  system
· Assessment to improve existing emergence plan
· Present findings and recommendation
· Define scope
· Analysis , recommend and purchase recovery planning software
· Assemble BCP team and conduct awareness
3) Business impact analysis= BIA Report should present to steering committee
                                     Help to BCP TEAM to identify critical system, process and function. This phase emphasis on
·  Identify organizational risk
· Identify critical business process
· Identify risk and threats
· Identify dependencies and interdependencies
· Identify type and quantity of resources
· Determine impact to the organization
       Number of ways to obtain information= questionnaires, workshop, interviews, examine documents
4) Detail definition of requirement
· Develop profile of recovery requirement
· Profile develop by identify resources required
5) Plan development
· Determine available option
· Recovery strategy of business and technical
· Define recovery components
· Plans are documented
· Change user procedure
· Upgrade existing data
6) Testing the plan
· Plan is tested on regular basis
· Ensure recovery plan is complete and workable
· Evaluate competence of personnal
· Restore IT backup system
· Monitor business continuity plan
7) Maintenance programme= it is critical to maintain existing changes management process. Following task under take in the phase
· Determine ownership and responsibility
· Determine maintenance process
· Identify BCP maintenance triggers
8) Testing and implementation: once plans are developed initial test of plans are conduct. Following task should be include
· Define the test approach
· Identify test team
· Structuring the test
· Conducting the test
· Analysis the test results
· Modify the plans as appropriate
TYPES OF PLANS
1. EMERGENCY PLAN= emergency plan specify the action to be undertaken immediately when a disaster occurs ex. Major fire, major structural damages
Four aspect of emergency plan
· Who is to be notified immediately when disaster occur eg.. management, fire department
· What action to be undertaken eg. Shutdown of equipment
· Any removal procedure required to be specified
· Responsibility must be identified
2. BACK-UP PLAN=
· specify  the type of backup to be kept 
· specify location of backup 
· personnel who are responsible
Following resources considered for back up
· personnel
· hardware= arrangement with another company
· facilities= arrangement with another company
· documentation= stored securely on-site and off- site
· supplies
· data/ information= inventory of files stored off- site
· application software=            “
· system software=                   “
3. RECOVERY PLAN= recovery plan set out procedure to restore full information system capabilities.  Recovery plan identify  recovery committee who is responsible for recovery to be undertake 
4. TEST PLAN=
· it is final component of disaster recovery plan.
· Purpose of test plan is identify deficiencies of emergency, back up, recovery plan

THREATS AND RISK MANAGEMENT
A. Various threats, risk and exposure to computer system and their control measure
a) LACK OF INTEGRITY = control measure ensure  integrity includes implementation of security policies, standard
b) LACK OF CONFIDENTIALITY = control measure ensure confidentiality includes use of digital signature and data encryption technique
c) LACK OF SYSTEM AVAILABILITY= control measure ensure availability  include implementation of software configuration control
d) UNAUTHORISED ACCESS= control measure to stop unauthorized access 
e) DISGRUNTLED EMPLOYEES= control measure to include installation of physical and logical access control
f) HACKERS AND COMPUTER CRIME = control measure include installation of firewall and intrusion detection system
g) TERRORISM AND INDUSTRIAL ESPOINAGE =   control measure include usage of traffic padding and flooding technique to confuse intruders
B. SINGLE POINT OF FAILURE ANALYSIS =  the objective is to identify any single point of failure within the organization’s infrastructure
                      OBJECTIVE OF RISK ASSESSMENT
· Identify IT risk
· Determine level of risk
· Identify risk factor
· Develop risk mitigation strategies

BENEFITS OF PERFORMING RISK ASSESSMENT
· Improvement in technical delivery
· Provide frame work that governs technical choice and delivery process
· Interpretation of potential risk impact
· Implementation of strict discipline for active risk management


SOFTWARE AND DATA BACKUP TECHNIQUE
TYPES OF BACKUP
1. FULL BACK UP = capture all data files within system called full data backup
2.  INCREMENTAL BACK UP = only the files that changed since the last backup are backed up
3.  DIFFRENTIAL BACK UP = backed up difference between previous full back up and current full back up
4.  MIRROR BACK UP = exact  copy of original full back up. 
ALTERNATIVE PROCESSING OF BACK UPS
1. COLD SITE = 
· Appropriate when organization can tolerate down time
· May establish own cold site facility
· May enter into an agreement with third party
2.  HOT SITE = 
· Appropriate when recovery is critical
· Avail all hardware and operational facilities at hot site
· Expensive to maintain
3. WARM SITE = 
· Intermediate level
· Necessary equipment which require immediate keep at hot site
· Equipment which delay is tolerable keep at cold site
4. RECIPROCAL AGREEMENT = 
· Two or more organization may ready to provide backup facility to each other at the event of suffering disaster
· Relatively cheap
BACKUP REDUNDANCY (EXTRA BACKUP REQUIREMENT)
1. MULTIPLE BACKUP MEDIA = 
· Appropriate for highly important data
· Which situation of data loss is unacceptable
2. OFFSITE BACKUP = 
· Keep at least one copy of data backup extra
· At alternative location
· Off site location is best to store
3. MEDIA- ROTATION- TACTICS = 
· To reduce data loss in case of major disaster
TYPES OF BACKUP MEDIA
1. FLOPPY DISK = cheapest backup solution
2. DVD DISK = popular disk media storage. 
3.  TAPE DRIVERS = popular due to their low cost
4. DISK DRIVERS = very fast compare to tape driver
5. REMOVABLE DISK = quite fast, not expensive, easy to install and carry around
6. Digital audio tape = becoming faster and larger capacity
7. OPTICAL JOKEBOX = use magnetic optical disk with high capacity backup solution
8. Autoloader tape system = they have built in capability of automatically loading
9. USB FLASH DRIVE = available in various size
10. ZIP DRIVE = small, portable disk drive used primarily   for backing up
FIVE FUNDAMENTAL FACTORS TO CHOOSE MEDIA FOR BACKUP
1. Speed
2. Reliability
3. Cost
4. Capacity
5. Extensibility
BACKUP TIPS
· Draw up simple plan easy to understand
· Keep a record of what is backed up
· Utilize full volume
· Select option to verify backup
· Everything is working properly
· Create  step by step guidelines
INSURANCE
        Insurance is to spread economic losses. Policies normally cover following resources
1. Equipment
2. Facilities
3. Storage media
4. Business interruption
5. Account receivables
6. Extra expenses
7. Valuable paper
8. Media transportation
9. Malpractice and error
KIND OF INSURANCE
1. FIRST PARTY INSURANCE = property damages = insured against property damages
2. FIRST PARTY INSURANCE = Business interruption= its insured company fails to perform its contractual duties.
3.   THIRED PARTY INSURANCE = general liability= design to protect the insured from claims of wrong committed upon others. If insured computer damages another party’s computer, data connectivity , then insured may be held liable
4. THIRED PARTY INSURANCE= directors and officers= insurance protect from liabilities arising from failure to meet appropriate standard 
TESTING METHOLOGY AND CHECKLIST 
   Test and check disaster recovery planning 
1. Hypothetical testing = verify existence of all necessary procedure and action within recovery plan
2. Components = smallest set of instruction within recovery plan
3. Module = combination of components. Each component should be tested before included in a module
4. Full = verify that each component with in module is workable and satisfy the strategy
 TEST OBJECTIVE  
1. Establish environment to nominate application
2. Fully document
3. Recovery of system , application, data base
4. Establish communication
5. Examine designated alternative sites
AUDIT TOOLS AND TECHNIQUES = the best audit technique is a periodic simulation technique. Other technique observation, interview, checklist, inquiries, meetings, questionnaires and documentation review. Those tools are as follows= 
1. AUTOMATED TOOLS=  they can be used to find out threats and vulnerabilities such as weak access control, weak password
2. INTERNAL CONTROL AUDITING = this include inquiry , observation and testing
3. DISASTER AND SECURITY CHECK LIST = a checklist can be used to against which the system can be audited
4. PENETRATION TESTING = can be used to locate vulnerabilities
AUDIT OF DISASTER RECOVERY PLAN
1. Determine plan exist and develop with sound methodology
2. Determine information of backup procedure
3. Determine exist test plan
4. Obtain and review existing disaster recovery plan
5. Obtain and review existing business impact analysis
6. Gather background information
7. Gain understanding of methodology
8. Determine plan dated in each time
9. Determine all the location
10. Building, utility and transportation
11. Verify backup facilities


                  

  



 
                                     

 
                                                              

 


