 CHAPTER 5 :- RISK ASSESSMENT METHOLOGY AND APPLICATION
RISK ASSESSMENT COMPONENTS:- 
· Data collection 
· Data analysis
PURPOSE OF RISK ANALYSIS:-
· Threats identification
· Risk mitigation
RISK LEAD TO GAP BETWEEN:-
· Need to protect system
             AND
· Degree of protection applied
THE GAP IS CAUSED BY= (E2, D I ET ) REFER CHAPTER 9
NEW RISK AREA:- 
· External danger from hackers
· Misuse and abuse information system
· Virus attacks
THREATS:- Action, event, condition
               Cause harm to an information system through
              Destruction, disclosure, adverse modification of data, denial of services  
VULNERABILITIES:- weakness in system safeguard and expose the system to threats
Ex- your front door unlocked, short password
EXPOSURE:- extent of loss the organization has to face when risk materialize Ex- loss of reputation, violation of privacy
ATTACK:- compromise in confidentiality, integrity, availability of information
RESIDUAL RISK:- risk remaining after counter measures
                          THREATS TO THE COMPUTERISED ENVIROMENT
a) Power failure
b) Communication failure
c) Disgruntled employees
d) Natural disaster
e) Abuse position by employees
f) Malicious code
g) Theft and destruction of computing resources
h) Fire
i) Down time due to technology failure
j) Errors	
THREATS DUE TO CYBER CRIME
a) Embezzlement
b) Fraud
c) Denial of service
d) Theft of proprietary information
e) Sabotage= damage and destruction of electronic file ,data ,web pages 
f) Computer virus
g) Others(hacking)
RISK ASSESSMENT
Risk analysis = identify, assess and mitigate the risk
Analysis of threats to resources (assets) AND determine the amount of protection necessary to protect assets
RISK ASSESSMENT FOCUSED UPON:- 
1. PRIORTISATION = critical application. To review its impact on organization
2. IDENTIFY CRITICAL APPLICATION=  determine on the basis of present value and future changes
3. ASSESSING THEIR IMPACT ON ORGANIZATION= legal liabilities, loss possibilities, interruption of customer services
4. DETERMINE RECOVERY TIME FRAME= how much will be taken to recovery
5. ASSESS INSURANCE COVERAGE=
a) Hardware facilities= insurance for replacement of all equipments
b) Software reconstruction= cost of media, programming cost for recreating  the software
c) Extra expenses
d) Business interruption=loss of profit caused by damage computer media
e) Valuable paper and records
f) Errors and omission:- against legal liability 
g) Fidelity coverage= for acts of employee
h) Media transportation= loss , damage to media
6. IDENTIFICATION OF EXPOSURES AND IMPLICATION= estimate the probability and frequency of disaster
7. DEVELOPMENT OF RECOVERY PLAN= 
RISK MANAGEMENT 
Before risk management should classify the risk. Two type of risk
· Systematic risk= unavoidable= which is not in control
· Unsystematic risk= avoidable= can avoid by using advance technology
RISK MANAGEMENT PROCESS  ( CODE= ICAI, TIM )
· Identify risk
· Assess risk
· Classify risk
· Identify managerial action to reduce risk
· Technological solution to mitigate the risk
· Identify technological combination reduce overall risk
· Match the analysis with management policies 
RISK MANAGEMENT CYCLE
Three primary functions= a) identify risk        b) assessing risk         c) risk mitigate
MAIN RISK CYCLE:-
a) Identify risk area
b) Assess the risk
c) Develop risk management
d) Implement risk management plan
e) Re evaluation the risk
RISK IDENTIFICATION
Identify inherent risk which highly impacts the organization. Management and audit resources will be allocate the function with highest risk.
Risk evaluation is the part of audit report. To evaluate inherent risk two question keep in mind
· PROBABILITIES= that things goes wrong
· Exposure = what is cost if things goes wrong
  PURPOSE OF RISK EVALUATION= 
· Identify probabilities of failure and threats
· Calculate damages and loss
· Keep cost benefit analysis in mind
TECHNIQUE FOR RISK EVALUATION 
A. Judgement and intuition=auditor may use their professional experience
B. Delphi technique= here a panel of expert. Give their independent opinion in written. Enlist estimate cost, risk , benefit.
C. Scoring approach= identify risk and enlist their exposure than assign weights to risk on the basis of impact on occurrence, cost involved
D.  Quantitative technique= calculating annual loss
E. Qualitative technique= probability data is not required only potential data is used. Most qualitative risk analysis methodology=
· Threats= fire and fraud
· Vulnerabilities= paper(easily damage and harmed)
· Control= various control
· Deterrent control= reduce attack
· Preventative control=make attack unsuccessful and reduce its impact
· Corrective control= reduce effect of attack
· Detective control= discover attack
RISK RANKING
Organizations have to device their own ranking. Organization give weights ex. 10= high, 5= medium, 1= low
RISK MITIGATION
Causal analysis helps to relate probabilities of operational losses. Causality basis of action and prediction. Cause models helps in implementation of risk mitigation measures. Identify events and their impact on losses.
RISK MITIGATION MEASURE= 
· Self assessment
· Calculate capital and reserve
· Create culture support FOR RISK MITIGATION
· Internal control
· Establish disaster recovery plan and backup system plan
· Insurance
· Independent operational risk management  plan
· Strict service level agreement
COMMON RISK MITIGATION TECHNIQUE
· Insurance
· Outsourcing= transfer some of function to outside agency
· Service level agreement= with suppliers through exclude from losses itself
RISK AND CONTROL
Risk is probability that an event and action will adversely affect the organization. Primary risk are error , omission, delay and fraud . 









                  
                      

