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Introduction

SAP Security should be understood by functional consultants and is essential during implementation phase of the project.  This article explains some of the key authorization objects that can be considered during implementation phase.  The aim is not to cover the end-to-end implementation of security; but to identify field objects and relevant activities related to FI/CO module.  Typical security configurations in FICO module will be completed by Basis consultants.  

This article documents all the unique security scenarios in FICO module during implementation. Please note that this document is not an exhaustive guide.
SAP Security: Quick Reference
Basics of SAP Security is dealt here –

	Security Terms
	Definition

	Authorization
	Permits the assignment of general/finely detailed user authorizations

	Authorization checks
	Protects the functions or objects

	Profiles
	Authorization assigned to users in collections

	Profile Generator
	PG generates authorizations and profiles.  Manual insertion of profile is also possible.

	Authorization Object
	Works as a template for a to-be design for authorization.

Maximum 10 fields can be assigned.

AUTHORIZATION-CHECK is the corresponding ABAP command to be used

	Fields
	It is an authorization object that are linked to data elements

	Activity
	Activity defines the action that can be performed on the field.  For example activity 01 is for Create; 02-Change; 03-Display

	Single Role
	Similar authorization objects are grouped together to perform a process is called as single role

	Composite Role
	Group of single role forms a composite role


Copying and Modifying standard SAP templates

Generally during implementation phase, most of the user roles will be copied and derived based on Standard SAP roles.  For example, 

This has defined transaction codes assigned.

Standard SAP Role
: SAP_FI_AR_POST_ENTRIES

Description

: Post Customer Invoices and Credit Memos
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Authorization objects that are assigned to this role will be available in the ‘Authorization’ tab.
[image: image2.png]Display role: Authorizations

Information

¥ & %+ oen %+ changea | ¥+ Waintained| | organizstonal fevels

Maint 4 Unnaint. org. Tevels 5 open fields, \ Status: Unchanged

S4P_FI_AR_POST_ENTRIES @O0 Post Custoner Invoices and Cred¥§ fenos
[ oo taintained Cross-application Authorization Objects
{—= oom 2 Haintained Access to Tasks in General Notifications
L& oo taintained dcoess to Tasks in beneral Hotitications
[——gp ctivity Type for Tasks in Gen Display if you are assigne

——¢p Code Group SAPISR
—¢p catatog 2

{he partner for the task

'~ com 2 standard  Transaction Code Check at Transaction Start

= com standard  Transaction Code Check at Transaction Start

—¢p Transaction Code F-21, F-30, FB11, FB70, FB75, 1059

{—e @co standard  controlling
[ @CO Changed  Financial Accounting

jm oo rtucare AR T Waintin the valuesfor the orgarizatonal eves f e ole
| Feavasoroles
org. Level From To
Cornpary coe
usiness area
[Account type.
Contoling area
it

=





Organizational Elements in FICO Module

Only the below organizational elements are added at Organizational level (through Organization level button in the application toll bar of PFCG).  The values as per business needs are added at this level.
	Organizational Elements
	Description

	$WERKS         
	Plant

	$RLDNR    
	Ledger

	$PRCTR       
	Profit Center

	$KTOPL          
	Chart of Accounts

	$KSTAR           
	Cost Element

	$KOKRS 
	Controlling Area

	$KOART       
	Account type

	$KLVAR           
	Costing Variant

	$KKBER       
	Credit Control area

	$GSBER  
	Business Area

	$FIKRS
	FM area

	$ERKRS        
	Operating Concern

	$EKORG 
	Purchasing Organization

	$BUKRS      
	Company Code

	$BKKRS          
	Bank area

	$AUFART  
	Order Type

	$ARBPL     
	Work Center

	$ANLKL
	Asset Class

	$AFAPL   
	Chart of Depreciation


Sample Organization level settings maintained in the profiles –
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Inserting Missing authorizations

Even if profiles are generated using profile generator, sometimes it may be necessary to manually insert missing authorizations or field values.  This is termed as post-maintaining authorizations. 

During usage, if a profile is said to have missed authorization, the steps that are generally followed are –

1. Use the transaction code SU53 to find the last authorization check that is failed

2. Check the related transaction to confirm if the authorization object is checked
3. Check the generated profile with the help of the basis consultant to ensure that the authorization object is missing

4. If in Step 3, if the object has been incorrectly set, use the transaction code SU24 to change the check indicator; else if the object is missed, it has to be added manually.

When to insert missing authorizations?
Standard SAP profiles are generated for standard dimensions.  If as per business needs, a new dimension check to be included, it has to be manually added.  The new dimension may be at organization level or at authorization object level.
Examples:

	Dimension
	Authorization Object

	Segment
	F_FAGL_SEG

	Cost Center
	K_CCA

	Internal Order
	K_ORDER

	Profit Center
	K_PCA


Note: Segment is a new dimension added in ECC 6.0.  This has to be manually added in all the roles, even if they are copied from standard SAP.
For the role that we took in example - SAP_FI_AR_POST_ENTRIES, segment is not available by default.  Hence it becomes necessary to add it manually.

CO Authorization: RESPAREA:
Generally in case of CO authorization objects, the field name will usually be RESPAREA.  This will be the combination of –

<Unique ID to identify the CO objects><Controlling area><CO Object value>

E.g. KS20000008400000

Where KS-Cost Center; 2000-Controlling Area; 0008400000-Sample Cost Center

Guidelines for adding objects manually
1. Even if the object manually added has a value ‘*’ in its value for any of the roles applicable to the user, authorization will not get restricted.

2. When field name like RESPAREA are added manually, the technical consultant has to code manually to arriving at the structure of the RESPAREA before doing the authorization check in the exits/reports.

3. Most of the organization structure elements like Company code, profit center etc, can be included at the Organization level. [Through Organization level button in the application tool bar].  The other objects can be manually added in the normal way.  After manual addition, the roles should be generated again.
4. User comparison should be performed after any change to the roles, for making it effective for a user.
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Open / Close of posting periods: Restricting at Company code level
Authorization to the standard transaction code OB52 cannot be restricted at posting period variant level.  So, custom solution is required to restrict OB52 at company code level.   This becomes necessary, if opening and closing posting periods are not centrally controlled.

Manual Security objects to be checked:

Authorization object for Company Code
: F_SKA1_BUK

Activity





: 03

Logical Flow 

1. Have a selection screen with company code

2. Check if the logged in User has access to the company code using the auth object mentioned above

3. Get the posting period variant (V_001_R-OPVAR) for the company code (V_001_R-BUKRS) in the selection screen.

4. Go to SE11 copy the view V_T001B to ZV_T001B_000X (000X indicate the Posting Variant) 

5. In Change mode, tab strips Selection Conditions Insert line 2 with -
Table     Field Name   Operator   Comparative Value    AND/OR 
T001B     BUKRS           EQ            '000X'         AND 

6. Save the entries 

7. Go to SE54, Options Generated Objects ( Create 

Authorizations Group
: FC31 (Auth Group for Posting periods)
Function Group

: Z00F0 
Maintenance Type

: One Type 
Overview Screen

: 65 
Single Screen

:0 

8. Go to SE93, Create a new transaction code ZOB52_000X 

Start object - Transaction with parameters (parameter transaction) 
Transaction SM30, Tick Skip initial screen 

Name of screen field
: Value 
VIEWNAME


: ZV_T001B_000X 
UPDATE


: X 

9. Save the entries. 

10. Now, test the new transaction code ZOB52_000X which will only display the Posting Variant that was have defined in the table view. 

11. Based on the posting period variant identified in previous steps, call the appropriate t-code created in the code.  

Limitations

1. For every new posting period variant creation, a new T-code for OB52 to be created

2. The initial relevant rows for the posting period variant should be done using the standard OB52.  From then, the opening and closing can be performed using the Z-version.  This is only if, the ‘New Entries’ button is removed from the application toolbar.  Hence it will not serve as a limitation.
Sample T-code:
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Automatic Payment Program
In automatic payment program, there always arise situations where separate users –
· Enter parameters

· Create proposals

· Do payment run

· View the logs

This can be achieved using authorization objects by changing the activity values.  The various activity values available for APP are not available in PFCG; but in F110 itself.  Also note that necessary authorization for spool and background processing should be available to the user for printing checks.
Authorization Activities

	Key
	Action

	02
	Edit Parameters

	03
	Display Parameters

	11
	Execute Proposal

	12
	Edit Proposal

	13
	Display Proposal

	14
	Delete Proposal

	15
	Create Payment Medium Proposal

	21
	Execute Payment Run

	23
	Display Payment Run

	24
	Delete Payment run payment data

	25
	Create payment media of payment run

	26
	Delete payment orders of payment run

	31
	Print payment medium manually
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Internal Order

All the IO master data related transaction codes like KO01/02/03 are restricted at controlling area level only.  But generally, it is always ideal to restrict access at profit center level.  Also this holds good for KO22 / 23 – (Maintaining Budgets for IO).
User Exit


: ZXAUFU02

Function Module

: K_ORDER_CHECK_CUSTOMER

Authorization object
: K_PCA

The AUTHORIZATION_CHECK should be coded for the authorization object K_PCA.  The activity is either 01/02/03 based on the nature of the transaction code.

	DATA : l_msg(60)  TYPE c,

       l_temp(16) TYPE c.

IF NOT i_aufk-prctr IS INITIAL.

  CONCATENATE 'PC' i_aufk-kokrs i_aufk-prctr INTO l_temp.

  AUTHORITY-CHECK OBJECT 'K_PCA'

           ID 'RESPAREA'  FIELD l_temp

           ID 'CO_ACTION' FIELD '*'

           ID 'KSTAR'     FIELD '*'.

  IF sy-subrc NE 0.

    CONCATENATE 'No authorization for profit centre ' i_aufk-prctr INTO l_msg SEPARATED BY space.

    MESSAGE l_msg TYPE 'E'.

  ENDIF.

ENDIF.


In the above code, the RESPAREA has to be arrived by concatenating controlling area and profit center before checking for authorization.

Note:  Please note that authorization of assessment and distribution can be restricted at ‘Controlling area’ level only.  This holds good for transaction codes – KO88 and KO8G (Settlement of Internal Orders)  
Commonly used Transaction codes

The need to know t-codes are –
PFCG: Profile Maintenance

SU24: Maintaining assignment of authorization objects

SU53: Checking missed authorizations

SUIM: Comprehensive search tool for authorization
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