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You are free to distribute this book to others however please send them the 

download link of posted in our site ☺ 

Attribution — You must attribute the work in the manner specified by the 

author or licensor (but not in any way that suggests that they endorse you or 

your use of the work). 

You may not copy its content to use in your own works or blogs or even in 

websites and forums. 

Noncommercial — You may not use this work for commercial purposes. 

No Derivative Works — You may not alter, transform, or build upon this 

work. 

 

Disclaimer:-Whilst every effort has been made to ensure that the 

information contained herein is correct and up-to-date, Me or any related 

parties cannot accept any responsibility, legal or otherwise, for any errors or 

omissions. The materials contained herein are provided for general 

information purposes only and do not constitute any business advice. We 

accept no responsibility for loss which may arise from reliance on 

information contained herein, and we make no warranty, express or implied, 

regarding the information provided in this book. 

 

Regards, 

Pavan Kumar Paruchuri 

MS-MVP 

Consumer Security. 
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Our contact Options:- 

� Visit the site www.9-zone.com and join Using google friend connect. 

� Join our Orkut community :- 

http://www.orkut.co.in/Main#Community.aspx?cmm=37556764 

� Join our Google Group:- 

� http://groups.google.com/group/9-zone 

� Add me on facebook:- 

� http://facebook.com/9zone 

� Follow me on twitter:- 

� http://twitter.com/9zone 

� e-mail me :- contactus@9-zone.com  

About our site www.9-zone.com :- 

Get tips and tricks on windows xp, vista, windows7, troubleshooting and 

virus issues, free downloads, software tutorials, administration and 

networking tutorials, articles on cyber security. 

A)Various Tips/Tricks, tweaks and hacks for increasing performance, customization etc 

of :- 
1)Windows Xp 2)Windows Vista 3)Internet 
B)Troubleshooting section contains various tips and tricks to troubleshoot different 

administration and virus problems that 
is caused in the system due to various reasons . 
C)Learn software contains learning bytes for using various software and understanding 

different computer 
and computing concepts 
D)Careen'N'Fun contains stuff which is Just for 
entertainment and knowledge nothing else  
E)Admin&Networking contains Learning bytes on Networking and 

administration,Currently updated with basic networking concepts, More like windows 

server administration, Unix,wireless networks are about to come soon. 
F)Security section had A list of articles on few possible online and cyber frauds that are 

common in the modern cyber world. 
G)Downloads section had Exclusive free and open source software hand picked by the 

team 9-zone.  
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� This Book contains the basics and some advanced topics related 

to cyber security. 

� It is made to create some security awareness among the 

netigens and people using computer systems. 

� As far as possible the articles covered and topics discussed here 

are kept as short as possible . 

� This book is made using simple language so that a laymen can 

also understand it. 

 

 

 
 

 
 
 
 

� Pavan Kumar Paruchuri is the editor and designer of:-

http://www.9-zone.com 

� And Joint editor, designer of:-http://www.9-zone.org 

� He is Recognized as Most valuable professional in consumer 

security by Microsoft for the year 2009-2010. 

� He is a MCSE(Microsoft Certified Systems Engineer) on server 2003,  

� A Qualified ICWA,  

� A graduate in B.Com 

� And presently doing CA(FINAL). 
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Book dedicated to all my website readers and community 

(all that I own and moderate) members in orkut without 

whom I may not entered in the field of IT. 

 

I am really thankful to my parents for their encouragement 

given in this regard. 

 

And I thank all my friends for their support especially 

CA.Ranjit Jain and my community supporters Hemant, 

Karan and Bala Krishna. 



Tip: - Having a good internet 

security suite or else good 

security software like antivirus, 

anti-spyware, firewall etc. will 

protect your computer most of 

the time and will keep it almost 

trouble free.  
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Everything looks good, but many people don’t know about the dark side of 

the virtual world where they are leading their second life, the fact is that, it is 

exploited more than our real world by cyber criminals. 

 

Spyware, Trojans, viruses, worms, phishing, key loggers, malware, spoofing, 

rootkits, spam, Oh my god what a huge list to mention, whether we are 

browsing from our home pc or from internet café or from a wi-fi hotspot it 

doesn’t matter we are still watched by many eyes and there is no privacy for 

us. 

 

� The system we are using might already be hijacked using a backdoor,  

� Or it may contain a keylogger which is logging all our details,  

� Or the bank website we have opened might be a fake one,  

� If we are in a internet café then the system we are using might have a 

hardware keylogger,  

� Or some one might be sniffing over our network,  

� Or we may be reverse tracked from our gps device,  

� Or even our keyboard strokes might be tapped by somebody  

� Or there may be a hidden cam following us, or even our service 

provider himself got hijacked,  

� Or the credit card swipe device in the shopping mall where we are 

going to pay the bill had a inbuilt card cloning device,  

� Or the atm center we entered might be a fake and doesn’t belong to 

any bank.   



Note:- An operating system is a 

large instruction set  which make 

a computer to function, as the 

instruction list is very huge and 

many people will work on 

building it, it may have some 

errors. 

Note: - There are lakhs of 

computer viruses and other 

exploits over the computers and 

internet searching for victims and 

this number is increasing day by 

day.   
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servers are secure which in turns protect us to some extent. Like Microsoft 

will strictly protect their live.com servers which in turn protect our e-mail 

addresses and files hosted/stored in them, coming to their consumers they 

will just provide some educational tips and they cannot protect each and 

every computer of their users as it is practically impossible to do. 

So we can say the cyber world is not fully secured. 

 

How far we are secured:- 

The only reason that most of we are playing safe in the cyber world is not 

that we are secured, but, we are just protected by our luck and it is true in 

most of the cases. There are thousands and lakhs of instances of identity 

theft, privacy violations, cyber attacks, and there are thousands of 

viruses/Trojans/spyware etc and hundreds are made daily, the mentioning of 

the figures would amount to a wasteful task as one can even bing/google it 

and check.  

 

How far we can secure:- 

Now this is the thing which is in our hands, starting from here we will be 

discussing about different online and offline privacy/security threats and 

measures that we should adopt to secure from them. 



Tip: - Its always a best practice to update the 

operating system. As we saw previously that the 

operating system program is not necessarily error free 

the company which made it will release occasional 

patches to resolve those errors. So at least install the 

recommended updates and all security patches to keep 

your computer at its best performance and secured 
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as Cracker and not hacker but unfortunately people use the words hacker and 

cracker as synonyms 

Types Of Hackers:- 

 

Not all hackers are the same. There are different types of them, with their 

own technical name. Hackers are categorized by their ‘hat’: 

 

White hats:  hackers in the noble sense of the term, whose goal is to help 

improve computer systems and technologies, are generally responsible for 

the main computing protocols and tools we use today. E-mail is one of the 

best examples The good guys. They are harmless, and if they find some 

security flaw, then they tell the administrator, and help to fix it. 

 

Black hat: Black hat hackers have no morals. They are the bad guys you hear 

about in the news, who sack websites and the like for profit or fun. These are 

also called as Crackers 

 

Gray hat: Hackers with morals, that can be good or bad, but most likely both 

to most people. They may attack a site or network they do not agree with, 

but are generally harmless. 

 

All the people who does attacks on cyber world need not be hackers or 

crackers, There are are many more types of them :- 
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"Script kiddies" (also sometimes called crashers, lamer and packet monkeys) 

are young network users who use programme/software and exploit tools they 

have found on the Internet, to attack other systems and users just for fun and 

with out having any actual target or aim. These people sometimes don’t 

know what exactly they were doing. 

 

"Phreakers" are hackers who use the switched telephone network (STN) to 

make free phone calls thanks to electronic circuits (called boxes, like the 

blue box, the violet box, etc.) connected to the telephone line in order to 

manipulate its functioning. The word "phreaking" therefore refers to 

telephone line hacking. 

 

"Carders" mainly attack chip card systems (particularly bank cards) to 

understand how they work and to exploit their flaws. The term carding refers 

to chip card piracy. 

 

"Software Crackers" are people aiming to create software tools that make it 

possible to attack computer systems or crack the copy protection of payware, 

Make a trail ware to a full version software A "crack" is therefore an 

executable program created to modify (patch) the original software so as to 

remove its protection. 

 

The “1337” Language:- 
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This language, mainly used by script kiddies in the underground culture, is 

called "1337" language. It consists of replacing certain letters (vowels, most 

of the time) with numbers 

 

l33t or Eleet (sometimes rendered Leet, 1337, or 31337), also known as 

Leetspeak, is an alphabet used primarily on the Internet, which uses various 

combinations of ASCII characters to replace Latinate letters. The term is 

derived from the word "elite", and the usage it describes is a specialized 

form of symbolic writing. Different "dialects" or varieties of leet are found 

on different online forums 

 

Initially, the word l33t was used as an adjective, to primarily describe the 

behavior or accomplishments of others in the community, with “lame” being 

its antonym. In that usage Leet generally carries the same meaning when 

referring to either the game prowess, n00b ownage, or, in original usage, 

hacking expertise of another person. From adjective form its use then 

expanded to include use as an expletive or interjection in reaction to a 

demonstration of the former qualities. With the mass proliferation of Internet 

use in the 1990s into the 21st century, Leet has since become a part of 

Internet culture and slang. Leet may also be considered a substitution cipher, 

albeit with much variation from user to user. 



Tip:-Antivirus software which 

is not updated regularly is 

equal to a soldier in border 

who is living without food and 

without any communication 

with the officials. So it’s a 

must practice to update the 

antivirus software regularly. 



Tip:-Certain malicious programs 

name themselves as antivirus 

software or virus removal 

utilities but don’t trust and 

install them only insist on good 

company antivirus software. 

Note:- Virus is nothing but a 

small program containing a set 

of instructions which are 

usually destructive or offensive 

in nature and as the CPU had no 

commonsense or IQ it, when 

infected, It will blindly follow 

those instructions effecting the 

user. 
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sometimes used as a catch-all phrase to include all types of malware, 

including true viruses. 

 

Trojans 

Trojans The name is derived from the Trojan Horse of Helen of Troy fame. 

It is a particular type of malware used to infiltrate a computer without the 

user’s knowledge. Trojans may install a so-called “keystroke logger”, which 

can record all the keystrokes entered on a computer keyboard or else install a 

back door or trap door (discussed in Other page) information is then passed 

on to fraudsters via the Internet Trojan Horses (not technically a virus) can 

be easily and unwittingly downloaded. For example, if a computer game is 

designed such that, when executed by the user, it opens a back door that 

allows a hacker to control the computer of the user, then the computer game 

is said to be a Trojan horse. 

 

Another form of Trojan allows infected computers to be targeted for a 

“denial of service” attack. The aim is to deny the victim access to a 

particular service. Such an attack can effectively disable your computer or 

network - with possible disastrous consequences depending on the type of 

organization. Unlike viruses, Trojans cannot reproduce. 

Trojan Horses (not technically a virus) can be easily and unwittingly 

downloaded. For example, if a computer game is designed such that, when 

executed by the user, it opens a back door that allows a hacker to control the 

computer of the user, then the computer game is said to be a Trojan horse. 



Tip:-Keeping an antivirus is 

just like having a personal or 

family doctor; it may or may 

not cure your system, there 

are viruses and other 

malicious programs which can 

hide away from antivirus 

software. So prevention is 

always better than cure. 
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from your computer. When your computer becomes infected, Malwarebytes 

can provide the needed assistance to remove the infection and restore the 

machine back to optimum performance. 

Download link:- 

http://www.malwarebytes.org/ 

click on the free version to get the download. 

 

Malicious Software Removal Tool  

The Microsoft Windows Malicious Software Removal Tool checks 

computers running Windows 7, Windows Vista, Windows XP, Windows 

2000, and Windows Server 2003 for infections by specific, prevalent 

malicious software—including Blaster, Sasser, and Mydoom—and helps 

remove any infection found. 

When the detection and removal process is complete, the tool displays a 

report describing the outcome, including which, if any, malicious software 

was detected and removed. 

Download here:-  

http://www.microsoft.com/security/malwareremove/default.aspx  
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� Rootkits misguide users as if they are safe and essential programs to 

run their systems by concealing running processes from monitoring 

programs, or hiding files or system data from the operating system. 

They may also prevent the antivirus scan to work. 

 

� The presence of a rootkit on a network was first documented in the 

early 1990s. At that time, Sun and Linux operating systems were the 

primary targets for a hacker looking to install a rootkit. Today, 

rootkits are available for a number of operating systems, including 

Windows, and are increasingly difficult to detect on any network. 

 

Types of rootkits:- 

 

Rootkits can be divided into  

1) Firmware,  

2) Virtualized,  

3) Kernel,  

4) Library and  

5) Application level kits 

 

And the sub types can be :-  

� Memory-based and  

� Persistent 
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Firmware:-   

� John Heasman from Next Generation Security Software demonstrated 

a rootkit that hides itself in firmware.  

� Completely erase the hard drive, reinstall the OS, and the rootkit is 

right back where it was before your exercise in futility. 

 

� Firmware rootkits aren't an imminent threat, but Heasman's 

demonstration shows that we can't ignore the firmware in systems 

anymore.  

� You probably don't even know the entire firmware device on your 

network, Many PCI cards, and even your system clock, have flashable 

memory. 

 

Virtualized:-  

� The lowest level of rootkits produced is virtualized rootkits.  

� These rootkits function by the modification of the systems boot 

sequence, to be loaded instead of the original virtual machine monitor 

or operating system.  

� A virtualized rootkit is able to intercept all hardware calls made by the 

guest operating system by loading the original operating system as 

Virtual Machine.  

 

Kernel level:-  
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� These will cover backdoors on a computer system by writing 

additional code or by replacing portions of kernel code with modified 

code via device drivers. 

� These are just used to protect backdoors from being detected or 

suspected.  

 

 

 

 

Library level:-  

� These usually patch, hook, or substitute standard application binaries 

with trojanized fakes, or the behavior of present applications can be 

modified by hooks, patches, injected code or some other manner. 

� Many cracks and patches that are available over net for cracking 

software will mostly contain these kind of rootkits. 

 

 

Rootkit Subtypes – 

 

Memory-based –  

� These types of attacks are usually used as information gathering 

missions by an attacker that has already discovered when a machine is 

normally turned on or running.  
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� These kinds of rootkits are extremely stealth and virtually impossible 

to detect due to the short life-span (removed upon reboot) nature of 

their existence. 

 

Persistent Rootkits 

� A persistent rootkit is one associated with malware that activates each 

time the system boots.  

� Because such malware contain code that must be executed 

automatically each system start or when a user logs in, they must store 

code in a persistent store 

� Generally these are stored in the Registry or file system or startup 

information. 

 

Solution and detection :- 

 

To get rid of rootkits you can use the following programs along with your 

regular antivirus software 

F-Secure BlackLight 

 

http://www.softpedia.com/progDownload/F-Secure-BlackLight-Rootkit-

Detection-Download-32720.html  
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Comodo Internet Security 4.0 includes a built-in sandbox which combines 

file system/registry virtualization and least-privileged user account principle 

in order to combat unknown malware. 

During the setup process you will be given the choice to: 

• Install the AntiVirus as a standalone 

• Install the Firewall as a standalone 

• Install both Firewall and AntiVirus 

Download here:- 

http://personalfirewall.comodo.com/free-download.html  





Tip:-Tracking cookies are 

generally removed many anti-

spyware solutions like Zone 

alarm and even spybot search 

and destroy will also clear 

your browsing history and 

traces..  So if you have one 

then no need to bother. 
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• Example of phishing e-mail 

 

In the above image see the from email address it is from 
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verification@yahoo.com but it is a fake one and when the victim 

follows those instruction and open the html wrapped link he will 

get the following fake page:- 
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Let us compare this fake page with the original yahoo login page:- 

The only difference between these pages is in the red boxes and its 

the only way to detect a fake page 

The original site had https (s referring to secured) 
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• You can clearly see the domain names in the red boxes are that of 

yahoo in original page where as its different in the fake page. 

• Also we can check the site certificate to check whether its fake or 

original I will be dealing it in other chapter spoofing. 

 

And finally the attacker gets the password of the victim directly in his 

inbox:- 

 

 

There is another lame way of phishing; it was done on almost all famous 

e-mail service providers like yahoo, Hotmail, Google etc. 

In this attack the spammer sends the following mail requesting the 

personal data of the users:- 
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I request u people not to fell for this lame trick and become victims. 

Remember Yahoo, Hotmail or even any other e-mail providers and even 

your banks will never ask for ur details in such a way. 



Tip: - Always delete the spam 

mails after marking them as spam 

in your e-mail account. 

Don’t open any mail attachments 

sent from untrusted senders. 

Don’t click on any links in those 

mails. 



Tip: - Don’t waste your time and 

time of your friends by 

forwarding the silly and stupid 

chain messages that contains 

something which never happens. 



Tip: - Don’t respond to these 

kinds of fake mails. By 

responding you are giving a hint 

to them that the e-mail of yours is 

active. 

And never fill out or give your 

personal information to them. 
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Tip: - Don’t click on any links in 

e-mail; instead type them in the 

browser. 

Some fake URL’s will be 

misleading in nature like If 

orkut.com is correct url some 

attackers may set Orkult.com or 

orkat.com or even fatsorkut.com 

etc. to mislead users. 



Tip: - While you are at the 

login screen of e-mail or 

bank account check whether 

the url in the address bar is 

converted to https instead of 

http. 

Tip: - Upgrade your internet 

explorer to version 8 and always 

keeps its phishing filter on. 
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Identify the lock icon in this page (rounded in red) 

It contains the security report of the Https site. Just press on it. 
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Now you will see a small pop up containing certain site information. 

Now just click on view certificate (rounded in red) 

We will get the following window containing certificate details like the 

issuer and to whom it was issued and for what purpose and when will it get 

expired. 

We can see very clearly that the certificate was issued to Yahoo.com so this 

certificate is trusted and the site we have opened is original. Otherwise the 

situation would have been different. 
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Tip: - Never run any java script 

codes in the browser when you 

are logged into certain site (like 

e-mail, social networking or 

banking etc.)  

Tip: - When suddenly redirected 

from a page do not login 

immediately, close your bowser, 

delete browsing history and 

cookies, then type the website 

again for logging in. 



Tip: - Some XSS attacks are used 

to steal cookies so if you are 

suspecting any xss attack then do 

clear your history and cookies in 

your browser and quickly change 

your password.  
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The exploit weakness was found in the dog of the day app available in orkut 

 

See the red box, this is where the place where I injected the xss script. 

 

Of course it was detected by orkut and patched later 

Note:- I was not the person who dis covered this flaw ..I found it some 

where and used it for demo. 

 

 

 

 



Tip:-Always select a good and 

strong password that is almost 

difficult to guess even by your 

friends and family. 

Tip:-Dispose of your bills, bank 

statements, credit/debit card 

transaction slips, or any document 

containing your personal data 

properly if possible tear them into 

pieces and dispose. 
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Let us consider the following examples for better understanding:- 

� An attacker will initially collect all your information. 

� Like will get your telephone bills, atm transaction slip, electricity bills, 

and also enquire about your business and profession. 

� One fine day he uses a fancy mobile number to call upon your mobile. 

� He simply says that he is your banker and tell all the details about you 

and your bank account since he had already collected them. 

� Now he will say that they are having some problem with your bank 

account or credit card and will request for your password or pin 

number to solve the problem immediately. 

� He will also add that the process requires high priority and is very 

urgent failing to attend it will result in closer or suspension your bank 

account. 

� Then not all but most of us become panic and will give all most all the 

details asked by him and that’s all we are doomed :D . 

 

 

Example 2:- 

� Many people have the habit of keeping their parents or children’s 

name as e-mail or bank account password. 

� And some people will have a habit of placing their last digits of 

mobile number or else vehicle registration number as credit card pin 

number. 



Tip:-Especially for women please 

stop writing your pin numbers and 

password in small paper slips that 

are kept in your hand bags. Some 

crooks will be there who will stare 

at your slips and card for extracting 

numbers or stealing them. 
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http://www.eset.com/onlinescan/ 

Dont neglect this step thinking that its a time waste coz security is more 

important 

These online scanners will search for viruses and even key loggers but you 

have to make sure that there is no hardware key logger in that system by 

looking at the cpu back panel 

 

There is a chance of spoofing in a net center, by changing some simple 

system settings in the computer one can easily redirect you to a fake page so 

beware of phishing 

 

If you are planning to use credit card never hand it over to any person in the 

net center, just enter the information all by yourself and do not allow any 

body to see it. 

 

Dont allow anybody to watch your activity over your shoulder, if some one 

is doing so then simply ask him not to stare at your system. 

 

Turn off remote desktop in the system which you are using (right click on 

my computer-properties-remote-remove tick marks on both items and click 

ok) 

 

If you are an advanced user then use process explorer to check for suspicious 

programs running in the system.              
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While logging into any site check whether remember me or remember 

password option is turned on or not, if turned on then just simply deselect it 

Finally i suggest, if you want to go to net centers then give preference to the 

branded one. 

 

Now the last step go to internet options and delete cookies, history and 

temporary internet files (found in internet explorer tools menu) this will 

delete you activity on the system. 
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Its easy for any one to trace your Ip and location while chatting you through 

messengers like yahoo, skype etc. 

So preferably login from web based messengers like 

http://webmessenger.yahoo.com/ or you can chat right from your mail box 

(in yahoo and gmail u can directly chat from the inbox of your e-mail) 

 

If you use normal messenger then stay in invisible mode 

 

Dont add unknown people in your messenger list 

 

Dont accept any files from strangers, they may contain viruses 

 

Avoid giving personal information to strangers (u can give fake details or 

modified details) 

 

Dont respond to spam/advertisements messages, if you get one then simply 

pres report spam option. 

 

keep your firewall always on when chatting from normal software based 

messengers 

Social networking sites:- 

 

Avoid posting your personal and sensitive data in your profile 
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Especially for girls:-Never upload any photo of your or your friends to any 

of the online album also dont keep your photo as display picture. 

Even boys also dont upload any of your relative/girlfriends pics into the 

online albums and never think that they cannot be copied, no online album is 

secured 

 

Dont run any java scripts and most importantly those grease monkey scripts 

unless u are a advanced user and well known abt them 

 

Beware of phishing and xss and cookie stealing in social networking sites 

Dont add unknown people to your account 

If you want to interact with strangers then you also create a fake account. 

 

Dont try to install skins/themes which you got from unofficial sources. 
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connection, and using that service without the subscriber's explicit 

permission or knowledge. It is a legally and ethically controversial practice, 

with laws that vary by jurisdiction around the world. While completely 

outlawed or regulated in some places, it is permitted in others. 

So to avoid this always password protect your network. 

 

Evil Twin Or Wiphishing Or rogue access point:- These may identify 

themselves as "Free WiFi", An "evil twin" can be a laptop or any other 

machine set-up to trick users into logging onto the Internet via their "rogue" 

connection by mimicking the legitimate hotspot’s network name and login 

page (where applicable). Once logged on, the hacker can create fake login 

prompts for popular email and banking applications thereby stealing the 

user’s most valued login credentials. 

What can be done to guard against such attacks? Look for connections that 

offer an SSL-encrypted login page (evidenced by https versus http in the 

address bar and a lock in the lower right hand corner of your web browser) 

that has been verified as authentic by public authorities. 

Also remember the same kind of attack can be done in Lan i.e in Internet 

center and even for cable net users. 
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Some tips:- 

� Its always a best practice to protect your system and internet 

connection with a strong password. 

 

� Set password for each and every user in your system. 

 

� Use proxies and virtual private networks 

 

� Update your operating system regularly 

 

� Use a good firewall and antivirus system and do update them 

regularly. 

 

� Turn off file sharing. 

 

� Use web based e-mail and don’t use software based like thunderbird, 

outlook etc. 

 

� Encrypt your files (in vista and windows 7 you can do it with 

bitlocker) 
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� A wired Ethernet connection is not a safe alternative to a WiFi hotspot. 

A hacker in another room can intercept all the traffic on a hotel's 

network, and can also easily attack any vulnerable computers. 

 

� Programs that update themselves automatically can be easily hijacked 

at Hotspots (or any WiFi network) to download malware so disable 

autoupdate of your software. 

 

� Turn off your internet connection and wi-fi when not in use. 

 

� Use public dns like open dns or else Google dns for configuring your 

dns server . 

 

� Don’t auto connect to open connections unless you trust them. 
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Some Windows 7 

Security Enhancements 

 � BBiittLLoocckkeerr  TToo  GGoo 

� AAppppLLoocckkeerr 

� SSeeccuurriittyy  ttoooollss 

� PPaarreennttaall  CCoonnttrrooll 

� RRoollll  bbaacckk  ssyysstteemm  cchhaannggeess 

� DDaattaa  bbaacckkuupp 

� IInntteerrnneett  eexxpplloorreerr  88 

� More control on 

UAC
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More Control On UAC 

User account control Has been made 

more flexible 

You are free to adjust UAC levels using a slider 

with four settings:  

� Never notify,  

� Only notify me when programs try to 

make changes to my computer,  

� Always notify me,  

� Always notify me and wait for my 

response. 



Handbook on Privacy and Cyber Security 

Windows 7 Security    

Pavan Kumar Paruchuri 

 

http://www.9-zone.com/  

http://www.9-zone.org/  Page 15.3 

http://twitter.com/9zone 
 

 

 LLoocckk  YYoouurr  aapppplliiccaattiioonnss  UUssiinngg  

AAppppLLoocckkeerr 

� Using this you can block other users to access Executable, 

Windows Installers, Scripts, a specific publisher or path. 

� For accessing it fire up group policy editor (start->type 

gpedit.msc and press enter) 

� Now go to Computer configuration -> Windows Settings -> 

Security Settings -> Application Control Policies -> 

AppLocker.  

� Right click on one of the options (Executable, Installers, or 

Script) and create a new rule. 
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TToooollss  PPrroovviiddeedd  ttoo  PPrrootteecctt  YYoouurr  

sseeccuurriittyy 

Windows Defender helps protect your computer against pop-

ups, slow performance, and security threats caused by 

spyware and other unwanted software by detecting and 

removing known spyware from your computer. 

The Microsoft Windows Malicious Software Removal Tool checks 

computers for infections by specific, prevalent malicious 

software—including Blaster, Sasser, and Mydoom—and helps 

remove any infection found. 

Windows Firewall can help protect your PC from hackers and 

malicious software. In Windows 7, it's still powerful—but more 

flexible and easier to use. 

Microsoft Security Essentials provides real-time 

protection for your home PC that guards against 

viruses, spyware, and other malicious software. 

And is Free…… 
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 PPaarreennttaall  CCoonnttrrooll 

� Set limits on the hours that your 

children can use the computer,  

� The types of games they can play,  

� And the programs they can run 

AAcccceessss  iitt  ffrroomm  ::-- 

CCoonnttrrooll  PPaanneell 

UUsseerr  AAccccoouunnttss  aanndd  FFaammiillyy  SSaaffeettyy 

PPaarreennttaall  CCoonnttrroollss 
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RRoollll  BBaacckk  ssyysstteemm  cchhaannggeess  

aafftteerr  rreessttaarrtt 

This Feature is primarily 

aimed at shared consumer 

PCs 

After the user logs off, the 

configurations are reset 

back to normal 

� For enabling :- 

� Open Control Panel from Start Menu.  

� Go to User Accounts 

� Click on Manage another Accounts. 

� Now select the user for which you want to set up PC 

Safeguard 

� Click on Setup PC Safeguard 

� Now click on advanced options to lock the drives u 

want. 
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Data Backup  

� Once you set up a backup, Windows 

7 keeps track of the files and folders that 

are new or modified and adds them to 

your backup.  

� You can back up files to an external 

hard drive, your network, or a DVD.  
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IInntteerrnneett  EExxpplloorreerr  

88 

The Default browser of windows 7 

� InPrivate Browsing, where data about your browsing 

session is not stored and temporary Internet files, 

web address history, cookies and passwords are all 

disabled. 

� Protected Mode, which protects you from drive-by 

downloads that can happen just from visiting a 

website. 

� SmartScreen Filter, which uses a red warning screen to 

prevent you from visiting unsafe sites. 

� ClickJack Prevention, which allows IT pros to insert a tag 

that blocks clickjacking, a type of cross-site scripting.  
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BBiittLLoocckkeerr  TToo  GGoo 

� Now encrypt  your  data  on 

usb  dr ives  a nd removable  

storage  dev ices  us ing  B i tLocker  

to  go .  

� Just  r ight  c l i ck  on  the  dr ive  

and se lect  turn  on B i tLocker.    
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Now let us first check out the hardware key-loggers: These small devices 

connect directly on the end of a keyboard to the port on the computer and 

look rather unassuming. The image here will give you and idea about how 

they look and work. 

After installing this in the above shown manner it starts recording the 

keystrokes given on key board. At a later time the person who installed the 

key-logger can come back to retrieve it. They are easily removed. 

 

So when ever you are browsing in a public internet café don’t forget to 

check the back side of the CPU. 

 

Credit/Debit Cards: you know the small innocent 

looking device in the right side is capable of reading and 

copying your entire credit card information and can 

create a duplicate one? 

These are called credit/Magnetic card cloners or skimming machines these 

devices copies information from a credit card by reading the magnetic strip 

and can create a clone. 

They fit into your palm and can be unnoticed many times; these also have a 

nice PC interface. 

Credit card skimming can be done in restaurants, shopping malls etc. when 

we hand over our card to others for swiping. 
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As this device is very much portable and can fit in the palm, the fraudster 

can easily swipe the card in this small device to record the data and will later 

connect it to his pc to make a duplicate one. 

So it is always advisable for every one in taking time to swipe their card 

themselves instead of handing it to others and enter the pin while no one is 

noticing. 

And most importantly never ever use your card for swiping at un-trusted 

shops or restaurants the reason is very simple the card swiping machine 

itself may be a fake one or it may have a inbuilt card reader. 

 

ATM Scam ever wondered that the 

swiping device of the atm center is 

actually a skimming machine which 

we discussed above and the 

pamphlet holder in the atm center or 

the atm machine itself had a hidden 

camera watching at the keyboard to 

track our pin number? 

 

Yes its possible. 

 

The fraudster will install a skimming device in place of the card swiping 

area and will put a security cam somewhere to take a not of our pin number. 

Later he will get back those devices to extract our data. He will immediately 
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clone our card and since he is also having our pin which was captured by his 

security cam h can easily withdraw the money from our account.  

 

Check out the 

image in the right 

side we can see 

that a card 

skimmer is being 

attached in the 

area of swiping. 

 

Now check here even after installing the skimmer the ATM machine looks 

good and 

innocent and 

many of us 

will not get 

any 

suspicions  

 

Now notice 

this image we 

can find the 

hidden wireless security cam in the pamphlet holder and there are few cases 

where the security cam is affixed in the atm machine itself. 
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So be careful about any unusual items or equipment or wires in an atm 

center. 

You know there are many instances of fraudsters placing fake ATM centers 

in busy areas, people how think it as a genuine atm will go in swipe their 

card and enter the pin. 

The swiping area is actually a skimmer and the keyboard on the fake 

machine can log the data entered, later after some time the attacker will 

remove the atm machine from that spot and will recover all the card details 

given to them by innocent people. 

So when ever you are entering into and atm center or about use and atm 

machine do take time to confirm whether its real one or not at least ask some 

one in that area whether the machine existed from long back or not. 

If you are suspicious about anything then do report the same in the 

authorized branch. 

If the atm machine performs very slow and is rejecting card or behaving in 

some unusual way then quickly change your pin in another atm center and 

do contact your bank. 

Always protect your pin number, change it frequently, remember it and 

don’t writ it anywhere and don’t share it with any one. 

 

 






