DIGITAL SIGNATURE
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ABOUT DIGITAL SIGNATURE CERTIFICATE:
A Digital Signature Certificate, like hand written signature, establishes the identity of the sender filing the documents through internet which sender can not revoke or deny. Accordingly, Digital Signature Certificate is a digital equivalent of a hand written signature which has an extra data attached electronically to any message or a document. Digital Signature also ensures that no alterations are made to the data once the document has been digitally signed. A DSC is normally valid for 1 or 2 years, after which it can be renewed.

LEGAL RECOGNITION: THE INFORMATION TECHNOLOGY ACT, 2000:

ITA 2000 provides the required legal recognition  to the digital signatures based on asymmetric cryptosystems. The digital signatures are now accepted at par with handwritten signatures and the electronic documents that have been digitally signed are treated at par with paper documents.  

WHY IS DSC REQUIRED:

Like physical documents are signed manually, electronic documents, for example e-forms 
are required to be signed digitally using a Digital Signature Certificate.    
TYPES OF DIGITAL SIGNATURE: 

There are basically 3 types of Digital Signature Certificates  Class-1, Class-2  & Class-3-- each having different level of security.

Class 1- signatures are used for identification of username/email ID [stating that, a particular username/email ID belongs to a particular person]. However,it is not allowed to sign any Statutory / Business Documents.

Class 2 -signatures are issued to the Individuals- for either Personal [A] or Business Purposes [B].

Class 3 -signatures are issued to the Businesses- on either Individual [A] or Organization Level [B].

· It is important to note that, to avail Class 3 signatures, applicant should appear infront of Certifying Authority [or a authorized person by Certifying Authority] and submit the documents. 
· But Class 2 signatures can be availed from Dealers / Resellers of Certifying Authority, by submitting the documents.
WHO NEEDS A DIGITAL SIGNATURE CERTIFICATE ?

Under MCA21 every person who is required to sign manual documents and returns filed with ROC is required to obtain a Digital Signature Certificate (DSC). Accordingly following have to obtain Digital Signature Certificate: 

1. Directors 
2. Auditors 
3. Company Secretary - Whether in practice or in job. 
4. Bank Officials - for Registration and Satisfaction of Charges 
5. Other Authorized Signatories.

All the authorized signatories of company under MCA21 require Class-2 Digital Signature Certificate.

Similarly   any   document  filed  by  CA/CS/CWA & TAX    PRACTIONERS under MCA21require  Class-2 Digital Signature Certificate.
PRE-REQUISITE FOR e-FILING : 
1. Digital Signature Certificate 
2. Computer System 
3. Internet access
USES 
Three uses are outlined here. Your digital certificate 

· Could be used to allow you to access membership-based web sites automatically without entering a user name and password.

·  It can allow others to verify your "signed" e-mail or other electronic documents, assuring your intended reader(s) that you are the genuine author of the documents, and that the content has not been corrupted or tampered with in any way. 
· Finally, digital certificates enable others to send private messages to you: anyone else who gets his/her hands on a message meant for you will not be able to read it.

Sending Digitally Signed Mail :   

· You can use your Digital Certificate to digitally sign your emails sent through Outlook Express / MS-Outlook etc.

·  Digitally signing the mail authenticates your identity and enables the receiver to ensure that the mail has come from you only. 

TECHNICAL ASPECTS:

Digital signatures are an application of asymmetric key cryptography.

·  Cryptography is primarily used as a tool to protect national secrets and strategies. It is extensively used by the military, the diplomatic services and the banking sector.

· One of the landmark developments in the history ofcryptography was the introduction of the revolutionary concept of public-key cryptography.

· In 1978, Ron Rivest, Adi Shamir and Leonard Adleman discovered the first practical public-key encryption and signature scheme, now referred to as RSA (after the names of its inventors).

CRYPTOGRAPHY:

· Cryptography is the science of using mathematics to encrypt and decrypt data. 

· Cryptography enables you to store sensitive information or transmit it across insecure networks (like the Internet) so that it cannot be read by anyone except the intended recipient 

· A cryptographic algorithm, or cipher, is a mathematical function used in the encryption and decryption process. 

· This mathematical function works in combination with a key — a very large number — to encrypt the plaintext (the original message).

1. Data that can be read and understood without any special measures is called plaintext or clear text. Data which requires some special function to be performed on it before it can be read and understood, is called cipher text.

2. The same plaintext, encrypted by using different keys, will result in different cipher text. The security of encrypted data is entirely dependent on two things: the strength of the cryptographic algorithm and the secrecy of the key.

Encryption is used to ensure that information is hidden from anyone for whom it is not intended, even those who can see the encrypted data. The process of reverting cipher text to its original plaintext is called decryption. 
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 The fundamental objective of cryptography is information security. Simply put, it is to ensure the following:

􀀹 Confidentiality is used to keep the content of information secret from unauthorized persons. This is achieved through symmetric and asymmetric encryption.

􀀹 Data integrity addresses the unauthorized alteration of data. This is addressed by hash functions.

􀀹 Authentication is related to identification. This function applies to both entities and information itself. This is achieved through digital signature certificates and digital signatures.

􀀹 Non-repudiation prevents someone from denying previous commitments or actions. This is achieved through digital signature certificates and digital signatures

USED BY:

· For ROC e-Filing : You will require Class 2 DSC and above.

· For Income Tax e-Filing : Class 2 and above

· For Northern Railway e-Tendering : Class 3

· For IRCTC Purpose e-Ticketing : Class 3

ABOUT MCA21 : 

An ambitious e-governance project of the Ministry of Company Affairs (MCA), Government of India  With MCA21 one would be embarking from paper based environment to a paperless one. Under MCA21 project a new set of e-forms have especially been designed which are freely downloadable in the various format from the MCA Website, www.mca.gov.in, which can be accessed and would enable us 24x7 time zone for filing of the same.  
What type of Digital Signature Certificate (DSC) is to be obtained for eFiling on the MCA Portal?
DSC of Class 2 and Class 3 category issued by a licensed Certifying Authority (CA) needs to be obtained for efiling on the MCA Portal.

Who issues the Digital Signature Certificate?
A licensed Certifying Authority (CA) issues the digital signature. Certifying Authority (CA) means a person who has been granted a license to issue a digital signature certificate under Section 24 of the Indian IT-Act 2000. 

The list of licensed CAs along with their contact information is available on the MCA portal (www.mca.gov.in).
 Cost of obtaining a Digital Signature Certificate
The cost of obtaining a digital signature certificate may vary as there are many entities issuing DSCs and their charges may differ.
Time taken by  CAs take to issue a DSC
The time taken by CAs to issue a DSC may vary from three to seven days.
Validity period of a Digital Signature Certificate

The Certifying Authorities are authorized to issue a Digital Signature Certificate with a validity of one or two years.
Illustration

Sameer uses computer software to generate two keys, a public key and private key. These keys are nothing but extremely large numbers. Although the keys are mathematically related, it is almost impossible to obtain the private key by using the public key. 
Sameer will give his public key to the whole world but will keep his private key to himself. 
Now Sameer wants to enter into a transaction with Pankaj. He composes an electronic document containing the words

I, Sameer owe Pankaj the sum of Rs. 500 only.

Using his computer Sameer runs this document through a hash function.The hash function software produces a fixed length of alphabets,numbers and symbols for any document. This is known as the hash result. However, the contents of this fixed length are never the same for two different documents. 

If even one letter in the document is altered, an entirely different hash result will be generated.

When using a particular hash function, the length of the output Is always the same, whether the input document is one word or 1-

lakh words.
Moreover, the hash function software will always produce the  same hash result for a particular message. It is practically impossible to reconstruct the original message from the hash

result. That is why it is known as a one-way hash function.
Sameer now uses his computer to “sign” the hash result of his document. His computer software uses his private key to perform some calculations upon the hash result. This produces a signature, which consists of some digits. This set of digits is attached to the hash result.

Sameer now sends the original message and the signed message digest (hash result) to Pankaj. Pankaj has the same hash function software on his computer. 
 He also has Sameer’spublic key. When Pankaj receives Sameer’s email, he runs the

original document through the hash function software and generates a hash result.

He compares this hash result with the one that was sent to him by Sameer. If the two hash results are the same, it means that the message is unaltered. 
Pankaj also verifies whether Sameer’s private key was actually used to sign the hash result. For this Pankaj’s computer uses Sameer’s public key. Only a message signed by Sameer’s private key can be verified using Sameer’s public key.
The public key and private key are basically two very large numbers that are mathematically related to each other. If a particular private key was used to “sign” a message, then only the

corresponding public key will be able to verify the “signature”.

Digital Signature Certificates

Simply put, a digital signature certificate contains a public key as “certified” by a Certifying Authority (CA). 

Let us take a simple illustration. Rohas Nagpal wants to digitally sign emails and electronic contracts. The first step he would take is to generate a private-public key pair. Once he has done that, he can use his private key to sign contracts etc. Anyone can use Mr. Nagpal’s public key

to verify his signature. That’s where the problem begins.How can anyone be sure which is Mr. Nagpal’s public key? What if Mr. Nagpal denies that a particular public key is actually his? To solve this problem digital signature certificates are used. Mr. Nagpal would apply to a licenced CA for a digital signature certificate. 

As part of the application process he would submit identification documents (such as passport, PAN card etc). He would also send his public key to the CA. The CA would then “certify” the public key as belonging to Mr. Nagpal and issue a digital signature certificate that contains Mr. Nagpal’s public key along with information identifying him.
The digital signature certificate is digitally signed by the CA and is legally recognised under the law.
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The following are some of the details of the certificate:

1. Version

This is stated as V3. This signifies that the DSC is based on the X509 version 3 technology standards.

2. Serial number

The serial number is a positive integer assigned by the CA to each DSC issued by it. This number is unique for each DSC issued by the CA.

3. Signature Algorithm

This field identifies the mathematical algorithm used by the CA to sign the certificate [sha1RSA is this case]. 

sha1 stands for Secure Hash Algorithm 1

while RSA stands for Rivest Shamir Adleman-Founder 
4. Issuer

This field identifies the CA who has issued this DSC. The table below summarizes the information as contained in the DSC and the brief explanation of what that information stands for.

Information on DSC Explanation

S = AP State = Andhra Pradesh

E = admin@tcs-ca.tcs.co.in Email = admin@tcs-ca.tcs.co.in

L = Hyderabad Location = Hyderabad

CN = Tata Consultancy

Services Certifying Authority

Common Name = Tata

Consultancy Services Certifying

Authority

OU = TCS CA Organizational-unit = TCS CA,

O = India PKI Organization = India PKI

C = IN Country = India

5. Valid From

This indicates that the DSC is valid from 11:31:07 AM on Tuesday, November 20, 2007.

6. Valid To

This indicates that the DSC is valid till 11:31:07 AM on November 19, 2008.

7. Subject

The subject field identifies the person to whom this DSC has been issued by the CA – Rohas Nagpal in this case. 
Public Key

8. This field specifies  public key (see below), the algorithm used by me to generate the key (RSA) and the key size (1024 bits).

9. CRL Distribution Points

A certificate revocation list (CRL) is a list of serial numbers of those digital signature certificates which should not be relied upon because they:

1. have been revoked, or

2. are no longer valid.

