INFORMATION TECHNOLOGY ACT, 2000
(As amended by the Information Technology (Amendment) Act, 2008)

Objectives of the Act

· To grant legal recognition for transactions carried out through electronic data interchange and through e-commerce.

· To give legal recognition to Digital Signatures for authentication of any information or matter requiring authentication under any law.
· To facilitate electronic filing of documents with the Government departments.

· To facilitate electronic storage of data.

· To facilitate and give legal sanction to electronic fund transfers between banks and financial institutions.

· To give legal recognition for maintenance of books of accounts by bankers in electronic form.

· To amend the Indian Penal Code, the Indian Evidence Act, 1872, the Banker’s Book Evidence Act, 1891 and the Reserve Bank of India Act, 1934.

Applicability

 It extends to the whole of India; it is also applicable to an offence or contravention committed outside India by any person

Important Definitions

Section 2 of the Act contains the definitions of various terms. Some of them are given hereunder:
Asymmetric Crypto System means a system of a secure key pair consisting of – 

· a private key for creating a digital signature and 

· a public key for verifying the digital signature  [Section 2(f)]
Computer Network means the interconnection of one or more computers or computer systems or communication devices through – 

· the use of satellite, microwave, terrestrial line, wire, wireless or  other communication media; and 

· terminals or a complex consisting of two or more interconnected computers or communication devices whether or not the interconnection is continuously maintained; [Section 2(j)]
Digital Signature means authentication of any electronic record by a subscriber by means of an electronic method or procedure in accordance with the provisions of Section 3. [Section 2(p)]
Electronic Signature means authentication of any electronic record by a subscriber by means of the electronic technique specified in the second schedule and includes digital signature [Section 2(ta)]

Information includes data, message, text, images, sound, voice, codes, computer programmes, software and databases or micro film or computer generated micro fiche [Section 2(v)]
Key Pair, in an asymmetric crypto system, means a private key and its mathematically related public key, which are so related that the public key can verify a digital signature created by the private key [Section 2(x)]
Originator means a person who -

· sends, generates, stores or  transmits any electronic message or 

· causes any electronic message to be sent, generated, stored or transmitted 

· to any other person but does not include an intermediary [Section 2(za)]

DIGITAL SIGNATURE AND ELECTRONIC SIGNATURE [CHAPTER – II]
Creation of digital signature:-
1. The electronic record is converted into a message digest by using a mathematical function known as “hash function”.  The hash function digitally freezes the electronic record thereby ensuring the integrity of the content contained in the electronic record.s

2. The identity of the person affixing the digital signature in the record is authenticated using a private key which attaches itself to the message digest.  Any person who possesses the corresponding public key can verify the electronic record and also identify the originator of the message.

Authentication of Electronic Records (Section 3)

1. Any subscriber may authentic an electronic record by affixing his digital signature.

2. Such authentication shall be effected through the use of asymmetric crypto system and hash function which envelope and transform the initial electronic record into another electronic record

3. Any person by the use of a public key of the subscriber can verify the electronic record

4. The private key and the public key are unique to the subscriber and constitute a functioning key pair.

Electronic Signature [Section 3A]

1. Notwithstanding anything contained in section 3, but subject to the provisions of sub-section (2), a subscriber may authenticate any electronic record by such electronic signature or electronic authentication technique which -
a) is considered reliable and 

b) may be specified in the Second Schedule.

2. An electronic signature or electronic authentication technique shall be considered reliable if – 

c) the signature creation data / the authentication data are linked to the signatory / the authenticator and of no other person.

d) the signature creation data / the authentication data were, at the time of signing, under the control of the signatory / the authenticator and of no other person.

e) any alteration to the electronic signature made after affixing such signature is detectable.

f) any alteration to the information made after authenticating it using the electronic signature is detectable and 
g) it fulfills such other conditions as may be prescribed

3. The Central Government may specify the procedure for ascertaining whether the electronic signature is that of the person by whom it is purported to have been affixed or authenticated.

4. The Central Government may add to or omit any electronic signature or electronic authentication technique and the procedure for affixing such signature from the second schedule through notification in the official gazette.

Legal recognition of electronic records [Section 4]
Where any law requires that the information or matter should be in the typewritten or printed form then such requirement shall be deemed to have been satisfied, if such information or matter is 

· rendered or made available in electronic form and 

· accessible so as to be usable for a subsequent reference

Legal recognition of digital and electronic signature [Section 5]

Where any law requires that any information or matter should be authenticated by affixing the signature of any person, then such requirement shall be satisfied if it is authenticated by means of Digital Signatures affixed in such manner as may be prescribed by the Central Government.

Use of Electronic Records and Electronic Signature in Government and its agencies [Section 6]

1. Where any law provides for

a) the filing of any form, application or any other document with any office, authority, body or agency owned or controlled by the appropriate Government in a particular manner;

b) the issue or grant of any license, permit, sanction or approval by whatever name called in a particular manner;

c) the receipt or payment of money in a particular manner,  then -
not withstanding anything contained in any other law for the time being in force,  such requirement shall be deemed to have   been satisfied if such filing, issue, grant, receipt or payment, as the case may be, is effected by means of such electronic form as maybe prescribed by the appropriate Government.

2. The appropriate Government may prescribe in this regard, by rules - 
a) the manner and format in which such electronic records shall be filed, created or issued;

b) the manner or method of payment of any fee or charges for filing, creation or  issue any electronic record under clause (a).

Delivery of Services by Service Provider [Section 6A]
1. The appropriate Government may for efficient delivery of services to the public through electronic means authorize any service provider to set up, maintain and upgrade the computerized facilities and perform such other services as it may specify, by notification in the Official Gazette.

2. The appropriate Government may also authorize any service provider authorized under sub-section (1) to collect, retain and appropriate service charges, as may be prescribed by the appropriate Government for the purpose of providing such services, from the person availing such service.

3. Subject to the provisions of sub-section (2), the appropriate Government may authorize the service providers to collect, retain and appropriate service charges under this section notwithstanding the fact that there is no express provision under the Act, rule, regulation or notification under which the service is provided to collect, retain and appropriate e - service charges by the service providers.

4. The appropriate Government shall, by notification in the Official Gazette, specify the scale of service charges which may be charged and collected by the service providers. The appropriate Government may also specify different scale of service charges for different types of services.

Explanation to sub section (1)
Service provider, authorized by the appropriate government includes any 

· individual

· private agency

· private company

· partnership firm

· sole proprietor firm or

· any such other body or agency 

· which has been granted permission by the appropriate Government to offer services through electronic means in accordance with the policy governing such service sector.

Retention of Electronic Records [Section 7]
1. The documents, records or information which is to be retained for any specified period shall be deemed to have been retained if the same is retained in the electronic form provided the following conditions are satisfied:

a) The information therein remains accessible so as to be usable for a subsequent reference.
b) The electronic record is retained in its original format or in a format which accurately represents the information contained.
c) The details which will facilitate the identification of the origin, destination, date and time of despatch or receipt of such electronic record are available in the electronic record.
2. This section does not apply to such documents, records or information which are to be retained in the electronic form under an express provision of any other law.

Publication of rules, regulation, etc, in Electronic Gazette [Section 8]

· Where any law provides that any rule, regulation, order, bye-law, notification or any other matter shall be published in the Official Gazette, then, such requirement shall be deemed to have been satisfied if such rule, regulation, order, bye-law, notification or any other matter is published in the Official Gazette or Electronic Gazette

· Where any rule, regulation, order, bye-law, notification or any other matters published in the Official Gazette or Electronic Gazette, the date of publication shall be deemed to be the date of the Gazette which was first published in any form.

Section 9 of the Act provides that the conditions stipulated in sections 6, 7 and 8 shall not confer a right upon any person to insist that the document should be accepted in an electronic form by any Ministry or department of the Central Government or the State Government.

Power to make rules by Central Government in respect of Electronic Signature [Section 10]

The Central Government may, for the purposes of this Act, by rules, prescribe - 

a) the type of Electronic Signature;

b) the manner and format in which the Electronic Signature shall be affixed;

c) the manner or procedure which facilitates identification of the person affixing the Electronic Signature;

d) control processes and procedures to ensure adequate integrity, security and confidentiality of electronic records or payments; and

e) any other matter which is necessary to give legal effect to Electronic Signature.

ATTRIBUTION, ACKNOWLEDGMENT AND DISPATCH OF ELECTRONIC RECORDS [CHAPTER IV]
Attribution of Electronic Records [Section 11]

An electronic record shall be attributed to the originator - 

· if it was sent by the originator himself;

· by a person who had the authority to act on behalf of the originator in respect of that electronic record; or

· by an information system programmed by or on behalf of the originator to operate automatically.

Acknowledgement of Receipt [Section 12]

· Where the originator has not stipulated that the acknowledgment of receipt of electronic record be given in a particular form or by a particular method, an acknowledgment may be given by -

· any communication by the addressee, automated or otherwise; or

· any conduct of the addressee, sufficient to indicate to the originator that the electronic record has been received.

· Where the originator has stipulated that the electronic record shall be binding only on receipt of an acknowledgment of such electronic record by him, the electronic record shall be deemed to have been never sent by the originator, unless acknowledgment has been so received.

· Where 

· the originator has not stipulated that the electronic record shall be binding only on receipt of such acknowledgment and 

· the acknowledgment has not been received by the originator within the time specified or agreed or, if no time has been specified or agreed to within a reasonable time,

  then the originator may give notice to the addressee stating that no acknowledgment has been received by him and specifying a reasonable time by which the acknowledgment must be received by him.  If no acknowledgment is received within the aforesaid time limit he may treat the electronic record as though it has never been sent, after giving notice to the addressee.

Time and place of despatch and receipt of electronic record [Section 13]

1) The dispatch of an electronic record occurs when it enters a computer resource outside the control of the originator unless agreed otherwise between the originator and the addressee.

2) Unless agreed otherwise between the originator and the addressee, the time of receipt of an electronic record shall be determined as follows, viz. -

a. Where the addressee has designated a computer resource for the purpose of receiving electronic records

i. receipt occurs at the time when the electronic record enters the designated computer resource; or

ii. Where the electronic record is sent to a computer resource of the addressee that is not the designated computer resource, receipt occurs at the time when the electronic record is retrieved by the addressee;

b. if the addressee has not designated a computer resource along with specified timings - receipt occurs when the electronic record enters the computer resource of the addressee.

3) Unless agreed otherwise between the originator and the addressee,, an electronic record is deemed to be dispatched at the place where the originator has his place of business, and is deemed to be received at the place where the addressee has his place of business.

4) The provisions of sub-section (2) shall apply notwithstanding that the place where the computer resource is located may be different from the place where the electronic record is deemed to have been received under sub-section (3).

5) For the purposes of this section -

a) if the originator or the addressee has more than one place of business, the principal place of business shall be the place of business;

b) if the originator or the addressee does not have a place of business, his usual place of residence shall be deemed to be the place of business;

c) "Usual Place of Residence", in relation to a body corporate, means the place where it is registered.

REGULATION OF CERTIFYING AUTHORITIES (CHAPTER VI)

Appointment of Controller and other officers [Section 17]
· The Central Government may, by notification in the Official Gazette, appoint a Controller of Certifying Authorities and such number of Deputy Controllers and Assistant Controllers, other officers and employees as it deems fit.

· The Controller shall discharge his functions under this Act subject to the general control and directions of the Central Government.

· The Deputy Controllers and Assistant Controllers shall perform the functions assigned to them by the Controller under the general superintendence and control of the Controller.

· The qualifications, experience and terms and conditions of service of Controller, Deputy Controllers and Assistant Controllers other officers and employees shall be prescribed by the Central Government.

· The Head Office and Branch Office of the Office of the Controller shall be at such places as the Central Government may specify, and these may be established at such places as the Central Government may think fit.

· There shall be a seal of the Office of the Controller.

Functions of the Controller [Section 18] 

· exercising supervision over the activities of the Certifying Authorities;

· certifying public keys of the Certifying Authorities

· laying down the standards to be maintained by the Certifying Authorities;

· specifying the qualifications and experience which employees of the Certifying Authorities should possess;

· specifying the conditions subject to which the Certifying Authorities shall conduct their business;

· specifying the content of written, printed or visual material and advertisements that may be distributed or used in respect of a Electronic Signature Certificate and the Public Key;

· specifying the form and content of a Electronic Signature Certificate and the key;

· specifying the form and manner in which accounts shall be maintained by the Certifying Authorities;

· specifying the terms and conditions subject to which auditors may be appointed and the remuneration to be paid to them;

· facilitating the establishment of any electronic system by a Certifying Authority either solely or jointly with other Certifying Authorities and regulation of such systems;

· specifying the manner in which the Certifying Authorities shall conduct their dealings with the subscribers;

· resolving any conflict of interests between the Certifying Authorities and the subscribers;

· laying down the duties of the Certifying Authorities;

· maintaining a data-base containing the disclosure record of every Certifying Authority containing such particulars as may be specified by regulations, which shall be accessible to public.

License to Certifying authorities (Sections 21 to 26)

· Any person may make an application to the Controller for a license to issue electronic Signature certificates in the prescribed form together with the prescribed fee.  The Controller after scrutinizing the application may either grant license or reject the application after giving the applicant reasonable opportunity of being heard.

· A license granted shall -

· be valid for such period as may be prescribed by the Central Government;

· not be transferable or heritable;

· be subject to such terms and conditions as may be specified by the regulations.

[Section 21]
· Such application shall be accompanied by the following documents viz. 

· a certification practice statement.

· a statement including the procedures with respect to identification of the applicant.

· payment of such fees not exceeding Rs.25,000/- as may be prescribed by the Central Government.

· such other documents, as may be prescribed by the Central Government [Section 22]
· Renewal of licence [Section 23]
· Application shall be in prescribed form together with such fee not exceeding Rs.5,000/- as may be prescribed by the Central Government.
· Application shall be given within 45 days prior to the expiry of the period of validity of the license.

· No application shall be rejected unless a reasonable opportunity of being heard is given to the applicant [Section 24]

· The Controller may revoke the license on grounds such as incorrect or false particulars mentioned in the application and also where there is a contravention of any provisions of the Act, rules, regulations or orders made there under.  However no license be revoked unless opportunity of being heard is given to the Certifying Authority [Section 25]

· Where the license of the Certifying Authority is suspended or revoked, the controller shall publish the same in the database maintained by him and such database shall be made available through a website accessible round the clock.[Section 26]
Duties of Certifying Authorities [Section 30]
Every Certifying Authority shall – 

a) make use of hardware, software, and procedures that are secure from intrusion and misuse:

b) provide a reasonable level of reliability in its services which arc reasonably suited to the performance of intended functions;

c) adhere to security procedures to ensure that the secrecy and privacy of the Electronic Signature are assured :
(a) be the repository of all Electronic Signature Certificates issued under this Act

(b) publish information regarding its practices, Electronic Signature Certificates and current status of  such certificates

d) observe such other standards as may be specified by regulations.

Disclosures by CA [Section 34]

1) Every Certifying Authority shall disclose in the manner specified by regulations

a) its Electronic Signature Certificate 

b) any certification practice statement relevant thereto;

c) notice of revocation or suspension of its Certifying Authority certificate, if any; and

d) any other fact that materially and adversely affects either the reliability of a Electronic Signature Certificate, which that Authority has issued, or the Authority's ability to perform its services

2) Where in the opinion of the Certifying Authority any event has occurred or any situation has arisen which may materially and adversely affect 
· the integrity of its computer system or
· the conditions subject to which a Electronic Signature Certificate was granted,

the Certifying Authority shall

· use reasonable efforts to notify any person who is likely to be affected by that occurrence; or

· act in accordance with the procedure specified in its certification practice statement to deal with such event or situation.

ELECTRONIC SIGNATURE CERTIFICATES [CHAPTER VII] [Sections 35 to 40]

Issue of a Digital Signature Certificate [Section 35]

· An application for a digital signature certificate (DSC) shall be made in the prescribed form and shall be accompanied by a fee not exceeding Rs.25, 000/-. The fee shall be prescribed by the Central Government, and different fees may be prescribed for different classes of applicants. 
· No Digital Signature Certificate shall be granted unless the Certifying Authority is satisfied that –

a) the applicant holds the private key corresponding to the public key to be listed in the DSC

b) the applicant holds a private key, which is capable of creating a digital signature

c) the public key to be listed in the certificate can be used to verify a digital signature affixed by the private key held by the applicant.

· No application shall be rejected unless the applicant has been given a reasonable opportunity of showing cause against the proposed rejection.

Certification by the Certifying Authority [Section 36]

While issuing a DSC, the CA should certify that it has complied with the provisions of the Act, rules, regulations made there under and also with other conditions mentioned in the DSC.

Acceptance of a digital signature [Section 41 – Chapter VIII]

1) A subscriber shall be deemed to have accepted a Digital Signature Certificate if he publishes or authorizes the publication of a Digital Signature Certificate -

a) to one or more persons;

b) in a repository, or otherwise demonstrates his approval of the Digital Signature Certificate in any manner.

2) By accepting a Digital Signature Certificate the subscriber certifies to all who reasonably rely on the information contained in the Digital Signature Certificate that –

a) the subscriber holds the private key corresponding to the public key listed in the Digital Signature Certificate and is entitled to hold the same

b) all representations made by the subscriber to the Certifying Authority and all material relevant to the information contained in the Digital Signature Certificate are true

c) all information in the Digital Signature Certificate that is within the knowledge of the subscriber is true.

Power to adjudicate [Section 46 – Chapter IX]
a) The Central Government shall appoint any officer not below the rank of a Director to the Government of India or an equivalent officer of a State Government as an adjudicating officer to hold inquiry in the manner prescribed by the CG 

b) The adjudicating officer shall adjudicate on matters wherein the claim for injury or damage does not exceed Rs.5 crores.  Where the claim amount exceeds the said amount, the jurisdiction shall vest with the competent court.

c) The adjudicating officer shall,

· after giving reasonable opportunity to the person to be heard and

· on being satisfied that the person has committed the contravention

impose such penalty as he may deem fit in accordance with the provisions of the Act.

d) No person shall be appointed as an adjudicating officer unless he possesses such experience in the field of Information Technology and Legal or Judicial experience as may be prescribed by the Central Government.

e) Where more than one adjudicating officers are appointed, the Central Government shall specify by order the matters and places with respect to which such officers shall exercise their jurisdiction.

f) Every adjudicating officer shall be vested with the powers of a civil court.

THE CYBER APPELLATE TRIBUNAL [Chapter X]

The “Cyber Regulations Appellate Tribunal” has appellate powers in respect of orders passed by any adjudicating officer.
Composition, Qualifications and Tenure of Members [Section 48, 49, 50, 51]
1. The Cyber Appellate Tribunal shall consist of a Chairperson and such number of other Members, as the Central Government may appoint., by notification in the Official Gazette

2. A person shall not be qualified for appointment as a Chairperson of the Cyber Appellate Tribunal unless he is, or has been, or is qualified to be, a Judge of a High Court 
3. The Members of the Cyber Appellate Tribunal, except the Judicial Member shall be appointed by the Central Government from amongst persons, having special knowledge of and professional experience in information technology, telecommunication, industry, management or consumer affairs 

4. A person shall not be appointed as a Member, unless -

a) he is, or has been, in the service of the Central Government or a State Government, and 

b) has held the post of -

· Additional secretary to the Government of India or any equivalent post in the Central Government or State Government for a period of not less than two one years or

· Joint secretary to the Government of India or any equivalent post in the Central Government or State Government for a period of not less than seven years.

5. The Judicial Members of the Cyber Appellate Tribunal shall be appointed by the Central Government from amongst persons who is or has been a member of the Indian Legal Service and has held the post of
· Additional Secretary for a period of not less than one year or 
· Grade I post of that service for a period of not less than five years.

6. The Chairperson or Members shall hold office for a term of five years or upto a maximum age limit of 65 years, whichever is earlier.
OFFENCES [CHAPTER XI] 

 Chapter XI deals with offences.  Some of the important provisions are given hereunder:
Tampering with computer documents [Section 65]
Any person who knowingly or unknowingly 
· conceals, destroys or alters or

· causes another to conceal, destroy or alter 

any computer source code used for a computer, computer programme, computer system or computer network, when the computer source code is required to be kept or maintained by law for the time being in force, shall be punishable with imprisonment up to three years, or with fine which may extend up to Rs.2 lakhs, or with both.
Hacking [Section 66]

· Hacking a computer system means the act of destroying or deleting or altering any information residing in a computer resource or diminishing its value or utility, or affecting it injuriously in spite of knowing that such action is likely to cause wrongful loss or damage to the public or that person.

· A person who commits hacking shall be punished with a fine upto Rs.2 lakhs or with imprisonment upto 3 years, or with both.
Publication of electronic Signature Certificate for fraudulent purpose [Section 74]

· Section 74 provides for punishment with imprisonment for a term which may extend to two years or with fine which may extend to Rs.1 lakh or with both to a person whoever knowingly publishes for fraudulent purpose any Digital Signature Certificate.
Act to apply for offence or contraventions committed outside India [Section 75]
· The provisions of this Act shall apply also to any offence or contravention committed outside India by any person irrespective of his nationality.

· This Act shall apply to an offence or contravention committed outside India by any person if the act or conduct constituting the offence or contravention involves a computer, computer system or computer network located in India.

Power of Central Government to make rules [Section 87 – Chapter XII]

The Central Government may, by notification in the Official Gazette, make rules to carry out the provisions of this Act, in respect of all or any of the following matters viz. ,
Electronic Signatures

1. The procedure for ascertaining electronic signature and the authentication thereof.
2. The manner in which the information or matter be authenticated by means of the electronic signature.

3. The electronic form in which filings, issue, grant or payment shall be effected.

4. The manner and format in which the electronic records shall be filed or issued and the manner of payment of fees 

5. The matters relating to the type of Electronic Signature, manner and format in which it may be affixed


6. The manner of storing and affixing electronic signature creation data, the security procedures and practices
Controllers, Licensing, Certifying Authorities

1. The qualifications, experience and terms and conditions of service of Controller, Deputy Controllers and Assistant Controllers, other officers and employees

2. The requirements to be filed with the application for license and the period of validity of license u/s 21

3. The form of application of license, the fee payable thereon and the documents to be attached therewith u/s 22

4. The form  and fee for renewal of license and for issue of electronic signature 
5. The fee to be paid to the Certifying Authority for issue of a Digital Signature Certificate
Adjudicating Officers, Chairman and Members of Cyber Appellate Tribunal, Intermediaries
1. The manner in which the adjudicating officer shall hold inquiry

2. The qualification and experience which the adjudicating officer shall possess

3. The salary, allowances and the other terms and conditions of service of the Chairman and Members

4. The procedure for investigation of misbehaviour or incapacity of the Chairman and Members

5. The salary and allowances and other conditions, of service of other officers and employees

6. The powers and functions of the Chairperson of the Cyber Appellate Tribunal

7. The Procedures and safeguards for interception, monitoring or decryption

8. The information security practices and procedures for protected system

9. The guidelines to be observed by the intermediaries
Power of Controller to make Regulations [Section 89– Chapter XII] 

· The Controller may make regulations and rules there under to carry out the purposes of this Act by notification in the Official Gazette - 

· after consultation with the Cyber Regulations Advisory Committee and

· with the previous approval of the Central Government,

· The regulations may provide for all or any of the following matters viz.  ,
a. the particulars relating to maintenance of data-base containing the disclosure record of every Certifying Authority

b. the conditions and restrictions subject to which the Controller may recognize any foreign Certifying Authority

c. other standards to be observed by a Certifying. Authority

d. the manner in which the Certifying Authority shall disclose the matters specified in section 34(1).


e. the particulars of statement which shall accompany an application under section 35(3).

f. the manner by which a subscriber communicates the compromise of private key to the Certifying Authority
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