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COMPUTER INFORMATION SYSTEM – PROBLEMS & SOLUTIONS
Computer plays a vital role in our day to day activity & extensively used for data collection, classification, processing, presentation and decision making. Unfortunately we are unaware or careless as regards various control measures which should be adhered strictly otherwise we have to suffer a lot. Hence computer information system problem should be reckoned with their solutions so that we can minimize the cost & maximize the profit for the users.                      Unfortunately those who suffered often are those who can least afford to suffer, for example low income earner. 
PROBLEMS  IN COMPUTER INFORMATION SYSTEM:-
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Data Loss: - Data are critical resources, they give ability to adopt & survive in a changing environment. If they lost, the organization can incur substantial losses for example if organization lost its accounts payable file then it will be unable to pay its debts on time, as a result it could suffer a loss of credit rating. Such losses occur when existing control are lax.

Incorrect decision making: - Quality of decision depends on the quality of data available in computer base information system. If data are not updated & correct then decision based on that data gives loss to every person using that data for example organization, government, Investor, etc. Quantum of loss depends up on the type of decision for example calculation of depreciation on low value assets incurred minor loss, interest paid by bank to customer incurred huge losses if data are incorrect.

Computer Abuse: - It defines as “Any incident associated with computer technology in which a victim suffered or could suffered loss and a perpetrator by intension made or could have made gain. ” Following are the types of computer abuse:-
· Hacking: - A person gain unauthorized access to a computer system to read, modify, delete or disrupt programs and services.

·  Viruses:- self executable files that damage the data & programs and deliver a pay load that causes disruption of same kind.
· Illegal physical assess:- Cause physical damage to hardware or make unauthorized copies of programs or data.
· Abuse of privileges: - Make unauthorized copies of sensitive data for which they are permitting to access.

· Destruction & theft & modification of assets: - Hardware, software & data can be destroyed or illegally removed or modified.
· Privacy violation:- Privacy of data pertaining to a person or an organization can be compromised.

· Disruption of operation: - Day to day operation of information system function can cease temporarily.

· Physical harm to personnel: - Personnel can suffer physical harm.
Value of computer hardware, software and personnel:- They are critical resources for any organization. Organization invest huge amount on them e.g. insurance, training to personnel. Hardware & software failure and outdated risks are always present with computer based information system
High cost of computer error:- Computer now automatically performs many critical function e.g. monitor the condition of patients surgery, control a nuclear reactor, perform real time processing etc.. Consequently the cost of a computer error in terms of loss of life, damage to environment, excess payment to suppliers can be high.
Privacy leakage:- Lots of data are colleted from individual e.g. taxation , credit, medical, education, employment, residence and so on. It creates threats whether the same can be used by computer professional for intended purposes only. For example collecting the human genome data bank for identifying the origin of the people can miss utilized by data collector by giving the same information to the insurance company which helps them to take decision whether to give insurance cover to specific person or not to give.
Controlled evolution of computer use:- The reliability of  computer system usually can not be guaranteed by any one , so organization should monitor & evaluate that how to deploy computer system.

SOLUTIONS  WHICH SHOULD BE IMPLEMENTED:-
Internal control:-
Organization management should sets up a system of internal control so that risk associated with computer information system can be reduced. Following are the major areas of internal control:-
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· Separation of duties must exist in a different form. For example when management determined that the program executes correctly, the capabilities to run the program in production mode and capability to change the program must be separated.
· A clear line of delegation of authorities and responsibility should be present.

· Appoint competent and trust worthy personal for development & implementation of computer based information system due to it is very difficult to identify the abuse done by technical person.

· Organization should have two types of authorization system, first for general authorization for establish polices for the organization to follow and second for specific authorization e.g. acquisition of major capital assets should be approved by board of director.

·  System should have audit trial facilities i.e. maintain a record of all events, adequate access control, logging facilities.
· Appropriate physical control over assets & records. 

· Adequate supervisory control must be built into the computer system e.g. manager must periodically access the audit trial of employee activities and examine unauthorized action.

· Evaluate the controls established for program development, modification, operation and maintenance.
· Periodically compare the data & assets to determine whether inaccuracies in the data exist or whether shortage or excesses in the assets have occurred.

· Used behavior science technique while designing the system i.e. understanding the people problem that can arise within organization.
· Outline the audit procedure that if they had been used should have detected the fraud.

· Organization should have strong preventive & detective controls, to enable an unauthorized activity to be identified quickly.

Information system audit (ISA):- Organization should conduct ISA periodically. It is the process of collecting and evaluating evidence to determine whether a computer system safeguard assets, maintain data integrity, allows organization goals to be achieved effectively and uses resources efficiently.
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· Assets safeguard:-  It means protection of assets (i.e. hardware, software, people, system, documentation) through internal control system.

· Data integrity:-  It means completeness, soundness, purity and veracity of data.

· System effectiveness:- It means whether system achieve its stated goal.

· System efficiency:-   It means system should consume minimum resources to achieve its required objective.

Disaster recovery plan (DRP):- In spite of safe guard that might be implemented the information system function still could suffer a disaster. In this situation organization should form disaster recovery plan.

Object of this plan is to enable the information system function (ISF) to restore operation in the event of some type of disaster. The plan lays down the policies, guideline and procedure for all personnel who have responsible for ISF to follow. It comprises four parts:-
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                                          DISASTER RECOVERY PLAN (DRP)

1. Emergency plan:- Specifies the action to be undertaken immediately when a disaster occurs. The action to be initiated can vary depending on the nature of disaster i.e. fire, flood, terrorist attack, earthquake. Plan must show  following:-

· Who is to be informed immediately when he disaster occurs e.g. police, fire department, management, medicos.

· Action to be undertaken e.g shouts down of equipment.

· Evacuation procedure

· Return procedure e.g. condition that must be met before site is considered safe.

2. Backup plan :-  It should be continuously up date as changes occurs. It should specify the type of backup to be kept, the frequency of back up to be undertaken, procedure for making backup, location of backup resources, the site where these resources can be assembled and operation restarted.

The back up plan should ensure that all critical resources are backed up. The following must be considered:-

· Personnel :- Training & rotation of duties of staff so they can take the place of others.

· Hardware :-  arrangement with another company or at other site.

· Data & Software:- files stored securely on site and off site.

· Suppliers :- list of venders & customer should be stored securely on site or off site.

3. Recovery plan:- It set out the procedure to restore full information system capabilities. Plan depends upon the circumstances of the disaster e.g. whether the disaster is global or localized. Plan should identify a recovery committee that will be responsible for working out the specifics of the recovery to be undertaken. It should specify the responsibility of the committee and guideline on priorities to be followed.
4. Test plan:- the object is to identify deficiencies in the emergency , backup or recovery plans and preparedness of an organization and its personnel in the events of a disaster. Periodically test plan should be invoked. Firstly it should tested by desk checking & inspection. Then a disaster can be simulated at convenient time by giving prior notice of the test or by without giving prior notice of the test.

Conclusion :- Wide use of personnel computer in computing the information gives various types of facilities to the users but in the same way computer related problems are also increase. Any types of system can not gives 100% security to computer base system, so users can only reduced the associated risk by implement proper control.   

Emergency plan





Backup plan





Recovery Plan





Test Plan





Assets Safeguard





 Data Integrity





System Effectiveness





System Efficiency





   ISA





Separation of duties





Delegation of power





Appoint honest personnall





Authorization system





Audit Trial





Physical control





Supervisory control





Evaluation





Comparison





People problem





Audit procedure





Preventive control





Data loss





INTERNAL CONTROL





Incorrect decision making





Computer abuse





Value of hardware





Value of software





High coast of error





Privacy leakage





Control over hardware





Hacking





Viruses





Illegal physical assess





Abuse of privileges





Destruction of assets





Privacy violation





PROBLEMS IN COMPUTER INFORMATION SYSTEM











                                                                                                                                - 1 -

