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1. D. An audit charter should clearly state management's objectives for, and delegation of authority to IS Audit. This charter 
should not change much over time and should be approved at the highest level of management. The audit charter is not so 
detailed as to include specific audit objectives. 

2. D. The IS Auditor must first assess the overall risk of operations within an organization before an audit program consisting of 
control objectives and audit procedures can be developed. Thus D is not a reason for developing an audit program. Answers A, 
B, and C are all reasons, or components of a formal audit program. 

3. D. The existence of internal and operational controls will have a bearing on the IS auditor's approach to the audit. In a risk-
based approach the IS auditor is not just relying on risk, but also on internal and operational controls as well as knowledge of 
the company and the business. This type of risk assessment decision can help relate the cost/benefit analysis of the control to 
the known risk, allowing practical choices. The nature of audit testing techniques available and management's representations 
have little impact on the risk based audit approach. Although organizational structure and job responsibilities need to be 
considered in a risk-based approach, they are not directly considered unless they impact internal and operational controls. 

4. C. Full risk assessment determines the level of protection most appropriate given the level of risk, while the baseline approach 
merely applies a standard set of protection regardless of risk. There is a cost advantage in not over protecting information. 
However, an even bigger advantage is making sure that no information assets are over or under protected. The risk assessment 
approach will ensure that an appropriate level of protection is applied commensurate with the level of risk and asset value and 
therefore considers asset value. The baseline approach allows more resources to be directed towards the assets at greater risk 
rather than equally directing resources to all assets. 

5. C. Answers A, B and D are all pre-audit planning steps. Compliance tests would not be performed until after all pre-audit 
planning is completed. 

6. C. The IS Auditor should use risk assessment techniques in developing the overall audit plan and in planning specific audits. 
Risk assessment facilitates planning decisions such as: the nature, extent and timing of audit procedures, the areas or business 
functions to be audited and the amount of time and resources to be allocated to an audit. Risk assessment techniques will assist 
in identifying significant exposures and the corresponding risks, but will not in itself lead to a predication of likely audit 
findings, conclusions and recommendations. 

7. D. The audit charter typically sets out the role and responsibility of the internal audit department. It should clearly state 
management's objectives for and delegation of authority to the audit department. It is rarely changed and does not contain the 
audit plan or audit process which is usually part of annual audit planning, nor does it describe a code of professional conduct 
since such conduct is set by the profession and not by management. 

8. A. Evidence obtained from independent, third parties is almost always considered to be the most reliable. Answers B, C and D 
would not be considered as reliable. 

9. D. Evidence obtained from outside sources is usually more reliable than that obtained from within the organization. 
Confirmation letters received from outside parties, such as to verify accounts receivable balances, are usually highly reliable. 
Testing performed by an auditor may not be reliable if the auditor did not have a good understanding of the technical area 
under review. That is, the testing is only reliable if the auditor fully understood the test performed. 

10. A. Poor housekeeping leads to excessive cycles of backup files remaining available and is by far the most frequent problem as 
copies of documents which have supposedly been deleted are recovered from previous copies of the backup files. Access 
controls may help with establishing accountability for the issuance of a particular document but this is not the main reason. 
Data classification standards may be in place with regards to what should be communicated via e-mail, but this is only the 
creation of the policy and not the creation of the information required for litigation purposes. 

11. C. All generalized audit software has facilities for statistical analysis. Spreadsheets don't lend themselves to the extraction and 
analysis of transaction data. Parallel simulation is a process of replicating computer-based processes. Regression testing is a 
technique to retest changes after amendments are made during system testing. 

12. B. Generalized audit software is used to verify the integrity of data carried on computer files. It is used to perform routine or 
general audit tasks such as verifying calculations and totals, selecting data and producing reports and files. Answer B is correct 
since specialized audit software would be used to perform intricate calculations. 

13. A. Answer A best describes an integrated test facility, which is a specialized computer, assisted audit process that allows an IS 
Auditor to test an application on a continuous basis. Answer B is an example of a systems control audit review file; Answer C 
and D are examples of snapshots 

14. A. Test data are prepared based on the IS Auditor's understanding of how a system functions. This understanding may be based 
on out-dated documentation, or end-user perception, both of which are subject to preconceived situations and errors. 

15. B. Statistical sampling quantifies how closely the sample should represent the population, usually as a percentage. If the auditor 
knows internal controls are strong, the confidence coefficient may be lowered. Sampling is generally applicable when the 
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population relates to a tangible or documented control. Answer C is an example of variable sampling that is used to estimate a 
unit of measure. Answer D is a definition of attribute sampling. 

16. C. Answers A, B and D are all advantages of using CAATs. Answer C, source data input, is not related to auditing or the use of 
CAATs. 

17. A. An IS Auditor should focus on when controls are exercised as data flows through a computer system. Answer B is incorrect 
since corrective controls may also be relevant. Answer C is incorrect since corrective controls remove or reduce the effects of 
errors or irregularities and are exclusively regarded as compensating controls. Answer D is incorrect and irrelevant since the 
existence and function of controls is important, not the classification. 

18. C. The use of continuous auditing techniques can actually improve system security when used in time-sharing environments 
that process a large amount of transactions, but leave a scarce paper trail. Answer A is incorrect since the continuous audit 
approach often does require an IS Auditor to collect evidence on system reliability while processing is taking place. Answer B is 
incorrect since an IS Auditor would normally only review and follow up on material deficiencies or errors detected. Answer D is 
incorrect since the use of continuous audit techniques does depend on the complexity of an organization's computer systems. 

19. B. The password control weaknesses means that any of the other three options could be true. Password security would normally 
identify the perpetrator. In this case, it does not establish guilt beyond doubt. 

20. B. The larger the standard deviation in a population the larger the required sample size. Standard deviation measures the 
relationship to the normal distribution. A direct relationship also exists for the confidence level and expected error rate as they 
pertain to sample size. The greater the confidence level or expected error rate, the greater the sample size. Conversely, an inverse 
relationship exists between precision and sample size. The smaller the precision amount, the larger the required sample size. 

21. C. Computer-assisted audit techniques are usually used by auditors to automate the testing and verification of data elements 
within a computer report or file. CAATs can verify footed amounts, re-extend totals, compare data among files, and select 
samples. However, manual procedures are usually used to test file completeness and test whether totals were correctly posted to 
the general ledger. 

22. B. Technical support/help desk functions are a data center production support function that does not support LAN functions. 
This activity provides technical oversight and support for data center production systems and to identify and assist in system 
problem resolution. A, C and D are all relevant and necessary to an IS Auditor's understanding of a LAN environment. 

23. C. Since the name is not the same (due to name variations), one method to detect duplications would be to compare other 
common fields, such as addresses. Subsequent review to determine common customer names at these addresses could then be 
conducted. Searching for duplicate account numbers would not likely find duplications since customers would most likely have 
different account numbers for each variation. Test data would not be useful to detect the extent of any data characteristic, but 
simply to determine how the data were processed. 

24. A. Verification will ensure that production orders match customer orders. Logging can be used to detect inaccuracies, but does 
not in itself guarantee accurate processing. Hash totals will ensure accurate order transmission, but not accurate processing 
centrally. Production supervisory approval is a time consuming manual process that does not guarantee proper control. 

25. D. The best source from which to draw any sample or test of system information is the automated system. The production 
libraries represent executables that are approved and authorized to manipulate organizational data. Source program listings 
would be too time intensive to use for this type of test. Program change requests are the documents used to initiate change. 
There is no guarantee that the request has been completed for all changes. Test library listings do not represent the approved 
and authorized executables. 

26. B. A compliance test determines if controls are operating as designed and are being applied in a manner that complies with 
management policies and procedures. For example, if the IS Auditor is concerned whether program library controls are working 
properly, the IS Auditor might select a sample of programs to determine if the source and object versions are the same. In other 
words, the broad objective of any compliance test is to provide auditors with reasonable assurance that a particular control on 
which the auditor plans to rely is operating as the auditor perceived it in the preliminary evaluation.<br><br>It is important 
that the IS Auditor understand the specific objective of a compliance test and the control being tested. Most of the time 
compliance tests will be used when there is a trail of documentary evidence, such as written authorization to implement a 
modified program. A substantive test substantiates the integrity of actual processing. It provides evidence of the validity and 
propriety of the balances in the financial statements and the transactions that support these balances. Auditors would use 
substantive tests to test for monetary errors directly affecting financial statement balances. 

27. C. An integrated test facility is considered a useful audit tool because it uses the same programs to compare processing output 
with independently calculated data. This involves setting up dummy entities on an application system and processing test or 
production data against the entity as a means of verifying processing accuracy. 

28. B. Enabling audit trails helps in establishing the accountability and responsibility of processed transactions by tracing 
transactions through the system. The objective of enabling software to provide audit trails is not to improve system efficiency, 
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since it often involves additional processing which may in fact reduce response time for users. Enabling audit trails does involve 
storage and thus occupies disk space. Choice D is also a valid reason; however it is not the primary reason. 

29. D. Generalized audit software will facilitate reviewing the entire inventory file to look for those items that meet the selection 
criteria. Generalized audit software provides direct access to data and provides for features of computation, stratification, etc. 
Test data are used to verify programs, but will not confirm anything about the transactions in question. The use of statistical 
sampling methods are not intended to select specific conditions, but are to select on a random basis through the file. In this case 
the IS Auditor would want to check all of the items that meet the criteria and not just a sample of them. An integrated test 
facility allows the IS Auditor to test transactions through the production system. 

30. C. Data flow diagrams are used as graphical aids to data flow and storage. They trace the data from its origination to destination, 
highlighting the paths and storage of data. They do not order data in any hierarchy. The flow of the data will not necessarily 
match any hierarchy or data generation order. 

31. B. Compliance testing involves determining whether controls exist as envisaged whereas substantive testing relates to detailed 
testing of transactions/procedures. Compliance testing does not involve testing of plans. Regulatory requirements are not by 
themselves tested directly in compliance testing, but controls in place to ensure regulatory compliance are checked. 

32. A. Due professional care requires an individual to exercise that skill to a level commonly possessed by practitioners of that 
specialty. Due professional care does not imply that the professional is infallible. Situations may arise where an incorrect 
conclusion may be drawn from a diligent review of the available facts and circumstances; and therefore, the subsequent 
incorrect conclusion. Due professional care does not require ultimate expertise or programming capabilities, but does extend to 
every aspect of the audit, including the evaluation of audit risk, the formulation of audit objectives, the establishment of the 
audit scope, the selection of audit tests and the evaluation of test results 

33. A. According to a recent ISACA benchmarking survey most internal audit departments report directly to an audit committee. 
However, many organizations also choose to have the internal audit department either jointly or solely report to the chief 
financial officer (CFO). In this same survey, the IS audit function almost exclusively reports directly to the director of internal 
audit. The IS Auditor or the internal auditor who reports to the head of an operational department would have the appearance 
of a compromised independence of the auditor. Generally, an auditor or IS Auditor should report one level above the reporting 
level of the auditee. Reporting to the CFO may not have an impact on the content of audit findings, which should normally be 
business-oriented and relevant as an auditor is expected to understand the business that is being audited. Taking effective 
action on an auditor's recommendation should be the responsibility of senior management and will not be enhanced by the fact 
that the audit department reports to the CFO. Follow up of the implementation of audit recommendations is always conducted 
by the auditor and/or by the administration department and will not be enhanced by reporting to the CFO. 

34. C. The use of unauthorized or illegal software should be prohibited by an organization. Software piracy results in inherent 
exposure and can result in severe fines. The IS Auditor must convince the user and user management of the risk and the need to 
eliminate the risk. An IS Auditor should not assume the role of the enforcing officer and take on any personal involvement in 
removing or deleting the unauthorized software. 

35. C. This is an example of detection risk. 
36. A. CSA is predicated on the review of high-risk areas that either need immediate attention, or a more thorough review at a later 

date. Answer B is incorrect because CSA requires the involvement of both auditors and line management. What occurs is that 
the internal audit function shifts some of the control monitoring responsibilities to the functional areas. Answer C is incorrect 
because CSA is not a replacement for traditional audits. CSA is not intended to replace audit's responsibilities, but to enhance 
them. Answer D is incorrect because CSA does not allow management to relinquish its  responsibility for control. 

37. B. The first and most critical step in the process is to identify high-risk areas within the organization. Business department 
managers and senior executives are in the best positions to offer insight as to these areas. Once potential areas of 
implementation have been identified, an assessment of potential impact should be completed to identify applications that 
provide the highest potential payback to the organization. At this point tests and reasonable target thresholds should be 
determined prior to programming. During systems development the location and format of the output files generated by the 
monitoring programs should be defined. 

38. C. Detective controls are controls that detect that an error, omission or malicious act has occurred and reports the occurrence. 
Choice B could also be correct. Scanning diskettes and CDs brought in from outside the company before use may also be 
considered an anti-virus detective control as well as a preventive control. As such, scanning all files on all file server hard disks 
daily and moving suspect files to a safe area is an anti-virus detective control. Routing all links to external systems via a firewall 
and scanning all diskettes and CDs brought in from outside the company before use are anti-virus preventive controls. The use 
of anti-virus software to update users' anti-virus configuration files every time they log in is also a preventive check to ensure 
controls are working. 

39. B. The frequent reassignment of hardware may lead to an inability to track and locate hardware, which could in turn lead to the 
loss of equipment and the resulting economic consequences. The other choices, although critical to the proper accounting for 
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leased equipment, can be controlled by assigning one person or area to be the responsible party. The accounting for shared 
peripherals is not normally a problem since this can be done on a usage or some other equitable basis. Obsolescence of 
equipment and the replacement there of is often built into the contract with the lessor. Choice D could also be correct. However 
under current circumstances the loss of hardware may have less of an impact than software piracy. Software metering does not 
prevent people from copying software from the leased machine onto a private machine. 

40. D. It is important that quality processes are appropriate to individual projects. Attempts to apply inappropriate processes will 
often find their abandonment under pressure. A fast-tracking process is an acceptable option under certain circumstances. 
However, it is important that the project steering committee is informed of the risks associated with this (i.e. possibility of 
rework if changes are required). 

41. C. Understanding the business requirements is key in defining the service levels.  While each of the other entities listed may 
provide some definition, the best choice here is the business unit manager, because of the broad knowledge that this person has 
over the related requirements of the organization. 

42. A. Attribute sampling is the primary sampling method used for compliance testing.  Attribute sampling is a sampling model 
that is used to estimate the rate of occurrence of a specific quality (attribute) in a population and is used in compliance testing to 
confirm whether this quality exists or not.  The other choices are used in substantive testing which involve testing of details or 
quantity. 

43. D. The description of the computer assisted audit technique used should be included in the report where the specific finding 
discovered is discussed. The other choices are all documentation required for the audit workpapers, but are not normally 
included in the audit report. 

44. D. Audit trails capture information, which can be used for detecting errors.  Therefore, they are considered to be detective 
controls. Physical access controls and segregation of duties are examples of preventive controls whereas back-up procedures are 
corrective controls. 

45. A. Independence may be impaired if the IS auditor is, or has been, actively involved in the development, acquisition and 
implementation of the application system.  Choices B and C are situations that do not impair the IS auditor's independence.  
Choice D is incorrect because the IS auditor's independence is not impaired by providing advice on known best practices. 

46. A. Detection risk refers to the risk that an IS auditor may use an inadequate test procedure and conclude that no material error 
exists when in fact errors do exist. 

47. B. Each of the items listed is a research step in identifying potential processes to supply information.  Feasibility studies are not 
typically used to define service levels, managing changes to current systems or assessing IT controls.  The combination should 
point directly to satisfying a problem. 

48. B. During planning, the IS auditor should get an overview of the functions being audited and evaluate the audit and business 
risks. Choices A and D are part of the audit fieldwork process that occurs subsequent to this planning and preparation. Choice C 
is not part of a security review. 

49. C. Evidence has to be relevant, reliable, sufficient and useful.  However, some evidence is more reliable than others.  In this case, 
oral representations would be the least reliable evidence unless they are documented and can be substantiated.  This type of 
evidence often depends on the independence of the provider of the evidence, his/her expertise and his/her objectivity.  The other 
evidence choices listed are documentary in nature and therefore considered more reliable. 

50. C. Prior audit reports would be of least value because they provide historical information about the areas of the control 
weaknesses.  Each of the other choices represent current activity and provide information for understanding the process. 

51. A. Compliance tests determine if controls are being applied in accordance with management policies and procedures.  In this 
case, verifying that only active associates are present provides reasonable assurance that a control is in place and can be relied 
upon. Choice B, substantive tests, relate to quantitative reviews, such as balances and transactions and their accuracy. Choice C 
does not relate since all current user records were verified, while choice D is part of a risk based audit approach. 

52. D. Control procedures are practices established by management to achieve specific objectives (control objectives, choice C).  The 
above examples are all control procedures intended to achieve the control objective of ensuring compliance with policies, 
procedures and standards.  Choices A and B refer to the audit process that is used to verify the effectiveness and adequacy of the 
control procedures. 

53. C. Proper planning is the necessary first step in performing effective audits.  The IS auditor's first task should be to gather 
background information, such as business sector, applied benchmarks, specific trends and regulatory and legal requirements. 
This will allow the auditor to better understand what to audit.  After gathering initial information, the auditor would then 
identify the audit subject and audit objective, define the scope, establish the information systems and functions involved and 
define the resources that are needed. 

54. A. The IS auditing guideline on planning the IS audit states: &quot;As assessment of risk should be made to provide reasonable 
assurance that material items will be adequately covered during the audit work. This assessment should identify areas with 
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relatively high risk of existence of material problems.&quot; Sufficient assurance that material items will be covered during the 
audit work is an impractical proposition. Reasonable assurance that all items will be covered during the audit work is not the 
correct answer as material items need to be covered, not all items. 

55. A. The IS auditing guideline on the use of a risk assessment in audit planning states &quot;All risk assessment methodologies 
rely on subjective judgments at some point in the process (e.g., for assigning weightings to the various parameters).  The IS 
auditor should identify the subjective decisions required in order to use a particular methodology and consider whether these 
judgments can be made and validated to an appropriate level of accuracy.&quot; 

56. B. Control self-assessment is a process in which the auditor can get the auditee together, understand the business process, 
define where the controls are and generate an assessment of how well the controls are working. This ideally is accomplished 
during the preliminary data gathering phase.  Choices A, C, D are audit steps that are performed after the control self-
assessment has been performed. 

57. A. An objective associated with a CSA program is the enhancement of audit responsibilities (not a replacement).  Choices B, and 
C are advantages that accrue from a CSA program, but are not objectives.   A CSA program is helpful in determining audit steps 
by gaining an overall understanding of  the audit subject and audit objective.  Performance of a CSA will not replace audit steps 
such as testing, verification and validation (choice D.) 

58. A. The standard on responsibility, authority and accountability states &quot;The responsibility, authority and accountability of 
the information systems audit function are to be appropriately documented in an audit charter or engagement letter.&quot; 
Choice B and C are incorrect because the audit charter should be approved by the highest level of management, not merely by 
the information systems audit department, or the user department. The resulting planning methodologies should be reviewed 
and approved by senior management and by the audit committee. Choice D is incorrect because the audit charter, once 
established, is not routinely revised and should be changed only if change can be, and is, throughly justified. 

59. A. Inherent risk is the susceptibility of an audit area to an error that could be material, individually or in combination with other 
errors, assuming that there were no related internal controls. Trap doors are such risks that exit out of an authorized program 
and allow insertion of specific logic, such as program interrupts, to permit a review of data during processing. These doors also 
permit insertion of unauthorized logic. Detection risk (choice B) is the risk that IS auditors substantive procedures will not 
detect an error which could be material, indivually or in combination with other errors.  Audit risk (choice C) is the risk of 
giving an incorrect audit opinion, while choice D, error risk, is the risk of errors occuring in the area being audited. 

60. D. IS auditors perform test of controls (compliance testing) to assess whether the control risks are within the acceptable limits.  
The results of the compliance testing would influence the IS auditor's decisions as to the extent of tests of balance (substantive 
testing). If compliance testing confirms that the control risks are within the acceptable level, then the extent of  substantive 
testing would be reduced.  The objective of compliance testing is to reduce more costly substantive testing. During the testing 
phase of an audit, an IS auditor does not know whether the controls identified operate effectively.  Tests of controls, therefore, 
evaluate whether specific, material controls are, in fact reliable.  Performing test of controls may conclude that the control 
environment is poor, but it is not the objective with which these tests are performed. Inherent risks cannot be determined by 
performing test of controls. 

61. A. When performing an audit of IS strategic planning it is unlikely that the IS Auditor would assess specific security procedures. 
During an IS strategy review overall goals and business plans would be reviewed to determine that the organization's plans are 
consistent with the organization's goals. 

62. D. Strategic planning sets corporate or departmental objectives into motion. Comprehensive planning helps ensure an effective 
and efficient organization. Strategic planning is time and project oriented, but must also address and help determine priorities 
to meet business needs. In order to assure its contribution to the organization's successful realization of overall goals, an 
organization should have long range (i.e., greater than one year or business cycle, typically 3-5 years) and short range (i.e., one 
year or business cycle) plans. These plans should be consistent with the organization's broader plans for attaining the 
organization's goals. Choice D represents a business objective that is intended to focus the overall direction of the business and 
would thus be a part of the organizations' strategic plan. The other choices do not address business objectives and are project 
oriented. 

63. D. Investment in IS products should be oriented towards achieving business objectives, which are set up through a strategic 
plan, long-term and short-range, with the specifics of hardware and software being documented in a technology plan. Choice B 
could also be correct. Managers must undertake a full cost-benefit analysis before deciding what to purchase. This is an 
accepted condition that should exist. Allowing various offices to be independent and exchange data on an occasional basis is 
acceptable if it complies with overall organizational policy and procedures, but is not advisable from a cost perspective. The use 
of the same type of data base management system throughout the organization is not related to local selection and the purchase 
of IS products. 

64. C. A policy statement reflects the intent and support provided by executive management for proper security, and establishes a 
starting point for developing the security program. 
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65. B. Minutes of the IS Steering Committee meetings are not objective measures of the effectiveness of management. They 
generally represent the views of management, not staff, and thus may not indicate how effective policies have been 
communicated to appropriate personnel. 

66. B. Application run manuals should include actions taken on reported errors that are essential for the operator to function 
properly. Source documents and source code are irrelevant to the operator. Although dataflow diagrams may be useful, detailed 
program diagrams and file definitions are not. 

67. B. The standard does not cover those business processes that are purely internal to an organization. All other Answers are true 
as they pertain to ISO 9000. 

68. C. Once the outsourcer has been chosen, the IS Auditor should perform ongoing application audits and control risk 
assessments. All of the other answers refer to procedures that an IS Auditor can perform prior to this selection. 

69. A. Policy is independent of the hardware and software used in general, but policy must define the awareness planning and 
philosophy, although it would normally be fairly high level such as 'awareness will be done every three months and failure to 
attend sessions without justification, would be a reason for dismissal.' Management must demonstrate a commitment to the 
policy by approving security awareness and training. The data owner or manager who is responsible for the accurate use and 
reporting of information should provide written authorization for users to gain access to computerized information. 

70. C. Setting of accounting periods is one of the critical activities of the finance function. Granting access to this function to the 
personnel in warehouse and order entry could be because of a lack of proper policies and procedures for the segregation of 
duties. Accounting periods should not be changed at regular intervals, but established permanently. The requirement to post 
entries for a closed accounting period is a risk. If necessary this would normally be done by someone in the finance or 
accounting area. The need to create/modify the chart of accounts and its allocations is the responsibility of the finance 
department and is not a function that should be performed by warehouse or order entry personnel. 

71. B. The periodic checking of hard drives would be the most effective method of identifying illegal software packages loaded to the 
network. Anti-virus software will not necessarily identify illegal software unless the software contains a virus. Diskless 
workstations act as a preventative control and are not effective since users could still download software from other than 
diskless workstations. Policies lay out the rules about loading the software, but will not identify the actual occurrence. 

72. A. Developing a database repository of past incidents and actions to facilitate future corrective actions to take as a post-mortem 
process would be of least value in restoring service from an incident currently underway. The creation of a detailed operations 
plan, a multi-disciplinary team and the declaration of incidents are all necessary parts of having an incident response capability 
which must be carried out immediately before, or during the incident in order to handle it properly. 

73. D. The security policies provided to all employees should not identify such sensitive security features such as password file 
names, technical security configurations, methods to bypass electronic security or system software files. They should include all 
of the other components listed in this question. 

74. A. For proper segregation of duties, the security administrator should not be responsible for authorizing access rights, nor be an 
end-user. Authorizing access rights is usually the responsibility of user management, while allocating would be done by the 
security administrator. 

75. B. Ideally an IS steering committee should consist of members from all significant business areas in an organization. Their goal 
is to review and act upon all requests for new system needs in accordance with the corporate mission and objectives. To this end 
it is the responsibility of the committee to ensure the efficient use of data processing resources and set the priorities, examine 
costs and provide support for various projects. 

76. C. Management should ensure that all information assets (data and systems) have an appointed owner who makes decisions 
about classification and access rights. System owners typically delegate day-to-day custodianship to systems 
delivery/operations group and delegate security responsibilities to a security administrator. Owners, however, remain 
accountable for the maintenance of appropriate security measures. 

77. B. It is imperative that formal written approval procedures be established to set accountability. This is true of both the MIS 
manager and higher levels of management. Choices A, C and D would be subsequent recommendations once authority has been 
established. 

78. C. Because of the diversified nature of both data and application systems, the actual owner of data and applications may be hard 
to establish. Answers A and D are incorrect since it is essential that ownership has been established. Answer B is an irrelevant 
distracter. 

79. D. Strategic planning sets corporate or department objectives into motion. Both long-term and short-term strategic plans 
should be consistent with the organization's broader plans and business objectives for attaining these goals. Answer A is 
incorrect since line management prepared the plans. 
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80. D. Policies should be clearly defined and recognize the difference between logical and physical access to assets. This is necessary 
to ensure compliance. Employee competence would be considered when evaluating an organization's policy on separation of 
duties. 

81. A. Maintaining an error log is the only task identified in this question that a clerk in the control group would normally perform. 

82. A. The database administrator is not responsible for the design and development of the applications. This is the function of the 
programming staff and provides for adequate separation of duties between the two groups. 

83. B. Analyzing user specifications is the responsibility of the systems programming group who are involved in new systems 
development. 

84. C. Code correction is a responsibility of the programming staff, not the scheduling and operations personnel. 

85. D. These are all functions of the control group, with the exception of correction of errors. It is the responsibility of the control 
group to log errors, call them to the attention of the originating department for correction, and monitor their timely 
resubmission. 

86. B. In this situation, the application programmer has been authorized to make program changes. This function should not be a 
computer operator task, as this individual already has access to the entire system and all its resources. The computer operator 
function should be restricted and monitored. 

87. D. The data security officer (or security administrator) should have no responsibility for authorizing, inputting, or reviewing 
application data. Such activities would inhibit his/her independence and not provide an adequate segregation of duties. 

88. A. The IS Auditor's first and foremost responsibility is to advise senior management of the risk involved in having the security 
administrator perform an operations function. This is a violation of separation of duties. The IS Auditor should not get involved 
in processing, but may wish to employ some type of monitoring system to review the integrity of transactions. 

89. B. Required vacations of a week or more duration in which someone other than the regular employee performs the job function 
is often mandatory for sensitive positions. This reduces the opportunity to commit improper or illegal acts, and during this time 
it may be possible to discover any fraudulent activity that was taking place. Answers A, C and D all could be organizational 
benefits from a mandatory vacation policy, but not the reason why it is established. 

90. C. The quality assurance group is typically responsible for ensuring that programs and program changes and documentation 
adhere to established standards. Answer A is the responsibility of the data control group; Answer B is the responsibility of 
computer operations; and Answer D is the responsibility of data security. 

91. C. Well written and concise job descriptions should provide an indication of the degree of separation of duties within the 
organization and, in fact, may assist in identifying possible conflicting duties. All other answers are aspects of well-written job 
descriptions. 

92. B. The systems analyst designs systems based on the needs of the user. This individual interprets the needs and determines the 
programs and the programmers necessary to create the particular application. Answers A and D are roles of a database 
administrator, while answer C is a role of production control. 

93. D. Application programmers should not have access to system program libraries. All other combinations, although not 
preferred, would normally include some type of compensating control to mitigate the lack of separation of duties. 

94. C. Defining and initiating backup and recovery procedures is the responsibility of the database administrator. All other 
statements are true as they relate to application programmers. 

95. D. An advantage of cross training is to decrease dependence on one employee and can be part of succession planning. It also 
provides backup for personnel in the event of their absence. However, cross training may also be risky if it provides an employee 
with knowledge of all parts of a system that can later be used to circumvent controls. 

96. D. The systems development manager is responsible for programmers and analysts who implement new systems and maintain 
existing systems. An operations manager is responsible for computer operations personnel, while the administrator is 
responsible for managing data as a corporate asset, and the quality assurance manager is responsible for information 
technology quality initiatives. 

97. A. The structure of an IT department varies but is normally divided into two main areas of activity; information processing and 
system development. Information processing is mostly concerned with the operational aspects of the information processing 
environment and often includes computer operations, systems programming, telecommunications and librarian functions. 
Systems development is concerned with the development, acquisition and maintenance of computer application systems and 
performs systems analysis and programming functions. 

98. C. A local area network (LAN) administrator is restricted from having programming responsibilities, but may have end-user 
responsibilities. The LAN administrator may report to the director of the IPF or, in a decentralized operation, to the end-user 
manager. In small organizations, the LAN administrator may also be responsible for security administration over the LAN. 
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99. B. The role of application programming and data entry should not be combined since no compensating controls exist that can 
mitigate the segregation of duties risk. All other combined pairs of functions are acceptable. 

100. B. The IS Auditor should not only determine that the responsibilities of the data base administration function are well defined 
but also assure that the database administrator (DBA) reports directly to the data processing manager or executive to provide 
independence, authority and responsibility. The DBA should not report to either data processing operations or systems 
development management. The DBA need not be a competent systems programmer. Answer D is not as important compared to 
answer A. 

101. D. Independence should be continually assessed by the auditor and management. This assessment should consider such factors 
as changes in personal relationships, financial interests and prior job assignments and responsibilities. The fact that the 
employee has worked in IS for many years may not in itself ensure credibility. The audit department's needs should be defined 
and any candidate should be evaluated against those requirements. In addition, the length of service will not ensure technical 
competency and evaluating an individual's qualifications based on the age of the individual is not a good criterion and is illegal 
in many parts of the world. 

102. D. A DBA only in rare instances should be mapping data elements from data model to the internal schema (physical data 
storage definitions). To do so would eliminate data independence for application systems. Mapping of the data model occurs 
with the conceptual schema since the conceptual schema represents the enterprise-wide view of data within an organization and 
is the basis for deriving an end user department data model. 

103. D. The least significant answer would be the description of computer hardware. The organization would need to have 
compatible and sufficient hardware to be considered as an external site well before contract provisions are reviewed. 

104. A. The primary responsibility of the IS Auditor is to assure that the company assets are being safeguarded. This is true even if 
the assets do not reside on the immediate premises. Reputable service bureaus will have a well-designed and tested business 
continuity plan. The contract for services should provide for third party audit rights of the information processing facility and 
business continuity plan. 

105. B. The development and implementation of a high priority system typically would take from one year to 18 months. Having it 
take one year would not be an indicator that outsourcing would improve the development time. Answers A, C and D would all 
be indicators that outsourcing computer operations might be warranted. 

106. A. Outsourcing is a contractual arrangement whereby the organization relinquishes control over part or all of the information 
processing to an external party. This is usually done to acquire additional resources or expertise that is not obtainable from 
inside the organization. 

107. B. Service level agreements are established between the user department and IS management for assuring minimum levels of 
processing capabilities in an event of a disaster. Minimum service levels to be rendered by IS management would normally be 
contained in a charter. The other choices are not relevant. 

108. D. The most effective and necessary control that has to be in place first when a partnering arrangement is used is the contract. 
The other answers are all good techniques used to minimize/mitigate controls. However, these may not be enforceable unless 
detailed in the contractual arrangement. 

109. C. The primary reason for outsourcing is usually to reduce costs while maintaining system availability, confidentiality, 
functionality etc. Of the choices, the hardware and access control software is generally irrelevant as long as the functionality, 
availability and security can be affected, which would be a specific contractual obligation. Similarly, the development 
methodology should be of no real concern. The contract must, however, specify who owns the intellectual property (i.e., 
information being processed, application programs etc.). Ownership of intellectual property will have a significant cost and is a 
key aspect to be defined in an outsourcing contract. 

110. A. The planning stage of the IS department should specifically consider the manner in which resources are allocated in the 
short-term. Investments in IT need to be aligned with top management strategies, rather than focusing on technology for 
technology's sake. Conducting control self-assessments and evaluating hardware needs are not as critical as allocating resources 
during short-term planning for the IS department 

111. C. The data control department performing data entry is responsible for receiving source documents from various departments 
and ensuring proper safekeeping of such until processing is complete and source documents and output are returned.  Choices 
A, B and D are the responsibility of the security administration department. 

112. C. The change/problem and quality control administrator are two compatible functions that would not compromise control or 
violate segregation of duties. The other functions listed, if combined, would result in compromising control. 

113. D. In an outsourcing environment, the company is dependent on the performance of the service provider.  Therefore it is critical 
to monitor the outsourcing provider's performance to ensure that it delivers services to the company as required.  Payment of 
invoices is a finance function which would be done per contractual requirements. Participating in systems design is a by-
product of monitoring the outsourcing provider's performance, while renegotiating fees is usually a one-time activity. 
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114. D. The board of directors is interested in key performance indicators that are associated with the operation, and that are 
significant to the business.  These are important to the board when deciding how to maximize the benefits of investments in IS.  
Functional details such as CPU, memory, disk and line speed would not be of significant interest to the board. 

115. C. Employee bonding to protect against losses due to theft is an important hiring practice to ensure that the most effective and 
efficient staff is chosen and that the company is in compliance with legal recruitment requirements, but not a termination 
practice.  Choices A, B and D are all adequate termination practices. 

116. C. ISO 9126 is the standard that focuses on the end result of good software processes, i.e., the quality of the actual software 
product.  ISO 9001 contains guidelines about design, development, production, installation or servicing.  ISO 9002 contains 
guidelines about production, installation or servicing, and ISO 9003 contains guidelines final inspection and testing. 

117. B. Occurrences of security attacks from other organizations would have the least impact on a decision made by management to 
establish a security infrastructure (versus analysis and/or demonstrated threats directly affecting the organization). A risk 
analysis would enable an organization to assess severity of risks posed to information assets by both internal and external 
perpetrators.  A penetration test showing the ability to compromise the organization's network and reports generated internally 
from use of high profile network tools would also sufficiently justify investment in a network security infrastructure. 

118. B. The IT strategic plan exists to support the organization's business plan.  In order to evaluate the IT strategic plan the IS 
auditor would first need to familiarize him/her self with the business plan. 

119. D. The outsourcing vendor's software acquisition procedures would be of least concern. Choices A, B, and C are important 
concerns for any organization after signing an outsourcing contract. 

120. B. Implementing database definition controls is one of the critical functions of the database administrator.  Maintaining access 
security of data and granting access rights to users as defined by management is the responsibility of the security administrator.  
Defining system's data structure in the responsibility of the systems analyst. 

121. A. Quality assurance can also be an additional responsibility of the security administrator.  The security administrator, being 
responsible for application programming, systems programming or data entry, does not provide for proper segregation of 
duties since he/she would be in a position to openly introduce fraudulent or malicious code or data causing damage to the 
organization. 

122. D. Unlike other corporate policies, information systems security policy framing is the responsibility of top management, board 
of directors.  The IS department is responsible for the execution of the policy, having no authority in framing the policy.  The 
security committee also functions within the broad security policy framed by the board of directors.  The security administrator 
is responsible for implementing, monitoring and enforcing the security rules that management has established and authorized. 

123. A. A sound IS security policy will most likely outline a response program to handle suspected intrusions. Correction, detection 
and monitoring programs are all aspects of information security, but will not likely be included in an IS security policy 
statement. 

124. B. Security administrators are generally held responsible for day-to-day network security operations, while also balancing 
security operations with overall network performance.  This may include managing user accounts, implementing security 
patches and other related system software upgrades, writing scripts for routinely archiving log files to a centralized secured 
server set up for this purpose and managing the systems workload to maintain performance within acceptable thresholds. 
Security administrators are responsible for assuring that management policies and procedures are implemented on all systems, 
participating with senior system administrators in the development of standard system &quot;builds&quot; and monitoring on 
a periodic basis the effectiveness of controls established. 

125. B. Assessment methods provide a mechanism, whereby IS management can determine when and if the activities of the 
organization have deviated from planned or expected levels.  These methods include IS budgets, capacity and growth planning, 
industry standards/benchmarking, financial management practices and goal accomplishment.  Quality management is the 
means by which IS department-based processes are controlled, measured and improved.  Management principles differ 
depending upon the nature of the IS department.  They focus on areas such as people, change, processes, security, etc.  Industry 
standards/benchmarking provide a means of determining the level of performance provided by similar information processing 
facility environments.  These standards, or benchmarking statistics can be obtained from vendor user groups, industry 
publications and professional associations. 

126. D. Reconciliation is a responsibility of the user, performed by the data control group with the use of control totals and balancing 
sheets.  This type of independent verification increases the level of confidence that the application ran successfully and that the 
data are in proper balance.  Access to data are controls provided by a combination of physical system and application security in 
both the user area and the information processing facility.  Authorization tables are built by the IS department, based on the 
authorization forms provided by the user.  These will define who is authorized to update, modify, delete and/or view data.  
These privileges are provided at the system, transaction or field level.  Custody of assets must be determined and assigned 
appropriately.  The data owner is usually assigned to a particular user department and duties should be specific and written.  
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The owner of the data has responsibility for determining authorization levels required to provide adequate security, while the 
data security administration group is often responsible for implementing and enforcing the security system. 

127. A. Production programs are used for processing the actual and current data of the enterprise. It is imperative to ensure that 
controls on changes to production programs are as stringent as for original programs.  Lack of control in this area could result 
in application programs being modified so as to manipulate the data.  Application programmers are required to implement 
changes to test programs. These are only used in development, and do not directly impact the live processing of data. 
Operations support staff implementing changes to batch schedules will only affect the scheduling of the batches. This does not 
impact the live data.  Database administrators are required to implement changes to data structures. This is required for 
reorganization of the database to allow for additions, modifications or deletion of fields or tables in the database. The likelihood 
of fraud because of such changes is remote as these changes impact the future data and affect all the related fields for all the 
records in the database. Therefore, it is not feasible to make changes to the data structures. 

128. C. The best way to handle obsolete magnetic tapes is to degauss them, because this action prevents the unauthorized or 
accidental divulgation of information, and it also prevents from the reutilization of the obsolete tapes. Overwriting or erasing 
the tapes may cause magnetic errors (considering they are obsolete), thus, inhibiting data integrity. Initializing the tape labels 
could mean the potential reutilization in some cases. 

129. C. It is important to keep detailed steering committee minutes to document the decisions and activities of the IS steering 
committee, and the board of directors should be informed on a timely basis.  Choice A is incorrect because only senior 
management, or high staff levels should be members of this committee because of its strategic mission. Choice B is not a 
responsibility of this committee but the responsibility of the security administrator.  Choice D is incorrect because in order to 
approve an acquisition of hardware or software, a vendor should be invited to meetings, but not on a regular basis. 

130. C. A system analyst should not perform quality assurance (QA) duties as independence would be impaired, since the systems 
analyst is part of the team developing/designing the software.  A system analyst can perform the other functions.  The best 
example is a 'citizen programmer.' A citizen (name related to 'citizen', since they have the right to do all or anything) 
programmer who has access to powerful development tools can do all aspects while developing software (design, development, 
testing, implementation).  Only good compensatory controls would be able to monitor/control these activities. Compensating 
controls will ensure these additional functions have been effectively performed. Even if an analyst compromises on certain 
functions in these roles, it can be detected immediately with the help of compensating controls. However, a system analyst 
should be strongly discouraged from performing the role of QA, since quality assurance levels could  be compromised if it does 
not meet the standards agreed upon. QA levels should never be compromised. 

131. A. Key verification or one-to-one verification will yield the highest degree of confidence that data entered is error free. However, 
this could be impractical for large amounts of data.  Segregation of data entry functions from data entry verification is an 
additional data entry control.   Maintaining a log/record detailing the time, date, employee's initials/user-ID and progress of 
various data preparation and verification tasks, provides an audit trail.  A check digit is added to data to ensure that original 
data have not been altered.  If a check digit is wrongly keyed, this would lead to accepting incorrect data.  A one-to-one 
verification could detect this category error also, by providing the highest degree of assurance. 

132. A. A system downtime log provides information regarding the effectiveness and adequacy of computer preventive maintenance 
programs. 

133. D. System generation parameters determine how a system runs, physical configuration and its interaction with the workload. 
134. B. Database structures can be either network, hierarchical or relational. 
135. C. Because of the sharing of data with a database, improper file access is of the greatest concern. Programming and data entry 

errors should not increase the installation of a database. Loss of parity can affect data transmission whether database or non-
database. 

136. C. The logging of batches provides input control while the reconciling of hash totals provides output controls. 
137. C. Utility programs that assemble software modules needed to execute a machine instruction application program version are 

linkage editors and loaders. 

138. C. Data communication systems do not operate on the content of the information. All other statements are true. 
139. B. All of the above are advantages of an object-oriented approach to data management systems except that it provides the ability 

to manage an unrestricted variety of data types. 

140. C. An online programming facility allows programmers to code and compile programs interactively with the computer from a 
terminal. Firmware is operating system program code that can be stored in read-only memories; utility programs are systems 
software that performs systems maintenance; and network management software controls and maintains the network. 

141. A. A data dictionary is an example of utility program software that is used to understand application systems. Other examples 
are flowcharter, transaction profile analyzer and execution path analyzer. 
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142. C. All of the above are advantages of image processing systems except that image processing systems are very expensive and 
companies do not invest in them lightly. 

143. C. The purchase of operating system software is dependent on the fact that software is compatible with existing hardware. 
Choices A and D, although important, are not as important as answer C. Users do not normally approve the acquisition of 
operating systems software. 

144. D. Dedicated lines are set apart for a particular user or organization. Since there is no sharing of lines or intermediate entry 
points, the risk of interception or disruption of telecommunications messages is lower. 

145. C. Modems convert data from digital to analog because most of the communications switches are analog. 
146. B. Common carrier refers to the carrier or telephone company that provides the circuits and switches to facilitate data 

transmission. 
147. A. In order for the IS Auditor's microcomputer to communicate with the mainframe, the IS Auditor must use a protocol 

converter to convert the asynchronous and synchronous transmission. Additionally, the message must be spooled to the buffer 
to compensate for different rate of data flow. 

148. B. A modem is a device that translates data from digital to analog and back to digital. 
149. C. A star network architecture configuration links each station directly to a main hub. Bus configurations link all stations along 

one transmission medium; ring configurations attach all stations to a point on a circle; and completely connected configurations 
provide a direct link between two host machines. 

150. A. Of the systems listed only fiber optic systems would not be subject to noise or interference. 
151. D. The selection of communication lines, modems, software, etc. will have a great effect on network reliability. Choice A could 

also be correct. In wide area networks, data flow can be half duplex or full duplex, though incomplete. 

152. C. The ring network is vulnerable to failure if one device fails 
153. C. Neural networks can be used to attack problems that require consideration of numerous input variables, They are capable of 

capturing relationships and patterns often missed by other statistical methods. Neural networks will not discover new trends. 
They are inherently non-linear and make no assumption about the shape of any curve relating variables to the output. Neural 
networks will not work well at solving problems for which sufficiently large and general sets of training data are not obtainable. 

154. A. E-cash is a form of electronic money that can be sent from any computer to any other computer using any network, including 
the Internet. E-cash uses coins that can be used only once, after which they are taken out of circulation. These coins are 
anonymous and carry no traceable information. Each transaction in which e-cash is used requires the participation of an 
Internet connected digital bank. 

155. D. Under these circumstances the completely connected (mesh configuration) would be the most expensive of the solutions to 
implement. It would require every machine on the network to be connected to every other machine on the network. This 
requires more cable than any other configuration. The bus configuration requires the least amount of cable to connect the 
computers together, the ring configuration is next, and the star configuration may require the same cabling distance as the ring 
configuration, especially new ring devices that are identical in shape and installation as star Ethernet switches or hubs. 

156. C. The star configuration would be the easiest network for problem resolution. In a star configuration all lines are connected to 
the central hub. A problem can occur if the central hub fails. A bus configuration can be difficult to troubleshoot since a cable 
break can be difficult to find. Ring configurations are also difficult to trouble shoot. Problems in a mesh configuration are also 
easy to diagnose, but not as easy as in a star configuration. 

157. C. The transport layer is responsible for reliable data delivery. This layer implements sophisticated flow control mechanism that 
can detect congestion and reduce data transmission rates and also increase transmission rates when the network appears to no 
longer be congested (e.g., TCP flow controls). The network layer is not correct because congestion control (flow control) occurs 
based on router implementations of flow control at the sub-net level (i.e., source quench messages sent out when router 
memory or buffer capacity reaches capacity; however no message to cancel or discard messages, which in actually may increase 
congestion problems). Session layer and data link do not have any functionality for network management. 

158. D. Private circuit switching technology is associated with WAN usage, not LANs. Typically, such a network is set up by a 
corporation or other large organization to interconnect its various sites. Such a network usually consists of PBX systems at each 
site interconnected by dedicated leased lines obtained from a carrier. Packet switching technology is the means for transmitting 
data between devices on a LAN. Baseband is a commonly used LAN data transmission signaling technique (digital signaling). 
Ring or short bus topologies are methods for interconnecting devices on a LAN. 

159. A. A review of the general operational controls does not include evaluation of user manuals. Re-run reports, maintenance logs 
and backup procedures should be examined during an operational review. 

160. D. An online management system is an automated tool and cannot provide control for physical access to the tape library area. 
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161. C. File identification controls include periodic file inventory, external label standards and high-level qualifier restrictions. 
Retention period standards are not part of file identification. 

162. C. This question requires the knowledge of the emulation technique, which is performed by an emulator. It imitates one system 
with another such that the imitating system accepts the same data, executes the same programs and achieves the same results as 
the imitated system. The other choices are not relevant to the emulation technique. 

163. B. Operational inefficiencies (not efficiencies) are significantly increased with use of a relational model. Therefore, this answer 
represents a disadvantage in using a relational database approach. The other choices are properties of a relational database. 

164. C. The supervisor mode answers the request for all instructions and refers to most types of equipment. In the problem mode, 
privileged instructions cannot be executed. The other choices are not relevant. 

165. B. Computer operators should not be given security administrator access. Computer operators acting as security administrators 
can manipulate the security system to give themselves excessive powers. These powers can be used not only to set up fictitious 
accounts, but also to eliminate any record of it from the log. Computer operators in large data centers are often called upon to 
back up as tape librarians in case of need. As long as the operator cannot manipulate the system logging, it is acceptable for the 
librarian to track what has taken place. 

166. B. The quality assurance duties could be performed by the security administrator and not cause a conflict with respect to 
segregation of duties. This is because they deal in totally different aspects of the system with little overlap. The systems analyst 
function could potentially allow the security administrator to obtain valuable knowledge, which in turn could be used to bypass 
security procedures. The computer operations function could allow the security administrator to bypass or deactivate security 
procedures. The systems programmer function could potentially allow the security administrator to bypass or deactivate 
security procedures for their own benefit. 

167. D. A front end processor is a hardware device that connects all communication lines to a central computer to relieve the central 
computer from performing. 

168. B. Batch balancing is used to verify output results and control totals by matching them against the input data and control totals. 
This can be performed by the computer program where the control totals were input into the computer with the batch input. 
Batch header forms control data preparation; data conversion error corrections correct errors that occur due to duplication of 
transactions and inaccurate data entry; and access controls over print spools prevent reports from being accidentally deleted 
form print spools or directed to a different printer. 

169. A. All of the answers are examples of tools used to monitor the efficiency and effectiveness of services provided by IS personnel, 
except Online monitors. These monitor telecommunication transmissions and determine whether transmissions are accurately 
completed. 

170. C. System errors are the only ones that you would expect to find in the console log. 
171. A. A neural network will monitor and learn patterns, reporting exceptions for investigation. Database management software is a 

method of storing and retrieving data. MIS provides management statistics but does not normally have a monitoring and 
detection function. Computer assisted audit techniques detect specific situations, but are not intended to learn patterns and 
detect abnormalities. 

172. B. Use of programs to check the transaction against criteria set by management is the best answer because validation involves 
comparison of the transaction against predefined criteria. 

173. D. In order for the IS Auditor's microcomputer to communicate with the mainframe, the IS Auditor must use a protocol 
converter to convert the asynchronous and synchronous transmission. Additionally, the message must be spooled to the buffer 
to compensate for different rates of data flow. 

174. A. Observation is considered to be the best test to ensure that an employee understands and practices good preventive and 
detective security. 

175. D. EIS systems include all of the above with the exception of answer D. An important characteristic of EIS is that they focus on 
detailed problems to a larger view. That is, the information is presented at a summary level using detailed underlying data. 

176. A. A ring or loop topology would enable messages to be re-routed should the network cabling be severed at any point or a 
hardware element failed. With the correct settings in network hardware, the loss of any link could be invisible to the users. In 
line and bus networks, which are essentially the same thing, terminals are connected to a single cable. If this cable is severed, all 
terminals beyond the point of severance will be unavailable. A star network clusters terminals around hubs, connected to the 
server by separate lines in the form of a star. If any line is severed, all terminals in the cluster at the end of that line would be 
disconnected. 

177. D. Capacity monitoring software shows, usually in the form of red, amber and green lights or graphs, the actual usage of online 
systems versus their maximum capacity. The aim is to enable software support staff to take action should use begin to exceed 
the percentage of available capacity to ensure that efficient operation, in the form of response times, is maintained. Systems 
should never be allowed to operate at maximum capacity. Monitoring software is intended to prevent this. Although the 
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software may well be used to support a business case for future acquisitions in terms of capacity requirements, it would not 
provide information on the effect of user functionality demands and it does not ensure concurrent usage of the system by users, 
other than to highlight levels of user access. 

178. B. The communications interface stage requires routing verification procedures.  EDI or ANSI X12 is a standard that must be 
interpreted by an application for transactions to be processed and then to be invoiced, paid and sent, whether they are for 
merchandise or services.  SWIFT is an example of how EDI has been implemented and adopted.  There is no point in sending 
and receiving EDI transactions if they cannot be processed by an internal system.  Unpacking transactions and recording audit 
logs are both important elements that help follow business rules and establish controls, but are not part of communications 
interface stage. 

179. A. A screened sub-net firewall would provide the best protection. The screening router can be a commercial router or a node 
with routing capabilities that can filter packages, having the ability to let or avoid traffic between nets or nodes based on 
addresses, ports, protocols, interfaces, etc.  Application level gateways are mediators between two entities that want to 
communicate, also known as proxy gateways.  The application level (proxy) works at application level, not only at a package 
level.  The screening only controls at package level, addresses, ports, etc. but do not see the contents of the package.  Packet 
filtering router examines the header of every packet or data traveling between the Internet and the corporate network. 

180. C. EDI is the best answer.  Properly implemented  (e.g., agreements with trading partners transaction standards, controls over 
network security mechanisms in conjunction with application controls) EDI is best suited to identify and follow up on errors 
more quickly given reduced opportunities for review and authorization. 

181. A. Configuration management is widely accepted as one of the key components of any network since it establishes how the 
network will function both internally and externally.  It also deals with management of configuration and monitoring 
performance.  Topological mappings provide outline of the components of the network and it connectivity. This is critical to 
manage and monitor the network. It is not essential that monitoring tools should be used. Proxy server troubleshooting is used 
for trouble shooting purposes. 

182. A. Capabilities to interact with the Internet for problem solving is not an essential aspect of a network management system, 
while choices B, C and D are all essential features of an effective network management system. 

183. A. TCP works at the transport layer and handles packets, while IP works at the network layer and handles addresses 
184. D. PKI is the combination of software, encryption technologies and services that enables enterprises to protect the security of 

their communications and business transactions on the Internet.   A typical enterprise's PKI encompasses the issuance of digital 
certificates (public keys) to individuals, integration with corporate certificate directories and use of public key cryptography 
systems in establishing trust relationships with customers.   Password key management is not a technique used in PKI to 
distribute keys to individuals.  Instead, certificate authorities digitally sign certificates using their own private key, and thereby 
protecting the certificate or key against tampering and vouching for the holder's identity. 

185. A. Firewalls offer no protection against virus attacks, since the coding of viruses is typically embedded in user data (i.e., 
firewalls provide protection against misuse of network management data contained in data packets in preventing or detecting 
unauthorized access).  Common methods used to protect against viruses include regularly running virus software as data 
integrity checkers, scanners looking for sequence of bits-called signatures-that are typical of virus programs, and active 
monitors which interpret operating system and ROM basic input-output system (BIOS) calls, looking for virus-like actions.  The 
other choices are common problems with firewall implementations that when left uncorrected may result in unauthorized 
access into an organization's network systems. 

186. D. The IS auditor would review system software maintenance activities to determine that current versions of the software are 
supported by the vendor and that changes made to the system software are documented.  Choice A would be determined if an IS 
auditor was performing a review of controls over the installation of changed system software. Impact of the product on 
processing reliability would be determined when a review of cost/benefit analysis of system software procedures is performed.  
Choice C would be determined when a review of controls over the installation of changed system software takes place. 

187. B. Referential integrity constraints ensure that a change in a primary key of one table is automatically updated in a matching 
foreign key of other tables.  This is done using triggers. 

188. D. The responsibility of the technical support function is to provide specialist knowledge of production systems to identify and 
assist in system change/development and problem resolution.  The support functions include obtaining detailed knowledge of 
the operating system and other systems software.  Program change control is responsible of ensuring that job preparation, 
scheduling and operating instructions have been established.  Specific objectives of the quality assurance function include 
establishing, enhancing and maintaining a stable, controlled environment for the implementation of changes within the 
production software environment.  They are also responsible for defining, establishing and maintaining a standard, consistent 
and well-defined testing methodology for computer systems. 

189. B. The USB port connects the network without having to install a separate network interface card inside a computer by using a 
USB Ethernet adapter. 
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190. A. A virtual private network (VPN) allows external partners to securely participate in the extranet using public networks as a 
transport or shared private networks.  Because of its low cost, using public networks (Internet) as a transport is the principal 
method.  VPNs rely on tunneling/encapsulation techniques, which allow the Internet protocol (IP) to carry a variety of different 
protocols (e.g., SNA, IPX, NETBEUI).    A client/server (choice B) does not address extending the network to business partners 
(i.e., client/servers refers to a group of computers within an organization connected by a communications network where the 
client is the request machine and the server is the supplying machine). Choice C refers to remote users accessing a secured 
environment.  It is the means, not the method of providing access to a network. A network service provider (choice D) may 
provide services to a shared private network in providing Internet services, but not extended to an organization's intranet. 

191. D. A hub is a device that connects two segments of a single LAN. A hub is a repeater. It provides transparent connectivity to 
users on all segments of the same LAN. It is a level 1 device.  A bridge operates at level 2 of the OSI layer and is used to connect 
two LANs using different protocols (e.g., joining an ethernet and token network) to form a logical network.  A gateway, which is 
a level 7 device, is used to connect a LAN to a WAN.  A LAN is connected with a MAN using a router, which operates in the 
network layer. 

192. D. The network configuration where there is a direct link between any two host machines is the completely connected (mesh). 
Bus configuration is where all stations are linked along one transmission line.  A ring configuration is where the transmission 
medium forms a circle, and all stations are attached to a point on the circle.  A star configuration is where each station is linked 
directly to a main hub. 

193. D. The control that a LAN administrator can use to protect against the use of illegal or unlicensed software inventory programs.  
Software inventory programs ensure the accurate use of the authorized number of licenses. Software metering would only count 
the number of licenses, whereas virus detection software prevents from virus infection, but does not pertain to licenses.  
Software encryption is not useful because its function is to cipher messages. 

194. D. The cyclic redundancy check (CRC) can check for a block of transmitted data. The workstations generate the CRC and 
transmit it with the data at the same time. The receiving workstation computes a CRC and compares it with the sender-
workstation.  If both of them are equal then the block is assumed error free. In this case (such as in parity error or echo check) 
multiple errors can be detected. There are several standards, CRC-16, CRC-32 CRC-CCITT etc. In general CRC can detect all 
single-bit and bubble-bit errors, detect errors in cases in which odd numbers of bits are erroneous, detect all burst errors of 16 
bits or fewer (32 bits or fewer in the case of CRC-32) and detect over 99.999 percent of all bursts generated greater than 16 bits 
(32 bits of CRC-32).  Parity check also (known as vertical redundancy check) involves adding a bit-known as the parity bit to 
each character during transmission.  In this case, where there is a presence of bursts of errors, (i.e., impulsing noise during high 
transmission rates) it has a reliability of approximately 50 percent; and in higher transmission rates this limitation is significant.  
Echo checks detect line errors by retransmitting data back to the sending device for comparison with the original transmission. 

195. C. The application gateway is similar to a circuit gateway, but it has specific proxies for each service. To be able to handle web 
services it has an HTTP proxy, which acts as an intermediary between externals and internals, but specifically for HTTP. This 
means that it not only checks the packet IP addresses (layer 3) and the ports it is directed to (in this case port 80, layer 4), it also 
checks every http command (layer 5 and 7). Therefore, it works in a more detailed way than the others (granularity).  Screening 
router and packet filter (choices A and B) basically work at the protocol, service and/or port level. This means that they analyze 
packets from layers 3 and 4 (not from higher levels).  A circuit-gateway (choice D) is no longer used, and is based on a proxy or 
program that acts as an intermediary between external and internal accesses. This means that, during an external access, 
instead of opening a single connection to the internal server, two connections are established.  One from the external to the 
proxy (which conforms the circuit-gateway) and one from the proxy to the internal. Layers 3 and 4 (IP and TCP) and some 
general features from higher protocols are used to perform these tasks. 

196. B. The network layer switches and routes information (network layer header).  Node-to-node data link services are extended 
across a network by this layer.  The network layer also provides service for how to route packets (units of information at the 
network layer) between nodes connected through an arbitrary network.  The data link layer transmits information as groups of 
bits (logical units called a frame) to adjacent computer systems (node-to-node).  The bits in a frame are divided into an address 
field (media access control MAC 48 bit hardware address), control field, data field and error control field.  The transport layer, 
provides end-to-end data integrity.  To ensure reliable delivery, the transport layer builds on the error control mechanisms 
provided by lower layers.  If lower layers do not do an adequate job, the transport layer is the last chance for error recovery.  The 
session layer provides the control structure for communications between applications.  It establishes, manages and terminates 
connections (sessions) between cooperating applications and performs access security checking. 

197. A. An IP address, specifies a network connection. Since an IP address encodes both a network and a host on that network, they 
do not specify an individual computer, but a connection to a network.  A router/gateway connects two networks and will have 
two IP addresses. Hence, an IP address cannot specify a router.  A computer in the network can be connected to other networks 
as well. It will then use many IP addresses. Such computers are called multi-homed hosts. Here again an IP address cannot refer 
to the computer.  As already explained, IP addresses do not refer to individual devices on the network, but refer to the 
connections by which they are connected to the network. 
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198. A. Connection-oriented protocols provide reliability of the service provided to the higher layer. It is the responsibility of such 
protocols in the transport layer to enhance the quality of service provided by the network layer. The application layer is 
concerned with applications that are closer to the user. Reliable transport of packets by connection-oriented protocols is 
transparent to this layer.  The physical layer is concerned with transmitting only raw bits of data.  The network layer is 
concerned with routing of packets based on routing information provided by the transport layer protocol. 

199. B. Bridges connect two separate networks to form a logical network (e.g., joining an ethernet and token network).  This 
hardware device must have storage capacity to store frames and act as a storage and forward device.  Bridges operate at the OSI 
data link layer by examining the media access control header of a data packet.  Routers are switching devices that operate at the 
OSI network layer by examining network addresses (i.e., routing information encoded in an IP packet).  The router, by 
examining the IP address, can make intelligent decisions in directing the packet to its destination.  Repeaters amplify 
transmission signals to reach remote devices by taking a signal from a LAN, reconditioning and retiming it, and sending it to 
another.  This functionality is hardware encoded and occurs at the OSI physical layer.  Gateways provide access paths to foreign 
networks. 

200. C. DNS is primarily utilized on the Internet for resolution of the name/address of the web site.  It is an Internet service that 
translates domain names into IP addresses.  As names are alphabetic, they are easier to remember. However, the Internet is 
based on IP addresses. Every time a domain name is used, a DNS service must translate the name into the corresponding IP 
address. The DNS system has its own network. If one DNS server does not know how to translate a particular domain name, it 
asks another one, and so on, until the correct IP address is returned. 

201. A. The common gateway interface (CGI) is a standard way for a web server to pass a web user's request to an application 
program and to receive data back and forth to the user. When the user requests a web page (for example, by clicking on a 
highlighted word or entering a web site address), the server sends back the requested page. However, when a user fills out a 
form on a Web page and sends it in, it usually needs to be processed by an application program. The web server typically passes 
the form information to a small application program that processes the data and may send back a confirmation message. This 
method, or convention for passing data back and forth between the server and the application is called the common gateway 
interface (CGI). It is part of the web's HTTP protocol. 

202. C. Spooling for off-line printing may enable additional copies to be printed unless controlled. Print files are unlikely to be 
available for online reading by operators. Data on spool files are no easier to amend without authority than any other file. There 
is usually a lesser threat of unauthorized access in sensitive reports in the event of a system failure. 

203. B. A retention date will ensure that a file cannot be purged or overwritten before that date has passed. The retention date will not 
affect the ability for the file to be read. Backup copies may well be retained after the file has been purged or overwritten. The 
creation data will differentiate files with the same name. 

204. D. Data in a multiprocessing environment is subject to an asynchronous attack via hardware. This is not associated with web 
site exposures. Conversely hackers will try to break into the computer for their own entertainment, Crackers will try to break 
into the computer with malicious intent and virus writers are a constant concern to all Internet connections. 

205. D. If the IS Auditor assigned to the SDLC process actually contributes to the design of the system, then independence has been 
compromised. Therefore, to insure an adequate independent review of the system, a different IS Auditor should review the 
system prior to production or within a reasonable time frame after implementation. 

206. C. Access control software has the following automated features:<br>1. Access rules based on individual identification (logon-
ID)<br>2. Individual authentication (logon-ID and passwords)<br>3. Logging and reporting of unauthorized access 
attempts<br><br>Also, because access control software is an automated feature, it is an active control that should always be 
present. 

207. A. Dial-up lines control telecommunications links, not terminal access. 

208. B. A, C and D all contribute to the complexity and difficulty of guessing a password. 
209. D. Sign-on procedures typically include a person entering a logon-ID and password. In addition, the sign-on process can 

include identifying the terminal being used. These measures permit the computer to determine if the user is authorized to gain 
access. 

210. D. &quot;Before and after maintenance report&quot; is the best answer because a visual review would provide the most positive 
verification that updating was proper. 

211. D. Approval by an independent supervisor prior to entry cannot control changes made online. All other responses prevent or 
detect the circumvention of controls. 

212. A. Since small stand-alone business computer environments lack such basic controls as a trained IS staff, a segregation of 
duties, and access control software, strong disciplinary controls should be applied. In this situation, supervision of computer 
usage must be relied upon. This takes the form of monitoring office activity, reviewing key accounting and control reports, and 
sampling employee work to ensure it is appropriate and authorized. 
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213. A. Data diddling involves changing data before, or as it is entered into the computer. A trojan horse involves unauthorized 
changes to a computer program. A worm is also a destructive program that  destroys data; and the salami technique is a 
program modification that slices off small amounts of money from a computerized transaction. 

214. B. The IS Auditor should perform all of the steps indicated in this question except that he/she should not contact law 
enforcement officials. Executive management is responsible for such notification. 

215. C. Passwords should be anywhere from five to eight characters in length and not be easy to guess. They should contain both 
alpha and numeric characters. 

216. D. Data classification is extremely important when identifying who should have access to production versus test data and 
programs. Production data is the business owner's or the business' live or historical data used to run the business. It is 
important that all computer files be classified according to their sensitivity. 

217. D. All of the choices refer to aspects of naming conventions for access controls except that they are often defined and established 
with the assistance of the security officer, not the database administrator. 

218. B. Digital signatures are encryption methods that provide data integrity. The digital signature standard is a public key digital. 
This requires the signer to have a private key, and the receiver to have a public key. 

219. D. Automated teller machines (ATMs) are a specialized form of a point of sale terminal and their system must provide high 
levels of logical and physical security for both customer and the machinery. ATMs allow for a variety of transactions including 
cash withdrawal and financial deposits, are usually located in unattended areas and utilize unprotected telecommunication lines 
for data transmissions. 

220. D. The user's identity is confirmed before any of the other processes. Initiation is technically an answer distracter as the system 
must already have been initiated for the user to log-on. Verification is normally performed after an event. Authorization will 
normally follow confirmation of the user's identity. 

221. A. A callback feature hooks into the access control software and logs all authorized and unauthorized access attempts, 
permitting follow-up and further review of potential violations. Please note that call forwarding (Answer D) is a means of 
potentially bypassing callback control. By dialing through an authorized phone number from an unauthorized phone number, a 
perpetrator can gain computer access. This vulnerability can now be controlled through more sophisticated callback systems 
that have recently become available. 

222. B. While evaluating the technical aspects of password control, unencrypted files represent the greatest risk. The sharing of 
passwords is a compliance test and performed later. Checking for the redundancy of logon-IDs is a technical test, and is less 
important. Proper logon-ID procedures are essential, but this is reviewed later as a procedural compliance test. 

223. A. At the higher layers, software control becomes more pervasive. The session layer is very important for microcomputer 
applications since it provides functions that allow two applications to communicate across the network. The functions include 
security, recognition of names, logons and so on. The session layer is the first layer where security is established for user 
applications. The transportation layer provides transparent transfer of data between end points. The network layer controls the 
packet routing and switching within the network, as well as to any other network. The presentation layer provides common 
communication services such as encryption, text compression, and reformatting. 

224. C. All of the above are features of a digital signature. Non-repudiation ensures that the claimed sender cannot later deny 
generating and sending the message. Data integrity refers to changes in the plaintext message that would result in the recipient 
failing to compute the same message hash. Authentication ensures that the message has been sent by the claimed sender since 
only the claimed sender has the key. Replay protection is a method that a recipient can use to check that the message was not 
intercepted and replayed. 

225. D. Penetration testing is a technique used to mimic an experienced hacker attacking a live site by using tools and techniques 
available to a hacker. The other choices are procedures that an IS Auditor would consider undertaking during an audit of 
internet connections, but are not aspects of penetration testing techniques. 

226. B. Helping other employees create their passwords may materially affect the integrity of the password. That is, the employee 
giving the advice may later be able to guess the password and gain access to the system. All the other options are employee 
security responsibilities. 

227. D. Access control is implemented through rules, which are more easily implemented when resources are named and grouped in 
an appropriate manner. The other choices are not related to access control or provide no access control advantage."  
 

228. A. Initial password assignment should be done discretely by the security administrator. Passwords should be changed often 
(e.g. every 30 days). However, changing is not voluntary and should be forced by the system. Systems should not permit 
previous passwords(s) to be used again after they are changed. Old passwords may have been compromised and would thus 
permit unauthorized access. Passwords should not be displayed in any form. 
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229. C. Data classification and ownership is a procedure established to ensure adequate segregation of duties. Logical access controls 
ensure that such segregation is maintained. The other choices are all protected by physical controls. 

230. B. The use of a digital signature for e-mail transmission may present problems since signatures used for an indefinite period of 
time may become compromised. This could later lead to the acceptance of messages from old, and possibly broken, keys. 

231. B. Deletion of transaction data files should be a function of the application support team, not operations staff. Read access to 
production data is a normal requirement of a computer operator, as well as logged access to programs and access to JCL in 
order to control job execution. 

232. D. The most appropriate control to prevent unauthorized entry is to terminate connection after a specified number of attempts. 
This will deter access through guessing at the ID and password. The other choices are physical controls which are not effective 
in deterring unauthorized accesses via the telephone lines. 

233. D. Intrusion is detected by the active monitoring and review of unsuccessful logons. User creation and granting of user 
privileges defines a policy, not a control. Automatic logoff is a method of preventing access on inactive terminals and is not a 
detective control. Unsuccessful attempts to logon is a method for preventing intrusion, not detecting. 

234. A. Audit trails being enabled is of least concern, as it will not result in an exposure as compared to the other control weaknesses. 
Programmers having access to the live environment could result in unauthorized transactions. Group logons used for critical 
functions is also a major concern. The same user who has access to and can initiate transactions, as well as change the related 
parameters, is also an area of high concern. 

235. A. Reviewing the effectiveness and utilization of assets is not within the purview of a security audit. Security audits primarily 
focus on the evaluation of the policies and procedures that ensure the confidentiality, integrity and availability of data. During 
an audit of security the IS auditor would normally review access to assets, and validate the physical and environmental controls 
to the extent necessary to satisfy the audit requirements. The IS Auditor would also review logical access policies and compare 
them to job profiles to ensure that excessive access has not been granted. The review would also include an evaluation of asset 
safeguards and procedures which are intended to prevent unauthorized access to assets. 

236. C. The NIC is a device in each workstation which identifies a workstation to an internal network and that information is not 
typically in an externally transmitted message. Port numbers represent activities or services such as web services, telnet and file 
transfer protocol. Service type is basically the same as the port. The IP address is the required routing information to move 
traffic. 

237. D. An applet is a program downloaded from a web server to the client, usually through a web browser that provides 
functionality for database access, interactive web pages and communications with other users. Applets opening connections 
from the client machine to other machines on the network and damaging those machines as a denial of service attack pose the 
greatest threat to an organization and could disrupt business continuity. A program that deposits a virus on a client machine is 
referred to as a malicious attack (specifically meant to cause harm to a client machine), but may not necessarily result in a 
disruption of service. Applets recording keystrokes and, therefore passwords and downloaded code that reads files on a client's 
hard drive relate more to organizational privacy issues, and although significant, are less likely to cause a significant disruption 
of service. 

238. C. Designing and implementing a firewall provides an opportunity to greatly improve an organization's information security 
policy. Effective firewall design and implementation strategies can notably reduce the threat of external as well as internal 
hacking and unauthorized access by authorized users, a problem which consistently outranks external hacking in all 
information security surveys. 

239. C. The public key is stored in the key servers and can be accessed by anyone and therefore the holders of the public key are 
unlikely to be included in the certificate. In addition, the public key holder is not needed for validation of the certificate. The 
name of the CA is needed for validation of the certificate since the public key of the CA is needed to verify the public key of the 
message sender, before it, in turn, can be used to verify the message. The public key of the sender is needed to verify the 
message hash, while the time period for which the key is valid is needed to ensure the key is still valid. 

240. B. User sign-on is carried out by the access control software, not by DBMS software. The other choices are all primary tasks of 
DBMS software. 

241. A. Access to the operating system does not necessarily result in granting access to creating new users. Hence, it is not a likely 
concern. The other choices are likely concerns if the operating system is not properly defined. In this case users can access the 
system writeable directories, delete database and log files, and access system utility tools. 

242. A. Information in all its forms needs to be protected from unauthorized access. Unrestricted access to the report option results 
in an exposure. Efficiency and effectiveness are not relevant factors in this situation. Greater control over reports will not be 
accomplished since reports need not be in a printed form only. Information could be transmitted outside as electronic files 
without printing as print options allow for printing in an electronic form as well. 
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243. A. Authorizing transactions would imply that transactions have been initiated by another person and hence would provide the 
least risk. The other situations where programmers on their own can access data and make modifications or add transactions to 
database all present a greater risk that would be of concern to the IS Auditor. 

244. B. The means of authorization and authentication of users is the most significant aspect in a telecommunications access control 
review as it is a preventive control of granting access. Weak controls at this level can affect all other aspects. The maintenance of 
access logs of usage of various system resources deals with detective controls. The adequate protection of data being transmitted 
to and from servers by encryption or otherwise is a secondary means of protecting information during transmission. The 
accountability system and the ability to properly identify any terminal accessing system resources deal with controlling access 
through identification of access through a terminal. 

245. C. The impact will be greater since the hacker only needs to know one password to gain access to five systems, and can therefore 
cause greater mischief than if only the password to one of the five systems is known. Less likely would be the correct answer if 
the single-sign-on system were to be introduced with a stronger form of authentication, such as a smart card/challenge response 
system. There is no indication that the probability of someone attempting to gain access to systems after introduction of single-
sign-on is greater than before. The impact can only be greater not smaller since the access gained is wider than before (five 
systems rather than one). 

246. C. The compromise of the password is the highest risk. The best control is a preventive control through validation at the time of 
user creation and at the time of password change, so that the risk is eliminated. Changing the company's security policy and 
educating users about the risk of weak passwords only provides information to users, but does little to enforce this control. 
Requiring a periodic review of matching of user-ID and passwords for detection and ensuring correction is a detective control. 

247. B. The scope of logical access controls review is primarily to review whether access is granted as per the organization's 
authorizations. Choices A and C relate to procedures of a logical access controls review, rather than objectives. Choice D is 
relevant to a physical access control review. 

248. C. The scope of a logical access controls review would be to review and evaluate the logical access controls at the various layers 
of software for access which includes system and application software. Access controls facilitated through this software, for 
individuals within and from outside the organization, will have to be reviewed from the perspective of security. Effectiveness 
and efficiency are not the key criteria evaluated in a logical access controls review. IT security and related controls also include 
physical and environmental access which are not reviewed in a logical access controls review. Access to user authorization 
levels, parameters and operational functions through application software is restricted to application software, whereas logical 
access control reviews extend to access through all the layers of software in an IT environment. 

249. B. Naming conventions for system resources are an important prerequisite for efficient administration of security controls. 
Naming conventions can be structured so that resources beginning with the same high-level qualifier can be governed by one or 
more generic rules. This reduces the number of rules required to adequately protect resources, which in turn facilitates security 
administration and maintenance efforts. Reducing the number of rules required to adequately protect resources allows for the 
grouping of resources and files by application, which makes it easier to provide access. Ensuring that resource names are not 
ambiguous is not done by naming conventions. Ensuring that user access to resources is clearly and uniquely identified is 
handled by access control rules not naming conventions. Internationally recognized names are not required to control access to 
resources. It tends to be based on how each organization wants to identify its resources. 

250. A. The hard disk should be demagnetized since this will cause all of the bits to be set to 0 thus eliminating any chance of 
information, which was previously stored on the disk, being retrieved. A mid-level format does not delete information from the 
hard disk. It only resets the directory pointers. The deletion of data from the disk removes the pointer to the file, but in actual 
fact leaves the data in place so, with the proper tools, the information can be retrieved. The defragmentation of the disk does not 
cause information to be deleted, but simply moves it around to make it more efficient to access. 

251. A. Line grabbing will enable eavesdropping, thus allowing unauthorized data access. It will not necessarily cause multiplexor 
dysfunction, excessive CPU usage or lockout of terminal polling. 

252. D. LANs facilitate the storage and retrieval of programs and data used by a group of people. They do not facilitate or provide 
protection against the other items listed in this question. 

253. B. Creation of an electronic signature does not in itself encrypt the message or secure it from compromise. It only verifies where 
the message came from. 

254. B. The only strength associated with a client/server system listed in this question is that the user can manipulate and change 
data without controlling resources on the mainframe. All other answers are false and are disadvantages of a client/server 
system. 

255. A. Online monitors measure telecommunication transmissions and determine whether transmissions are accurately completed. 
Down time reports track the availability of telecommunication lines and circuits; help desk reports handle problems occurring 
in the normal course of operations; and response time reports identify the time it takes for a command entered at a terminal to 
be answered by the computer. 



600 Answers  Pg 19 
 

256. C. Encrypted corporate data is secure as it transports across the Internet. Firewalls are built to stop hackers from gaining access 
to the corporate network, they should sit in the most vulnerable point between a corporate network and the Internet and all 
corporate networks connected to the Internet are subject to attack. 

257. A. A domain name service controls access to addresses. All other answers are incorrect. Choice C could also be correct. With the 
current changes in technology an Internet secured gateway's domain name service offers a way to limit user access into or out of 
a secure network. 

258. C. Public key encryption, also known as asymmetric key cryptography, uses a public key to encrypt the message and a private 
key to decrypt it. 

259. C. All of the above would control or eliminate the potential for a computer virus, except booting from diskettes that were 
initially checked for viruses. Answer C would be true if the diskette is always checked for viruses using virus detection software. 
It should not be assumed that a diskette that was once checked for viruses cannot contract a virus at a later date. 

260. A. Encryption of data is the most secure method. The other methods are less secure, with leased lines being possibly the least 
secure method. 

261. C. Password-sniffing attacks can be used to gain access to systems on which proprietary information is stored. Spoofing attacks 
can be used to enable one party to act as if they are another party. Data modification attacks can be used to modify the contents 
of certain transactions. Repudiation of transactions can cause major problems with billing systems and transaction processing 
agreements. 

262. D. The most comprehensive control in this situation is password implementation and administration. While firewall 
installations are the primary line of defense, they cannot protect all access and therefore an element of risk remains. A proxy 
server is a type of firewall installation and thus the same rules apply. The network administrator may serve as a control, but 
typically would not be comprehensive enough to serve on multiple and diverse systems. 

263. B. The integrity of data at each layer is not a principal applied in deriving OSI layers. The other choices are principals applied to 
layers. Other principles include the function of each layer should be chosen so that it defines internationally standardized 
protocols, and distinct functions should be defined in separate layers, but the number of layers should be small enough that the 
architecture does not become unwieldy. 

264. A. Host to host data integrity is the primary function of the transport layer. Global directory services to locate resources on a 
network and a uniform way of handling a variety of system monitors and devices are common application layer services. APIs is 
what many application services' functions are called. Other services are protocols for providing remote file services and shared 
access to files, file transfer services and remote database access, message handling for email applications, and remote job 
execution. 

265. C. Attenuation is a signal degradation (decrease in amplitude) that occurs as a signal propagates along a transmission medium. 
This is particularly seen when the medium is copper wire. Noise is also a signal degradation that refers to a large amount of 
electrical fluctuation that can interfere with the interpretation of the signal by the receiver. Crosstalk is one example of noise 
where unwanted electrical coupling between adjacent lines causes the signal in one wire to be picked up by the signal in an 
adjacent wire. Delay distortion can result in a misinterpretation of a signal that results from transmitting a digital signal with 
varying frequency components. The various components arrive at the receiver with varying delays. 

266. A. The physical layer is responsible for transmitting data bits over physical media (twisted pair, coaxial, co-axial, fiber optics) 
using an appropriate signaling technique that is agreed upon by the devices that communicate over that physical media. 
Because of this limited functionality, the physical layer has no knowledge of the structure of the data that it is required to 
transmit or receive and therefore, can provide no functional use of data encryption. Data link encryption is the method of choice 
for protecting strictly local traffic (i.e., on one shared cable) or for protecting a small number of highly vulnerable lines (e.g., 
satellite circuits, transoceanic cable circuits. Network and transport layer is the most useful way to protect conversations 
allowing systems to converse over existing insecure Internet lines and are transparent to most applications. Application layer is 
the most intrusive option from a user level and the most flexible because the scope and strength of the protection can be tailored 
to meet the specific needs of the application. 

267. B. One of the key functions of network performance monitoring tools, in case of a disruption in service due to any reason 
(including external intrusion), is to ensure that the information has remained unaltered. Additionally, it is a function of the 
security monitoring to assure confidentiality by using such tools as encryption. However, the most important aspect of network 
performance is assuring the ongoing dependence on connectivity to run the business. Therefore, the characteristic that benefits 
the most from network monitoring is availability. 

268. C. Acceptance of these mechanisms should be based on established trust. Only knowing the source, and allowing the acceptance 
of the applets are controlled. Hostile applets can be received from anywhere. It is virtually impossible to filter at this level at this 
time. A secure web connection or firewall are considered external defenses. A firewall will find it more difficult to filter a specific 
file from a trusted source. A secure web connection provides confidentiality. Neither can identify an executable as 
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&quot;friendly&quot;. Hosting the website as part of your organization is impractical. Enabling the acceptance of Java and /or 
Active X is an all or nothing proposition. The client will accept the program if the parameters are established to do so. 

269. C. The only control that does not directly impact the e-commerce transactions is the actual architecture of the firewall and 
whether or not it hides the internal network. All other options are key requirements for ensuring security transactions in e-
commerce. The use of encryption will have an impact on the system performance as transactions go through the 
encryption/decryption process. Timed authentication requires that a response is received within a specific amount of time 
which will have an effect on system performance. The exchange of traffic will have an effect on system performance. 

270. D. Most encrypted transactions today use a combination of private keys, public keys, secret keys, hash functions and digital 
certificates to achieve confidentiality, message integrity and non-repudiation by either sender or recipient. The recipient uses 
the sender's public key to decrypt the pre-hash code into a post-hash code which when equaling the pre-hash code verifies the 
identity of the sender and that the message has not been changed in route and would provide the greatest assurance. Each 
sender and recipient has a private key, known only to him/her and a public key, which can be known by anyone. Each 
encryption/decryption process requires at least one public key and one private key and both must be from the same party. A 
single secret key is used to encrypt the message, because secret key encryption requires less processing power than using public 
and private keys. A digital certificate, signed by a certificate authority, validates senders' and recipients' public keys. 

271. B. Performing table link/reference checks serve to detect table linking errors (completeness and accuracy of the contents of the 
database) and thus provide the greatest assurance on database integrity. Audit log procedures enable recording of all events 
which have been identified and help in tracing the events. However, they only point to the event and do not ensure completeness 
or accuracy of the contents of the database. Querying/monitoring table access time checks help designers improve database 
performance, but not integrity. Roll-back and roll-forward database features ensure recovery from an abnormal disruption. 
However, they assure the integrity of transaction which was being processed at the time of disruption but do not provide 
assurance on the integrity of the contents of the database. 

272. A. Any false site will not be able to encrypt using the private key of the real site, so the customer would not be able to decrypt the 
message using the public key. Many customers have access to the same public key so the host cannot use this mechanism to 
ensure the authenticity of the customer. The customer cannot be assured of confidentiality of messages from the host as many 
people have access to the public key so can decrypt the messages from the host. The host cannot be assured of the 
confidentiality of messages sent out, as many people have access to the public key and can decrypt them. 

273. B. Normalization is the removal of redundant data elements from the data base structure. Disabling features of normalization in 
relational databases will increase the likelihood of data redundancy. Audit trails are a feature of DBMS software, which can be 
lost by not enabling them. These are not connected to normalization controls. The integrity of data is not directly affected by 
disabling normalization controls. Access to data is set through defining of user rights and control access to information. These 
are not affected by normalization controls. 

274. A. By signing the message with the sender's private key, the receiver can verify its authenticity using the sender's public key. By 
encrypting the message with the receiver's public key, only the receiver can decrypt the message using his/her own private key. 
The receiver's private key is confidential, and therefore unknown to the sender. Messages encrypted using the sender's private 
key can be read by anyone (with the sender's public key). 

275. D. The formulation of a comprehensive anti-virus policy and education of the users are the most fundamental steps in 
preventing virus attacks. These provide the broad framework and policy from which relevant operating procedures and 
practices will be developed. If no policy exists, or the policy is not communicated, ineffective ad-hoc procedures may be 
practiced. The other choices are procedures within the overall policy which direct measures to be adopted to prevent, detect and 
recover from virus attacks. 

276. B. The best means of protecting confidential data in a PC is through file encryption, since this results in an unreadable file to 
unauthorized users. Key operated power source, a password, or removable diskettes will only restrict access. Yet, the data can 
still be viewed using sophisticated electronic eavesdropping techniques. Only encryption provides confidentiality. A password 
may also not be the best method of protection since passwords can be compromised. Removable diskettes do provide some 
security for information if they are locked away so that only authorized individuals can gain access. However if obtained by 
unauthorized individuals information can be easily accessed. A key operated power source can be bypassed by obtaining power 
from another source. 

277. A. A voltage regulator protects against short term power fluctuations. It does not normally protect against long-term surges, nor 
does it maintain the integrity if power is interrupted or lost. 

278. D. Emissions can be detected by sophisticated equipment and displayed, thus giving access to data to unauthorized persons. 
They should not cause disruption of CPUs or affect noise pollution. 

279. B. All of the answers refer to true statements relating to power-off switches, except that at least one switch should be located just 
outside the computer room in the event the computer room cannot be accessed. 
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280. C. Water sprinklers, with an automatic power shut-off system, are accepted as efficient because they can be set to automatic 
release without threat to life and water is environmentally friendly. Sprinklers must be dry-pipe to prevent the risk of leakage. 
Halon is efficient and effective as it does  not threaten human life, and therefore can be set to automatic release, but it is 
environmentally damaging and very expensive. Water is an acceptable medium but the pipes should be empty to avoid leakage, 
so a full system is not a viable option. Carbon dioxide is accepted as an environmentally acceptable gas, but it is less efficient as 
it cannot be set to automatic release in a manned site because it threatens life. 

281. A. Power line conditioners are used to compensate for peaks and valleys in the power supply and reduce peaks in the power flow 
to what is needed by the machine. Any valleys are removed by power stored in the equipment. Surge protection devices protect 
against high voltage bursts. Alternative power supplies are intended for computer equipment running for longer periods and are 
normally coupled with other devices such as Uninterruptible Power Supply (UPS) to compensate for the power loss until the 
alternate power supply becomes available. An interruptible power supply would cause the equipment to come down whenever 
there was a power failure. 

282. C. Although maintaining adequate insurance coverage is important to the overall recovery of the organization, it represents the 
last resort for financial recovery. The underlying purpose of business continuity planning is the resumption of business 
operations. As such, business recovery plans include procedures developed to accommodate systems, user and network 
recovery strategies. 

283. D. All are physical access controls designed to protect the organization from unauthorized access. However, electronic door 
locks and biometric door locks, such as a fingerprint scanner, provide advantages over bolting or combination locks since they 
are harder to duplicate, easier to deactivate and individually identified. Biometric door locks are used when extremely sensitive 
facilities must be protected since individuals' unique body features are used for access. 

284. B. The requirement that all physical assets have an identification tag and are properly recorded is an effective procedure of 
recording and monitoring assets. This is not directly related to physical access control, although they do facilitate implementing 
physical access controls. The other choices are access controls which control and monitor physical access. 

285. A. Assets not having an identification tag is an audit finding, but not an exposure. Exposure is a potential loss on account of the 
risk prevalent in the existing environment. The other choices are probably exposures on account of an inaccurate recording of 
assets, which may include some of the assets not having identification tags. 

286. B. Biometric devices are used to maintain physical security. Some examples are finger print scanners, and retina scanners. 
Airborne contamination is measured using air quality monitors. Temperature and humidity levels are measured by 
environmental control monitoring devices. Electromagnetic fields are measured by environmental control devices. 

287. A. Firewalls are meant to prevent outsiders from gaining access to an organization's computer systems through the Internet 
gateway. They form a barrier with the outside world, but are not intended to address access by internal users and are more likely 
to cause delays than address such concerns. 

288. A. The message digest is calculated and included in a digital signature to prove that the message has not been altered as it 
should be the same value as a recalculation performed upon receipt. It does not define the algorithm or enable the transmission 
in digital format and has no effect on the identity of the user, being there to ensure integrity rather than identity. 

289. A. Since fire cannot burn in carbon dioxide, it is an effective suppressant.  However, in a manned operation, the release of this 
gas is likely to result in fatalities so automatic release is inadvisable, if not illegal, and manual release delays the suppression of 
the fire. Where an installation is unmanned, carbon dioxide can be released automatically should a fire be detected. Halon gas 
may be released automatically as it is breathable by humans while suppressing a fire.  However, it is very expensive and, since it 
has an adverse affect on the earth's ozone layer, its use is discouraged and, in many countries, banned.  Dry-pipe sprinklers, 
which fill with water only when the fire is detected, are considered an appropriate option in manned installations but are not 
necessary when people are not present. Wet-pipe sprinklers, which are filled with water at all times, are not a viable option for a 
computer installation due to the risk of leaks. 

290. A. The web site certificates are not designed to authenticate the user. The web site has its own mechanisms to identify and 
authenticate the user.  These mechanisms might be evaluated by the certificate, but the certificate itself does not authenticate 
users. 

291. C. Fiber optic cables have proven to be more secure than the other media. Satellite transmission and copper wire can be violated 
with inexpensive equipment. Coaxial cable can also be more easily violated than other transmission media. 

292. A. Data security controls are the controls that ensure data integrity, not accuracy.  None of the other controls listed ensure data 
integrity. 

293. C. Encryption provides security for data during transmission. The other choices do not provide protection during data 
transmission. 

294. A. Escorting visitors will ensure that both staff and visitors have permission to access the data processing facility.  Choices B and 
C are not reliable controls.  Choice D is incorrect because visitors should be accompanied at all times while they are on the 
premises, not only when they are in the data processing facility. 
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295. B. Sniffing is an attack that can be illegally used to capture sensitive pieces of information (password), passing through the 
network. Encryption is a method of scrambling information to prevent unauthorized individuals from understanding the 
transmission. Spoofing is forging an address and inserting it into a packet to disguise the origin of the communication.  Data 
destruction is erasing information or removing it from their original location. 

296. C. The implementation of organization policy through legal notice is not an element of a security infrastructure.  The elements 
of security infrastructure begin with management commitment and support, followed by user training program on security and 
complemented by establishing defined and documented security policies and procedures. 

297. A. A review of the parameter settings will provide a good basis for comparison of the actual configuration to the security policy 
and as such test documentation provides strong audit evidence.  The other choices do not provide strong audit evidence as test 
documentation. 

298. C. Having insufficient resources to improve and maintain integrity is not an exposure, but a reason why exposures occur.  The 
other choices are significant exposures.  For example, loss of integrity (i.e., exploitation of vulnerabilities in vendor programs) 
can lead to unauthorized access, a loss of data integrity or denial of service. 

299. C. Data recovery, as a corrective action, occurs after total network failure (denial of service), and therefore provides the least 
importance assurance in maintaining adequate security in a networked environment.   The other choices are proactive in nature 
and directly impact network security on daily level.  Server and client authentication is where the client needs to have some way 
of verifying that the server they are communicating with is a valid server, and where the server needs to know that the clients are 
in fact valid client machines.  Data integrity is required for verifying that the data received over the network has not been 
modified during its transmission.  Data confidentiality is required for protecting information sent over the network from 
eavesdropping. 

300. C. Worms are non-replicating programs that can run independently and travel from machine to machine.   A trojan horse 
resembles a commonly used authorized program that does something else unrelated to its stated or intended purpose causing a 
malicious or fraudulent action or event to occur.  Viruses are malicious program code inserted into other executable code that 
can self replicate and spread from computer to computer.  Logic bombs are programmed threats that lie dormant in commonly 
used software for an extended period of time until they are triggered. 

301. C. Developing systems that are free from vulnerabilities would be considered an improbability, as there is nothing considered as 
absolutely secure or free from vulnerabilities.  What can be done is to take adequate and appropriate steps to ensure that 
security breaches are prevented or detected and corrected.  Choices A, B and D reflect the steps which would be taken as security 
measures and compensate for most security failures. 

302. D. Systematic foot-printing (gathering target information) of an organization allow hackers to create a complete profile of an 
organization's security posture that lead to an attack.  By using a combination of tools and techniques, attackers with no insider 
knowledge of an organization's network except for its domain name can obtain the requisite information in devising a means for 
launching an attack (e.g., range of domain names, network blocks, and individual IP addresses of a target organization's 
systems directly connected to the Internet).  The other choices are instances of actual attacks that can occur, leading either to an 
unauthorized user gaining control of a machine or access that causes damage or denial of service to a host system or network. 

303. D. Utilizing an intrusion detection system to report on incidents that occur is an implementation of a security program and is 
not effective in establishing a security awareness program.  The other choices are all elements of a security awareness program. 

304. B. Passwords are not shadowed to prevent their display.  Shadowing passwords refers to pulling the password field out of the 
public password file and putting it into a file that is accessible only to those individuals (security or system administrators) with 
privileged access authority. 

305. B. The transaction journal would record all transaction activity, which then could be compared to the authorized source 
documents to identify any unauthorized input.  A console log printout is not the best because it would not record activity from a 
specific terminal. An automated suspense file listing would only list transaction activity where an edit error occurred, and the 
user error report would only list input that resulted in an edit error. 

306. B. Asking programmers about the procedures currently being followed is useful in determining whether access to program 
documentation is restricted to authorized persons.  Evaluating the record retention plans for off-premises storage tests recovery 
procedures, not access control over program documentation.  Testing utilization records will not address access security over 
program documentation.  Testing data file access security does not address security over program documentation. 

307. B. The systems analyst does not need to know who has access to particular data files or programs, but only that appropriate 
identification tables exist. The analyst needs access to source code to obtain assurance that the system design criteria and 
objectives are incorporated into developing applications, to user procedures to determine how input is entered and output is 
used and access to edit criteria to obtain assurance that the system design criteria and objectives are incorporated into 
developing applications. 

308. B. Authentication is the process by which the system verifies the identity of the user.  Choice A is not the best answer because 
authentication refers to verifying who the user is to a security table of users authorized to access the system not necessarily the 
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functions which the user can perform. Choice C is incorrect because this does not imply that the system has verified the identity 
of the user. Choice D is not correct because this is an application control for accuracy. 

309. A. Arrangements for compatible backup computer facilities is the best answer since it does not relate to the security of files, but 
only to the availability of backup computer facilities. Procedures at the backup computer center would not affect file protection 
unless there was a need to use the backup facility. Inadequate procedures for releasing files would relate to inadequate 
protection, inadequate offsite storage procedures would relate to inadequate protection over files, and inadequate 
environmental controls would relate to inadequate protection over files. 

310. A. Inadequate router configuration and rules would lead to an open exposure to denial of service attacks.  Choices B and C 
would have contribute less to vulnerabilities in case of attacks, and choice D is incorrect because audit testing and review 
techniques are applied after the fact. 

311. C. Integrity checkers compute a binary number on a known virus-free program that is then stored in a database file. The 
number is called a cyclical redundancy check or CRC.  When that program is called to execute, the checker computes the CRC on 
the program about to be executed and compares it to the number in the database.  A match means no infection; a mismatch 
means that a change in the program has occurred.  A change in the program could mean a virus within it.  Integrity checkers 
take advantage of the fact that executable programs and boot sectors do not change very often, if at all.  Scanners look for 
sequences of bits called signatures that are typical of virus programs. They examine memory, disk boot sectors, executables and 
command files for bit patterns that match a known virus.  Scanners therefore need to be updated periodically to remain 
effective. Active monitors interpret DOS and ROM basic input-output system (BIOS) calls, looking for virus-like actions.  Active 
monitors can be annoying because they cannot distinguish between a user request and a program or virus request.  As a result, 
users are asked to confirm actions like formatting a disk or deleting a file or set of files.  Vaccines are known to be good anti-
virus software, however, they also need to be updated periodically to remain effective and not always, do all software providers 
guarantee detecting and/or eliminating all the kinds of virus that circulate in the web environment. 

312. A. Encapsulation or tunneling is a technique used to carry traffic of one protocol over a network that does not support that 
protocol directly. The original packet is wrapped in another packet. The other choices are not security techniques specific for 
VPNs. 

313. C. A firewall is a set of related programs, located at a network gateway server, that protects the resources of a private network 
from users of other networks. An enterprise with an intranet that allows its workers access to the wider Internet installs a 
firewall to prevent outsiders from accessing its own private data resources and for controlling the outside resources to which its 
own users have access. Basically, a firewall, working closely with a router program, filters all network packets to determine 
whether to forward them toward their destination. A firewall also includes or works with a proxy server that makes network 
requests on behalf of workstation users. A firewall is often installed in a specially designated computer separate from the rest of 
the network so that no incoming request can get directed at private network resources. 

314. C. The process to calculate a hash or digest of the data that is transmitted and then encrypting this result with the public key of 
the client (receiver) is called a signature of the message, or digital signature.  The receiver performs the same process and then 
compares the received hash once it has been decrypted with his private key, with the hash that he/she calculates with the 
received data.  If it happens that they are the same, the auditor would conclude that there is integrity in the data that has arrived 
and authenticates the origin. 

315. A. A digital signature is generated encrypting a message digest with a private key. A digital signature provides assurance of 
origin authentication and nonrepudiation.  Message encryption can only ensure the confidentiality of data. It cannot provide 
origin authentication and nonrepudiation.  Message authentication code cannot provide origin authentication and 
nonrepudiation. It can only indicate that the claimed and actual sender are identical.  Cryptanalysis is a science of finding a 
technique to break encryption algorithms. 

316. A. SSL uses a symmetric key for message encryption. A message authentication code is used for ensuring data integrity. Hash 
function is used for generating a message digest.  It does not use public key encryption for message encryption.  Digital 
signature certificates are used by SSL for server authentication. 

317. A. An application level gateway is the best way to protect against hacking because it is the type of firewall that can reach with 
detail the rules that define the type of user or connection that is, or is not permitted.  This way, it analyzes in detail each 
package, not only in layers one through four in the OSI model (port numbers, service used), but also layers five through seven, 
which means that it reviews the commands of each protocol of higher level (HTTP, FTP, SNMP, etc.)  For a remote access server 
there is a device (server) asking for username and passwords before entering the network.  This is good when accessing private 
networks, but it can be easily mapped or scanned from the Internet giving a security hole for a company network.  Proxy servers 
can provide protection based on the IP address and ports.  However, an individual is needed who really knows how to do this, 
and second applications can use different ports for the different sections of their program.  Port scanning works when there is a 
very specific task to do, but not when trying to control what comes from the Internet (or when all the ports available need to be 
controlled somehow). For example, the port for 'ping' (echo-request) could be blocked and the IP addresses would be available 
for the application and browsing, but would not respond to ping. 
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318. A. The dry-pipe sprinkler is an effective and environmentally friendly method of suppressing fire.  Water sprinklers, with an 
automatic power shut-off system, can be set to automatic release without threat to life.  Sprinklers must be dry-pipe to prevent 
the risk of leakage.  Halon or carbon dioxide are also used to extinguish fire, but are not used through a dry pipe. 

319. A. The basic objectives are authentication, confidentiality, data integrity and nonrepudiation. These objectives can be achieved 
using choices A, B or C. However, choices B and C will have political and mutual consensus issues relating to control and access 
to the security infrastructure. Shared secret concept of symmetric encryption is not suitable for this environment. PKI may not 
be acceptable to the business partners. However, mutually agreed cryptographic algorithms that will be used for public key 
encryption and trusted certificate authorities should be decided.  Shared key encryption is not practically suitable for the B-to-B 
environment.  Single partner controlled security infrastructure raises trust issues in business propositions.  Message 
authentication code does not ensure confidentiality. 

320. B. Electronic signatures provide a receipt of the transaction in order to ensure that the entities that participated in that 
transaction cannot repudiate their commitments.  An electronic signature does not prevent messages from being suppressed, 
disclosed or copied. 

321. C. The best protection for confidential data stored on a laptop is data encryption, because this mechanism ensures that the only 
individual who can access the data is the authorized user. Data in optical disks, if not encrypted, would be accessible to anyone 
who has access to the disks. Log-on ID and password is not the best protection because a stand-alone laptop, depending on the 
operating system, does not need an ID and password to begin a session and because there are easy ways to bypass security 
controls on laptops to gain access to the operating system. Physical locks prevent physical theft only. 

322. B. Security administration procedures require read-only access to security log files to ensure that, once generated, the logs are 
not modified, not even by the administrator.  Logs are critical in the audit process to evidence and trail suspicious transactions 
and user activities. Security administration procedures require write access to access control tables to manage and update the 
privileges according to business authorized requirements. Logging options require write access to allow the administrator to 
update the way the transactions and user activities are monitored, captured, stored, processed and reported. 

323. A. A primary audit concern of, or risk associated with, single sign-on is the single authentication point. If a password is 
compromised, unauthorized access to many applications can be obtained without further verification. A single point of failure 
provides a similar redundancy to the single authentication point.  However, it can be made through data, process or network.  
Where there is an administrative bottleneck, the administration is centralized in an entry system of one single step.  This is 
therefore an advantage. User lockout can occur with any password authentication system and is normally swiftly remedied by 
the security administrator resetting the account. 

324. A. Data owners are responsible for the accurate use of the information. Data owners provide written authorization for users to 
gain access to computerized information.  Security administration sets up access rules that stipulates which users, or group of 
users, are authorized to access data or files and the level of authorized access \(read or update\) and provides written 
authorization for users to gain access to computerized information. The access control mechanism applies these rules whenever 
a user, who has been granted access on a need-to-know or need-to-do basis, attempts or uses a protected resource. 
Programmers and system analysts may be required to adjust to the setup of naming conventions for access controls, but not to 
the setup of naming conventions.  A librarian is not involved in naming conventions for access controls. 

325. A. The most secure way would be a virtual private network (VPN) using encryption, authentication and tunneling to allow data 
to travel securely from a private network to the Internet.  Choices B, C and D are network connectivity options too expensive to 
be practical for small-to medium-sized organizations. 

326. A. Any person with wrongful intentions can connect a laptop to the network. In this case, because the facility has unsecured 
connecting points, unauthorized access may be possible. However, if the laptop is connected to a network, access could not be 
gained without a user-ID or password.   The other choices are controls for preventing unauthorized network access. If system 
passwords are not readily available for intruders to use, they must guess, which introduces an additional work factor and also 
involves time.  System passwords provide protection against unauthorized use of terminals located in unsecured locations.  
Physical access to computer hardware is controlled, making unauthorized system access not possible.  Supervision is also one 
form of control. It is very effective when used to exercise control over a small and manageable unit of the operating or 
production resources. Hence, terminals in such clusters cannot be accessed by unauthorized users. 

327. A. Encryption is the best choice in this situation and generally does protect information from eavesdroppers.  However, 
encrypted strings with a discernible pattern can be captured by a sniffer (for example L0PHCRACK, which captures encrypted 
passwords).  This means that due care should be taken even with encryption.  Considering information when encrypted is 
useless for the eavesdropper.  The intended recipient gets the information intact without it being affected by attenuation, 
distortion by noise or without costing any significant cost overheads.  Moving the defense perimeter outward would entail 
additional cost as the security coverage would enlarge.  Reducing the amplitude of the communication signal would result in 
attenuation of the signal and the information would not be properly received by the recipient.  Masking it with noise would 
cause signal distortion and therefore distortion in the information received, which is not desirable. 
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328. A. A VPN hides information from sniffers on the net. A VPN hides information using encryption, which does not make any 
sense to sniffers on the network. It works based on tunneling. A VPN does not analyze information packets and therefore cannot 
enforce security policies.  It does not check the content of packets and so cannot detect misuse or mistakes and it does not 
perform an  authentication function and hence, cannot regulate access. 

329. C. The process of applying a mathematical algorithm to the data that travels in the network and placing the results of this 
operation with the hash data is used for controlling data integrity, since with any unauthorized modification to this data the 
hash would be different.  The application of a digital signature would accomplish the nonrepudiation of the delivery of the 
message.  The term security is a broad concept and not a specific one.  Confidentiality is applied when in addition to a hash and 
a digital signature, an encryption process exists. 

330. D. If the certificate authority belongs to the same organization, this would generate a conflict of interest. If a customer wanted to 
repudiate a transaction, he/she could allege that there exists an unlawful agreement between the parties generating the 
certificates, because of the shared interests. If a customer wanted to repudiate a transaction, he/she could believe that there 
exists a bribery between the parties to generate the certificates, as there exist shared interests.  The other options are not 
weaknesses. 

331. C. Tunnel mode provides protection to the entire IP package. To accomplish this, AH and ESP services can be nested.  The 
transport mode provides primary protection for the protocols' higher layers.  That is, protection extends to the data field 
(payload) of an IP package.   The SSL (secure socket layer) mode, provides security to the higher communication layers  
(transport layer).  The triple DES encryption mode is an algorithm that provides confidentiality. 

332. C. Digital certificates are issued by the trusted third party. The message sender attaches the certificate rather than the public key 
and can verify authenticity with the certificate repository. Asymmetric cryptography is vulnerable to a man-in-the-middle 
attack. Digital certificates are used for confidentiality.  Message authentication code is used for message integrity verification. 

333. B. The step where the pre-hash code is encrypted using the sender's private key provides assurance of the authenticity of the 
message.  Mathematically deriving the pre-hash code provides integrity to the message.  Encrypting the pre-hash code and the 
message using the secret key provides confidentiality. 

334. C. Internet security threats/vulnerabilities to integrity include a trojan horse found on client browser software, modification of 
user data, modification of memory and modification of message traffic in transit.  The other options compromise 
confidentiality. 

335. C. PKI is an acronym for public key infrastructure.  This is the denomination that is provided to the entire implemented scheme 
for asymmetric encryption, digital signatures and digital certificates administration. 

336. A. A RA is an entity that is responsible for identification and authentication of certificate subjects, but that does not sign or issue 
certificates. The certificate subject usually interacts with the RA for completing the process of subscribing to the services of the 
certification authority in terms of getting identity validated with the means of standard identification documents, as detailed in 
the certificate policies of the CA.   In the context of a particular certificate, the issuing CA is the CA that issued the certificate.   In 
the context of a particular CA certificate, the subject CA is the CA whose public key is certified in the certificate.   Certain very 
large PKI communities of trust create a dedicated authority to approve certificate related policy for the entire PKI. 

337. B. Hypert Text Markup Language is used to create web pages 

338. B. Bridge is the correct answer. 
339. D. Intrusion Detection is not a software distribution control. 
340. D. While analyzing data protection requirements for installing a LAN, one is not usually concerned with the Operating system 
341. A. High MTBF, low MTTR, low EMRT and high MTTF are the most desirable metrics 
342. D. Whiteboard application is the correct answer 
343. C. If the wrong version of the program is initiated, it must be re-run from the start. Once the failure is repaired, the run can be 

restarted from the last checkpoint. If a tape is loaded out of sequence, the job can be restarted from an earlier checkpoint. 
Following a power loss, the run can be restarted from the last checkpoint. 

344. A. If before images are used, the last transaction in the dump will not have updated the database prior to the dump being taken. 
The last transaction will not have updated the database and must be re-processed. Program checkpoints are irrelevant in this 
situation. 

345. B. Ensuring periodic dumps of transaction logs is the only safe way of preserving timely historical data. The volume of activity 
usually associated with an online system makes other more traditional methods of backup impractical. 

346. A. The previous day's backup will be the most current historical backup of activity in the system. The current day's transaction 
file will contain all of the day's activity. Therefore, the combination of these two files will enable full recovery up to the point of 
interruption. 
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347. D. Reciprocal agreements are the least expensive because they usually rely on a gentlemen's agreement between two firms. 
However, while they are the least expensive, they also are the least reliable and often unenforceable at the time of need. 

348. C. It is unlikely that reciprocal agreements could be made to accommodate sophisticated environments, i.e., databases with 
large communications networks. Even if a compatible alternate facility could be located, it would be unlikely that there would be 
sufficient capacity available to accommodate foreign systems, and provide the necessary security and integrity. Further, a cold 
site arrangement could be appropriate if plans to convert the cold site to a hot site could be executed rapidly enough to 
accommodate critical processing. 

349. A. A point-of-sale system is a critical online system that when inoperable will jeopardize the ability of a company to generate 
revenue and properly track inventory. 

350. D. Business management should know what systems are critical and when they need to process well in advance of a disaster. It 
is their responsibility to develop and maintain the plan. Adequate time will not be available for this determination once the 
disaster occurs. IS and the information processing facility are service organizations that exist for the purpose of assisting the 
general user management in successfully performing their jobs. 

351. A. An off-site information processing facility should have the same amount of physical control as the originating site. It should 
not be easily identified from the outside to prevent intentional sabotage. The off-site facility should not be subject to the same 
natural disaster that could affect the originating site and thus should not be located in proximity, and the off-site facility should 
possess the same level of environmental monitoring and control as the originating site. 

352. C. Hot sites can be made ready for operation normally within hours. However, the use of hot sites is      expensive, should not be 
considered as a long-term solution and does require that equipment and systems software be compatible with the primary 
installation being backed up. 

353. C. Backup for software must include both object and source code libraries, and must include a provision for maintaining 
program patches on a current basis at all back-up locations. 

354. C. Recovery managers should be rotated to ensure the experience of the recovery plan is spread. Clients may be involved but not 
necessarily in every case. Not all technical staff should be involved in each test. Remote or off-site backup should always be 
used. 

355. C. Off-site backup should be used, not that from the media library. If alternative processing facilities are not used then only the 
restore from backup process is tested. Restored functions must be fully tested to ensure restoration is complete and accurate. 
Applications must also be restored from backup held off-site. 

356. D. The data preparation and records team is responsible for updating the applications database, working from terminals at the 
user recovery site during a reconstruction. They also oversee contract data-entry personnel and assist in record salvage efforts. 
The applications team travels to the recovery site and is responsible for restoring user packs and application programs on the 
backup system. The network recovery team is responsible for rerouting wide area voice and data communications traffic and 
reestablishing host network control and access at the system recovery site. The emergency operations team resides at the 
systems recovery site and manages system operations during the entirety of the reconstruction. 

357. B. Operations documentation should contain recovery/restart procedures so that operations can return to normal processing in 
a timely manner. Turning off the UPS and then turning off the power might create a situation for recovery and restart, but the 
negative effect on operations would prove this method to be undesirable. The review of program code and documentation 
generally does not provide evidence regarding recovery/restart procedures. 

358. B. Back-up procedures are designed to restore programs and data to a previous state prior to computer or system disruption. 
These backup procedures merely copy data and do not test or validate integrity. Back-up procedures will also not prevent 
changes to program and data. On the contrary, changes will simply be copied. Although backup procedures can ease the 
recovery process following a disaster, they are not sufficient in themselves. 

359. D. The primary concern is to establish a workable disaster recovery plan which reflects current processing volumes to protect 
the organization from any disruptive incident. Censuring the deputy CEO will not achieve this, and is generally not within the 
scope of an IS Auditor to recommend anyway. Setting up a board to review the plan, which is two years out of date, may achieve 
an updated plan, but is not likely to be a speedy operation and issuing the existing plan would be folly without first ensuring that 
it is workable. The best way to achieve a disaster recovery plan in a short timescale is to make an experienced manager 
responsible for coordinating the knowledge of other managers, as established by the audit interviews, into a single, formal 
document within a defined time limit. 

360. C. The IS Auditor does not have a finding unless it can be shown that the alternative hardware cannot support the live 
processing system. Even though the primary finding is the lack of a proven and communicated disaster recovery plan, it is 
essential that this aspect of recovery is included in the audit. Since, if it is found to be inadequate the finding will materially 
support the overall audit opinion. It is certainly not appropriate to take no action at all, leaving this important factor untested, 
and unless it is shown that the alternative site is inadequate, there can be no comment on the expenditure (even if this is 
considered a proper comment for the IS Auditor to make). Similarly, there is no need for the configurations to be identical. The 
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alternative site could actually exceed the recovery requirements if it is also used for other work, such as other processing or 
systems development and testing. The only proper course of action at this point would be to find out if the recovery site can 
actually cope with a recovery. 

361. D. It is important that disaster recovery identify alternative processes that can be put in place while the system is not available. 

362. C. The main purpose of off-site hardware testing is to ensure the continued compatibility of the contingency facilities. Specific 
software tools are available to ensure the ongoing integrity of the database. Contingency plans should not be eliminated and 
program and system documentation should be continuously reviewed for currency. 

363. A. Validations are a measure of security and are not directly related to business continuity planning in the above case. The other 
recommendations are important steps to be taken by the company for having an effective business continuity plan. 

364. D. Having an alternative standby processor at another network node would be the best. The unavailability of the central 
communications processor would disrupt all access to the banking network resulting in the disruption of operations for all of 
the shops. This could be caused by failure of equipment, power or communications. Off-site storage of back-ups would not help 
since EFT tends to be an online process and off-site storage will not replace the dysfunctional processor. The provision of an 
alternate processor on-site would be fine if it were an equipment problem, but would not help if the outage were caused by 
power etc. Installation of duplex communication links would be most appropriate if it were only the communication link that 
were to fail. 

365. D. A = .10x6m = $600,000<br>B = .15x5m  = $750,000<br>C = .20x2.5m = $500,000<br>D = .25x4m = $1,000,000 

366. D. Without data to process, all other components of the recovery effort are in vain. Even in the absence of a plan, recovery 
efforts of any type would not be practical without data to process. 

367. A. Diverse routing is a method of providing telecommunication continuity that involves routing traffic through split or duplicate 
cable facilities. Alternative routing is accomplished via alternative media such as copper cable or wire optics, redundancy 
involves the use of excess capacity and long haul network diversity is a service provided by vendors to allow access to diverse 
long distance networks. 

368. D. A UPS typically cleanses the power to ensure wattage into the computer remains consistent and does not damage the 
computer. All other answers are features of a UPS. 

369. C. Business continuity tests should be scheduled during a time that minimizes disruptions to normal operations. They should 
test all critical components of the system. They should be monitored by management as a means of determining the efficiency 
and effectiveness of the plan and the performance of personnel. 

370. A. Alternative routing would mean the network would continue if a server is lost or if a link is severed as message re-routing can 
be automatic. System back-up will not afford immediate protection. The repair contract is not as effective as permanent 
alternative routing. Standby servers would appear to be the best approach, but will not provide continuity if a link is severed. 

371. D. A company in the early stages of business continuity planning (BCP) will incur the most significant level of program 
development effort, which will level out as the BCP program moves into maintenance, testing and evaluation stages. It is during 
the planning stage that an IS Auditor will play an important role in obtaining senior management's commitment to resources 
and assignment of BCP responsibilities. 

372. B. The plan must be reviewed at appropriate intervals, depending upon the nature of the business and the rate of change of 
systems and personnel, otherwise it may quickly become out of date and may no longer be effective (for example, hardware or 
software changes in the live processing environment are not reflected in the plan). Of course, the plan must be subjected to 
regular testing, but the period between tests will again depend on the nature of the organization and the relative importance of 
IS. Three months or even annually may be appropriate in different circumstances. Although the disaster recovery plan should 
receive the approval of senior management, it need not be the CEO if another executive officer is equally, or more appropriate. 
For a purely IS-related plan, the executive responsible for technology may have approved the plan. Similarly, although a 
business continuity plan (BCP) is likely to be circulated throughout an organization, the IS disaster recovery plan will usually be 
a technical document and relevant to IS and communications staff only. 

373. A. ECB is the simplest implementation.  The text of the message to be encoded is divided into blocks and each block is encoded 
with the same key, but independently of the other blocks.  Each encoded block derives from the original text.  Identical blocks in 
the original text are also identical in the encoded text.  As the methods B, C and D have a scheme where one block carries the 
indirect pointing to (or depends upon) the other consecutive block, they are more complicated, as compared to the electronic 
code block. 

374. A. The registration authority maintains a directory of certificates for the reference of those receiving them.  It manages the 
certificate life cycle, including certificate directory maintenance and certificate revocation list maintenance and publication.  
Choice B is not correct because a certificate authority is a trusted third party that verifies the identity of a party to a transaction.  
Choice C is incorrect since a CRL is an instrument for checking the continued validity of the certificates for which the 
registration authority has responsibility. Choice D is incorrect because a certification practice statement is a detailed set of rules 
governing the certificate authority's operations. 
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375. C. Adequate fire insurance and fully tested backup processing facilities are important elements for recovery, but without the 
offsite storage of transaction and master files, it is generally impossible to recover.  Regular hardware maintenance does not 
relate to recovery. 

376. C. More than one person would need to have a key to the vault and location of the vault is important, but not as important as the 
files being synchronized. Choice A is incorrect because more than one person would typically need to have a key to the vault to 
ensure that individuals responsible for the offsite vault can take vacations and rotate duties.  Choice B is not correct because the 
IS auditor would not be concerned whether paper documents are stored in the offsite vault. In fact, paper documents such as 
procedural documents and a copy of the contingency plan would most likely be stored in the offsite vault. 

377. A. If one organization updates its hardware and software configuration, it may mean that it is no longer compatible with the 
systems of the other party in the agreement. This may mean that each company is unable to use the facilities at the other 
company to recover their processing following a disaster. Resources being unavailable when needed are an intrinsic risk in any 
reciprocal agreement, but this is a contractual matter and is not the greatest risk. The plan can be tested by paper-based 
walkthroughs and possibly, by agreement between the companies, and the difference in security infrastructures, while a risk, is 
not insurmountable as recovery of processing following a disaster. 

378. D. The inability to resolve system deadlock is a control concern in the design of database management systems, not disaster 
recovery procedures.  All of the other choices are control concerns associated with disaster recovery procedures. 

379. A. Without having current, critical information in offsite backup files recovery is generally impossible. Having current backup 
documentation offsite, tested backup hardware and personnel trained in backup procedures facilitates the recovery process, but 
they are not as important as having the current, critical information available in offsite backup files. 

380. C. The difference pertains to the scope of each plan.  A disaster recovery plan recovers all operations, whereas a business 
continuity plan retrieves business continuity (minimum requirements to provide services to the customers or clients).  Choices 
A, B and D are incorrect because the type of plan (recovery or continuity) is independent from the sort of disaster or process 
and it includes both awareness campaigns and procedures. 

381. D. A quick continuity of operations could be accomplished when manual procedures for a contingency exist. Choices A, B and C 
are options for recovery. 

382. A. Of the choices, a backup of compiled object programs is the most important in a successful recovery.  A reciprocal processing 
agreement is not as important, because alternative equipment can be found after a disaster occurs.  A phone contact list may aid 
in the immediate aftermath, as would an accessible supply of special forms, but neither is as important as having access to 
required programs. 

383. C. The performance of an exhaustive review of the recovery tasks would be appropriate to determine time invested in each task 
and the way each was conducted.  This would allow the individual responsible for the test to adjust the time assigned for the 
recovery tasks.  The other choices could be conclusions once the first analysis was made. 

384. A. Error conditions and user manuals are considered as system and program documentation.  Choices B and C are operating 
procedures, while choice D is special procedures documentation. 

385. B. An effective business continuity plan includes steps to mitigate the effects of a disaster.  To have an appropriate backup plan, 
an organization should have a process capability established to restore data and files on a timely basis, mitigating the 
consequence of a disaster.  An example of deterrence is when a plan includes installation of firewalls for information systems.   
An example of recovery is when a plan includes an organization's hot site to restore normal business operations. 

386. A. The alternate facility should be made available until the original site is restored to provide the greatest assurance of recovery 
after a disaster. Without this assurance the plan will not be successful. All other choices ensure prioritization or the execution of 
the plan. 

387. C. Resource availability must be assured. The workload of the site must be monitored to ensure that availability for emergency 
backup use is not impaired. The site chosen should not be subject to the same natural disaster as the primary site. In addition, a 
reasonable compatibility of hardware/software must exist to serve as a basis for backup. The latest or newest hardware may not 
adequately serve this need. Testing the site when established is essential, but regular testing of the actual backup data is 
necessary to ensure the operation will continue to perform as planned. 

388. B. Diverse routing routes traffic through split cable facilities or duplicate cable facilities.  This can be accomplished with 
different and/or duplicate cable sheaths.  If different cable sheaths are used, the cable may be in the same conduit and therefore 
subject to the same interruptions as the cable it is backing up.  The communication service subscriber can duplicate the facilities 
by having alternate routes, although the entrance to and from the customer premises may be in the same conduit.  The 
subscriber can obtain diverse routing and alternate routing from the local carrier, including dual entrance facilities.  This type of 
access is time-consuming and costly.  Alternative routing is a method of routing information via an alternate medium such as 
copper cable or fiber optics.  This involves use of different networks, circuits or end points should the normal network be 
unavailable.  Long haul network diversity is a diverse long-distance network utilizing T1 circuits among the major long-distance 
carriers. It ensures long-distance access should any one carrier experience a network failure.  Last mile circuit protection is a 
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redundant combination of local carrier T1s, microwave and/or coaxial cable access to the local communications loop.  This 
enables the facility to have access during a local carrier communication disaster.  Alternate local carrier routing is also utilized. 

389. A. The offsite facility should not be easily identified from the outside. Signs identifying the company and the contents of the 
facility should not be present. This is to prevent intentional sabotage of the offsite facility should the destruction of the 
originating site be from malicious attack. The offsite facility should not be subject to the same natural disaster that affected the 
originating site. The offsite facility must also be secured and controlled just as the originating site. This includes adequate 
physical access controls such as locked doors, no windows and human surveillance. 

390. C. A preparedness test is usually a localized version of a full test, wherein actual resources are expended in the simulation of a 
system crash.  This test is performed regularly on different aspects of the plan and can be a cost-effective way to gradually 
obtain evidence about the plan's effectiveness.  It also provides a means to improve the plan in increments.  A paper test is a 
paper walkthrough of the plan, involving major players in the plan's execution who attempt to determine what might happen in 
a particular type of service disruption. The paper test usually precedes the preparedness test.  A post-test is actually a test phase 
and is comprised of a  group of activities, such as returning all resources to their proper place, disconnecting equipment, 
returning personnel and deleting all company data from third-party systems. A walkthrough is a test involving a simulated 
disaster situation that tests the preparedness and understanding of management and staff, rather than the actual resources. 

391. A. A cold site is ready to receive equipment, but does not offer any components at the site in advance of the need.  A warm site is 
an offsite backup facility that is partially configured with network connections and selected peripheral equipment such as disk 
drives, tape drives, controllers, and CPUs  to operate an information processing facility.  A duplicate information processing 
facility is a dedicated, self-developed recovery site that can back up critical applications. 

392. A. Quantitatively measuring the results of the test involves a generic statement measuring all the activities performed during 
BCP, which gives the best assurance of an effective plan. Although choices B and C are also quantitative, they relate to specific 
areas, or an analysis of results from one viewpoint, namely the accuracy of the results and the elapsed time. 

393. B. End-user computing tools such as prototyping systems and interactive application generator systems already handle many of 
the technical aspects of the system design process. However, end users are still required to have the adequate skills to design a 
system efficiently. These skills are often attributable to systems analysts that understand efficient methods of data flow. 
Therefore, the end-user should be familiar with systems analysis in order to make this venture successful. 

394. A. Most end-user computing devices do not record all system activities nor is it reasonable to do so because of the extensive 
storage resources required to hold the logs. 

395. B. Process programs are not produced by a prototyping tool. This often leads to confusion for the end-user who expects quick 
implementation of programs that accomplish the results that these tools produce. 

396. C. Large spreadsheets are very cumbersome to maintain and are often subject to errors when changes are required. Therefore, it 
is better to limit the size of any one spreadsheet to make it more manageable. This is best accomplished by creating a shell for 
basic spreadsheet functions and storing the actual data in a separate spreadsheet that can be retrieved by the shell. 

397. D. An IS Auditor must maintain their independence during the development of a system, therefore, the IS Auditor should not 
perform functions outside the scope of their responsibilities. It is the responsibility of the users and technical staff to test the 
system. The IS Auditor is responsible for reviewing the test plan and results. 

398. B. Standard development methodologies will provide consistency for all systems utilized in the company. They also assist the IS 
Auditor by providing a standard with which to measure the adequacy of a system. 

399. D. Lack of adequate user involvement, especially in the systems requirements phase, will usually result in a system that doesn't 
fully or adequately address the needs of the user. Only users can define what their needs are and, therefore, what the system 
should accomplish. 

400. B. A well defined systems development methodology will facilitate effective management of the project since costs and 
schedules will be consistently monitored. Also, design methodologies require various approvals and sign-offs from different 
functional groups. This facilitates adequate communications between these groups. 

401. A. The provision of controls is the primary reason for audit involvement. 

402. A. The design phase is where controls should be considered and included in the system. The greatest cost benefit for 
implementing controls is to include them in the design phase. 

403. C. The processing of data or information is of primary importance to the IS Auditor. Hardware considerations are a secondary 
concern that need to be addressed at some point in the SDLC process. 

404. A. User management assumes ownership of the project and resulting system. They should review and approve deliverables as 
they are defined and accomplished. Senior management approves the project and the resources needed to complete it. The 
project steering committee provides overall direction and is responsible for all costs and timetables. Systems development 
management provides technical support. 
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405. B. The steering committee should not only report to senior management, but also to users. Users at all levels should be kept 
informed of project status. All other answers are true regarding the function of a steering committee. 

406. A. The security officer is responsible for assuring that the systems development life cycle design adheres to corporate security 
policies and tests system security prior to implementation. Quality assurance reviews project results and deliverables, while the 
project manager and project steering committee provide overall project direction. 

407. C. An IS Auditor who is participating in a systems development life cycle project should ensure that adequate and complete 
documentation exists for all project phases. Recommendations for controls to minimize risks and exposures should consider 
the relative costs involved. The IS Auditor should attend project team meetings and offer advice throughout, and the IS Auditor 
should be held to the same qualitative project completion measures as the rest of the team. 

408. A. It is extremely important that the project be properly planned and that the specific phases and deliverables be identified 
during the early stages of the project. 

409. C. Although all of the answers are risks of an inadequate SDLC methodology, the first and most devastating is that the new 
system will not need business and user needs and requirements. 

410. C. Rapid application development is a management technique that enables organizations to develop strategically important 
systems faster while reducing development costs and maintaining quality. PERT and critical path methodology are both 
planning and control techniques, while function point analysis is used for estimating the complexity of developing business 
applications. 

411. D. SA does not address the issue of structuring systems into concurrent tasks. All of the other answers are advantages of SA. 
412. B. Prototype systems can provide significant time and cost savings, however they also have several disadvantages. They often 

have poor internal controls, change control becomes much more complicated and it often leads to functions or extras being 
added to the system that were not originally intended. 

413. A. All of the answers are advantages of using 4GLs except that they can lack lower level detail commands necessary to perform 
data intensive operations. These operations are usually required when developing major applications. 

414. A. All of the answers are features of structured programming except that programs are written from the top level down to the 
detail. 

415. C. Middle CASE products are used for developing detail designs, such as screen and report layouts. Super CASE is not a defined 
CASE product, upper CASE is used to describe and document business and application requirements and lower CASE deals with 
the generation of program code and database definitions. 

416. C. DSS emphasizes flexibility in the decision-making approach of users. It is aimed at solving less structured problems, 
combines the use of models and analytic techniques with traditional data access and retrieval functions and supports semi-
structured decision-making tasks. 

417. D. All of the answers are true as they pertain to data warehouses, except that a data warehouse can be used for decision support 
in any position of an organization. 

418. C. The duty of the IS Auditor is to ensure that required controls are included. Unless specifically present as a consultant, the IS 
Auditor should not be involved in detailed designs. During the design phase, the IS Auditor's primary role is to ensure controls 
are included. Unless there is any potential slippage to report, the IS Auditor is not concerned with project control at this stage. 

419. C. Prototyping involves demonstrating an apparently complete system to users, without the required processing. This may give 
them a false impression that the project is more advanced. The point of prototyping is to ensure that analysts do have an 
understanding of users' needs. 

420. D. Test transactions are representative of live processing, though this is only of value when testing the development's ability to 
handle volumes as all transaction types or error conditions are unlikely to be tested in this way. 

421. B. Unless the data is sanitized by amending sensitive elements to garbage, there is increased risk of unauthorized use. 
422. D. Function point analysis is a technique to determine the size of a development task, based on the number of function points. 

Function points are factors such as inputs, outputs, inquires, logical internal file, etc. A PERT chart will help determine project 
duration once all the activities and the work involved in the activities are known. 

423. D. All of the answers in this question are reasons why an IS Auditor should be involved in the SDLC process. However, the most 
important reason is to ensure that adequate controls are built into the system during development. 

424. D. The purpose of parallel testing is to ensure the implementation of a new system will meet all user requirements. Parallel 
testing may show that the old system is, in fact, better than the new, but this is not the primary reason. Unit and system testing 
will be completed before parallel testing. Errors in program interfaces with files will be tested during system testing. 

425. C. Unit testing is different from system testing because system testing relates to interfaces between programs. System testing 
takes place before users are invited to test against their requirements. System testing will normally be carried out by the 
programming team. Unit testing is usually less comprehensive. 
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426. D. The first step should be to establish that the entity being audited meets best practice. The adequacy of the procedures 
observed should follow confirmation that they meet best practice. Effectiveness analysis will follow establishment of standards. 
Compliance tests will follow establishment of standards. 

427. D. Independence may be impaired if the auditor becomes actively involved in the design and implementation of the application 
system. For example, if the auditor becomes a decision-making member of the project team, the auditor's ability to perform an 
independent application development review of the application system is impaired. The auditor may recommend control and 
other system enhancements, perform an application development review and perform an independent evaluation of the 
application after its implementation without impairing independence. 

428. A. Debugging tools are programs that assist a programmer to fine-tune or debug the program under development. Compilers 
have some potential to provide feedback to a programmer but are not considered debugging tools. Debugging tools fall into 
three main categories; logic path monitors, memory dumps, and output analyzers. 

429. D. SQL allows a user to access information without knowing where it is located or how it is structured. It is easier to use than a 
programming language and can generate a set of requests for information stored on different computers in different locations. 
SQL is the interface between the front-end (client), computer and the engine acting as the back end (server). 

430. C. The most difficult and fundamental problem in software development is deriving software measures for individual tasks or 
development activities (analysis, design, code, and test) in effectively estimating a project's time and/or resource requirements. 
This is commonly done through direct software measures (size-oriented SLOC-source lines of code; KLOC-thousand lines of 
code) or indirect software measures (function points-values for number of user inputs, outputs, inquiries; number of files and 
interfaces). For planning and estimating, these measures are historical (effectiveness on past projects). The other choices are 
project management methods and techniques employed that are dependent on the effectiveness of methods used in deriving 
accurate and reliable software development productivity and performance measures. 

431. C. The project sponsor provides funding for the project and works closely with the project manager to define success 
measurement for the project. Data and application ownership are also assigned to a project sponsor. However, responsibility for 
monitoring and controlling costs and the project timetable is typically assigned to the project manager. 

432. C. The methodology used should provide for business requirements to be clearly defined before approval of any development, 
implementation or modification project. The phases and deliverables should be decided during the early planning stages of the 
project and not throughout its duration. The phases necessary to complete the project depend on its size and the type of tolls 
being used by the project team (e.g. prototyping tools or CASE technology.) In addition, the selected methodology must fit to a 
particular organization's practices and size. 

433. C. The assurance of adequate controls is the primary reason for an IS Auditor's involvement in the system review process. The 
fact that these controls can be designed into the system as opposed to being retrofitted brings tremendous cost savings to the 
overall cost of the system. Therefore, this is a basic justification for involving the IS Auditor in the SDLC process. 

434. B. Defining the problem or need that requires resolution and defining broad or major requirements of the new system are a part 
of the requirements definition phase. All of the other procedures would be completed during the feasibility study phase of an IS 
development and acquisition process. 

435. B. Program documentation provides a detailed explanation of how a specific program is designed and operates. It is often used 
in the maintenance of the program and is generally prepared during the development of the program. Program documentation 
would, therefore, not be found in the detailed specifications which should be prepared prior to coding.  Similarly, operations 
and user documentation would not be included, since these relate to the operation of the system and not directly to the details of 
design. This documentation would not be prepared until after the detailed system specification phase of systems development. 
Choices A, C, and D all represent information necessary for the completion of the detailed system specification phase of systems 
development. 

436. A. The preparation, testing, and documentation of all computer programs and manual procedures best relate to the program 
and procedure development phase. Choices B, C and D relate to earlier phases of the system development life cycle. 

437. B. Decision trees use questionnaires to lead a user through a series of choices until a conclusion is reached. Flexibility is 
compromised, because the user must answer the question in the exact sequence. Rules refer to the expression of declarative 
knowledge through the use of IF-THEN relationships. Semantic nets consist of a graph in which nodes represent physical or 
conceptual objects and the arcs describe the relationship between the nodes. Semantic nets resemble a data flow diagram and 
make use of an inheritance mechanism to prevent duplication of data. 

438. B. A characteristic of structured programming is smaller, workable units. Structured programming has evolved because smaller, 
workable units are easier to maintain. Structured programming is a style of programming which restricts the kinds of control 
structures. This limitation is not crippling; any program can be written with allowed control structures. Structured 
programming is sometimes referred to as go-to-less programming, since a go to statement is not allowed. This is perhaps the 
most well known restriction of the style, since go to statements were common at the time structured programming was 
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becoming more popular. Statement labels also become unnecessary, except in languages where subroutines are identified by 
labels. 

439. B. Structured walk-through is a management tool for improving programmer's productivity because programmers will be more 
careful when they know that their work will be reviewed by others. This psychological pressure increases productivity. Also, 
structured walkthroughs detect incorrect or improper interpretation of decision or program specifications. This, in turn, 
improves the quality of system testing and acceptance of it. The other choices are used as methods or tools in the overall 
systems development process. 

440. C. Interface testing is a hardware or software test that evaluates the connection of two or more components that pass 
information from one area to another. Pilot testing is a preliminary test that focuses on specific and predetermined aspects of a 
system and is not meant to replace other methods. Parallel testing is the process of feeding test data into two systems: the 
modified system and an alternative system and comparing the results. Regression testing is the process of rerunning a portion 
of a test scenario or test plan to ensure that changes or corrections have not introduced new errors. The data used in regression 
testing is the same as the data used in the original test. 

441. C. The bottom-up approach to software testing begins with the testing of atomic units, such as programs and modules, and 
work upwards until a complete system testing has taken place. The advantages of using a bottom-up approach to software 
testing is the fact that there is no need for stubs or drivers and errors in critical modules are found earlier. The other choices in 
this question all refer to advantages of a top down approach which follows the opposite path, either in depth-first or breadth-
first search order. 

442. D. It is important that IS Auditors raise control concerns as early as possible. One risk during the functional specification is that 
the requirement for controls is not clearly specified. The IS Auditor should ensure that the business areas specify their 
requirement for control at that stage. The construction phase of the project is often too late for the identification of the controls, 
since this may require that changes be made in the design. Controls should be designed in at the system design stage, but the 
types of controls should have been identified as part of the functional specification. The acceptance testing stage is also too late 
to identify controls, since this can require major changes to the system. 

443. A. During the construction phase, the development team should have mechanisms in place to ensure that coding is being 
developed to standard and is working correctly. Unit tests are key elements of that process in that they ensure that individual 
programs are working correctly. They would normally be supported by code reviews. Stress tests, regression tests and 
acceptance testing would normally occur later in the development and testing phases. As part of the process of assessing 
compliance with quality processes, IS Auditors should verify that such reviews are undertaken. 

444. A. The most important issue in reviewing system development processes, including the quality assurance process, is to ensure 
that business objectives are achieved. A software development project should meet its objectives. Security and control 
procedures are to be considered as a subset of business objectives, because a well-controlled system that does not meet business 
needs is of little benefit to the organization. 

445. B. A common system development project problem is that faults are often corrected quickly (especially when deadlines are 
tight), subject to unit testing by the programmer, and then transferred to the acceptance test area. This often results in major 
system problems, which should have been detected during integration, or system testing going undetected. Integration testing 
aims at ensuring that major components of the system interface correctly. 

446. C. Acceptance testing is primarily conducted by the users before sign-off. It is performed by the users from their perspective to 
confirm whether all the required functionalities are facilitated by the software. Unit testing is used for testing the basic 
functionality of a program. Regression testing is used to compare changes to an application to ensure that the programs are 
working the same after a change as they were working before. Integration testing is used to ensure that all of the programs in an 
application are working correctly and that information is flowing correctly. 

447. A. The use of estimation techniques, such as function point analysis or lines of code estimation, provide a firm basis for 
estimation, particularly if supported by historic records of past activities.  Estimates by an experienced programmer would be 
the next best option. However, these may be individualistic and unless there is a standard approach adopted by the 
programmer, the estimate can vary considerably from one programmer to another. Standard project scheduling tools assist in 
working out the overall project schedule, but are reliant on the quality of estimation of individual tasks. They don't give an 
estimate of actual development cost. 

448. B. A section of the production database may not have all the cases that require testing. In general it should be supplemented 
with simulated master records that include conditions not found in the copied records. Completeness of the testing would be of 
concern, but it is not the biggest concern. The documentation of the test results would be a problem, since the test data would be 
changing on a weekly basis, and as a result it would be difficult to keep track of what has been tested and what has not. Because 
a copy of the production data is placed in the test area, the integrity of the information should not be affected. 

449. A. The fact that prototyping involves demonstrating various external elements of a completed project to users, such as screen 
layouts and printed reports, may cause a user to believe that the project is further advanced than it actually is, (that underlying 
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programmed processes are also completed). This may result in users having unrealistic expectations of project delivery and lead 
to friction and conflict with user departments. Change control may be more difficult, but is certainly not impossible. Users are 
unlikely to be involved in day-to-day project management, and the whole point of prototyping is that users do usually have 
sufficient knowledge to assist in system development. 

450. A. As a member of the project team, the IS Auditor's primary role is to ensure that adequate and appropriate control procedures 
are designed and programmed into the system. At this stage, user acceptance schedules are not the concern of the IS Auditor 
who is specifically involved as a member of the project team. It is also too early for concern about training programs. Similarly, 
user procedures are not the concern of the project team at this stage. 

451. C. The test environment must be controlled and stable in order to ensure that development projects are tested in a realistic 
environment which, as far as possible, mirrors the live environment. Restricting access to test and development systems can 
easily be achieved by normal access control methods and the mere separation of the environments will not provide adequate 
segregation of duties. The IS Auditor must be aware of the benefits of separating these environments wherever possible. 

452. D. Ensuring field-naming conventions is important to ensure that on-going program maintenance can easily be carried out by 
different programmers, and that quality controls are facilitated. Access control tables, program documentation and dataflow 
diagram techniques would not normally be included in coding standards. An IS Auditor has to be aware of such standards and 
their components so that they know where to look for information and why such standards are important. 

453. B. During requirements definition, the project team will be working with the users to define their precise objectives and 
functional needs. At this time, the users should be working with the team to consider and document how the system 
functionality can be tested to ensure it meets their stated needs. The feasibility study is far too early for such detailed user 
involvement and the implementation planning and post-implementation review phases are far too late. The IS Auditor should 
know at what point user testing should be planned in order to ensure it is most effective and efficient. 

454. B. The project sponsor puts his/her name on a project to emphasize its importance to the organization, and more easily ensure 
the commitment and cooperation of management. Where the development is both important, and affects the entire 
organization, the sponsor must be of sufficient corporate standing to require such cooperation. Therefore, a member of the 
executive team is most appropriate. The manager of a department may not command automatic support from peers, and the IS 
manager and an independent consultant are inappropriate to sponsor such a development. 

455. C. The feasibility study enables management to make an executive decision on whether or not to proceed with a development. 
To do this, they must be fully aware of all financial implications, as well as threats to be addressed. Statutory requirements may 
represent a threat and the possibility that new hardware or an upgraded operating system may be needed are potential costs. 
Although audit and control implications may also represent a cost, they would not be specified at this stage. 

456. D. Only RAD uses prototyping as its core development tool. OOD and DOD use continuously developing models and BPR 
attempts to convert an existing business process rather than make dynamic changes. 

457. C. Encryption algorithms, detailed agreements and internal control procedures are too detailed for this phase, where they would 
only be outlined and any cost or performance implications shown. The communications protocols must be included, as there 
may be cost implications if new hardware and software are involved, and risk implications if the technology is new to the 
organization. 

458. C. The IS Auditor's first concern would be to ensure that projects are consistently managed to a standard, so where the standard 
is claimed to exist, it is most important to ensure that it is correctly operated, even where this means documenting the claimed 
standards first. Merely reporting the issue as a weakness and closing the audit without findings would not help the organization 
in any way and investigating formal methodologies may be unnecessary if the existing, informal standards prove to be adequate 
and effective. 

459. D. Top-down testing starts with the system's major functions, and works downwards. The initial emphasis when using 
prototyping is to create screens and reports, thus shaping most of the proposed system's features in a short period. Volume and 
system testing is performed during final system testing phases. Parallel testing is not necessarily needed, especially if there's no 
old system to compare with. 

460. D. 4GLs are usually not suitable for data intensive operations. Instead, they are mainly used for graphic user interface (GUI) 
design or as simple query/report generators. Screen/report design facilities are one of the main advantages of 4GLs, and 4GLs 
have simple programming language subsets. Portability is also one of the main advantages of 4GLs. 

461. D. The most likely audit procedure in systems development is the review of the functional requirements, since this will indicate 
what the new system is supposed to provide and how. Based on this documentation other testing may be performed in order to 
confirm that the necessary controls and functionality are in place. The development of test transactions may also be performed 
if necessary. However, this would be to assist functional requirements testing. The use of code comparison utilities compares 
two copies of the source code to identify differences and would normally be used for system maintenance. Audit software 
programs may be developed if necessary, but is not performed by an IS Auditor. 
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462. B. It would be most important to complete the user acceptance testing so as to ensure that the system which is to be 
implemented is working correctly. The completion of the user manuals is similar to the performance of code reviews. If time is 
tight, the last thing one would want to do is add another enhancement. It would be necessary to freeze the code and complete 
the testing, then make any other changes as future enhancements. It would be appropriate to have the code documented and 
reviewed, but unless the acceptance testing is completed, there is no guarantee that the system will work correctly and meet user 
requirements. 

463. C. The process should be proactive and reach out for new solutions and approaches, not reactive and preserving the status quo. 
All other answers are part of the decision making process. 

464. C. Increased processing efficiencies may not be realized with a packaged software system. Usually in-house developed systems 
are more efficient because they are developed for a specific resource environment. 

465. D. Users, quality assurance personnel, security personnel, systems analysts and other personnel also could assess controls. 
However, the IS Auditor usually has more experience and expertise in assessing controls. Also, control assessment is not a 
factor of contract negotiations. The assessment of adequate controls should have been completed before making the decision to 
acquire the system. 

466. B. Software acquisition is not a phase in what is regarded as the standard system development life cycle. However, if a decision 
is made to acquire rather than develop software, this process should occur after the requirements definition phase and a 
decision is normally made in the feasibility study phase. 

467. D. Users must wait in line if all concurrent access sessions are in use. All other answers are advantages of using concurrent 
software licensing. 

468. C. Following, or within a BPR action, a global enterprise product reengineering (EPR) software package can be applied to the 
business with the relevant parameters to replace, simplify and improve the quality of IT processing. Documentation is intended 
to help understand how, why and which solutions that have been selected and implemented, and therefore must be specific to 
the project. Documentation is also intended to support quality assurance and must be comprehensive. 

469. D. During the requirements phase of a software acquisition the IS Auditor should verify the detailed requirements definition 
document including reviewing conceptual design specifications. The IS Auditor would identify and determine the criticality of 
the need and verify all cost justifications/benefits and present how anticipated benefits will be realized during the feasibility 
phase. The assessment of the adequacy of audit trails would take place during the detailed design and programming phase. 

470. B. A quality plan is an essential element of all projects. It is critical that the contracted supplier is required to produce such a 
plan. The quality plan for the proposed development contract should be comprehensive and encompass all phases of the 
development and include what business functions will be catered to and when. Acceptance is normally managed by the user 
area, since they must be satisfied that the new system will meet their requirements. If the system is large, a phased-in approach 
to implementing the application is a reasonable approach. Prototyping is a valid method of ensuring that the system will meet 
business requirements. 

471. A. Contractual obligations may not be enforceable if the vendor ceases to trade and training is irrelevant, as programmers 
cannot maintain an application unless source code is available. Thus, having object code available is also not an adequate 
solution. Only ensuring that the source code can be obtained in the event that the vendor cannot provide support will protect the 
purchaser. 

472. A. Change management procedures are established by IS management to control the movement of applications from the test 
environment to the production environment. Problem escalation procedures control the interruption of business operations 
from lack of attention to unresolved problems, and quality assurance procedures verify that system changes are authorized and 
tested. 

473. A. System exits are special system software facilities that permit the user to perform complex system maintenance. They often 
exist outside of the computer security system and thus are not restricted or reported in their use. Special system logon-IDs are 
logons provided by a vendor; network change controls consist of terminals, communication lines, modems, switches and the 
CPU; and bypass label processing bypasses computer reading of the file label. 

474. A. System documentation is the responsibility of the information systems department as it is considered a function of 
maintenance. 

475. C. User approvals of program changes will ensure that changes are correct as specified by the user and that they are authorized. 
Therefore, erroneous or unauthorized changes are less likely to occur, minimizing system downtime and errors. 

476. D. The complete program with all interfaces needs to be tested to determine the full impact of a change to program code. 
Usually the more complex the program, the more testing that is required. 

477. D. A post-implementation review is usually performed jointly by the project development team and the appropriate end-users. 
Typically, the focus of this type of internal review is to assess and critique the project process. 
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478. D. Best control would be provided by having the Production Control Group copy the source program to the production libraries 
and then compile the program. 

479. B. The use of audit software to compare production programs is an audit technique used to test change control. 
480. C. Testing, verification, and validation of converted or replaced platforms, applications, databases, and utilities are processes 

performed for converted or replaced platforms, applications, database, and utilities. Choices A, B and D are representative of 
processes for the design of a new application system. 

481. D. Use of integrated power tools is a feature of rapid application development methods for testing new prototype systems, not 
existing systems. Any applicability to year or date conversion efforts would be an indirect benefit of its primary function. 
Choices A, B and C are part of a strong test approach for an organization attempting to solve a year or date problem in a current 
operating system. 

482. C. Projects often have a tendency to expand, especially during the requirements definition phase. This expansion often grows to 
a point where the originally anticipated cost benefits are diminished because the cost of the project has increased. When this 
occurs it is recommended that the project be stopped or frozen to allow a re-review of all of the remaining cost benefits and the 
pay back period. 

483. B. System documentation is the responsibility of the information systems department as it is considered a function of 
maintenance. Choices A, C and D are the responsibility of the user department. 

484. C. The complete program with all interfaces needs to be tested to determine the full impact of a change to program code. Usually 
the more complex the program, the more testing that is required. 

485. A. The manual log will most likely contain only information on authorized changes to a program. Deliberate, unauthorized 
changes will not be documented by the responsible party. An automated log, found usually in library management products, 
will most likely contain date information for the source and executable modules. 

486. C. Stress testing is carried out to ensure a system can cope with production workloads, but as it may be tested to destruction, a 
test environment should always be used to avoid damaging the production environment. Hence, testing should never take place 
in a production environment (B and D) and if only test data is used, there is no certainty that the system was adequately stress 
tested. 

487. A. The first concern of the IS auditor should be to establish that the proposal meets the needs of the business, and this should be 
established by a clear business case. Although compliance with security standards is essential, as are meeting the needs of the 
users and having users involved in the implementation process, it is too early in the procurement process for these to be the IS 
auditor's first concern. 

488. C. Encapsulation is a property of objects because of which it is not possible to access either properties or methods that has not 
been previously defined as public. This means that any implementation of the behavior of an object is not accessible. An object 
defines a communication interface with the exterior and only whatever belongs to that interface can be accessed. 

489. B. White box testing is predicated on a close examination of procedural detail where logical paths through the software are 
tested by providing test cases that exercise specific sets of conditions and/or loops.  However such exhaustive testing is 
impossible for large software systems with thousands of logical paths to review.  Instead a tester would limit his/her review to a 
select few critical paths for review.   Choices A, C, and D are applicable in finding most errors with a minimum of time and 
effort.  Black box testing during integration testing examines some aspect of the system (usually at an interface) with little 
regard for the internal logical structure of the software.  Regression testing is used to assure that no new errors have been 
introduced, and a software test design incorporates bottom up strategy in assuring adequate levels of testing occur. 

490. A. PERT chart is not a cost estimation technique but rather assists in identifying the critical path.  It ensures that proper 
planning and tracking is done.  However, it will not help in cost estimation.  The other options are techniques that could be used 
for estimating costs in a planning stage for a project.  Function points are used to estimate the workload and contents of the 
proposed system and hence indirectly for the resource requirements as well.  Delphi technique is used to resolve the difference 
of opinions between various individuals who estimate the resource need.  This is done by arriving at the consensus by mutual 
discussions and refinement adjustment to the estimates in successive rounds.  Expert judgment is the most widely used 
technique, where based on his/her prior experience, the person plots an estimate for the given project. 

491. A. A black box test is a technique considered a dynamic analysis tool for testing software modules.  During the testing of 
software modules a black box test works first in a cohesive manner as a one single unit/entity, consisting of numerous modules 
and second, together with the user data that flows across software modules.  In some cases this even drives the software 
behavior.   In choices B, C and D, the software (design or code) remains static and somebody simply closely examines it by 
applying his/her mind, without actually activating the software.  Hence, these cannot be referred to as dynamic analysis tools. 

492. C. The primary reason why a system is tested is to evaluate the entire system functionality. The other choices are incorrect. 
493. C. Parameters that are not set correctly would be of greatest concern when implementing an application software package. The 

other choices, though important, are a concern of the provider, not the organization that is implementing the software itself. 
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494. C. Functional analyst, technical analyst, programmer is the typical sequence since the functional analyst needs to identify the 
right functionality of a system before the technical analyst can decide which tools would be best to structure the system. The 
programmer is the last individual to participate in the process of designing and programming any system. 

495. A. The IS auditor should participate in the design of an application system to provide his/her opinion regarding the controls that 
need to be included in the system.  By no means should the auditor code or define all the controls within the system because this 
would affect his/her independence. 

496. D. Date and time-stamp reviews of source and object code would ensure that source code which has been compiled has been 
used.  This is the most effective way to ensure that the approved production source code is compiled and used. 

497. A. User involvement is the most common reason for the failure of an application system development. 
498. A. Reviewing access control configuration would be first task performed to determine whether security has been mapped 

appropriately in the system.  Since it concerns a post-implementation review that is usually done after user acceptance testing 
and actual implementation, one would not engage in interface testing or detailed design documentation, which will probably be 
out of date.  Evaluating interface testing would be part of the implementation process. The issue of reviewing detailed design 
documentation is not generally relevant to an enterprise resource management system since these are usually vendor packages 
with user manuals. System testing is also normally performed before final user sign off. 

499. A. The IS auditor would probably want to review access control to ensure that users have been properly set up with the 
appropriate level of authorization while ensuring that IS staff are removed or limited in their access.  Since the module is in 
executable form, only object code comparison would detect the change, not a source code comparison. Timestamps and manual 
inspection are far less effective. 

500. A. One of the major benefits of object-oriented design and development is the ability to reuse modules. The other options do not 
necessarily require such a technique. 

501. B. The IS auditor should verify that the files and passwords are encrypted.  Choice A is incorrect because once access control 
processes are in place.  Sharing of passwords should not be a major concern.  Choices C and D do not apply to security.  Choice C 
is used to determine the access control process and not a previous step.  Choice D refers to functions overlapping and not to the 
access control process. 

502. C. Function point analysis is a measure of the size of an information system based on the number and complexity of the inputs, 
outputs and files that a user sees and interacts with.  FPs are used in a manner analogous to LOC as a measure of software 
productivity, quality and other attributes.  PERT is a network management technique used in both the planning and control of 
projects.  RAD is a methodology that enables organizations to develop strategically important systems faster while reducing 
development costs and maintaining quality. CPM is used by network management techniques, such as PERT, in computing a 
critical path. 

503. A. Ensuring that source code is available if the vendor ceases to exist is a major reason for requiring source code escrow.  
Choices B, C and D are not applicable because source code escrow is not used for these purposes. 

504. A. It is important to know what the requirements are before selecting hardware or software.  Choices B, C and D are required 
steps, but not initially important. 

505. D. The IS auditor's contribution will significantly increase when there are formal procedures and guidelines identifying each 
phase in the system life cycle and the extent of auditor involvement.  For any kind of partnership between IS auditors, project 
teams, users and IS management, it is imperative that a structured procedure for the development of a system be established.  A 
structured development methodology, with defined phases and specific points for review and evaluation, can provide several 
advantages. 

506. D. The purpose of debugging programs is to ensure that all program abends and coding flaws are detected and corrected before 
the final program goes into production.  The programmer corrects logic errors, tunes and fixes the program.  There are special 
tools such as logic paths monitors, memory dumps and output analyzers to perform this debugging. 

507. C. Black-box testing observes the system external behavior, while white-box testing is a detailed exam of a logical path, checking 
the possible conditions.  The IS auditor can be involved either in white- or black-box testing based on his/her skills and abilities.  
The bottom-up approach can be used in both tests.  During white-box testing, one has to know about the internals of the 
program or the module to be implemented/tested. An independent programmer team can be of little use. Moreover during 
black-box testing, the functionality of the program must be known. The independent programmer team will not be aware of the 
application of a different program in which they have not been involved. Hence, the independent programmer team cannot 
provide any assistance in either of these testing approaches. 

508. D. Testing can point to quality deficiencies.  However, it cannot by itself fix them. Corrective action at this point in the project is 
expensive. While it is necessary to detect and correct program errors, the bigger return comes from phase-containing defects 
which occur in upstream phases, such as requirements and design. Choice C is representative of the most common mistake 
when it comes to applying quality management on a software project. It is seen as an overhead. Instead early removal of defects 
has a substantial payback.  Rework is actually the largest cost driver on most software projects. Choice D represents the core of 
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achieving quality. That is, following a well-defined consistent process and effectively reviewing key deliverables (this assumes 
project staff are also well trained and experienced). 

509. B. The project steering committee is ultimately responsible for all costs and timetables. User management assumes ownership 
of the project and the resulting system.  Senior management commits to the project and approves the necessary resources to 
complete the project.  System development management provides technical support for hardware and software environments 
by developing, installing and operating the requested system. 

510. C. The process through which requirements change during development is considered the greatest risk, since any change in the 
requirements will impact development schedule/resources leading to total chaos in handling the project.   Inadequate user 
involvement is also considered as one of the risks, but is not the greatest risk.  Inadequate allocation of resources is a general 
feature where the project manager needs to be ideally used.  Inadequate estimation of critical path is not the greatest risk. 

511. B. PERT defines activities, assigned resources, controls advance, and allows on-time decision making. Choices A, C and D are 
useful tools to help system project managers define task statements, estimate costs and monitor performance. 

512. A. Fourth generation languages may execute across computer architectures, operating systems and mainframe processors and 
microcomputers.  Choices B, C and D are other attributes of 4GLs. 

513. D. Whenever proprietary application software is deployed for critical operations, the vendor contract should provide for source 
code of software to be kept under an escrow agreement to be available in case the vendor is not in a position to continue to 
provide services. Having a backup server with current data and training of staff is critical; however, ensuring availability of 
escrow agreement would ensure that the company is not affected by the inability of the vendor to provide such service on a 
continuing basis. 

514. C. An applet is a JAVA program that is sent over the network from the web server, usually through a web browser, to the client 
machine.  Then the code is run on the machine. Since the server does not run the program and the output is not sent over the 
network, the performance on both the web server and network over which the server and client are connected drastically 
improves through the use of applets.  It is more important to consider such performance improvement; therefore choices A and 
B are incorrect.  Since JAVA Virtual Machine (JVM) is embedded in most web browsers, the applet downloaded through the 
web browser runs on the client machine from the web browser, not from the web server, therefore choice D is incorrect. 

515. B. The function of the steering committee of an information technology program or project is to ensure the success of the 
project.  If there are factors or issues that potentially could affect plan results, the steering committee should escalate them.  
Activities such as documentation of software requirements, design of interface controls between systems and specification of 
management reports are duties of the project team. 

516. C. Running the source comparison program between control and current source periodically allows detection of unauthorized 
changes in the production environment.  Choices A, B and D are preventive controls which are effective as long as they are being 
applied consistently. 

517. B. During the design phase, programmers seek to specify the structure and operation of programs that will meet the 
requirements articulated during the information processing system design phase of systems development.  During the design 
phase, the auditor's primary concern is to find out whether programmers use a systematic approach to design.  Although object-
oriented design approaches might vary, an auditor's primary concern will be to determine whether at least one of the more 
widely accepted approaches is used. 

518. A. A BPR project more often leads to an increased number of people using technology, and this would be a cause for concern. As 
BPR is often technology oriented, and this technology is usually more complex and volatile than in the past, cost savings don't 
often materialize in this area. There is no reason for IP to conflict with a BPR project, unless if the project is not run properly. 

519. A. During data preparation is the best answer because it establishes control at the earliest point. 
520. A. All of the answers are false, with the exception that EDI is an application system that performs based on business needs and 

activities. 

521. C. The IS Auditor should next examine cases where incorrect calculations occurred and confirm the results. After these 
calculations have been confirmed, further tests and variables can be conducted and reviewed. Report preparation, findings and 
recommendations would not be made until all results are confirmed. 

522. A. The use of expert systems facilitates consistent and efficient quality decisions. It captures the knowledge and experience of 
individuals before they leave the organization, enhances personnel productivity and performance, and is gaining acceptance as 
an audit tool. 

523. B. A strength of an implemented quality system based on ISO 9001 is that it enhances improvements in software life cycle 
activities, quality assurance and quality control. Weaknesses of the system include that it can fail to provide clear answers to 
questions concerning productivity, reliability or cost-effectiveness of the system; a quality system is no guarantee for quality 
solutions to business problems since poorly defined user requirements will adversely affect the design of the software; and 
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depending on the maturity of the implemented quality system stages can vary from not implemented to fully implemented 
procedures. 

524. C. As a re-engineering process takes hold, certain key results will begin to emerge, including a concentration on process as a 
means of improving product, service and profitability. In addition, new business priorities and approaches to the use of 
information as well as powerful and more accessible information technologies will emerge. Often, the roles of client and 
customers will be redefined providing them with more direct and active participation in the enterprise's business process. 

525. A. Functionality is the set of attributes that bears on the existence of a set of functions and their specified properties. The 
functions are those that satisfy stated or implied needs. Choice B refers to portability, choice C refers to reliability and choice D 
refers to efficiency. 

526. B. In a BPR an IS Auditor should have a concern that all controls, especially those key controls that may have been reengineered 
out of a business process that have been identified and evaluated to determine the effectiveness of the removal of these controls. 
Answers A, C and D are all true statements pertaining to BPR. 

527. A. Compensating controls are intended to reduce the risk of an existing or potential control weakness. Answers B, C and D are 
characteristics of preventive, corrective and detective controls respectively. 

528. B. Anti-virus software should be used as a preventive control. It may be too late to correct a problem if the problem is not 
prevented in the first place. 

529. C. A completeness check is used to determine if a field contains data and not zeros and blanks. A check digit is a digit calculated 
mathematically to ensure original data was not altered. An existence check also checks that data was entered correctly and 
agrees to predetermined criteria. A reasonableness check matches input to predetermined reasonable limits or occurrence rates. 

530. A. Edit controls are considered to be preventive controls since they are used in a program before data is processed. If the 
preventive control is not in place, or does not work effectively, the preventive control measures do not work effectively. 

531. B. Run-to-run totals provide the ability to verify data values through the stages of application processing. Run-to-run total 
verification ensures that data read into the computer was accepted and then applied to the updating process. 

532. A. Hash totaling involves totaling specified fields in a series of transactions or records. If later checks do not result in the same 
number, then records are either lost, entered or transmitted incorrectly, or are duplicated. 

533. D. An audit trail is not effective if the details in it can be amended. 
534. B. Check digits are a control check over accuracy. Parity bits are used to check for completeness of data transmissions. Batch 

headers are used to control completeness of batches of input. Trailer records are used for internal control over completeness of 
processing. 

535. D. The IS Auditor's first duty is to safeguard the system. Follow up analysis is after the event. Establishing blame is less 
important than removing the threat. 

536. C. Password disclosure will not be detected by any database or system log. Password change activities may be recorded on the 
system log within the access control software. Database activities will be recorded on the appropriate database log. 

537. D. It is important the data entered from a remote site be edited and validated prior to transmission to the central processing 
site. 

538. D. Data processing environment is the best answer because it relates to general controls instead of application controls. 

539. D. A transaction log is the best answer since this is a real-time system. Significant costs would most likely be incurred to re-
enter all transaction data if a transaction log were not maintained and the system failed. A transaction log also permits 
operations personnel to determine which transactions have been posted, and this helps to decrease recovery time when system 
failures occur. 

540. D. A Trojan Horse is a malicious code hidden in an authorized computer program. This hidden code will be executed whenever 
the authorized program is executed. In this case, as long as the perpetrator's payroll number is in the computer, nothing 
happens. But as soon as the payroll number is gone, havoc occurs. 

541. B. Controls are usually classified in three categories; preventive, corrective or detective. No control is gained by a routine that 
analyzes an exposure. 

542. A. During data preparation is the best answer because it establishes control at the earliest point. 
543. C. A scheduled daily scan of all network drives will detect the presence of a virus after the infection has occurred. All of the other 

choices are controls designed to prevent a computer virus from infecting the system. 
544. B. Depending on the particular anti-virus software and the platform on which it is to be installed, it may be necessary to 

uninstall older versions of the program before new versions can be installed. This is because newer versions may be in conflict 
with older versions. If this is the case, all computers with older versions of the software must have them removed before the new 
version of the software can be installed. It is important to ensure that the software is installed on every machine with the same 
configuration. In addition to the software installation on the existing computers, a procedure must be developed to include the 
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software on computers that are introduced to the environment from that point forward. Periodic updates supplied by the 
vendor must be applied to the anti-virus program on every computer. If not, the anti-virus effort will fail. 

545. A. Functional acknowledgements are standard EDI transactions that tell trading partners that their electronic documents were 
received. Different types of functional acknowledgments provide various levels of detail and can therefore act as an audit trail 
for EDI transactions. The other choices are not relevant. 

546. C. Information security related controls play a key role in minimizing exposure from unauthorized transactions and fraud. This 
may include secure authentication techniques over sending and receiving messages to ensure they are from authorized sources. 
The use of EDI trading partner agreements would be used to minimize expose from legal issues. Controls that minimize 
exposure from total system dependence include monitoring of system performance, having proven/tested back-up files, and a 
documented and tested business continuity plan. Good general computer controls, such as program change, operations and 
systems support controls, are used to minimize exposure from the concentration of control. 

547. B. Echo checks are not a suitable control for an EDI interface since they are not a data communications general control that 
detects line errors by retransmitting data back to the sending device for comparison with the original transmission. Choices A, C 
and D are application controls often found in an EDI interface that provides some assurance of data integrity for manipulating 
and routing data between the application system and the communications handler. 

548. D. There are relatively no new additional data center controls associated with implementation of EDI applications. Instead more 
control will need to be exercised by the user's application system to replace manual controls, such as site reviews of documents. 
More emphasis will also need to be placed on control over data transmission (network management controls), with selection of 
document standards and appropriate protocols and the use of acknowledgements becoming very important. 

549. A. Demagnetizing the hard disk is the best way to ensure that confidential data once stored on the hard disk cannot be 
recovered. Another alternative would be to overwrite the disk with random data. Low level formatting does not destroy data, 
only the file allocation table. Data can be reconstructed with the appropriate software. Deleting data merely removes its 
reference in the file allocation table and the data can be recovered. Defragmenting is an efficiency procedure and does not 
remove data. 

550. B. Reasonableness checks are a form of processing controls that can be used to ensure that data conforms to predetermined 
criteria. Before and after image reporting is essentially a control over data files that makes it possible to trace the impact 
transactions have on computer records. Online access controls prevent unauthorized access to the system and data. Hash totals 
are a form of batch control that are used to verify a predetermined numeric field for all documents in a batch to the agreed 
number of documents processed. 

551. A. Tax tables represent sensitive data that will be used in numerous calculations and should be independently visually verified 
by a senior person before they are used in processing. Choices B and C are programmed controls that are useful for preventing 
&quot;gross&quot; errors. That is, errors such as an added zero or alpha instead of a numeric. A tax table must be exactly 
accurate, not just readable. Choice D will allow the data entry person to check input accuracy, but it is not sufficient. 

552. C. Compensating controls are an important part of the control structure. They will be considered adequate if they serve the 
control objective and are cost effective. In this situation the IS Auditor is most likely to conclude that staging and job set-up 
procedures compensate for the control weakness over tape label controls. That is, the effective staging and job set-up 
procedures are considered to be adequate to compensate for the control weakness over tape label controls. 

553. C. The use of a database administrator (DBA) user account is controlled by the data center manager and is set up to log all 
changes made and is most appropriate for changes to be made outside of office hours if necessary. The use of a log, which 
records both the changes, as well as before and after images allows all changes to be reviewed. The use of the DBA user account 
without logging would permit uncontrolled changes to be made to databases once access to the account was obtained. The use 
of a normal user account with no restrictions would allow uncontrolled changes to any of the databases. Logging would only 
provide information on changes made, but would not limit changes to only those that were authorized. Hence, logging coupled 
with the capturing of before and after images and a manual review form an appropriate set of compensating controls. 

554. D. The comparison of a copy of the invoice to an edit report showing invoice details and discounts would allow the IS Auditor to 
ensure that information was entered correctly. If this were done before the payment was released, then any corrections could be 
made without having to subsequently contact the vendor. A review of the invoice by A/P would identify any clerical errors on 
the invoice, but not necessarily factual information. A review of a copy of the invoice would identify any errors on the invoice, 
but would not identify any data entry or discount errors. The comparison of a copy of the invoice to an edit report showing 
invoice details and discounts would allow the user to ensure that the information was entered correctly. However any error 
corrections may require the involvement of the vendor, especially if the payment was already made. 

555. B. Referential integrity controls prevent the occurrence of unmatched foreign key values. Given that a non-existent employee 
doesn't appear in the employees' table, it will never have a corresponding entry in the salary payments table. The other choices 
can't be detected by referential integrity controls. 
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556. B. Non-repudiation services provide unforgeable evidence that a specific action occurred. The non-repudiation services are 
similar to their weaker proof counterparts (i.e., proof of submission, proof of delivery, and message origin authentication). 
However, non-repudiation provides stronger protection, because the proof can be demonstrated to a third party. Digital 
signatures are used to provide non-repudiation. For example, if a recipient returns proof of delivery by signing a report, non-
repudiation of delivery is also provided. Since only the recipient's private key could have generated the signature, the signature 
provides unforgeable evidence of message delivery. Message origination authentication will only confirm the source of the 
message and does not confirm the specific action that has been completed. 

557. A. The payment process is more efficient because it involves no manual intervention. This reduces the chance that transcription 
errors will occur as the information is entered into the accounts payable system. International EFT banking standards do not 
dictate the form that transactions should take. The decrease in the number of paper-based payment forms makes processing 
easier, but most companies will accept payment in whichever form the customer is willing to use. The reduction of 
unauthorized changes to payment transactions is not a major reason for going to EFT. 

558. B. The initial validation should confirm whether the card is valid. This validity is established through the card number and PIN 
entered by the user. Based on this initial validation, all other validations will proceed. A validation control in data capture will 
ensure that the data entered is valid; (i.e. it can be processed by the system). If the data captured in the initial validation is not 
valid, (if the card number or PIN do not match with the database), and then the card will be rejected or captured per the controls 
in place. Once initial validation is completed, then other validations specific to the card and cardholder would be performed. 

559. D. Even though some output data is in paper form, the printing will be generated by internal data files, which can be summed 
and compared with a total of all input transactions from whatever source. This is automated systems balancing. This would be 
by far the best way to ensure that no transactions are lost as any imbalance between total inputs and total outputs would 
automatically be reported for investigation and correction. Validation controls and internal credibility checks are certainly valid 
controls, but will not detect and report lost transactions. In addition, although a clerical procedure could be used to sum and 
compare inputs and outputs, an automated process is less susceptible to error. 

560. D. The only trace of the changes made to the payroll database table will appear in the transaction log files. Because the original 
program was restored, source and executable code comparisons are ineffective. ITF is less effective than source code 
comparison, because it is difficult to know what to look for. 

561. C. Run-to-run totals is the most effective detective control over processing in this situation. Table look-ups and range checks are 
used for data validation before input, or as close to the point of origination as possible. One-for-one checking is time consuming 
and therefore less effective. 

562. D. Functional acknowledgements are one of the main controls used in data mapping, acting as an audit trail for EDI 
transactions. All the other choices are manual input controls, whereas data mapping deals with automatic integration of data in 
the receiving company. 

563. D. Effective mapping of the business process controls with the ERP package is one of the control factors to be considered as part 
of business process mapping before implementing an ERP package. However, in an ongoing applications review, this is covered 
as part of the risks associated with implementing authorizations as per functional responsibilities. The other choices are 
essential control aspects in an applications review of an ERP package. 

564. A. Sending and reconciling transaction totals not only ensures that the orders were received, but also processed by the central 
production location. Transmission back to the local site confirms that the central location received it, but not that they have 
actually processed it. Tracking and accounting for the numerical sequence only confirms what orders are on hand, and not 
whether they actually have been completed. The use of parity checking would only confirm that the order was not changed 
during transmission. 

565. D. In order to ensure that the programmer could not create and enter and have a check (cheque) generated, it would be 
necessary for someone to confirm all of the checks (cheques) generated by the system. Range and logic checks could easily be 
bypassed by a programmer since they are privy to the controls that have been built into the system. The review of the accounts 
payable reports by data entry would only identify changes that might have been made to the data input. It would not identify 
information that might have been changed on the master files. Reviewing reports for checks (cheques) over a certain amount 
would not allow for the identification of any unauthorized low value checks (cheques) or catch alterations to the actual checks 
(cheques) themselves. 

566. B. All of the above were critical steps to solving an organization's Y2k problem except that an organization would not have 
stopped at solving internal problems. Critical systems or resources may have become unavailable or stopped if outside vendors 
providing such services did not address the problem. Organizations needed to determine and insist that vendors became Y2k 
compliant or looked for alternative vendors to provide necessary services. It is unlikely this type of question will appear on 
future exams. 
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567. A. A GANTT chart is used in project control. It may be used to identify checkpoints but its primary use is in control. It should be 
completed to meet standards but this is not the primary use. It will assist the post-implementation review to evaluate the project 
control, but this is not the primary use. 

568. B. The most effective test is to determine through code comparisons etc, exactly what changes have been made and then verify 
that they have been approved. Change control records and software migration records may not have all changes listed. Ensuring 
that only appropriate staff can migrate changes into production is a key control process, but in itself does not verify compliance. 

569. C. PERT assumes an imperfect knowledge of the times of individual activities and therefore incorporates a level of uncertainty 
in the estimation of such times. All other answers are true of PERT. 

570. C. Sensitive functions are best described as those that can be performed manually, at a tolerable cost, for an extended period of 
time. Many times the manual process is more difficult or requires additional staff to perform. Critical functions are those that 
can't be performed unless they are replaced by identical capabilities and cannot be replaced by manual methods. Vital functions 
refer to those that can be performed manually but only for a brief period of time. This is associated with lower costs of 
disruption than critical functions. Non-critical functions may be interrupted for an extended period of time, at little or no cost to 
the company, and require little time or cost to restore. 

571. B. Unsynchronized updates will generally cause data incompleteness (i.e. sales data from one site do not match costs incurred in 
another site). 

572. A. Processing cost reflects the cost incurred for the data processing efforts, but does not take into account other factors like 
opportunity cost.  Choices B, C and D are quite relevant to security.  Replacement cost is the typical utilitarian view (most 
preferred for insurance purposes) that talks about the resources needed to reproduce the lost asset, in this case, the information. 
Unavailability cost is the ripple effect of information loss on the business by way of loss of revenue or lost opportunity.  
Disclosure cost relates to the intangible (and generally heavy) price that organization will have to pay if the information is 
compromised and reaches the hands where it should not be. 

573. C. A digital signature is like a handwritten signature, since it authenticates a transmission from a sender through the private 
cryptographic key.  It is a string of bits that uniquely represent another string of bits, a digital document.  An electronic 
signature refers to the string of bits that digitally represents a handwritten signature captured by a computer system when a 
human applies it on an electronic pen pad, connected to the system. 

574. C. Application controls ensure that only complete, accurate and valid data are entered and updated in a system. 
575. C. Preparing simulated transactions for processing and comparing to predetermined results is the best method for proving 

accuracy of a tax calculation.  Detailed visual review, flowcharting and analysis of source code are not effective methods. 
576. B. Application control review involves the evaluation of the automated controls in the application and assessing the impact of 

the control weaknesses. Evaluating the impact of control weaknesses discovered and business processes served by the 
application would not be part of the review of application controls. 

577. C. Both of the systems must be reviewed for input/output controls since the output for one system is the input for the other. 
578. A. An IS auditor's task is to identify the existing key controls from the pre-BPR processes and determine if these controls still 

exist in the new processes. Choice B is incorrect because, even though an IS auditor may identify new controls from these 
processes, he/she would not know whether key controls were reengineered out of the existing processes.  Choices C and D are 
key steps to a successful BPR project. 

579. C. There is no assurance of quality in the above process.  Quality of data needs to be ensured from the point of origination of the 
data. Choices  A, B and D relate to the composition of a data warehouse and do not affect data quality. Restructuring, 
transformation and cleansing all relate to reorganization of existing data within the database as part of a database maintenance 
processes. 

580. B. Data warehouses are subject oriented. The data warehouse is meant to help decision making for specific functions of an 
organization that transgress across departments within a given function. They are non-volatile. Object orientation and volatility 
are irrelevant and are distracters. 

581. C. The inability to specify purpose and usage patterns are risks that developers need to anticipate while implementing a decision 
support system. A and B are not risks, but characteristics of a DSS. 

582. A. The IS auditor's task is to identify the existing key controls from the pre-BPR processes and determine if these controls still 
exist in the new processes. Choice B is incorrect because an IS auditor may identify new controls from these processes.  
However, the IS auditor would not know whether key controls were reengineered out of the existing processes.  Choices C and D 
are incorrect because they are key steps to a successful BPR project. 

583. C. Run-to-run totals verify data values through the stages of application process. They ensure that data read into the computer 
was accepted and then applied to the updating process.  Choices A, B and D are all input controls. 

584. A. At the application processing level, the IS auditor should review the interface between the EFT system and the application 
system that processes the accounts from which funds are transferred.  Choice B is incorrect because an EFT switch is the facility 
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that provides the communication linkage for all equipment in the network.  Choices C and D are procedures that may not help 
determine if the customer's credit limits were verified before the funds are transferred. 

585. D. Non-repudiation may ensure that a transaction is enforceable.  It involves creating proof of the origin or delivery of data to 
protect the sender against false denial by the recipient that the data has been received or vice versa.  Choice A is incorrect 
because the company may not rely on its reputation to prove a deal was made via Internet. Choice B is not correct, as 
authentication controls are necessary to establish the identification of all parties to a communication.  Choice C is incorrect 
since encryption may protect the data transmitted over the Internet, but may not prove that the transactions were made. 

586. A. The best way to confirm data accuracy in the above situation, where input is provided by the company and output is 
generated by the bank, is to verify the data input (input forms) with the results of input (payroll reports).  Hence, comparing 
payroll reports with input forms is the best mechanism of verifying data accuracy. Recalculating gross payroll manually would 
only verify whether the processing is correct and not the data accuracy of inputs.  Verifying checks with input forms is not 
feasible as checks have the processed information and input forms have the input data. Reconciling checks with output reports, 
only confirms that checks have been issued as per output reports. This does not check for data accuracy from input forms. 

587. D. Automated control should ensure that the system processes the price exceptions only on approval of another user who is 
authorized to approve such exceptions. Hence, a second-level password would ensure that price exceptions are approved by an 
authorized user at a higher level who has been duly authorized by management with appropriate access rights in the system. 
Visual verification of all amounts by a data entry clerk is not a control, but a basic requirement for any data entry. The user 
being able to visually verify what has been entered is a basic manual control. Entry of price exceptions twice, is an input  
(manual) control. This does not ensure that exceptions are automatically verified by another user. The system 'beep' on entry of 
a price exception is only a warning to the data entry clerk, which does not prevent proceeding further. Printing of these 
exceptions on a report is a detective (manual) control. 

588. D. A parity check will help to detect data errors when data are read from memory or communicated from one computer to 
another. A one-bit digit (either 0 or 1) is added to a data item to indicate whether the sum of that data item's bit is odd or even. 
When the parity bit disagrees with the sum of the other bits, an error report is generated.  Choices A, B and C are types of data 
validation and editing controls. 

589. A. Middleware is an independent software that connects two otherwise separate applications to share computing resources 
across heterogeneous technologies.  Firmware is software (programs or data) that has been written onto read-only memory 
(ROM). It is a memory chip with embedded program code that holds its content when power is turned off. Firmware is a 
combination of software and hardware. ROMs, PROMs and EPROMs that have data or programs recorded on them are 
firmware.  Software are computer instructions or data.  Anything that can be stored electronically is software.  Software is often 
divided into two categories:  systems software, which includes the operating system and all the utilities that enable the computer 
to function, and application software, which includes programs that do real work for users.  For example, word processors, 
spreadsheets and database management systems. Embedded systems are built-in modules for a specific purpose, for example 
SCARF. 

590. B. Base case system evaluation uses test data sets developed as part of comprehensive testing programs.  It is used to verify 
correct systems operations before acceptance, as well as periodic validation.  Test data/deck simulates transactions through real 
programs.   An ITF creates fictitious files in the database with test transactions processed simultaneously with live input.  
Parallel simulation is the production of data processed using computer programs that simulate application program logic. 

591. A. Processing controls ensure the completeness and accuracy of accumulated data; for example editing and run-to-run totals.  
Data file control procedures ensure that only authorized processing occurs to stored data, for example transaction logs.  Output 
controls ensure that data delivered to users will be presented, formatted and delivered in a consistent and secure manner, for 
example report distribution.  Application controls are a general terminology composing all kinds of controls used in an 
application. 

592. A. Access rules and logic can be found in technical reference documentation.  Control weakness can be found in the user 
manual.  Functional design specification provides a detailed explanation of the application.  System development methodology 
documents contain user requirements and feasibility study details. 

593. A. Since the interaction between parties is electronic, there is no inherent authentication occurring.  Therefore, transaction 
authorization is the greatest risk.  Choices B and D are examples of additional security risks.  Transmission delays may 
terminate the process or hold the line until the normal time for processing has elapsed. There will be no loss of data or process. 

594. A. Supervisor overrides of data validation and editing should be reviewed to ensure that automatic logging occurs. An override 
activity report should be tested for evidence of managerial review. Excess overrides indicate the need for modification of 
validation and editing routines to improve efficiency.  Excess overrides can be obtained by analyzing the override activity report.  
Error reports provide evidence of appropriate review, research, timely correction and resubmission.  Separation of duties 
include the stipulation that origination, authorization, verification or distribution duties are performed by different individuals. 
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595. D. Data integrity testing is a set of substantive tests that examines the accuracy, completeness, consistency and authorization of 
data and will indicate failures in input or processing controls.  Processing control procedures ensure the completeness and 
accuracy of accumulated data. Examples are editing, run-to-run totals.  Data file control procedures ensure that only authorized 
processing occurs to stored data, for example transaction logs.  Output controls ensure that data delivered to users will be 
presented, formatted and delivered in a consistent and secure manner, for example report distribution. 

596. A. A gateway performs the job of translating e-mail formats from one network to another so that messages can make their way 
through all the networks. A protocol converter is a hardware device that converts between two different types of transmissions, 
such as asynchronous and synchronous transmissions.  A front-end communication processor connects all network 
communication lines to a central computer to relieve the central computer from performing network control, format conversion 
and message handling tasks.  A concentrator/multiplexor is a device used for combining several lower-speed channels into a 
higher-speed channel. 

597. A. A communications handler transmits and receives electronic documents between trading partners and/or wide area 
networks (WANs).  An EDI translator translates data between the standard format and a trading partner's proprietary format.  
An application interface moves electronic transactions to, or from, the application system and performs data mapping. An EDI 
interface manipulates and routes data between the application system and the communications handler. 

598. C. A redundancy check detects transmission errors by appending calculated bits onto the end of each segment of data.  A 
reasonableness check compares data to predefined reasonability limits or occurrence rates established for the data.  A parity 
check is a hardware control that detects data errors when data are read from one computer to another from memory or during 
transmission.  Check digits detect transposition and transcription errors. 

599. A. Data integrity testing is a set of substantive tests that examines the accuracy, completeness, consistency and authorization of 
data.  Relational integrity testing is a substantive test that detects modification to sensitive data by the use of control totals.  
Domain integrity testing is a substantive test that verifies that data conforms to specifications.  Referential integrity testing 
ensures that data exists in its parent or original file before it exists in the child or another file. 

600. B. A check digit is a numeric value that is calculated mathematically and is added to data to ensure that the original data have 
not been altered, or an incorrect, but valid, value substituted. This control is effective in detecting transposition and 
transcription errors.  A range check is checking data that matches a predetermined range of values. A validity check is 
programmed checking of the data validity in accordance with predetermined criteria. In a duplicate check, new or fresh 
transactions are matched to those previously entered to ensure that they are not already in the system. 

 


