
TOPIC

# Sec-65: Tampering with computer source 
documents

# Sec-66: Computer Related Offences
# Sec-66A: Punishment for sending offensive 
messages through communication service etc

# Sec-66B: Punishment for dishonestly 
receiving stolen computer resource or 

communication device
# Sec-66C: Punishment for identity theft
# Sec-66D: Punishment for cheating by 

personation by using computer resource
# Sec-66E: Punishment for violationn of 

privacy
# Sec-66F: Punishment for cyber terrorism

# Sec-67: Punishment for pubishiing or 
transmitting obscene material in electronic 

form
# Sec-67A: PUnishment for publishing or 

transmitting of material containing sexuallty 
explicit act etc

# Sec-67B: Punishment for publishing or 
transmitting of material depicting children in 

sexually explicit act etc.
# Sec-67C: Preservation and retention of 

information by intermediaries
# Sec-68: Power of the Controller to give 

directions
# Sec-69: Powers to issue directions for 

interception or monitoring or decryption of 
any information through any computer 

science
# Sec-69A: Power to issue directions for 

blocking for public access of any information 
through any computer resource

# Sec-69B: 

OFFENCES

1. IT Act & its 
Objectives
2. Key Definitions
3. Digital & Electronic 
Signature
4. Electronic 
Governance
5. Secure Electonic 
Records & Secure 
Electronic Signature
6. Penalties, 
Compensation
7. Offences
8. Intermediaries not 
liable
9. Miscellaneous
10. System Control & 
Audit - IRDA
11. System Control & 
Audit - RBI
12. System Control & 
Audit - SEBI
13. Security Standards

1. E-commerce
2. DSC
3. Filing
4. Storage
5. Fund Transfer
6. Books of A/cs
7. Amend:
# Indian Penal 
Code
# Indian 
Evidence Act
# Bankers Book 
Evidence Act
# RBI Act

PENALTIES, 
COMPENSATION 
& ADJUDICATION

# Sec-43: Penalty 
& compensation of 
damage to 
computer, 
computer system 
etc
# Sec-43A: 
Compensation for 
failure to protect 
data
# Sec-44: Penalty 
for failure to 
furnish 
information return 
etc
@ Any 
document/Return/
Report to 
Controller/Certifyi
ng Authority < 
Rs.1.50 Lacs for 
each failure
@ File any 
return/information
/books/other 
documents < 
Rs.10K/day
@ Maintain 
BOA/Record < 
Rs.10K/day
# Sec-45: 
Residuary Penalty
@ < Rs.25K 

SECURE E-RECORD 
& SIGN

# Sec-14: Secure 
Electronic Record
# Sec-15: Secure 
Electronic 
Signature
# Sec-16: Security 
Procedures & 
Practices

ELECTRONIC 
GOVERNANCE

OBJECTIVE OF IT 
ACT

DIGITAL & 
ELECTRONIC 
SIGNATURE

# Sec-3: 
Authentication of 
Electronic Records
# Sec-3A: 
Electronic 
Signature

# Sec-4: Legal 
Recognition of 
Electronic Records
# Sec-5: Legal 
Recognition of 
Electronic 
Signature
# Sec-6: Use of 
Electronic records 
& signature
# Sec-6A: Delivery 
of services by 
Service Provider
# Sec-7: Retention 
of Electronic 
Records
# Sec-7A: Audit of 
documents etc 
maintained in 
elelctronic form
# Sec-8: 
Publication of 
rules, regulations 
etc
# Sec-10: Power to 
make rules by CG
# Sec-10A: Validity 
of contracts 
through electronic 
means



SYSTEM AUDIT PRELIMINARIES SYSTEM CONTROL SYSTEM CONTROL SYSTEM AUDIT SYSTEM AUDIT SYSTEM CONTROL

# Declaration from 
CEO/MD alongwith 
audit report to SEBI 
certifying security 
& integrity of IT 
systems
# Porper audit trail 
for 
upload/modificatio
n/download of KYC - 
maintained

AUDITORS 
SELECTION NORMS

SYSTEM CONTROLS & AUDIT- IRDA SYSTEM CONTROLS & AUDIT- RBI SYSTEM CONTROLS & AUDIT- SEBI

# SEBI defines 
scope
# Auditor submit 
AP 2months 
before audit
# Report to Stock 
exchange
# Stock exchange 
submit to SEBI
# Non compliance 
to be corrected 
within 3 months

# be independent 
& competent
# have right to 
inspect data
# focus on critical 
IT controls
# cover large & 
medium branches
# should be 
addressed with 
independence & 
accountability in 
engagement 
letter

# Location
# IT application 
used
# Whether hosted 
centrally
# List of new 
products
# Previous 
unresolved issues
# Internal Circulars
# Notification by 
IRDA

CYBER FORENSIC 
DEPTT

# By using specific 
scientific tools, this 
department 
collects/gathers 
electronic 
evidences which 
can be produced in 
the court of LAW

# Min manual 
intervention
# Seemlessly 
integrated
# Comment on 
Audit Trail
# Separate Login

# One in 3 years
# Audit firm min 
exp 3-4 years
# Internal 
auditor can't do 
system audit

# Min Exp of 3 yrs
# Professional 
degree
# No conflicting 
interest
# Knowledge of 
Best Practices
# No pending cases 
of previous auditee
# Max 3 successive 
audit

# Operator & 
Programmer
# Annual review of 
Audit Policy
# QA atleast once 
iin 3 years
# Change 
management 
control
# Board is 
responisble
# Uniformity of 
software
# BCP



SA 402

WHAT BENEFITS WHAT WHAT

1. Service Desk 
Functions
2. Application 
Mgmt
3. IT Operations
4. IT Technical 
Support
5. Incident 
Mgmt
6. Request 
Fulfillment
7. access Mgmt
8. Event Mgmt
9. Problem 
Mgmt

SERVICE 
ORGANISATION

CONTINUAL SERVICE 
IMPROVEMENT

SECURITY STANDARDS

INFORMATION TECHNOLOGY INFRASTRUCTURE LIBRARY (ITIL)

BOOKS

1. IT Service 
Generation
2. Service 
Portfolio Mgmt
3. Financial 
Mgmt
4. Demand 
Mgmt
5. Business 
Relationship 
Mgmt

# It is a set of 
practices that 
describes 
procedures & 
checklist to 
establish a 
minimum level 
of competency
# It focuses on 
aligning IT 
service with the 
needs of 
business

SERVICE 
STRATEGY SERVICE DESIGN

SERVICE 
TRANSITION

1. Service 
Catalogue Mgmt
2. Service level 
Mgmt
3. Availability 
Mgmt
4. Capacity 
Mgmt
5. IT Service 
Continuity 
Mgmt
6. Information 
Security Mgmt
7. Supplier 
Mgmt

1. Service 
Transition 
Planning & 
Support
2. Change Mgmt 
& Evaluation
3. Service Asset 
& Configuration 
Mgmt
4. Release & 
Deployment 
Mgmt
5. Service 
Validation & 
Testing
6. Knowledge 
Mgmt

ISO 27001

# It defines best 
practices, 
framework for 
security of 
Information.
# It is the 
benchmark for 
security
# It is also 
known as ISMS
# It assists to 
achieve CIA

1. Risk 
Management
2. Building 
Confidence
3. Allows 
Independent 
reviews
4. Extensions of 
Current Quality

# When user 
organisation 
outsources service 
organisations, it is 
the duty of auditor 
of user 
organisation to 
check the systems 
of service 
organisation.
# Audit should 
check risk control, 
reliability, privacy, 
security of service 
organisation 
systems.


