TOPIC " WHY CONTROL & AUDIT EFFECTS OF COMPUTERS ON | INFORMATION SYSTEM AUDIT I
I I 1 AuDIT I I 1 ) )
FACTORS FOR AUDIT TO || | | SKILLS || STEPS ||  FUNCTIONS || CATEGORIES || STANDARDS |
CONTROLS ACHIEVE CHANGES TO || CHANGES TO l l l l l
L Controls & Audit | OBJECTIVES || EVIDENCE EVIDENCE  |[1 knowledge of |
5 15 Audit | COLLECTION || EVALUATION |[5ciness 1. Scoping & 1. System &
3. Categories of IS 1. Asset | | 2. Knowledge of ||Pre-Audit Application 1. ISACA
Audit 1. Value of H/w, Safeguarding 1. System Technology Survey _ 1. Identify IT related ||2- Information (COBIT)
4. Audit Standards || S/w & personnel Objectives 1. Absence of Generat(.ed 3. Under- 2. M Frauds: Processingn 2.1S0 27001
5. Performing IS (Critical resource) ||2- Pata Input Transactions  [istanding of Risk Pﬁw # Phising Facilities 3. Internal
Audit 2. Cost of computer Integrity Documents 2. Automated [{& Control 3. 7F|eldw?rk # Hacking 3. Systems Audit
6. 1S Audit & Audit abuse Objectives 2. Lack of Transactions |4, Knowledge of ||4- Analysis —|f. " Security: Development Standards (1AS)
Evidence (Unauthorised  |[3- System availability of Processing IT Strategy & (SWOT) or # Outdated antivirus ||4- Management  ||4. Standards on
7. Audit Tools Access) Effectiveness ||printed 3. Systemic Policy (PEST) ‘ # Weak Password of IT & Enterprise |{Internal Audit
8. Audit Trail 3. Organisational Objectives Output Error 5. Knowledge of ||5- Reporting # Open system Architecture issued by ICAI
9. Audit & cost of data loss ( |4 SYStem 3. Data Professional 6. Closure without password 5. Telecomm- 5. Information
Evaluation Data is critical Efficiency Retention & Standards & Best # Open Ports unications, Technology
Techniques for resource) Objectives Storage Practices 3. Check Strategies, ||!ntranets & Infrastructure
physical & 4. Cost of incorrect 4. Non- 6. Qualification Policies and Extranets Library (ITIL)
environmental decision making availability of Practices:
controls (reqd accurate Audit Trail MT: auditor ||# ICT resources
10. Managerial data) 5. Audit kya karega, ||# Internet Usage
controls & their 5. High cost of Evidence SCOPE Policies
Audit Trails computer error 6. Legal Issues banayega fir ||# Security Practices
11. Application (During data entry) PLANNING & ||4. Check Optimum
Controls & Their 6. Maintenance of |MT: DOSAED LI PREPARATION ||use of Resources:
Audit Trails Privacy (Contains karega uske ||# High spending on
12. Audit of private info) baad unnecessary IT
Application security 7. Controlled FIELDWORK ||Project like printing
controls evolution of aur usme jo ||resources, storage
computer use kuch mila devices, high power
(using unreliable uska ANALYSIS||servers
system can be karke REPORT
destructive) karega aur
CLOSE karega




PERFORMING IS AUDIT

CONCURRENT OR CONTINUOUS AUDIT

| ! ] ! | ! !
WAYS OF  ||BASIC PLAN “GENERAL POINTS |[DOCUMENTATION || PRELIMINARY || 2BASESFOR || TYPES OF AUDIT |[ADVANTAGES ||DISADVANTAGES |
VALIDATION || REVIEWS COLLECTING TOOLS i i
Y | AUDIT EVIDENCE { 1. Surprise Test ||1. Stability
i Capability 2. Audit Trail

1. Asking same  ||# Plan is very # To prepare 2. Timely, 3. Development
question to essential # Understanding of | |reports, Auditor is 1. Use of 1. Snapshots comprehensive ||4- Support
different # To Decide organisation required to # Knowledge of ||Embedded 2. Integrated & detailed 5. Experience
personnel NTE # Should focus on |[document the Technology Modules: Test Facility (ITF) |fAuditing
2. Asking same  ||# Optimum use||Key/Material item |{€vidences # Knowledge of ||# Collect, Process ||3. System 3. Training for
question in of resources  ||# Materiality # Audit Procedures ||Business & Print Audit Control Audit new user |N|T: SADSE |
different ways  ||# Iterative depends on # Frauds # Knowledge of ||Evidence Review File 4. Objective
3. Comparing # Auditor Quantity & Quality |{# Legal Compliances ||internal Control ||2. Use Special (SCARF)
checklist with should discuss ||# Should reveal the ||# Related Party # Legal Audit Records: 4. Continuous &
work papers plan with exposure of Transactions Compliances # Store the audit ||Intermittent MT: CAT
4. Comparing management [lweakness # Future Event # Risk evidence collected||Simulation (CIS) Objectivees
checklist with #Plan shoud  ||# Reconcile any Possibilities Assessment & 5. Audit Hook
actual results be detailed difference Materiality
5. Mini Studies between input & # Types of Risks:
of critical phases Output 1. Control Risk

# Planning occurs 2. Inherent Risk

throughout 3. Detection

# Planning can be Risk

changed

# Testing is done to
check if controls
are effective




AUDIT TRAIL

|}

!

|

AUDIT OF PHYSICAL &

ENVIRONMENTAL CONTROLS

WHAT

{| oBJECTIVES ||

TYPES

|

|

|

!

|

|}

# Are logs
that can be
designed to
record
activity at
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level
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Unauthorised
Access

2. Reconst-
ructing Events
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3. Personal
Accoun-tability
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associated with
each event in the
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MANEGARIAL CONTROLS & THEIR AUDIT TRAILS
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working
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personnel
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APPLICATION CONTROLS AND THEIR AUDIT TRAILS
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profiles about
creating/deleting
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guideline &
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