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Development
2. Reason for
failure

3. Reason for
success

4. System
development
team

5. Accountant's

Role

6. System
Development
Methodology
7.SDLC

8. Operation
Manuals

9. Auditor's Role

in SDLC

# The process of
examining a
business situation
with the intent of
improving it
through better
procedures and
methods.

# 2 major
components:

1. System analysis
2. System design

|}

]

1. User Related
Issues:

# Shifting user
needs

# Resistance to
change

# Lack of User's
participation

# Inadequate
testing and user
training

2. Developer
Related Issues:

# Lack of standard
project mgmt and
system
development
methodologies

# Overworked or
under-trained
development staff
3. Management
Related Issues:

# Lack of Senior
management
support and
involvement

# Development of
strategic systems
4. New
Technologies

# Training Plan

# Divide into
identifiable parts
# Plan for
operations &
users

# Involvement of
management &
auditors

# Testing

# Reports &
documentation
# Formal change
controls

1. Engineers:
# Coder

# Designer

# Analyst

# Tester

# DBA

2. Auditor
3. User:

# Finance

# Production
#HR

# Marketing

|}

1. Return on
Investment:

# Cost:

@ Development
Cost

@ Operating Cost
@ Intangible Cost
# Benefits:

@ Tangible

@ Intangible

2. Cost Benefits
Analysis

3. Skills:

# check if S/w is
developed as per
user's
requirements.

# Dividing of
projects into
process

# Each process have
Starting and Ending
point

# Helps in project
plan & project
control

# each & every plan
documented

# User/Manager/
Auditors reqd to
participate-
approval/sign off

# Testing before
implementation

# Training

# Review
effectiveness &
efficiency

# Maintenance &
updation

1. Waterfall

2. Prototype
3. Incremental
4. Spiral

5. Rapid
Application
Development
6. Agile

1. Preliminary
Investigation

2. Systems
Requirement
Analysis

3. Systems Design
4, Systems
Acquisition

5. Systems
Development

6. Systems Testing
7. Systems
Implementation
8. Post
Implementation &
Maintenance




SYSTEM DEVELOPMENT METHODOLOGY/ APPROACHES
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!

WATERFALL || SPIRAL II RAD I PROTOTYPE I AGILE || INCREMENTAL
1} ! 1} |
# Linear # Iterative # Small/Pilot version (Dummy) ||# Iterative # Linear & lterative
# Rigid # Linear & Iterative # Seasonal Business # Identify additional # Flexible # Components
# Traditional # Waterfall + Prototype # Fast requirements # Customer Satisfaction # Separate delivery
# Business # Large, expensive projects ||# Less costly # User participationn # No Standards # Slow

Requirements are
constant

# Changes not
possible

# High Customisation
# Skilled project manager

# Essential features only
# Poor quality

# Innovation & flexible
# Less documentation &

# No Documentation
# Dynamic business

|

# User satisfaction
# Good Quality
# Moderate Control

|

# Projects divided
into sequential
phases

# An acitivity is
undertaken only
when its prior step is
fully completed

# Tight control
maintained over the
life

# Defining requirements

# creation of preliminary
design for new system

# Construction of 1st
prototype from the
preliminary design

# 2nd Prototype procedures
evalute 1st prototypes and
define requirements,
planning, designing,
constructing & testing of 2nd
prototype.

# Much emphasis on risk
analysis & resolution

# Project development
activities are presented in
spiral mode rather than
sequential activities

# Tries to combine the
advantage of Top down &
bottom up concepts

Eg. Game development

# Minimal planning in favour
of RAPID prototyping

# Fast development quickly
delivery of high quality at low
cost

# Joint application
development - Users &
Developers are actively
involved

# Use of CASE Tools, GUI
builders, DBMS and other
available best technique.

Testingn
!

4 Steps:
1. Identify IS requirement

2. Develop the Initial Prototype

3. Test & Revise
4. Obtian user sign off of the
approved prototype

# Seeks to develop a smal pilot
version called Prototype of full
or part of a system

# Built quickly & at lesser cost
with intention to modify or
replace it later

# Conceptual Framework
# Advocate the principle

# Build short, build often

# Given project is broken
up into subprojects & each
sub projects is developed
& integrated into already
delivered system

# Customer get continuous
delivery of useful & usable
systems

!

# Step is repeated again &
again until project is
completed

# Does not start with full
specification of
requirements

# Each component delivered
when it is completed

!

# A little more is added each
time

# Model is designed
implemented & tested
incrementally

# Product decomposed to
different components each
of which is designed
seperately

# Approach: Waterfall &
Prototype




PRELIMINARY INVESTIGATION
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IDENTIFICATION OF
PROBLEM

IDENTIFICATION OF
OBJECTIVES

DELINEATION OF SCOPE

FEASIBILITY STUDY

REPORTING TO THE
MANAGEMENT

INTERNAL CONTROL
ASPECTS

J

|

|

J

J

|

|

# Areas of Inquiry

@ Project request -
Clarify and understand
@ Project Size -
Determine

@ Method - Technical &
operational feasibility of
alternative approaches
@ Cost & Benefits -
Assess alternative
approaches

@ Report submissionn
to mgmt/steering
committee with
recommendation ->
Accept/Reject

# After identifying
problem, easy to
workout the objective
of proposed solution
# Ex: Railway
reservation system -
Objective - Booking of
ticket from source to
destination faster
than real time

Scope determination
on following
dimensions:

| Data Collection to delineate the scope

|

|

| ASPECTS

METHODS

|

J

|}

1. Constraints

2. Functionality
Requirement

3. Interface

4. Reliability
Requirement

5. Data to be processed
6. Control Regirement
7. Performance
Requirement

# Initiator Perspective
# User Perspective

# Quantification of
Benefits

# Change
Management

# Other Factors

2 Method which

helps in anlysing the
scope of Project:

1. Behavioural
2. Economic
3. Schedule

4. Technical

5. Financial

6. Legal

7. Operational
8. Resource

1. Reviewing Internal
Documents

2. Conducting
Interviews

MT: CON (kaun) F I R
kiya D C P pe

MT: Rakhi ke B F ne
uske makeup k cost
me ECONOMICALLO
ST ho gaya

|Ex: Infosys to ICICI

# To check all the earlier
steps are correct




SYSTEM REQUIREMENT ANALYSIS

INTERVIEW lene k

. Internal Control

Relationships

4. Systems Analyst

# If SRS signed off

# All user

] | | | | | |
EACT FINDING ANALYSIS OF ANALYSIS OF SYSTEM DEVELOPMENT || ROLES INVOLVED IN || REPORTING TO THE INTERNAL CONTROL
PRESENT SYSTEM PROPOSED SYSTEM TOOLS SDLC MANAGEMENT
| | | | | | |
1. Documents 1. Data Files 1. Output {MAJOR CLASSICATION |
2. Interviews 2. Inputs 2. Database i # Present system
3. Questionnaires  |[3. Documentation 3. Input data 1. System components & ||1. Steering # Analyst prepare a  |lanalysis is properly
4. Observation 4. Historical Aspects |{4. Method Flows Committee document called SRS ||done?
5. Overall Analysis 5. Workload & 2. User Interface 2. Project Manager  ||(System Requirement |{# Appropriate Domain
MT: OBSERVER 6. Methods timings 3. Data Attributes & 3. Project Leader Specifications) Expert were engaged?
7
8

liye QUESTION ko
DOCUMENTATION
kiya

. Output

MT: D | D me HISTORY
raha hai kiO M |
OUTstanding
performance kiya

4. Detailed System
Processes

5. Team Leader

6. Programmer/
Deverlopers

7. Database
Adminstrator

8. Quality Assurance
9. Testers

10. Domain Specialist
11. 1S Auditor

becomes CONTRACT

!

SRS Contains:
# Introduction
# Information
description

# Functional
Description

# Behavioural
Description

# Validation Criteria
# Appendices
# SRS review

requirements of
proposed system
been considered?
# SRS document
properly made and
vetted by users,
Domain experts,
system anlaytics?




SYSTEM DESIGNING

|} | ] | |} |
ARCHITECTURAL DESIGN OF DESIGN OF USER INTERFACE PHYSICAL DESIGN SYSTEM'S OEPRATING || INTERNAL DESIGN
DESIGN DATA/INFORMATION DATABASE DESIGN - PLATFORM CONTROLS

| FLOW | | | i | |
# Hieracrhy of l Major Activities: 1. Form # Hardware for client # Management report
modules and sub 1. Conceptual 2. Content application & server ||# New system of stage | & Il were
modules with the Flow of data from one [[Modeling 3. Timeliness application required an reffered by System
help of Tools called component to another ||2. Data Modeling 4. Volume # Operating system [|operating platform  ||Designer?
"Functionnal 3. Storage Structure |[|5. Format requirement including H/S, # All control aspects
Decocmposition" Design 6. Media # Networking network, which not ||been properly
# 3 elements: 4. Physical Layout 7. Input # Processing - currently available in||covered?
1. Module Design 8. Output Batch/Online/Real organisation # Separate review of

2. Connection —p

3. Couple ,_>

MT: F C road pe
jayenge TV & FM ko
IN OUT karenge

time

# Frequency of
Input/Output

# Month end
Cycles/periodical
processing

MT: D A D | PHYSICALLY strong thi OPERATION k liye

design document
done by internal
auditor?




SYSTEM ACQUISITION & DEVELOPMENT
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| ACQUISITION Il DEVELOPMENT
! ! ! | | ! | | ! |
| WHAT | ACQUISITION FOLLOWING VALIDATION OF VENDORS' PROGRAM || PROGRAMMING PROGRAM TESTING PROGRAM PROGRAM
l STANDARDS CONSIDERATION PROPOSALS CODING LANGUAGE DEBUGGING || PROGRAMS || DOCUMENTATION || MAINTENAN
# Hardware 1 FOR ACQ OF H/S | { { | { | | CE
Acquisition { | FACTORS || ~ METHOD | # Application ||# Correcting |
# Software Y Y programs are ||programming ||# Careful & # Business
Acquisition iy g quring: #The logic of | coded in the ||language thorough application
# Contracts, Security, 1. Vendor 1. Checklists program form of systex & testing of # It is writing keep on
Software Reliability, & Selection 1. Performance ||2.Pont Scoring outlined in statements or ||diagnostic each procedures which ||changing,
license Functionality 2. Geographical v/s Cost Analysis flowcharts is || instructions and |{errors so that |lprogramis |l dicates the thus call for
already built into location of vendor (|5, cost v/s 3. Public converted the same is program imperative to working description modifcation
a product 3. Presentation by ||genefits Evaluation Reports||into program || converted by the [|compiles successful of program of various
# Ensuring: selected vendors |3 npaintaina-  ||4- Benchmarking  ||statements compilerto  |[cleanly installation |l |+ must include:  ||Program
Acquiring 4. Evaluation of bility or Problems or object code for of any @ What Program # By
products users feeback Adoptability 5. Testing instructions || the computer to system shoud do Maintenance
compatible with 4. Compati-bility ||Problems # Standard & || understand and @ Output/Input & ||Programmer
existing systems 5. Vendor Syntex execute. processing to be
# Invitations to Support Services || MT: B P S CTEST should be performed
tender & Request karenge followed # High Level General Purpose @ Deadling for

for proposals
# Establishing
acquisition
statndard to
ensure
functional,
security and
operational

requirements.

Progamming Language - COBOL &
C

# Scripting language - JAVAscript,
Vbscript

# Object Oriented Language - C++,
JAVA

# Decision Support or Logic
Programming Language - LISP &
PROLOG

finishing program
@ |dentify
programming
language to use &
the coding
standards to follow
@ System
environment to
which the program
should fit

@ Testing
requirement to
certify the program
for use




SYSTEM TESTING

SYSTEM IMPLEMENTATION
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SYSTEM

IUNIT TESTING I INTEGRATION REGRESSION FINAL Internal Testing EQUIPMENT TRAINING SYSTEM SYSTEM
l TESTING TESTING TESTING ACCEPTANCE Control INSTALLATION || PERSONNEL || CHANGEOVER || CHANGEOVER
| || || TESTING ] || || STRATEGIES ACTIVITIES
2 Methods: l # Site ! |

#5 categories of ||1. Bottom-up Types of 2 Major Preparation #Whena ||1. Direct

tests on a Integration Testing: Activities: # Test suite # Installation of || new system ||Implemen- 1. Procedure

program unit: 2. Top-down # It is done to 1. Recovery 1. Quality prepared by testers ||"€W is acquired, ||tation Conversion

1. Functional Tests||Integration ensure that Testing Assurance includes actual Hardware/Softw || which often ||2. Phased 2. File

2. Performance unmodified part ||2. Security Testing business scenarios? |lare involves new ||Changeover Conversion

Tests of the program ||Testing 2. User # Test data used # Equipment hardware & ||3. Pilot 3. System

3. Stress Tests modules are 3. Stress or Acceptance covers all possible ||Checkout software, ||Changeover Conversion

4. Structural Tests intact. Volume Testing ||Testing: aspects of system? both users ||4. Parallel 4. Scheduling

5. Parallel Tests i.e. changes 4. Performance ||# Alpha Testing ||# CASE tools like and Changeover Personnel and
| | made in one Testing # Beta Testing "Test Data computer Equipment

# Techniques: place should not Generators" have professionals

1. Static Testing have impact on been used? generally

@ Desk Check other place # Test results need some

@ Structured # It ensure that documented? type of

Walk Through changes or # Tests performed training

@ Code
Inspection

2. Dynamic
Analysis Testing:
@ Black Box
Testing

@ White Box
Testing

@ Gray Box
Testing

corrections have
not introduced
new faults.

in their correct
order?

# Modifications
needed based on
test results been
done?

# Modifications
been properly
authorised and
documented?




POST IMPLEMENTATION REVIEW &
SYSTEM MAINTENANCE

OPERATION
MANUALS

AUDITORS' ROLE IN SDLC

|

|

|
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POST SYSTEM

IMPLEMENTATIO || MAINTENANCE
N REVIEW {

1 1. Perfective
Types of Maintenance
Evaluations: 2. Scheduled
1. Development Maintenance
Evaluations 3. Corrective
2. Operational Maintenance
Evaluations 4. Rescue

3. Information
Evaluations

Maintenance
5. Adaptive

Maintenance
6. Preventve
Maintenance

# A cover page

# Preface

# Contents Page
# Guide

# Trouble-
shooting

# FAQs

# Glossary

# Contact details

# Primarily amied at
providing an opinion
on"

@ Efficiency

@ Effectiveness

@ Economy

of project
management.

Following control considerations:

1. Documented policy & procedures

2. Established project team with all
infrastructure and facilities

3. Developers/IT managers are trained on
the procedures

4. Appropriate approvals are being taken at
identified mile-stones

5. Development is carried over as per
standards, functional specifications

6. Separate test invironment for
development/test/production/test plans
7. Design norms and naming conventions
are as per standard and are adhered to
8. Business owners testing and approval
before system going live

9. Version control on programs

10. Source code is properly secured

11. Adequate audit trails are provided in
system

12. Appropriateness of methodologies
selected.




