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1. BCM | Needs " Advantages ” BCM Policy " Objectives " Review " BCM Process |
2.BCP ! ! ! ! ! !
3.DRP 1. Poractive 1. Identify Critical Components of BCM
4. Plans #BCM is assessment of | |# It is a high level ||Services & 1. Organisation Process
5. Backup important to Threats & Risks | |document Activities # All key products ||Structure
6. Audit of meet enterprises ||2. Planned # which guides to  ||2. Ensure & services have 2. Implementing  ==|1. Information
BCP & DRP__ |lbusiness Reponse make a systematic ||continuity of key ||been identified Business Continuity collection process
objectives & 3. Regular approach services # BCM policy 3. Documentation 2. Strategy process
#to ensure Testing & # for disaster 3. Incident reflects priorities |8 Records 3. Development &
continuity of Training recovery to bring  ||management # Capability to Implementation
services & awareness among ||4. Test, Revise & ||control incident process
operations of person Update BCP # Updated 4. Testing &
enterprise. # to test & review ||5. Assign # Maintenance Maintenance process
BCM Responsibilities to ||Program 5. Training process
members # Training &
BCM Awareness
# Roles & MT: ICP ek STRATEGY
BCP Responsibilities DEVEOP karega TEST
MATCH khelne k liye
DRP BCM ko TRAINING

dega




BCM PROCESS
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# Responsibility
should be clearly
defined and

# appropriate
authority should
be made
accountable.

Major activities
carried out include:
# Defining scope

# Roles &
responsibilities

# Involvement of
stakeholders

# Testing on regular
basis

# Review, reworking,
updating plan

# Managing cost
benefits

# Convert policies and
Stratigies into action
# Maintaining
currency &
appropriateness of
business continuity
program

# BC Policy

# Objective

# BlA report

# Schedule & results
# Training program
# Risk assessment
report

# Incident log

# BC stratigies

# Training program
# BCPlan

# Activities
undertaken by each
function

# Implementation:
1. Define test

approach

2. Identify test team
3. Structure Test

4. Conduct Test

5. Analyse Test
Results

6. Modify Plans

BIA ((:::;c?:::acttli?/i:ic;i Risk Assessment # Preparation is fTo implement.
strategy; exclusive
L ! ! needed to orgainsation structure
implement the & incident
1. Business # To decide strategies for management team is

# Without this Categorization ||priority of Risks prote.cting critic.al required.
organistion # Vital # Determine functlon.s & their |1 Incident
can't survice # Essential Threats & supporting Management Plan:
# Critical # Desirable Vulnerabilities resources. @ To manage intital
#No 2. Disaster # reduce the phase of risk
dependency  ||3¢cenario likelihood @ should be standard
# It enable BC ||# Major # Shorten the & flexible
team to # Minor period of @ Support from TOP
identify #Trivial disruption management
@ Critical # Catastrophic _||# Limit the 2. Business Continuity
system impact Plan:
@ Processes | I @ Technical
@ Functions I Testing & Maintenance I @Business
@ Economic 1 { v
impact |  Testing || Maintenance || Training
@ tolerable l l

downtime or
pain threshold

Responsibility

confidence of
Stakeholders

| Why BCM cultures
# Task ! supported by
determines # To make l
following: program more # Involvement of
@ To ensure plan| |efficient Senior Personnel
version control # To minimise # Assignment of
@ Maintenance likelihood & Responsibilities
Process impact of # Awareness
@ Updated disruption # Training
@ Ownership & # To gain



BUSINESS CONTINUITY PLANNING
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What {| Areas || Objectives || Goals || Phases || Methodology/ || BCPManual || Continuity Life
|| | [ | | Characteristics i Cycle
L. Busine.ss 1. Continue Critical 1. Pre-Planning ! #itisa !
# Plan lays out Resumptlon Business 1. Identify activities documented
steps to be Planning 2. Co-ordination Weakness 2. Vulnerability 1. Understanding of | |description of 1. Risk Assessment
initiated on 2. Disaster 3. People's Safety 2. Effective Assessment efforts required actions to be 2. Determination
occurance of a Recov.ery 4. Succession Co-ordination 3.BIA 2. Commitment from| |taken before, of Recovery
disaster, Planr'n.ng Management 3. Reduce 4. Detailed management during & after Alternatives
combating it & 3. Crisis 5. Reduce Complexity || yefinition of 3. Impact analysis the event of 3. Recovery Plan
returning to Management Complexity 4. Mir?imise Requirement 4. Business Business implemenation
normal 6. Minimise Duration 5.Plan Continuity teams Disruption. 4. Recovery Plan
operations. Duration Development 5. Understandable # It is expected validation
# It’s a plan for 7. Minimise MT: WEAK C | |6. Testing 6. Updated to give:
running the Damage cD /Excercising 7. Focus on @ Assurance to MT: RISK ko D RL
business under 8. Identity Critical Program prevention & impact | |Senior Mgmt Ve karenge
stressful and time Line of Business 7. Maintenance minimisation @ Specify
compressed Program responsibility of
situations. MT: B CP ko 8. Initial Plan BCM teams
SUCCESSFUL Testing & @ Anticipate
banane k liye and Implementation various types of
COMPLEXITY ko incidents

reduce karne k liye
DDLj

MT: PV
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DISASTER RECOVERY PLANNING || TYPES
| | | | |
Contents | Audit Il Backup || Plans Alternate
] i [ | [ ] Processing Sites
!
MT: TAJ me EMERGENCY # Identification of 1. Full Backup 1. Emergency Plan| |1. Hot
bomb blast hua, sara @ Business Impact 2. Differential 2. Recovery Plan |]2. Cold
business dusri LOCATION pe| |Analysis Backup 3. Test Plan 3. Warm
move kiya, INVENTORY @ Key Employees 3. Incremental 4. Backup Plan 4. Reciprocal
kaha hai iska @ Simple & Backup
DOCUMENTATION kiya. Understandable 4. Mirror Backup
Blast se pahle sabko @ Realistic
AWARE & TRAIN kiya tha. Is | |@ Backup Procedures
plan ko already test kiya @ Test Plan
tha. Sab ko PLAN ka @ Updated

PURPOSE &
RESPONSIBILITY pata thi.
isliye PHONE LIST me dekh
kar POLICE, INSURANCE,
AIRLINES ko call kiya. H/W
& S/W jal gaye the to
VENDOR se firse kharide.
BACKUP tha isliye jyada
data loss nahi hua.
RECOVERY hone tak
MANUAL system se
MAINTAIN kiya FALLBACK
PROCEDURE.

@ Recovery Sources
@ Review existing
DRP

@ Whether Backup
Offsite

@ Methodology




