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& INFORMATION SYSTEM SECURITY
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1. Information
Security

2. IS Policy

3. IS Controls

4. 1T General
Controls

5. Controls over
Data Integrity &
Security

6. Financial
Controls

7. Personal
Computer
Controls

8. Cyber Frauds

What Information
is Sensitive?

Classification of
Information

Need for Protection
of IS

IS Security
Objective

!

l

l

l

1. Strategic Plan
2. Business
Operations
3. Finances

[MT: BSF

1. Top Secret
2. Highly
Confidential

3. Proprietary
4. Internal use
Only

5. Public
Documents

MT: Tum se Hi
Pyaar hai ye
INTERNALLY

pata tha but ab
PUBLIC ko v
maalum hai

1. Widespread use of
Technology

2. Interconnectivity
of systems

3. Devolutionn of
management and
control

4. Elimination of
distance, time and
space as constraints
5. Uneveness of
technological ch

6. Attractiveness of
conducting electronic
attacksanges

7. External factors:
legislative, legal &
regulatory
requirement or
tehcnological

developments

IMT: WIDEUAE

1. Cofidentiality
2. Integrity
3. Avaliability




INFORMATION SECURITY POLICY
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TYPES & HIERARCHY OF ISP

Key Components

" Issues to Address ||

Members

!
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User Security Policies

i Organisation Security Policies

||Condition of Connection
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isati Information
5 Acceptable %Mal_ Network & System e .
User Security . Information Security || —_ . Classification
- Usage Policy Poli Security Policy T
olicy Policy
#Use but # It sets out the # It sets out the
# Responsibility |[only uptoa fiGroup policy for # It sets out the Policy for
& Requirements ||certain limit |lsecurity of policy for protection ||classication of # Sets out group policy for
for all IT system @ Information of Network Information connecting to the network.
users. assets

@ IT systems

MT: USER ACCEPT karega ORGANISATION ke NETWORK ko CLASSIFY karke CONNECT karega

1. Purpose & Scope

2. Security Infrastructure
3. Security Policy
Document Maintenance
& Compliance
Requirement

4. Incident Response
mechanishm & Incident
Reporting

5. Security Organisation
Structure

6. Inventory &
Classification of Assets
7. Descriptionn of
Technologies &
Computing Structure

8. Physical &
Environmental Security
9. Identity Management
& Access Control

10. IT Operations
Management

11. IT Communications
12. System Develpment
& Maintenance Controls
13. Business Continuity
Planning

14. Legal Compliance
15. Monitoring &
Auditing Requirements

1. IS Definition

2. IS Important

3. Brief Explanation
of Security

1. Management
2. Technical
Group

3. Legal Experts

*Policies*Principles
*Standards*Compli
ance
4. Definition of IS
Responsibilities
5. Reference to
Supporting
Documentation

|
& Auditors Ensure
1. IS Policy has
Owner
2. Employees are
aware of its
existance
3. No
contravention of
policy by
employees
4. Security Policy
Manual
5. Maintenance &
Updation




INFORMATION SYSTEM CONTROLS
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Need

|| Objectives || Impact of Technology ||

Classification of IS Controls
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# Quality decision
making

# Cost of
computer abuse
# Damaging due
to computer
error

# Asset safeguard
# System
effectiveness
objectives

# System
efficiency
objectives

# Maintenance of
privacy

# Data integrity
objective

# Controlled
evaluationn of
computer use

# To reduce or
if possible
eliminate the
cause of the
exposure to
potential loss

1. Competent &
Trustworthy Personnel
2. Segregation of Duties
3. Authorisation
Procedures

4. Adequate Documents
& Records

5. Physical Control over
Assets & Records

6. Adequate
Management
Supervision

7. Independent Checks
on Performance

8. Comparing Recorded
Accountability with
Assets

9. Delegation of
Authority &
Responsibility

Objective of
Controls

Nautre of IS
Resources

Audit Functions
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1. Preventive

2. Detective

3. Corrective

4. Compensatory

1. Enivronmental
2. Physical Access
3. Logical Access

1. Managerial
2. Application




LOGICAL ACCESS CONTROLS
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WHAT || ACCESS PATH || WHO | WiERE |  MECHANISM || EXPOSURES (If logical Access Control are Weak) ||~ How
# Anyone 1. Identification Technical (On Asynchronous Coml;;uter # User Id
# Controls 1. Online # Hackers # Data 2. Authentication Data) Attacks (On Crimes (Impact ||# Using
related to Terminals (Login ||# Competitors # Password 3. Authorisation Network) of earlier2) ||Access
logical access ||ID & Password) # Crackers Library — 3 1. Data Diddling Control
to information |[2- Dial up Ports # Emp!oyees # Application | MEASURES {|2. Bomb # Data
resources (Identify remote ||# Foreigners Software l 3.Trojan Horse  ||1. Data Leakage |1 Financial loss [||ENCryption
Operating user) #1S Pgrsonnel # System Software 4. Worm 2. Subversive 2. Legal # Firewall
systems 3. Telecommun- |[# Auditor # Printer 4. Operating System ||5. Rounding Threats Repercussions || Network
controls, ication Network # Log File Access Control Down @ Invasive Tap 3. Loss of monitor
application (Same security # LAN 6. Salami @ Inductive Tap Credibility or
software same as online Techniques 3. Wire Tapping Competitive Edge
boundary terminals) 3. Network Access 7. Trap Doors 4, Piggybacking 4. Blackmail/
controls, Control 5. Denial of Industrial
networking 1. User Access 2. User # Automated 5. Application ||Service/Shutdown ||g¢pionage
controls, Mgmt Responsibilities Terminal and Monitoring 5. Disclosure of
access to Identification System Access Confidential,
database # User #Password use ||y Policy on use of ||# Terminal log-in Control MT: D L THREAT [ISensitive or
objects, Registration # Unattended Network services ||Procedures diya ki WIRE me ~ [[Embarassing
encryption # Privilege Mgmt ||user equipment # Enforeced Path | |# Access Token TAPE laga ke Information
controls etc. _||# User Password # Segregation of  ||# Access Control list ||# Information PIGGYBACKING 6. Sabotage
Mgmt networks # Discretionary Access restriction |[arke system ko  ||7. Spoofing
# Review of user # Network Access Control # Sensitive SHUTDOWN kar

access rights

MT: NETWORK waale ko
RESPONSIBILITY diya gaya ACCESS
dane ka, 3 chizo ka..OPERTING
SYSTEM, APPLICATION, MOBILE

connection and
routing control

# Security of
Network Services
# Firewall

# Encryption

# Call Back
Services

# Recording of
Transaction Log

# User Identification
& Authentication

# Password
managment system
# Use of system
utilities

# Duress alarm to
safegaurd users

# Terminal time out
# Limitation of
connection time

System isolationn
# Event Logging
# Monitor system
use

# Clock
synchronization

dega

6. Mobile

Computing




PHYSICAL ACCESS CONTROLS

ENVIRONMENTAL ACCESS CONTROLS

| | | | | | | | ! |
|  WHERE || EXPOSURE || WHO | TYPES/ CONTROLS FOR EXPOSURES || THREATS || WHAT || CONTROLS |
| | | ! | | | | | |
# Employees: | tocks || otHErRs || LoG || PIM 1. Fire It happens

# Computers  ||# Blackmail @ Strike ! | ! 2. Water due to the 1. Fire:

# Power # Embezzlement @ Dis-satisfied # Cipher # Manual # PIN 3. Pollution elements of |, Extinguisher,

Backup # Theft @ Terminated # Bolting # Electronic | #ID Badges 4. Power nature Alarms, Detectors,

# Servers # Abuse of data @ Financial/ # Electronic # Plastic Cards ||5. Earthquake Suppression

# Switches processing system ||Emotional # Biometric # Bonded 2. Water:

# Input/ # Unauthorised  ||Problems 4 CCTV # Detectors,

Output Devices ||entry @ Former # Fencing raised floor

# Cables # Public @ Addicted # Security Guards 3. Dust:

Disclosures @ Part time # Trap Door # AC, Regular
# Damage # Video Cameras cleaning
# Firewall 4. Power:
MT:BETA # Dead man door # UPS, Stabiliser,
UNAUTHORISED # Escort Power Backup,
ENTRY karke # Post Box Circuit Break
PUBLIC ko # No Indication
DAMAGE # Alarm System
pahuchaya # Perimeter

fencing
# Computer

Terminal Locks




MANEGARIAL CONTROLS & TYPES OF MANAGEMENT SUBSYSTEM
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TOP MGMT INFORMATION SYSTEM PROGRAMMING DATA QUALITY SECURITY ADMINSTRATIO OPERATIONS MGMT
SYSTEMS MGMT || DEVELOPMENT MGMT ADMINISTRATION ASSURANCE N
] ] ! ] | ] ]

# Planning # Planning Threats: # responsible

# Controlling Activities: # Control # Developer # Fire for addressing

# Organising # System # Design must ensure thel|l# Water planning and 1. Computer Operations:

# Leading # Overall Authorisation # Coding # Since data is quality of the l1# Pollution control issues in |],, Operation Control
responsibility for ||Activities # Testing critical, it is software is # Power relationtouse |, Scheduling Control
the planning and ||# User # Operations & |limportant to checked before |{# Intrusions of an # Maintenance Control
control of all IS ||Specification Maintenance maintain integrity, ||itis delivered to |} Hacking organisation's |1, Network Operation:
system Activities reliability, user. # Virus data # Communication lines
# Advice to Top  ||# Technical avaliability and # Structural # Hardware
mgmt on logn Design Activities accuracy of data, by Damage # Software
run policy # Internal appointing senior # Misuse of # Component
decision making [JAuditor's trustworthy person, Software, Date & 3. Data Preparation and
# Translates long [{Participation maintaining & Services Entry
run policies into [{# Program monitoring logs of ! 4. Production Control
short run goals & || Testing data. Controls: File Library
objectives # User Test & # Physical 5. Documentation and

Acceptance # Logical Program Library
Procedures # Environmental 6. Help Desk/Technical
# DRP Support
# Insurance 7. Capacity Planning and

Performance Monitoring
8. Management of
Outsourced Operations




APPLICATION CONTROLS
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| BOUNDARY || INPUT | communicaTion || PROCESSING || DATABASE I output
! 1 ! ! ! 7 |
1. Cryptography |} SOURCE DOCUMENTS DATA CODING BATCH VALIDATION CONTROLS 1. Processor controls I UPDATE REPORT
2. Password CONTROLS CONTROLS CONTROLS Y Error Detection and | { 1. Storage &
3.PIN 1} ! L 1} L 1 1. Physical Correction logging of
4.1d Cards # Transcription FIELD RECORD FILE component controls ||y Multiple Execution 1. Standing sensitive,
5. Biometric # Pre numbered Errors: INTERROGATION _ || INTERROGATION || INTERROGATION 2. Line error control |lgtates 1.Sequence [|Data critical forms
Devices # Sequence @ Addition (876 - 3 Controls ! { { 3. Flow controls # Timing Controls Check 2. Print-Run-  ||2. Logging of
# Periodically Audit ||8766) for 4. Link controls # Component between to-Run control floutput
@ Truncation (876 -|| # Physical 5. Topological Replication Transaction & || Totals program
87) Batch 1. Verson Usage  [|controls 2. Real Memory Master file 3. Print executions
@ Substitution (876 || # Logical l1. Limit Check 1. Valid Sign 2. Internal & 6. Channel access Controls 2. Ensure Al [ISuspense 3. Spooling/
- 867) Batch: |[le.g. Field should not |[|("+" sign is used ||External Labeling ||controls 3. Virtual Memory records on account queuing
# Transposition 1. Financial ||pe > 6 for discount) 3. Data File 7. Internetworking || controls files are Entries 4. Controls
Errors: Total 2. Cross Check 2. Sequence Security controls # Identification processed 4. Existence/ |lover printing
@ Single (reverse) ||2. Hash Total e.g. Credit sales Check 4. Before and after # Authentication 3. Process Recovery 5. Report
49-94 3. Document ||should compared (order matching ||image and logging # Authorisation multiple Controls distribution
@ Multiple (2 non /Record  |lwith debtor with logical 5. File updating 4. Data Processing transactions and collection
adjacent digit) 123- count 3. Check Digit records) and maintenance controls for a single controls
321 e.g. CCV of Dc 3. authorisation # Run-to-Run Totals record in the 6. Retention
[to check Reasonableness ||6. Parity check # Edit Checks correct order. controls
transcripting & Check # Field Initialisation 4. Maintain a
transposition errors] ||e.g. Rate of gold # Exception Reports Suspense
4. Arithmetic Check  ||charged 2600/- # Reasonableness account
e.g. different ways Verification
validate results
5. Valid Code
e.g. OTP (check
against
predetermined code)
6. Picture Checks
e.g. Number in field
of name rejected




LY BACKUP k liye
jisko DISASTER k
time pe use
karenge

# Contractually, What
penalties or remidies to
protect tangible &
intangible values?

# Disclosure of sensitive
information is a serious
concern, Mandatory on the
Auditor's list of priorities.

that prevent
unauthorised
access to floppy
disk or pen drive

13. Trap Door

14. Super Zapping
15. Social
engineering
techniques

INFORMATION I DATA INTEGRITY I FINANCIAL PERSONAL | CYBE_R FRAUDS |
TECHNOLOGY l 1 | 1 CONTROLS || COMPUTER ||
GENERAL CONTROLS || cLAssIFICATION OF || CONTROLS || POLICIES || Security 1 |  CONTROLS  [|[REASONS ||CYBER ATTACKS "IMPACT || TECHNIQUES |
INFORMATION l # Authorisation { l !

1. Logical access 1 # Budget # Failure of

control over 1. Top Secret 1. Source Data ||1. Virus-Signature # Cancellationn internal control |1, Phising 1. Financial

# Infrastructure 2. Highly Controls Updating 1S Auditor evaluate the of documents 1. Physically system 2. Network loss 1. Hacking

# Applications Confider.1tia| 2. Input 2. Software following: # Dual Contrl locking the system [|¥ Failure of Scanning 2. Sabotage ||5 Cracking

# Data 3. Proprietary Validation Testing #Who is responsible for # Input/Output 2. Proper logging oragnisations to || 3. Virus/ 3. Legal Issues 3. Data Diddling

2. System 4. Internal Use Routines 3. Division of the accuracy of data? verification of equipment update Malicious Code 4. Loss of 4. Data Leakage

Development life Only 3.Online Data  ||Environments # Who is permitted to #Safekeeping  |I3 centralised themselved to |14, spam Credibilty 5. Denail of

cycle controls 5. Public Entry controls 4. Offsite Backup update data? # Sequential purchase of H/S new set of risk |15, Website 5. Disclosure Service attack

3. Program change |L2ocuments 4. Data Storage #Who is permitted to read number 4. Standards set || Smart Compromise/Mal |{of 6. Internet

management processing and ||5. Quarter-End and use the data? documents for developing, Fraudsters ware Propagation ||confidential, flro oicm

controls storage controls ||and Year-End # Who is responsible for testing and 6. Others: sensitive or 7. Logic Time

4. Data center 5. Output Backups determining who can read documenting # Cracking embrassing Bombs

physcial security controls 6. Disaster & update the data? 5. Uses of #E-mail forgery  |[information _ |{g Masquerading

controls 6. Data Recovery #Who controls the antimalware # Email threats or Impersonation

5. System and Data transmission security of the data? software # Scavenging MT: Finally {|9. password

backup and recovery controls MT: VIRU #1f 1S system outsourced, 6. Contorl over use # Eavesdropping || SAB log L CD ||cracking

controls SOFTWARE TEST || what security controls and of personal le gaya 1110. Piggybacking

6. Computer karke uska protection vendor have in computer and 11. Round Down

operation controls DIVISION kiya place to secure & protect their peripheral 12. Scaveging or
QUARTERLY/YEAR data? 7. Use of disc locks Dumpster Diving




