Protection of Information Systems

Spiral Model used for large & project. it is of
waterfall model, prototyping model & Incremental model. this model uses bottom up
and top down concepts

Step 1 : gather details or information in detail as much as possible. information can
be gathered various techniques, documents ,interview, questionnaire etc

Step 2 : Develop Preliminary design which should be approximation of system. here
organisation may face the risk of unclear objectives. This risk can be mitigated by
using prototyping model

(step 3 : Prototype I is developed which is approximation of system

A - identify the strength and weekness in prototype |

( & - Defined requirement for prototype I

C - Designed Prototype Ii
D - Test Prototype I

O{ Step 4 : Prototype Il is evolved by procedure

Spiral Model

1- Overall Risk Avoidance

[(2- s useful in selecting best development methodology Strength ]

(3 1t can incorporate Waterfall model, Prototyping Model and Incremental Model

o Firm Deadlines

[ 2 - Experience Programmers & Project teams are required

O| Weekness

of development

(- itis diffcult to exact

((4- Highly customised to each project, limiting usability ]

Appraches Towards Systems

develop software in parts

(2~ it uses waterfall model & Prototyping philosphy

(3~ every build is developed using waterfall model

[ 4 - each build is designed, developed & tested incrementally Basic Principles ]

a little more added at each & every time until product is finished it is also called

series of waterfall

———{ (6.1 when are cleared |
or 6- it can be used in following senariao |

“~~{ 6.2 when requirements are partly cleared & partly uncleared

[ 1 - More flexible than traditional model l

[2- concrete evidences can be provided throughout the project |\

3 - moderate control

(4~ knowledge of early increment can be used to develop software

Incremental Model

Of Strength

[ 5 - architectural risk will be avoided earlier in the project

6 - Gradual Implementation

(1~ Less Flexible than prototyping model |
((2- architectural risk may arise if

changes
Weekness
[ 3 - lack of emphasis on overall business & technical requirements

[ 4 - Well Defined interfaces are required Y

Traditional Model

Prototype Model

1 - project is developed in stages

stages needs to be followed in sequentially once the stages
2 - complete then user can go on next stage. if user is on
particular stage then he can not go back to prior stage

~ emphasis will be on full proof planing, documented , control & secured

Basic Principles system

~ after every stages deliverables are generated. deliverable can be anything

4
which can be deliveredat at the end of stage

5 - this approach is suitable when specification are cleared ]

6 - itis also called waterfall model ]

J 1 - ensure quality reliability adequacy & maintainability ]

2 - project progress is measurable ]

Strength
3 - fresh programme & project team can work on this project ]

‘{ 4 - conserve resources analysts can use multiples projects ]

1 - slow time consuming & cumbersome process ]

2 - inflexible

3 - suitable when requirements are cleared ]

4 - error and bugs are checked at later stage of development ]

[ Weekness

5 - testing can be preferred when systems is fully loaded ]

6 - excessive documents keeping uploaded is time consuming process ]

7 - documentation are not appreciated by end users ]

When Requirements are uncleared as in the case of MIS DSS etc Traditional
1 - Model is not suitable prototyping model can be used to make this
requirements clear

[ 2 - Identify the Intial Requirements ]O~{ 2.1 Focused will be on functionality rather than functional elements ]

3 - Develop Initial Prototype ]O—[ 3.1 Prototype means small & Pilot version which will be replaced by system ]

Basic Principles
Programmer will provide a demo of prototyping model to end users likes &

4.1 dislikes of end users will not be noted & dislikes part will be removed from
prototype model

4 - Test & Revise

_ user sign off for final prototype & scrap the prototype, develop new prototype
using the knowledge gain from scrap prototype

1 - especially useful in clearing unclear objectives ]

2 - Flexible ]

3 - improves user participation

Strength 4 - Knowledge can be used from early iteration ]

5 - Quick Implementation of function but incomplete ]

6 - Short time period is required to develop prototype ]

7 - error & bugs are detected in early in development process J

[ 1 - Approval Process is not strict

2 - requirements may change frequently & significantly ]

Weekness 3 - Non functional elements are not documented ]

4 - if user is not ready to spend time for experimenting prototype, it may be unsuccessful

5 - it may cause behaviour problem between developers and users J
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Protection of Information Systems

Risk Management

Internal Controls

e — IT Objectives to align with Business Objectives &
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Protection of Information Systems

{ Preventive control

Detective control

{ Corrective Control

©1 Based on Objective }»

{ Compensatory Control

{ Physical Access Control }

{ Logical Access control }

Based on Nature of IS Resources }»

{ Enviornmental Control }

{ Internal Accounting Control

{ Administrative Control

{ Operational Control

Based on Functional Nature
or 3 Component of Internal
control/ Auditors Opinion on
components of internal control

Record Keeping

—[ Logical Access Control ]

Authorisation

Impact on IT on Internal Control }G—[ Management & Supervision Review ]

Ol Categorise of Control

—[ Segregation of duties ]

Personal

Backup

Control Environment ]

{ Management Control

Risk Assessment ]

Based on Audit Functions } 3B

[ Application Control

Components of Internal Control Control Activities |

Information & Communication ]

Top Secret

| Highly Confidential

Proprietory Information Classification

Identification

[ Internal use only Access Control Mechanism |- Authentication

[ Public Documents Authorisation
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Protection of Information Systems

Who is responsible for Accuracy of Data

Who is permitted to update the data

Who is permitted to read & use the data

who is responsible to determine who can read & update the data
Who Controls the Data Security

Controls are outsource what are security at Vendor place

Contractual Penalties if control not at vendor place

Virus Signature update

software testing

Division of Environment

Off site Backup

Quarter end backup & Year end backup

Disaster Recovery

Auditors role in Evaluating adequacy of Internal Control for Data Security

Data Integrity Policies

Data Security

Logical Access Paths

3C- Logical Access Control

1- Dial up Ports
2- Online Terminals

3- Operator Console

4 - Telecommunication Control ]

1.3 Trojen Horse ]

2.1 Piggy Backing

ﬂ[ 1- Technical Exposures [O

Exposures :—{ 2- Asynchronous Exposures }

2.2 Wire Tapping
2.3 Data Leakage

2.4 Denial of Service

3.1 Financial Loss

3.2 Legal Liabilities

‘[ 3- Computer Crime Exposures O

3.3 Comppetitive Edge

3.4 Disclosure of Confidential Information

3.5 Blackmail

3.6 Sabotage
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Protection of Information Systems

effectiveness

O Operational Control

©

Quality Control

Top Management Control

Senior Managers takes responsibilities for IS Functions in organisation face
many challenges. Proper Strategic Plan & Monitor operational plan to
ensure it is aligned with strategic plan

Key Functions - Planning , Organising, Directing and Controling

Concurrent Audit

SDLC Audit 9 Post Implementation Audit }

General Audit

9{ PDLC - Programme Development Life Cycle

Security Administrative Control

,.{ Fire Damage }0-{ Fire Extinguisher, Smoke Detector J
"{ Water Damage }0{ Water Detector }

"{ Pollution }9*{ A/C and Regulat Cleaning }

‘{ Energy Variation }@{ UPD Voltage Regulators }

[ Integration Testing ©| Testing }“

System Testing

{ Adaptive

©| Operation & Maintenance }“

“{ Unauthorised }9‘[ Physical Access Control }
“{ Structural Damage }6—{ Facility Must withheld structural Damage
“{ Virus & Warms }O{ Activities Software }
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Protection of Information Systems

{ 1.1 PCare in Small Size & easy to connect & Disconnect

(1.2 Pendrives can be casily connected and transported outside the organisation

] 1 Risk Associated with PC
(1.3 Itis basically single user oriented machine & Does not provide adequate data_|
[ 1.4 SOD Difficult to implement ]

2.1 Physical loaking
2.2 Proper LOgging

(123 Centralised Purchase of HW &SW | [ 2 Controls Associated with PC |

{ 9 - Personal Computer Control

(24 The use of PC & Other Peripherals should be controlled |

2.5 use of antivirus software

[ 3.1 Identification & Authentication of Network ]

3.2 Network Admini ions.

3 Communication & Network Security |

(33 User Proper Network Control | [

(34 Encrypted Data Should be sent over Network |

[ 1.3 Pollution HO[ 1 Physical Security Control ]
(55 Uneuthorsed nmion )

\
22 Backup

O[ 8 - Data Centre / Computer Centre Control

[ 23 Antivirus

2- rsive threats

4- Recording of Transaction of Log

O 7 - Internet & Intranet Control

[ 1 - System Authorisation Activities l

1- Responsibilities

Organisational 2 Policies & Procedures
b e
. - Job Discripti
Techiiques JobiDiscriptions

4 - Segregation of Duties

[[2- Budgets
J

|
I

Financial
2 - Control
Techniques

3- Cancellation of Documents |

\|_4 - Dual Control
\
\|_5 - Input Output Verification

(6~ Management & Supervision Review |

1- IT Requirements
2 - IT Departments
3 - IT Steering Committee

Management

3 - Control
Techniques

1- Schedule Jobs

2- Manage Hardware & Software |

3- System Security
1- Activities of OS

4- Handle Interrupts

5 - Multiple user resource sharing ]

6 - Manitan Usage Records

3E - General Control

2 - End User Agreements

System
((3- Intemnal Auditor Participation 40| 6 - Development
4- Programme Testing Control

((5- User Acceptance Procedure |

1 - Direct itself from end users
2 - Direct From each others

{ 2 - Control Objective ]

3 - Direct from user from themselves |

4 - Protect os from itself
5 - Protect from Environment
1- Login Procedure

2 - Access Control List
3 - Security Components

4 - Operating Systems

4 - Discretionary Access Control ]

[ 1- Always Purchase S/w from reputed vendors ]

{ 2 - Examine the software before examinations ]

[(4- Remedies From Destructive Programme Jo/ [ 3 - Testthe software on stand alone CPU |

4- Make Backup of K

('5- Always use updated antivirus s/w |

)= Resorang o
(o= oo Dumprgr oo

5- Logging of Input Transaction ]

Data
5 - Management
Control

{ 6 - Logging of Changes to data ]

Dipesh Mewada



