CISA Module 5
Protection of Information Assets- 
1. Information Security Management
a) What is Information system? 
In today’s world, it’s very difficult for any organization to survive without information system. Not only for organization, even in our personal life, information system plays a significant role. Can we think of going to bank every day to withdraw money? We would rather prefer going to an ATM to withdraw money. That’s the simple example of technology that is playing in our life. Now what constitutes Information system. Broadly, Information system will constitute the following:
(i) Software
(ii) Hardware or tools
(iii) Information (meaningful data).   
                  In simple terms to correlate this to our daily life, our smart phone can be  
                  an example of   Information system. The smart phone is a tool or  
                  hardware, the apps are the software and the data in the phone is the  
                  information.  Now in case of an organization, the information system will  
                  be bit more complex. The components of an organization will be  
                  desktops, workstations, network and its devices, servers, ERPs etc. These  
                   components of information systems are indispensable part of the  
                   organization.

b) Why Information system management?
As mentioned above, information system is an indispensable part of today’s modern world. Information is an asset for an organization. So, it is important to protect the asset. If the system fails or the information asset is lost, the business may come to a halt. For example, if the ERP system of an organization stops functioning for some time, the invoicing for the company may stop. This will result in non-delivery of goods to the customer. Similarly, if the customer details of a company get leaked to a competitor company, the business of the company may be hampered and may be poached by the competitor company.

c) How the information system can be managed?
To manage information systems, on a broader perspective, an organization must:
(i) Prepare and develop a policy document on security Management
(ii) Decide on performing its information systems related actions around the policy (also may be termed as “process & procedures”) 

             

 Now, what are these processes and procedures broadly. 

a) Security Awareness Program: Employees should be made aware of the importance of Information system protection.

b) [bookmark: _GoBack]User Access Management: The access of employees, contractor, consultants, auditors or any other relevant person’s access to information system should be controlled. It should not be so that everyone has uncontrolled access to the IT systems.

c) Security Incident Management: Any issues/problems arising in the IT system (also termed as incident) should resolved properly and without wasting much time.

d) Vulnerability management: As the term ‘Vulnerable’ refers to as quality of being easily attacked. So, it’s important that areas within information system should be identified as vulnerable. 

e) Service Provider Management: Information systems within an organization will always not have people from within the organization. There will be dependency on the outsider/third party. This may be in the form of software developer for the organization or as a third-party support team. So, there is always a risk of the confidential information of the organization may get leaked. So, it is very important to manage these third parties considering the risk involved.


f) Encryption: This is a technical aspect. By this process, the information that travels through network, has a considerable risk of getting leaked when the information/data is travelling through a network. So, by encryption, the plain text of the information is hidden into a format which cannot be read by human (also known as Cipher text). Only the sender and the receiver will know the exact message.

g) Network Access Management: The most important aspect of information systems in today’s world is “Network connectivity”. From emails, ERP, chat, video conferencing, websites – information is travelling across the globe. So, it is very important that the network of the organization is secured since if any outsider/third party gets access to the network then the information travelling within the network of the organization may be leaked.


h) Physical environmental control: The hardware items of the information system like computers, laptops, network equipment, cables requires a specific environmental condition like temperature, cleanliness, moisture, proper power supply. So, it’s important that the environmental conditions are maintained.

i) Physical control: Finally, the laptops, computers, network equipments may be damaged or stolen by any unauthorized person or an employee.
