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Chapter 1: Concepts of Governance and Management of 

Information Systems 
 

Q1. Explain the major functions of the IT Steering Committee?             (May 2017) 
 

Ans. The major functions of the IT Steering Committee would include the following:  
 

♦ To ensure that long and short-range plans of the IT department are in tune with enterprise goals and 

objectives;  

♦ To establish size and scope of IT function and sets priorities within the scope;  

♦ To review and approve major IT deployment projects in all their stages;  

♦ To approve and monitor key projects by measuring result of IT projects in terms of return on 

investment, etc.;  

♦ To ƌeǀieǁ the status of IŶfoƌŵatioŶ SǇsteŵs͛ plaŶs aŶd ďudgets aŶd oǀeƌall IT peƌfoƌŵaŶĐe;  
♦ To review and approve standards, policies and procedures;  

♦ To make decisions on all key aspects of IT deployment and implementation;  

♦ To facilitate implementation of IT security within enterprise; 

♦ To facilitate and resolve conflicts in deployment of IT and ensure availability of a viable communication 

system exists between IT and its users; and  

♦ To report to the Board of Directors on IT activities on a regular basis. 

 

Q2. Discuss in brief any 6 key practices for assessing and evaluating the system of Internal Control in an 

enterprise. OR You are appointed by a leading enterprise to assess and to evaluate its system of IT 

internal controls. What are the key management practices to be followed to carry out the 

assignment complying with COBIT 5?                     (May 2017, Nov 2014) 
 

Ans. The key practices for assessing and evaluating the system of internal controls in an enterprise are as 

follows: 

♦ Monitor Internal Controls: Continuously monitor, benchmark & improve the IT control environment 

and control framework to meet organizational objectives.  

♦ Review Business Process Controls Effectiveness: Review the operation of controls, including a review 

of monitoring and test evidence to ensure that controls within business processes operate effectively. 

It also includes activities to maintain evidence of the effective operation of controls through 

mechanisms such as periodic testing of controls, continuous controls monitoring, independent 

assessments, command and control centers, and network operations centers.  

♦ Perform Control Self-assessments: Encourage management and process owners to take positive 

ownership of control improvement through a continuing program of self- assessment to evaluate the 

ĐoŵpleteŶess aŶd effeĐtiǀeŶess of ŵaŶageŵeŶt͛s ĐoŶtƌol oǀeƌ pƌoĐesses, poliĐies aŶd ĐoŶtƌaĐts.  
♦ Identify and Report Control Deficiencies: Identify control deficiencies and analyze and identify their 

underlying root causes. Escalate control deficiencies and report to stakeholders. 

♦ Ensure that assurance providers are independent and qualified: Ensure that the entities performing 

assurance are independent from the function, groups or organizations in scope. The entities 

performing assurance should demonstrate an appropriate attitude and appearance, competence in 

the skills and knowledge necessary to perform assurance, and adherence to codes of ethics and 

professional standards.  
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♦ Plan Assurance Initiatives: Plan assurance initiatives based on enterprise objectives and conformance 

objectives, assurance objectives and strategic priorities, inherent risk resource constraints, and 

sufficient knowledge of the enterprise.  

♦ Scope assurance initiatives: Define and agree with management on the scope of the assurance 

initiative, based on the assurance objectives.  

♦ Execute assurance initiatives: Execute the planned assurance initiative. Report on identified findings. 

Provide positive assurance opinions, where appropriate, and recommendations for improvement 

relating to identified operational performance, external compliance and internal control system 

residual risks. 

 

Q3. What are the key benefits of GEIT?         (May 2017, May 2016) 
 

Ans. Benefits of Governance of Enterprise IT (GEIT) are as follows:  
 

♦        It provides a consistent approach integrated and aligned with the enterprise governance approach.  

♦        It ensures that IT-related decisions are made in line with the enterprise's strategies and objectives.  

♦        It ensures that IT-related processes are overseen effectively and transparently. 

♦        It confirms compliance with legal and regulatory requirements.  

♦        It ensures that the governance requirements for board members are met. 

 

Q4. What are the enablers described by COBIT 5 Framework?                   (Nov 2016, May 2014) 
 

Ans. The COBIT 5 framework describes seven categories of enablers which are as follows:  
 

• Principles, Policies and Frameworks are the vehicle to translate the desired behavior into practical 

guidance for day-to-day management.  

• Processes describe an organized set of practices and activities to achieve certain objectives and 

produce a set of outputs in support of achieving overall IT-related goals.  

•  Organizational structures are the key decision-making entities in an enterprise.  

• Culture, Ethics and Behavior of individuals and of the enterprise is very often underestimated as a 

success factor in governance and management activities.  

•  Information is pervasive throughout any organization and includes all information produced and used 

by the enterprise. Information is required for keeping the organization running and well governed, but 

at the operational level, information is very often the key product of the enterprise itself.  

• Services, Infrastructure and Applications include the infrastructure, technology and applications that 

provide the enterprise with information technology processing and services. 

• Skills and Competencies are linked to people and are required for successful completion of all 

activities and for making correct decisions and taking corrective actions. 

 

Q5. What is IT Governance? What are the key practices which determine the status of IT governance in 

the enterprise?                 (Nov 2016) 
 

Ans. IT Governance: IT Governance refers to the system in which directors of the enterprise evaluate, 

direct and monitor IT management to ensure effectiveness, accountability and compliance of IT. 

The objective of IT Governance is to determine and cause the desired behavior and results to 

achieve the strategic impact of IT.  In other words, IT Governance is the system by which IT 

activities in a company or enterprise are directed and controlled to achieve business objectives 

with the ultimate objective of meeting stakeholder needs.  

         Key practices to determine status of IT Governance are as follows:  

•       Who makes directing, controlling and executing decisions?  



•       How the decisions are made?  

•       What information is required to make the decisions?  

•       What decision-making mechanisms are required?  

•       How exceptions are handled?  

•       How the governance results are monitored and improved? 

 

Q6. ͚IT has to pƌoǀide ĐƌitiĐal iŶputs to ŵeet the iŶfoƌŵatioŶ Ŷeeds of all the stakeholdeƌs͛. DefiŶe IT 
Governance and list out its benefits. OR Describe the key benefits of IT Governance achieved at 

highest level in an organization.                                  (Nov 2016, Nov 2015, Nov 2014) 
 

Ans. One of the well-kŶoǁŶ defiŶitioŶs of IT GoǀeƌŶaŶĐe is that ͞IT GoǀeƌŶaŶĐe is the sǇsteŵ ďǇ ǁhiĐh 
IT activities in a company or enterprise are directed and controlled to achieve business objectives 

ǁith the ultiŵate oďjeĐtiǀe of ŵeetiŶg stakeholdeƌ Ŷeeds͟. 
          

         The  key  benefits of IT Governance which are achieved by implementing/improving governance or 

management of enterprise, at the highest level in an organization are as follows: 

•       Increased value delivered through enterprise IT; 

•       Increased user satisfaction with IT services; 

•       Improved agility in supporting business needs; 

•       Better cost performance of IT;  

•       Improved management and mitigation of IT-related business risk; 

•       IT becoming an enabler for change rather than an inhibitor; 

•       Iŵpƌoǀed tƌaŶspaƌeŶĐǇ aŶd uŶdeƌstaŶdiŶg of IT͛s ĐoŶtƌiďutioŶ to the business;  

•       Improved compliance with relevant laws, regulations and policies; and 

•       More optimal utilization of IT resources. 

 

Q7. What are the key management practices which are required for aligning IT Strategy with Enterprise 

Strategy?            (May 2016, May 2015) 
 

Ans. The key management practices which are required for aligning IT strategy with enterprise strategy 

are as follows:  
 

• Understand enterprise direction: Consider the current enterprise environment and business  

processes,  as  well  as  the  enterprise  strategy  and  future  objectives. Consider also the external 

environment of the enterprise (industry drivers, relevant regulations, basis for competition).  

• Assess the current environment, capabilities and performance: Assess  the performance  of  current  

internal  business  and  IT  capabilities  and  external  IT services, and develop an understanding of the 

enterprise architecture in relation to IT. Identify issues currently being experienced and develop 

recommendations in areas that could benefit from improvement. Consider service provider 

differentiators and options and the financial impact and potential costs and benefits of using external 

services.  

• Define the target IT capabilities: Define the target business and IT capabilities and required IT 

services. This should be based on the understanding of the enterprise environment and requirements; 

the assessment of the current business process and IT environment and issues; and consideration of 

reference standards, best practices and validated emerging technologies or innovation proposals.  

• Conduct a gap analysis: Identify the gaps between the current and target environments and consider 

the alignment of assets (the capabilities that support services) with business outcomes to optimize 

investment in and utilization of the internal and external asset base. Consider the critical success 

factors to support strategy execution.  



• Define the strategic plan and road map: Create a strategic plan that defines, in co-operation with 

relevant stakeholders, how IT- ƌelated goals ǁill ĐoŶtƌiďute to the eŶteƌpƌise͛s stƌategiĐ goals.   IŶĐlude 
how IT will support IT-enabled investment programs, business processes, IT services and IT assets. IT 

should define the initiatives that will be required to close the gaps, the sourcing strategy, and the 

measurements to be used to monitor achievement of goals,  then prioritize  the initiatives and 

combine them in a high-level road map. 

• Communicate the IT strategy and direction: Create awareness and understanding of the business and 

IT objectives and direction, as captured in the IT strategy, through communication to appropriate 

stakeholders and users throughout the enterprise. 
 
Q8. Write a short note on Risk Management Strategies.             (May 2016) 
 

Ans. Risk management strategies are as below:  
 

♦ Tolerate/Accept the risk: One  of  the  primary  functions  of  management  is managing risk. Some 

risks may be considered minor because their impact and probability of occurrence is low. In this case, 

consciously accepting the risk as a cost of doing business is appropriate, as well as periodically 

reviewing the risk to ensure its impact remains low.  

♦ Terminate/Eliminate the risk: It is possible for a risk to be associated with the use of  a  particular  

technology,  supplier,  or  vendor.  The  risk  can  be  eliminated  by replacing the technology with 

more robust products and by seeking more capable suppliers and vendors.  

♦ Transfer/Share the risk: Risk mitigation approaches can be shared with trading partners and suppliers. 

A good example is outsourcing infrastructure management. In such a case, the supplier mitigates the 

risks associated with managing the IT infrastructure by being more capable and having access to more 

highly skilled staff than the primary organization. Risk also may be mitigated by transferring the cost 

of realized risk to an insurance provider.  

♦ Treat/mitigate the risk: Where  other  options  have  been  eliminated,  suitable controls must be 

devised and implemented to prevent the risk from manifesting itself or to minimize its effects.  

♦ Turn back: Where  the  probability  or  impact  of  the  risk  is  very  low,  then management may 

decide to ignore the risk. 

 

Q9. What is the role of IT in enterprises? Explain the different levels of managerial activity in an 

enterprise.                   (Nov 2015) 
 

Ans. Role of IT in Enterprises is as under:  

•    IŶ aŶ iŶĐƌeasiŶglǇ digitized ǁoƌld, eŶteƌpƌises aƌe usiŶg IT Ŷot ŵeƌelǇ foƌ data pƌoĐessiŶg ďut ŵoƌe 
for strategic and competitive advantage too. IT deployment has progressed from data processing to 

MIS to Decision Support Systems to online transactions/services.  

•     IT has Ŷot oŶlǇ autoŵated the ďusiŶess pƌoĐesses ďut also tƌaŶsfoƌŵed the ǁaǇ ďusiŶess pƌoĐesses 
are performed. IT is used to perform business processes, activities and tasks and it is important to 

ensure that IT deployment is oriented towards achievement of business objectives. 

•     The eǆteŶt of teĐhŶologǇ deploǇŵeŶt Ŷot oŶlǇ iŵpaĐts the ǁaǇ iŶteƌŶal ĐoŶtƌols aƌe iŵpleŵeŶted iŶ 
an enterprise but also provide better and innovative services from strategic perspective.  

•   AŶ IT stƌategy aligned with business strategy ensures the value creation and facilitates benefit 

realization from the IT investments.  

•    EǆteŶsiǀe oƌgaŶizatioŶ ƌestƌuĐtuƌiŶg oƌ BusiŶess PƌoĐess Re-Engineering may be facilitated through 

IT deployments.  

       The different levels of managerial activity in an enterprise are as under:  



•   Strategic Planning: Strategic Planning is defined as the process of deciding on objectives of the 

enterprise, on changes in these objectives, on the resources used to attain these objectives, and on 

the policies that are to govern the acquisition, use, and disposition of these resources. It is the 

process by which top management determines overall organizational purposes and objectives and 

how they are to be achieved.  

•    Management Control: Management Control is defined as the process by which managers assure that 

resources are obtained and used effectively and efficiently in the accomplishment of the 

enterprise's objectives.  

•     Operational Control: Operational Control is defined as the process of assuring that specific tasks are 

carried out effectively and efficiently. 

 

Q10. Briefly describe the key management practices provided by COBIT for ensuring IT compliances. 

 (Nov 2015) 

Ans. COBIT 5 provides key management practices for ensuring IT compliance with external compliances 

as relevant to the enterprise. The practices are given as follows:  

•   Identify External Compliance Requirements: On a continuous basis, identify and monitor for changes 

in local and international laws, regulations, and other external requirements that must be complied 

with from an IT perspective.  

• Optimize Response to External Requirements: Review and adjust policies, principles, standards, 

procedures and methodologies to ensure that legal, regulatory and contractual requirements are 

addressed and communicated. Consider industry standards, codes of good practice, and best practice 

guidance for adoption and adaptation.  

•  Confirm External Compliance: Confirm compliance of policies, principles, standards, procedures and 

methodologies with legal, regulatory and contractual requirements.  

•  Obtain Assurance of External Compliance: Obtain and report assurance of compliance and adherence 

with policies, principles, standards, procedures and methodologies. Confirm that corrective actions to 

address compliance gaps are closed in a timely manner. 

 

Q11. Write a short note on Metrics of risk management.             (Nov 2015)  
 

Ans. Metrics of Risk Management: Enterprises have to monitor the processes and practices of IT risk 

management by using specific metrics. Some of the key metrics are as follows:  

•           PeƌĐeŶtage of ĐƌitiĐal ďusiŶess pƌoĐesses, IT seƌǀiĐes aŶd IT-enabled business programs covered 

by risk assessment;  

•           Nuŵďeƌ of sigŶifiĐaŶt IT ƌelated iŶĐideŶts that ǁeƌe Ŷot ideŶtified iŶ ƌisk AssessŵeŶt;  
•           PeƌĐeŶtage of eŶteƌpƌise ƌisk assessŵeŶts iŶĐludiŶg IT ƌelated ƌisks; aŶd  
•           Fƌequency of updating the risk profile based on status of assessment of risks. 

 

Q12. The Management of IT related risks is a key part of Enterprise Governance. Name the key 

management practices to achieve this objective.             (May 2015) 
 

Ans. The key Management Practices for implementing IT Risk Management are given as follows:  

•        Collect Data:  To enable effective IT related risk identification, analysis and reporting.  

•        Analyze Risk: To develop useful information to support risk decisions.  

•        Maintain a Risk Profile: To maintain an inventory of known risks and risk attributes. 

•        Articulate Risk: To inform IT- related exposures and opportunities to all required stakeholders for 

appropriate response.  

•    Define a Risk Management Action Portfolio: To manage opportunities and reduce risk to an 

acceptable level as a portfolio.  



•        Respond to Risk: To respond limit the magnitude of loss from IT related events in a timely manner. 

 

Q13. Write short notes on the following: 

(a) Principles of COBIT 5 

(b) Vulnerability                         (May 2015) 

Ans.  

(a)    Principles of COBIT 5  

•       Principle 1: Meeting Stakeholder Needs - COBIT 5 provides all of the required processes and other 

enablers to support business value creation through the use of IT. An enterprise can customize 

COBIT 5 to suit its own context through the goals cascade, translating high-level enterprise goals 

into manageable, specific; IT related goals and mapping these to specific processes and practices.  

•     Principle 2: Covering the Enterprise End-to-End - COBIT 5 integrates governance of enterprise IT 

into enterprise governance. COBIT 5 covers all functions and processes within the enterprise and 

considers all IT related governance and management enablers to be enterprise-wide and end-to-

end.  

•      Principle 3: Applying a Single Integrated Framework - COBIT 5 is a single and integrated framework 

as it aligns with other latest relevant standards and frameworks, thus allowing the enterprise to use 

COBIT 5 as the overarching governance and management framework integrator.  

•   Principle 4: Enabling a Holistic Approach - COBIT 5 defines a set of enablers to support the 

implementation of a comprehensive governance and management system for enterprise IT that 

require a holistic approach, taking into account several interacting components.  

•    Principle 5: Separating Governance from Management - The COBIT 5 framework makes a clear 

distinction between governance and management. These two disciplines encompass different 

types of activities, require different organizational structures and serve different purposes. 
 

(b) Vulnerability: Vulnerability is the weakness in the system safeguards that exposes the system to 

threats and can be exploited by the attackers. The weakness may be in information system/s, 

cryptographic systems or other components e.g. system security procedures, hardware design, 

inteƌŶal ĐoŶtƌols that Đould ďe eǆploited ďǇ a thƌeat. VulŶeƌaďilities poteŶtiallǇ ͞alloǁ͟ a thƌeat to 
harm or exploit the system. 

Some examples of vulnerabilities are as follows:  

• LeaǀiŶg the fƌoŶt dooƌ uŶloĐked ŵakes the house ǀulŶeƌaďle to uŶǁaŶted ǀisitoƌs.  
• Shoƌt passǁoƌds ;less thaŶ ϲ ĐhaƌaĐteƌsͿ ŵake the autoŵated iŶfoƌŵatioŶ sǇsteŵ ǀulŶeƌaďle to 

password cracking or guessing routines.  

    In other words, Vulnerability is a state in a computing system (or set of systems), which must have 

at least one condition, out of the following:  

• ͚Alloǁs aŶ attaĐkeƌ to eǆeĐute ĐoŵŵaŶds as aŶotheƌ useƌ͛ 
• ͚Alloǁs aŶ attaĐkeƌ to aĐĐess data that is ĐoŶtƌaƌǇ to the speĐified aĐĐess ƌestƌiĐtioŶs foƌ that data͛ 
• ͚Alloǁs aŶ attaĐkeƌ to pose as aŶotheƌ eŶtitǇ͛ 
• ͚Alloǁs aŶ attaĐkeƌ to ĐoŶduĐt a deŶial of seƌǀiĐe͛. 
 

Q14. Write short note on the following: 

(a) Internal Controls as per COSO.         (Nov 2014, Nov 2012) 

(b) Risk, Vulnerability and Threat                       (Nov 2014) 
 

Ans. (a) As per COSO, Internal Control is comprised of five interrelated components:  

•    Control Environment: For each business process, an organization needs to develop and maintain 

a control environment including categorizing the criticality and materiality of each business 

process, plus the owners of the business process. 



•    Risk Assessment: Each business process comes with various risks. A control environment must 

include an assessment of the risks associated with each business process.  

•    Control Activities: Control activities must be developed to manage, mitigate, and reduce the 

risks associated with each business process. It is unrealistic to expect to eliminate risks 

completely.  

•  Information and Communication: Associated with control activities are information and 

communication systems. These enable an organization to capture and exchange the information 

needed to conduct, manage, and control its business processes.  

•   Monitoring: The internal control process must be continuously monitored with modifications 

made as warranted by changing conditions. 
 

(b) Risk: Risk can be defined as the potential harm caused if a particular threat exploits a particular 

vulnerability to cause damage to an asset. Information systems can generate many direct and 

indirect risks which lead to a gap between the need to protect systems and the degree of 

protection applied. The gap is caused by widespread use of technology; interconnectivity of 

systems; elimination of distance, time and space as constraints; unevenness of technological 

changes; devolution of management and control; attractiveness of conducting unconventional 

electronic attacks against organizations; and external factors such as legislative, legal and 

regulatory requirements or technological developments.  
 

Vulnerability: Vulnerability is the weakness in the system safeguards that exposes the system to 

threats. It may be a weakness in information system/s, cryptographic system (security systems), 

or other components (e.g. system security procedures, hardware design, internal controls) that 

Đould ďe eǆploited ďǇ a thƌeat. VulŶeƌaďilities poteŶtiallǇ ͞alloǁ͟ a thƌeat to haƌŵ oƌ eǆploit the 
system.   
 

Threat: Any entity, circumstance, or event with the potential to harm the software system or 

component through its unauthorized access, destruction, modification, and/or denial of service 

is called a threat. A threat is an action, event or condition where there is a compromise in the 

system, its quality and ability to inflict harm to the organization. Threat has capability to attack 

on a system with intent to harm.   

 

Q15. Write a short note on Risk Assessment.               (May 2014, May 2013) 
 

Ans. Risk Assessment: Risk assessment is a step in the risk management procedure. Risk assessment 

is the determination of quantitative or qualitative value of the risk related to a concrete 

situation and a recognized threat. A risk assessment can provide an effective approach that will 

serve as the foundation for avoiding of disasters.            

        Risk assessment is a critical step in disaster and business continuity planning. Risk assessment is 

necessary for developing a well-tested contingency plan. Risk  assessment  is the analysis of 

threats to resources (assets) and the determination of the amount of protection necessary to 

adequately safeguard the resources, so that vital systems, operations, and services can be 

resumed to normal status in the minimum time in case of a disaster. Disasters may lead to 

vulnerable data and crucial information suddenly becoming unavailable. The unavailability of 

data may be due to the non- existence or inadequate testing of the existing plan. Risk 

assessment is a useful technique to assess the risks involved in the event of unavailability of 

information, to prioritize applications, identify exposures and develop recovery scenarios. 

  



Chapter 2: Information Systems Concepts 
 

Q1. What are the major limitations of a Management Information System?     (May 2017, Nov 2012) 
 

Ans. Major Limitations of Management Information Systems (MIS) are as follows:  
 

♦ The quality of the outputs of MIS is basically governed by the quality of input and processes.  

♦ MIS is not a substitute for effective management, which means that it cannot replace managerial 

judgment in making decisions in different functional areas. It is merely an important tool in the hands 

of executives for decision making and problem solving.  

♦ MIS may not have requisite flexibility to quickly update itself with the changing needs of time, 

especially in fast changing and complex environment.  

♦ MIS cannot provide tailor-made information packages suitable for the purpose of every type of 

decision made by executives.  

♦ MIS takes into account mainly quantitative factors, thus it ignores the non- quantitative factors like 

morale and attitude of members of organization, which have an important bearing on the decision 

making process of executives or senior management.  

♦ MIS is less useful for making non-programmed decisions. Such types of decisions are not of the routine 

type and thus require information, which may not be available from existing MIS to executives. 

♦ The effectiveness of MIS is reduced in enterprises, where the culture of hoarding information and not 

sharing with other holds. 

♦ MIS effectiveness decreases due to frequent changes in top management, organizational structure and 

operational team. 

 

Q2. What are the important implications of an MIS in business?             (May 2017) 
 

Ans. Following are some of the important implications of Management Information Systems  

         (MIS) in business:  
 

♦ MIS supports the managers at different levels to take strategic (at top level) or tactical (at middle level) 

management decisions to fulfill the organizational goals.  

♦ An organization can survive and thrive in a highly competitive environment on the strength of a well-

designed Management Information system that provides flexible and speedy access to accurate data.  

♦ MIS helps in making right decision at the right time i.e. just on time.  

♦ A good MIS may help in generating innovative ideas for solving critical problems.  

♦ Knowledge gathered though MIS may be utilized by managers in unusual situations.  

♦ MIS may be viewed as a process; it can be integrated to formulate a strategy of action or operation.  

♦ MIS provides reports to management that can help in making effective, structured types as applicable 

to decisions of day-to-day operations. 

 

Q3. "Information has become a key resource for any type of business activity." Define the term 

͞IŶfoƌŵatioŶ͟ aŶd ďriefly discuss the various attributes of information.          (May 2017, Nov 2011) 
 

Ans. Information: Technically, information means processed data that have been put into a meaningful 

and useful context. Data consists of facts, values or results, and information is the result of relation 

between data e.g. in a spread sheet student name, roll number and marks obtained in science and arts 

subjects represents data whereas the graph that shows the percentage of students, who acquired 
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more than 80% in science subjects and 65% in arts subjects represents information. Information May 

be represented in the form of text, graph, pictures, voice, videos etc.   
    

    Mere collection of data is not information and mere collection of information is not knowledge. 

Information relates to description, definition, or perspective (what, who, when, where). Information is 

essential because it adds knowledge, helps in decision making, analyzing the future and taking action 

in time. Information products produced by an information system can be represented by number of 

ways e.g. paper reports, visual displays, multimedia documents, electronic messages, graphics images, 

and audio responses.  
 

    Attributes of Information: Some of the important attributes of useful and effective information are 

given as follows: 

♦ Availability - Information is useless if it is not available at the time of need. Database is a collection of 

files which is collection of records and data from where the required information is derived for useful 

purpose.  

♦ Purpose/Objective - Information must have purposes/objective at the time it is transmitted to a 

person or machine, otherwise it is simple data. The basic objective of information is to inform, 

evaluate, persuade, and organize. This indeed helps in decision making, generating new concepts and 

ideas, identify and solve problems, planning, and controlling which are needed to direct human 

activity in business enterprises.  

♦ Mode and format - The modes of communicating information to humans should be in such a way that 

it can be easily understandable by the people and may be in the form of voice, text and combination 

of these two. Format design should be simple, relevant and should highlight important point in such a 

way that it assists in decision making, solving problems, initiating planning, controlling and searching. 

According to the type of information, the different formats can be used e.g. diagrams, graphs, curves 

are best suited for representing the statistical data.   

♦ Current/Updated - The information should be refreshed from time to time as it usually rots with time 

and usage. For example, the running score sheet of a cricket match available in Internet sites should 

be refreshed at fixed interval of time so that the current score will be available. 

♦ Rate - The rate of transmission/reception of information may be represented by the time required to 

understand a particular situation. Useful information is the one which is transmitted at a rate which 

matches with the rate at which the recipient wants to receive. For example- the information available 

from internet site should be available at a click of mouse.  

♦ Frequency - The frequency with which information is transmitted or received affects its value. For 

example- the weekly reports of sales show little change as compared to the quarterly and contribute 

less for accessing salesman capability.  

♦ Completeness and Adequacy - The information provided should be complete and adequate in itself 

because only complete information can be used in policy making. For example-the position of student 

in a class can be find out only after having the information of the marks of all students and the total 

number of students in a class. 

♦ Reliability - It is a measure of failure or success of using information for decision- making. If 

information leads to correct decision on many occasions, we say the information is reliable.  



♦ Validity - It measures how close the information is to the purpose for which it asserts to serve. For 

example, the experience of employee supports in evaluating his performance.  

♦ Quality - It means the correctness of information. For example, an over-optimistic manager may give 

too high estimates of the profit of product which may create problem in inventory and marketing.  

♦ Transparency - It is essential in decision and policy making. For example, total amount of advance 

does not give true picture of utilization of fund for decision about future course of action; rather 

deposit-advance ratio is perhaps more transparent information in this matter.  

♦ Value of Information - It is defined as difference between the value of the change in decision 

behaviour caused by the information and the cost of the information. In other words, given a set of 

possible decisions, a decision-maker may select one on basis of the information at hand. If new 

information causes a different decision to be made, the value of the new information is the difference 

in value between the outcome of the old decision and that of the new decision, less the cost of 

obtaining the information. 

 

Q4. Discuss the pre-requisites of an effective MIS.        (Nov 2016, May 2014) 
 

Ans. The pre-requisites of an effective Management Information Systems (MIS) are as follows:  
 

o   Database - It is collection of files, which is collection of records and records are nothing but collection 

of data. The data in database is organized in such a way that accessing to the data is improved and 

redundancy is reduced. The main characteristics of database are given as follows:  

 It is user-oriented.  

 It is capable of being used as a common data source to various users, helps in avoiding 

duplication of efforts in storage and retrieval of data and information.  

 It is available to authorized persons only.  

 It is controlled by a separate authority established for the purpose, known as Database 

Management System (DBMS).  

o   Qualified System and Management Staff - The second pre-requisite of effective MIS is that it should 

be manned by qualified officers. These officers, who are experts in the field, should understand 

clearly the views of their fellow officers. For this, the organizational management base should 

comprise of two categories of officers - Systems and Computer Experts and Management experts.  

 Systems and Computer experts in addition to their expertise in their subject area/s should 

also be capable of understanding management concepts to facilitate the understanding of 

problems faced by the concern. They should also be clear about the process of decision 

making and information requirements for planning and control functions. 

 Management experts should also understand quite clearly the concepts and operations of a 

computer. This basic knowledge of computers will be useful to place them in a comfortable 

position, while working with systems technicians in designing or otherwise of the 

information system.  

o   Support of Top Management - The support from top management is required for the effectiveness of 

MIS in an organization. The reasons for the same are as follows:  

 Any implementation, which does not receive the support of top management will not be 

effectively controlled and tends to get lesser priority and may be delayed or abandoned.  



 The resources involved in computer-based information systems are large and are growing 

larger in view of importance gained by management information system.  

 To gain the support of top management, the officers should place before top management 

all the supporting facts and state clearly the benefits, which will accrue from it to the 

concern. This step will certainly enlighten management, and will change their attitude 

towards MIS. Their wholehearted support and cooperation will help in making MIS an 

effective one. 

o  Control and maintenance of MIS - Control of the MIS means the operation of the system as it was 

designed to operate. Some time, users develop their own procedures or short cut methods to use the 

system, which reduce its effectiveness. To check such habits of users, the management at each level 

in the organization should devise checks for the information system control. Maintenance is closely 

related to control. Formal methods for changing and documenting changes must be provided. 

 

Q5. ͞The iŶtuitive character of executive decision making is reflected strongly in the types of information 

fouŶd ŵost useful to eǆeĐutiǀes͟. Discuss characteristics of the types of information used in 

executive decision making.                (Nov 2016) 
 

AŶs. ͞The iŶtuitive character of executive decision-making is reflected strongly in the types of 

iŶfoƌŵatioŶ fouŶd ŵost useful to eǆeĐutiǀes͟. The ĐhaƌaĐteƌistiĐs of the tǇpes of iŶfoƌŵatioŶ used 
in executive decision making are as follows:  

o  Lack of structure –  Many of the decisions made by executives are relatively unstructured. These 

types of decisions are not as clear-cut as deciding how to debug a computer program or how to deal 

ǁith aŶ oǀeƌdue aĐĐouŶt ďalaŶĐe. Also, it is Ŷot alǁaǇs oďǀious, ͚ǁhiĐh data aƌe ƌeƋuiƌed͛ oƌ ͚hoǁ to 
ǁeigh aǀailaďle data ǁheŶ ƌeaĐhiŶg a deĐisioŶ.͛  

o   High degree of uncertainty – Executives work in a decision space that is often characterized by a lack 

of precedent. For example, when the Arab oil embargo hit in mid 1970s, no such previous event 

could be referenced for advice. Executives also work in a decision space where results are not 

scientifically predictable from actions. If prices are lowered, for instance, product demand will not 

automatically increase.  

o  Future orientation – Strategic-planning decisions are made to shape future events. As conditions 

ĐhaŶge, eŶteƌpƌises ŵust ĐhaŶge also. It is the eǆeĐutiǀe͛s ƌespoŶsiďilitǇ to ŵake suƌe that the 
organization keeps pointed toward the future. Some key questions about the future iŶĐlude: ͞Hoǁ 
will future technologies affect what the company is currently doing? What will the competition (or 

the goǀeƌŶŵeŶtͿ do Ŷeǆt? What pƌoduĐts ǁill ĐoŶsuŵeƌs deŵaŶd fiǀe Ǉeaƌs fƌoŵ Ŷoǁ?͟ As oŶe ĐaŶ 
see, the answers to these questions about the future external environment are vital.  

o   Informal Source – Executives, more than other types of managers, rely heavily on informal source for 

key information. For example, lunch with a colleague in another firm might reveal some important 

competitor strategies. Informal sources such as television might also feature news of momentous  

concern to the executive – Ŷeǁs that he oƌ she ǁould pƌoďaďlǇ Ŷeǀeƌ eŶĐouŶteƌ iŶ the ĐoŵpaŶǇ͛s 
database or in scheduled computer reports.  



o  Low level of detail – Most important executive decisions are made by observing broad trends. This 

requires the executive to be more aware of the large overview than the tiny items. Even so, many 

executives insist that the answers to some questions can only be found by mucking through details. 

 

Q6. What are the IT tools you consider critical for business growth?                  (May 2016, Nov 2014) 
 

Ans. Some of the IT tools critical for business growth are as follows:  

•   Business Website – By having a website, enterprise/business becomes reachable to large amount of 

customers. In addition, it can also be used in an advertisement, which is cost effective and in 

customer relationship management. 

•   Internet and Intranet – Through Internet, time and space are no obstacles for conducting meeting of 

people working in a team from multiple locations, or with different vendors and companies. Intranet 

is system that permits the electronic exchange of business data within an organization, mostly 

between managers and senior staff. E-commerce among partners (suppliers, wholesalers, retailers, 

distributors) using intranets, e-mail etc. provides new platform to the business world for conducting 

business in a faster and easier way. 

•  Software and Packages – DBMS, data warehousing, data mining tools, knowledge discovery can be 

used for getting information that plays important role in decision making that can boost the business 

in the competitive world. ERP is one of the latest high-end solutions that streamlines and integrates 

operation processes and information flows in the company to synergize major resources of an 

organization.  

•   Business Intelligence – Business  Intelligence  (BI)  refers  to  applications  and technologies  that  are  

used  to  collect;  provide  access  and  analyze  data  and information about companies operations. 

Some BI applications are used to analyze performance or internal operations e.g. EIS (Executive  

Information  System), business planning, finance and budgeting tools; while others are used to store 

and analyze data e.g. Data mining, Data Warehouses, Decision Support System etc. Some BI 

applications are also used to analyze or manage the human resources e.g. customer relationship and 

marketing tools.  

•  Computer Systems, Scanners, Laptop, Printer, Webcam, Smart Phone etc. – Webcam, microphone 

etc. are used in conducting long distance meeting. Use of computer systems, printer, and scanner 

increases accuracy, reduce processing times, enable decisions to be made more quickly and speed up 

customer service. 
 

Q7. Write a short note on Components of ERP.                      (May 2016) 
 

Ans. Components of Enterprise Resource Planning (ERP) are listed below:  

(i) Software Component: The  software  component is  the  component  that is  most visible part and 

consists of several modules such as Finance, Human Resource, Supply  Chain  Management,  

Supplier  Relationship  Management,  Customer Relationship, and Business Intelligence. 

(ii)   Process Flow: It is the model that illustrates the way how information flows among the different 

modules within an ERP system. By creating this model makes it easier to understand how ERP work.   

(iii)   Customer mindset: By implementing ERP system, the old ways for working which user understand 

aŶd Đoŵfoƌtaďle ǁith haǀe to ďe ĐhaŶged aŶd ŵaǇ lead to useƌs͛ ƌesistaŶĐe. IŶ oƌdeƌ to lead ERP 



implementation to succeed, the company needs to eliminate negative value or belief that users 

may carry toward utilizing new system.  

(iv)   Change Management: In ERP implementation, change needs to be managed at several levels - User 

attitude; resistance to change; and Business process changes. 

 

Q8. ͚MIS suppoƌts the ŵaŶageƌs at diffeƌeŶt leǀels to take deĐisioŶs to fulfill the oƌgaŶizatioŶal goals.͛ 
Explain the major characteristics of MIS to achieve these goals.      (Nov 2015, Nov 2013) 

 

AŶs. ͚MaŶageŵeŶt IŶfoƌŵatioŶ SǇsteŵ ;MISͿ suppoƌts the ŵaŶageƌs at diffeƌeŶt leǀels to take deĐisioŶs 
to fulfill the oƌgaŶizatioŶal goals.͛ The ŵajoƌ ĐhaƌaĐteƌistiĐs of MIS to aĐhieǀe these goals aƌe as 
follows:  

•   Management Oriented: It means that efforts for the development of the information system should 

start from an appraisal of management needs and overall business objectives. Such a system is not 

necessarily for top management only but may also meet the information requirements of middle 

level or operating levels of management as well.  

•   Management Directed: Because of management orientation of MIS, it is necessary that management 

should aĐtiǀelǇ diƌeĐt the sǇsteŵ͛s deǀelopŵeŶt effoƌts. Foƌ sǇsteŵ͛s effeĐtiǀeŶess, it is ŶeĐessary for 

management to devote their sufficient time not only at the stage of designing the system but for its 

review as well to ensure that the implemented system meets the specifications of the designed 

system.  

• Integrated: MIS has an integrated approach as all the functional and operational information 

subsystems are tied together into one entity. An integrated Information system has the capability of 

generating more meaningful information to management as it takes a comprehensive view or a 

complete look at the interlocking subsystems that operate within a company.  

•  Common Data Flows: It means the use of common input, processing and output procedures and 

media whenever required. Data is captured by the system analysts only once and they try to utilize a 

minimum of data processing procedures and sub- systems to process the data and strive to minimize 

the number of output documents and reports produced by the system. This eliminates duplication in 

data collections, simplifies operations and produces an efficient information system.  

•   Heavy Planning Element: An MIS usually takes one to three years and sometimes even longer period 

to get established firmly within a company. Therefore, a MIS designer must be present in MIS 

development and should consider future enterprise objectives and requirements of information as 

per the organization structure of the enterprise as per requirements.  

•  Sub System Concept: Even though the information system is viewed as a single entity, it must be 

broken down into digestible sub-systems, which can be implemented one at a time by developing a 

phased plan. The breaking down of MIS into meaningful sub-systems sets the stage for this phasing 

plan. 

•   Common Database: Database is the mortar that holds the functional systems together. It is defined 

as a "super-file", which consolidates and integrates data records formerly stored in many separate 

data files. The organization of a database allows it to be accessed by several information sub-systems 

and thus, eliminates the necessity of duplication in data storage, updating, deletion and protection.  

•  Computerized: Though MIS can be implemented without using a computer; the use of computers 

increases the effectiveness of the system. In fact, its use equips the system to handle a wide variety 

of applications by providing their information requirements quickly. Other necessary attributes of the 

computer to MIS are accuracy and consistency in processing data and reduction in clerical staff. 

These attributes make computer a prime requirement in management information system. 
 



Q9. As a member of IS Steering Committee, how do you classify the information for better integrity and 

security?                   (Nov 2015) 
 

Ans. As a member of IS Steering Committee, the Information can be classified as under for better 

integrity and security:  

• Top Secret: Highly sensitive internal information e.g. pending mergers or acquisitions; investment 

strategies; plans or designs; that could seriously damage the organization if such information were lost 

or made public. Information classified as Top Secret information has very restricted distribution and 

must be protected at all times. Security at this level should be the highest possible.  

• Highly Confidential: Information that, if made public or even shared around the organization, could 

seƌiouslǇ iŵpede the oƌgaŶizatioŶ͛s opeƌatioŶs aŶd is ĐoŶsideƌed ĐƌitiĐal to its oŶgoiŶg opeƌatioŶs. 
Information would include accounting information, business plans, sensitive customer information of 

banks, solicitors and accountants etc., patient's medical records and similar highly sensitive data. Such 

iŶfoƌŵatioŶ should Ŷot ďe Đopied oƌ ƌeŵoǀed fƌoŵ the oƌgaŶizatioŶ͛s opeƌatioŶal ĐoŶtƌol ǁithout 
specific authority. Security at this level should be very high.  

• Proprietary:  Information of a proprietary nature; procedures, operational work routines, project 

plans, designs and specifications that define the way in which the organization operates. Such 

information is normally for proprietary use to authorized personnel only. Security at this level should 

be high. 

• Internal Use only: Information not approved for general circulation outside the organization where its 

loss would inconvenience the organization or management but where disclosure is unlikely to result in 

financial loss or serious damage to credibility. Examples would include, internal memos, minutes of 

meetings, internal project reports. Security at this level should be controlled but normal.  

•  Public Documents: Information in the public domain; annual reports, press statements etc.; which has 

been approved for public use. Security at this level should be minimal. 

 

Q10. What is the need for an expert system in an organization? What are its benefits?   

             (Nov 2015, Nov 2010) 
 

Ans. Major reasons for the need of Expert Systems are as follows:  
 

• Eǆpeƌt laďoƌ is eǆpensive and scarce. Knowledge workers/employees, who routinely work with data 

and information to carry out their day-to-day duties are not easy to find and keep and companies are 

often faced with a shortage of talent in key positions. 

• Moƌeoǀeƌ, Ŷo ŵatteƌ how bright or knowledgeable certain people are, they often can handle only a 

few factors at a time.  

• Both these liŵitatioŶs iŵposed ďǇ huŵaŶ iŶfoƌŵatioŶ pƌoĐessiŶg ĐapaďilitǇ aŶd the ƌushed paĐe at 
which business is conducted today put a practical limit on the quality of human decision making this 

putting a need for expert systems.  

    The key benefits of Expert Systems are given below:  

•  Eǆpeƌt SǇsteŵs pƌeseƌǀe kŶoǁledge that ŵight ďe lost thƌough ƌetiƌeŵeŶt, ƌesigŶatioŶ oƌ death of aŶ 
acknowledged company expert.  

•  Eǆpeƌt SǇsteŵs put iŶfoƌŵatioŶ iŶto aŶ aĐtiǀe-form so it can be summoned almost as a real-life expert 

might be summoned.  

•  Eǆpeƌt SǇsteŵs assist ŶoǀiĐes iŶ thiŶkiŶg the ǁaǇ eǆpeƌieŶĐed pƌofessioŶal do.  
• Eǆpeƌt SǇsteŵs aƌe Ŷot suďjeĐted to such human fallings as fatigue, being too busy, or being 

emotional.  

• Eǆpeƌt SǇsteŵs ĐaŶ ďe effeĐtiǀelǇ used as a stƌategiĐ tool iŶ the aƌeas of ŵaƌketiŶg pƌoduĐts, ĐuttiŶg 
costs and improving products. 

 



Q11. Write a short note on Components of ERP model.                                        (Nov 2015) 
 

Ans. The components of ERP Model are as below:  

(i)  Software Component: The software component is the component that is most visible part and 

consists of several modules such as Finance, Human Resource, Supply Chain Management, Supplier 

Relationship Management, Customer Relationship, and Business Intelligent.  

(ii)  Process Flow: It is the model that illustrates the way how information flows among the different 

modules within an ERP system. By creating this model, makes it easier to understand how ERP work.   

(iii) Customer mindset: By implementing ERP system, the old ways for working which user understand 

aŶd Đoŵfoƌtaďle ǁith Ŷeed to ďe ĐhaŶged aŶd ŵaǇ lead to useƌs͛ ƌesistaŶĐe. Foƌ eǆaŵple, soŵe 
users may say that they have spent many years doing an excellence job without help from ERP 

system. In order to lead ERP implementation to succeed, the company needs to eliminate negative 

value or belief that users may carry toward utilizing new system.  

(iv)  Change Management: In ERP implementation, change needs to be managed at several levels - User 

attitude; resistance to change; and Business process changes. 

 

Q12. What are the important implications of Information Systems in business?  

        (May 2015) 

Ans. Following are some of the important implications of Information Systems in business:  
 

•   IŶfoƌŵatioŶ sǇsteŵ helps ŵaŶageƌs in efficient decision-making to achieve the organizational goals. 

•   AŶ oƌgaŶizatioŶ ǁill ďe aďle to suƌǀiǀe aŶd thƌiǀe iŶ a highlǇ Đoŵpetitiǀe eŶǀiƌoŶŵeŶt oŶ the stƌeŶgth 
of a well-designed Information system.  

•    IŶfoƌŵatioŶ sǇsteŵs helps iŶ ŵakiŶg ƌight decision at the right time i.e. just on time.  

•   A good iŶfoƌŵatioŶ sǇsteŵ ŵaǇ help iŶ geŶeƌatiŶg iŶŶoǀatiǀe ideas foƌ solǀiŶg ĐƌitiĐal pƌoďleŵs.  
•   KŶoǁledge gatheƌed though IŶfoƌŵatioŶ sǇsteŵ ŵaǇ ďe utilized ďǇ ŵaŶageƌs iŶ uŶusual situatioŶs.  
•  Information system is viewed as a process; it can be integrated to formulate a strategy of action or 

operation. 

 

Q13. Office Automation Systems (OAS) is the most rapidly expanding system. Describe the broad groups 

of OAS based on the types of its operations.                                        (May 2015) 
 

Ans. Office Automation Systems (OAS) is most rapidly expanding computer based information systems. 

The broad groups that can be formed on the basis of its operations are as follows:  

(i)    Text processing system: The text processing system automates the process of document capture 

and/ or creation of new documents such as letters, reports, memo etc. This permits use of standard 

stored information to produce personalized documents. It reduces effort and minimizes the 

chances of errors.  

(ii)   Electronic Document Management system: It captures the information contained in documents, 

stored for future reference and makes them available to the users as and when required. These 

systems are very helpful in remote access of documents and internal communication through 

network. It also helps to keep record of resources utilization. 

(iii)   Electronic message communication system: The electronic message communication system helps 

in receipts and distribution of electronic records. It offers a lot of economy in terms of reduced 

time in sending or receiving the message; online development and editing; broadcasting and 

rerouting; and integration with other information system. E-mail, Fax, and voice mail are important 

OAS.  

(iv)  Teleconferencing and Video Conferencing systems: This OAS helps in receipt and distribution of 

information involving more than two persons located at two or more different places through 

audio or video with or without computer system. 



 

Q14. State four major tasks performed by an Operating System while allowing users and their 

applications to share and access common resources.            (May 2015) 
 

Ans. Operating System is the computer control program that allows users and their applications to share 

and access common computer resources, such as processor, main memory, database and printers. 

Some of the major tasks performed by an Operating system are as follows:  

•    Scheduling Jobs: They can determine the sequence in which jobs are executed, using priorities 

established.  

•     Managing Hardware and Software Resources: TheǇ ĐaŶ fiƌst Đause the useƌ͛s appliĐatioŶ pƌogƌaŵ 
to be executed by loading it into primary storage and then cause the various hardware units to 

perform as specified by the application.  

•     Maintaining System Security: They may require users to enter a password - a group of characters 

that identifies users as being authorized to have access to the system.  

•    Enabling Multiple User Resource Sharing: They can handle the scheduling and execution of the 

application programs for many users at the same time, a feature called multiprogramming.  

•    Handling Interrupts: An interrupt is a technique used by the operating system to temporarily 

suspend the processing of one program in order to allow another program to be executed. 

Interrupts are issued when a program requests an operation.  

•       Maintaining Usage Records: They can keep track of the amount of time used by each user for each 

system unit - the CPU, secondary storage, and input and output devices. 

 

Q15. A business manager should have adequate knowledge to operate Information Systems effectively. 

Elaborate.                  (May 2015) 

 

Ans. To operate Information Systems (IS) effectively and efficiently, a business manager should have 

following knowledge about it.  

•     Foundation Concepts – It iŶĐludes fuŶdaŵeŶtal ďusiŶess, aŶd ŵaŶageƌial ĐoŶĐepts e.g. ͚ǁhat aƌe 
ĐoŵpoŶeŶts of a sǇsteŵ aŶd theiƌ fuŶĐtioŶs͛, oƌ ͚ǁhat Đoŵpetitiǀe stƌategies aƌe ƌeƋuiƌed͛.  

•       Information Technologies (IT) – It includes operation, development and management of hardware, 

software, data management, networks, and other technologies.  

•     Business Applications – It includes major uses of IT in business steps i.e. processes, operations, 

decision making, and strategic/competitive advantage.  

•   Development Processes – It comprise how end users and IS specialists develop and execute 

business/IT solutions to problems.  

•    Management Challenges – It iŶĐludes ͚hoǁ the fuŶĐtioŶ aŶd IT ƌesouƌĐes aƌe ŵaiŶtaiŶed͛ aŶd 
utilized to attain top performance and build the business strategies. 

 

Q16. What do you mean by an Expert System? Briefly explain some of the properties that potential 

applications should possess to qualify for an expert system development.       (Nov 2014, May 2013) 
 

Ans. Expert System - An Expert System is highly developed Decision Support System that utilizes 

knowledge generally possessed by an expert to share a problem. Expert Systems are software 

systems that imitate the reasoning processes of human experts and provide decision makers with 

the type of advice they would normally receive from such expert systems. For instance, an Expert 

System in the area of investment portfolio management might ask its user a number of specific 

questions relating to investments for a particular client like – how much can be invested. Does the 

client have any preferences regarding specific types of securities? And so on.   
 



          Some of the properties that potential applications should possess to qualify for Expert System 

development are given as follows:  

•     Availability – OŶe oƌ ŵoƌe eǆpeƌts aƌe Đapaďle of ĐoŵŵuŶiĐatiŶg ͚hoǁ theǇ go aďout solǀiŶg the 
pƌoďleŵs to ǁhiĐh the Eǆpeƌt SǇsteŵ ǁill ďe applied.͛  

•       Complexity – Solution of the problems for which the Expert Systems will be used is a complex task 

that requires logical inference processing, which would not be easily handled by conventional 

information processing.  

•     Domain – The domain, or subject area, of the problem is relatively small and limited to a relatively 

well-defined problem area.  

•       Expertise – Solutions to the problem require the efforts of experts. That is, only a few possess the 

knowledge, techniques, and intuition needed.  

•     Structure – The solution process must be able to cope with ill-structured, uncertain, missing, and 

conflicting data, and a dynamic problem-solving situation. 

 

Q17. An owner of a small local store is currently using manual system for his day to day business 

activities viz. purchase, sales, billing, payments receipts etc. In the last few years, turnover of the 

store is increased manifold and now it has become increasingly difficult to handle all these 

activities manually. You being an IT expert and his auditor, are requested to suggest which 

operation support system will be most suitable for him. Also advise him what activities can be 

performed by the proposed system and what are major limitation of it.          (May 2014) 
 

Ans. In the given scenario, we would suggest the owner of the local store to go for Transaction 

Processing System (TPS), which will be the most suitable option for him. Because TPS at the lowest 

level of management is an information system that manipulates data from business transactions 

efficiently and if properly computerized, TPS provides speed and accuracy too. Various day-to-day 

business activities such as sales, purchase, production, billing, payments or receipts involves 

transactions and these transactions are to be organized and manipulated to generate various 

information products for external use.   

         Following are the major activities, which can be performed by the proposed TPS:  

♦         Capturing data to organize in files or databases;  

♦         Processing of files / databases using application software;  

♦         Generating information in the form of reports;  

♦         Processing of queries from various quarters of the organization.  

          A TPS may follow periodic data preparation and batch processing (as in payroll application) or on-

line processing (as in inventory control application). In industries and business houses, now-a-days, 

on-line approach is preferred as it provides information with up-to-date status.   

          However, the people involved in TPS, usually are not in a position to take any management 

decision. This is the major limitation of it. 

 

Q18. Define Transaction Processing System (TPS). List out the salient features of a TPS.            (Nov 2013) 
 

Ans. Transaction Processing System (TPS): TPS at the lowest level of management is an information  

system  that  manipulates  data  from  business  transactions.  Any  business activity such as sales, 

purchase, production, delivery, payments or receipts involves transaction and these transactions 

are to be organized and manipulated to generate various information products for external use. 

TPS records and manipulates transaction data into usable information.  

         The salient features of a TPS are given as follows:  



•       Large volume of data: As TPS is transaction – oriented, it generally consists large volumes of data 

and thus requires greater storage capacity. Their major concern is to ensure that the data 

regarding the economic events in the organizations are captured quickly and correctly.  

•     Automation of basic operations: Any  TPS  aims  at  automating  the  basic operations  of  a  

business  enterprise  and  plays  a  critical  role  in  day-to-day functioning of the enterprise. Any 

failure in the TPS for a short period of time can play havoc with the functioning of the enterprise. 

Thus, TPS is an important source of up-to-date information regarding the operations in the 

enterprise.  

•       Benefits are easily measurable: TPS reduces the workload of the people associated with the 

operations and improves their efficiency by automating some of the  operations.  Most  of  these  

benefits  of  the  TPS  are  tangible  and  easily measurable. Therefore, cost benefit analysis 

regarding the desirability of TPS is easy to conduct. As the benefits from TPS are mainly tangible, 

the user acceptance is easy to obtain.  

•     Source of input for other systems: TPS is the basic source of internal information for other 

information systems. Heavy reliance by other information systems on TPS for this purpose makes 

TPS important for tactical and strategic decisions as well. 

 

 

Q19. What general guidelines you would suggest before starting the implementation of ERP package? 

        (May 2013) 

Ans. The general guidelines, which are to be followed before starting the implementation of an ERP 

package, are given as follows:  

•    UŶdeƌstaŶdiŶg the Đoƌpoƌate Ŷeeds aŶd Đultuƌe of the oƌgaŶizatioŶ aŶd theŶ adapt the 
implementation technique to match these factors;  

•           DoiŶg a ďusiŶess pƌoĐess ƌedesigŶ eǆeƌĐise pƌioƌ to staƌtiŶg the iŵpleŵeŶtatioŶ;  
•           Estaďlishing a good communication network across the organization;  

•           PƌoǀidiŶg a stƌoŶg aŶd effeĐtiǀe leadeƌship so that people doǁŶ the liŶe aƌe ǁell ŵotiǀated;  
•           FiŶdiŶg aŶ effiĐieŶt aŶd Đapaďle pƌojeĐt ŵaŶageƌ;  
•           CƌeatiŶg a ďalaŶĐed team of implementation consultants, who can work together as a team;  

•           SeleĐtiŶg a good iŵpleŵeŶtatioŶ ŵethodologǇ ǁith ŵiŶiŵuŵ ĐustoŵizatioŶ;  
•           TƌaiŶiŶg eŶd useƌs; aŶd  
•           AdaptiŶg the Ŷeǁ sǇsteŵ aŶd ŵakiŶg the ƌeƋuiƌed Đhanges in the working environment to make 

effective use of the system in future. 

 

Q20. How does Executive Information System differs from Traditional Information System?    (May 2013) 
 

Ans.  Executive Information Systems differs from Traditional Information Systems in many ways. The 

following table presents the difference on various related dimensions: 

Dimensions of Difference Executive Information System Traditional Information 

System 

Level of management For top or near top executives For lower staff 

Nature of Information Access Specific issues/problems and 

aggregate reports 

Status reporting 

Nature of information 

provided 

Online tools and analysis Offline status reporting. 

Information Sources More external, less internal Internal 

Drill down facility to go 

through details 

Available Not available 



Information format Text with graphics Tabular 

Nature of interface User-friendly Computer-operator 

 

Q21. What is meant by EIS? What are its characteristics?      (Nov 2012, May 2011) 
 

Ans. Executive Information System (EIS): An EIS – sometimes also referred as an Executive Support 

System (ESS) is a DSS that is designed to meet the special needs of top-level managers.  Some 

people use the teƌŵs ͞EIS͟ aŶd ͞ESS͟ iŶteƌ ĐhaŶgeaďlǇ. AŶǇ distiŶĐtioŶ ďetǁeeŶ the EIS and ESS 

usually is because Executive Support Systems are likely to incorporate additional capabilities such 

as electronic mail etc.  

           Some of the important characteristics of EIS are given as follows:  

•           EIS is a Coŵputeƌ ďased information system that serves the information needs of top executives.  

•         EIS eŶaďles useƌs to eǆtƌaĐt suŵŵaƌǇ data aŶd ŵodel Đoŵpleǆ pƌoďleŵs ǁithout the Ŷeed to 
learn query languages, statistical formulas or high computing skills. 

•           EIS pƌoǀides ƌapid aĐĐess to tiŵelǇ iŶfoƌŵatioŶ aŶd diƌeĐt aĐĐess to ŵaŶageŵeŶt ƌepoƌts.  
•           EIS is Đapaďle of aĐĐessiŶg ďoth iŶteƌŶal aŶd eǆteƌŶal data.  
•           EIS pƌoǀides eǆteŶsiǀe oŶliŶe aŶalǇsis tools like tƌeŶd aŶalǇsis, ŵarket conditions etc.  

•           EIS ĐaŶ easilǇ pƌoǀide a DSS suppoƌt foƌ deĐisioŶ ŵakiŶg. 
 

Q22. Explain any four features of Electronic Mail.              (Nov 2012) 
 

Ans. Major features of an Electronic Mail are given as follows:  
 

•  Electronic transmission: The transmission of messages with email is electronic and message delivery 

is very quick, almost instantaneous. The confirmation of transmission is also quick and the reliability 

is very high.  

•  Online development and editing: The email message can be developed and edited online before 

transmission. The online development and editing eliminates the need for the use of paper/s in 

communication. It also facilitates the storage of messages on magnetic media, thereby reducing the 

space required to store the messages.  

•   Broadcasting and Rerouting: Email permits sending a message to a large number of target recipients. 

Thus, it is easy to send a circular to all the branches of a bank using Email resulting in a lot of saving of 

papers. The email could be rerouted to people having direct interest in the message with or without 

changing or/and appending related information to the message.  

•  Integration with other Information systems: The E-mail has the advantage of being integrated with 

the other information systems. Such an integration helps in ensuring that the message is accurate 

and the information required for the message is accessed quickly. 

•  Portability: Email renders the physical location of the recipient and sender. The email can be accessed 

from any Personal computer equipped with the relevant communication hardware, software and link 

facilities. 

• Economical: The advancements in communication technologies and competition among the 

communication service providers have made Email the most economical mode for sending messages. 

Since the speed of transmission is increasing, the time and cost on communication media per page is 

falling further, adding to the popularity of email. The email is proving to be very helpful not only for 

formal communication but also for informal communication within the business enterprise. 

 

Q23. What is Decision Support System? Discuss its characteristics in brief.          (May 2012) 
 

Ans. A decision support system (DSS) is defined as a system that provides tools to managers to assist 

them in solving semi-structured and unstructured problems in their own way.  A DSS is not intended 



to make decisions for managers, but rather to provide managers with a set of capabilities that 

enables them to generate the information required by them in making decisions.  The DSS are 

characterized by following three properties:   

(i)  Semi-structured / Unstructured decisions – Structured decisions are those that are easily made from 

a given set of inputs.  Unstructured decisions and semi-structured decisions are decisions for which 

information obtained from a computer system is only a portion of the total knowledge needed to 

make the decision.  The DSS is particularly well adapted to help with semi-structured / unstructured 

decisions.  In DSS, the problem is first defined and formulated.  It is then modeled with DSS software.  

The model is run on the computer to provide results.  The modeler, in reviewing these results, might 

decide to completely reformulate the problem, refine the model, or use the model to obtain other 

results.   

(ii)  Ability to adapt to changing need – Semi-structured / unstructured decisions often do not conform 

to a predefined set of decisions-making rules.  Because of this, their decision support system must 

provide for enough flexibility to enable users to model their own information needs.  The DSS 

designer understands that managers usually do not know in advance what information they need 

and, even if they do, those information needs keep changing constantly.  Thus, rather than locking 

the system into rigid information producing requirements, capabilities and tools are provided by DSS 

to enable users to meet their own output needs.  

(iii)Ease of Learning and Use - Since decision support systems are often built and operated by users 

rather than by computer professionals, the tools that company possesses should be relatively easy to 

learn and use.  Such software tools employ user-oriented interfaces such as grid, graphics, non-

procedural 4GL and easily read documentation.  These interfaces make it easier for user to 

conceptualize and perform the decision making process.      

 

Q24. Discuss the constraints in operating a MIS.               (May 2012) 
 

Ans. Four major constraints, which come in the way of operating an MIS, are given as follows:  
 

 Non-availability of experts, who can diagnose the objectives of the organization and provide a 

desired direction for installing a system, which operates properly. This problem May be overcome 

by grooming internal staff, which should be preceded by proper selection and training.  

 Experts usually face the problem of selecting which sub-system of MIS should be installed and 

operated first. The criteria, which should guide the experts, depend its need and importance.  

 Due to varied objectives of business concerns, the approach adopted by experts for designing and 

implementing MIS is no-standardized. 

 Non-cooperation from staff is a crucial problem, which should be handled tactfully. This can be 

carried out by organizing lectures, showing films and also explaining to them the utility of the 

system. Besides this, some staff should also be involved in the development and implementation of 

the system to buy-in their participation. 

 

Q25. Discuss important characteristics of Computer based Information Systems in brief.          (May 2011) 
 

Ans. Major characteristics of Computer based Information Systems are given as follows:  
 

 All systems work for predetermined objectives and the system is designed and developed 

accordingly.  

 In general, a system has a number of interrelated and interdependent subsystems or components. 

No subsystem can function in isolation; it depends on other subsystems for its inputs.  

 If one subsystem or component of a system fails; in most of the cases, the whole system does not 

ǁoƌk. Hoǁeǀeƌ, it depeŶds oŶ ͚hoǁ the suďsǇsteŵs aƌe iŶteƌƌelated͛.  



 The way a subsystem works with another subsystem is called interaction. The different subsystems 

interact with each other to achieve the goal of the system.  

 The work done by individual subsystems is integrated to achieve the central goal of the system. The 

goal of individual subsystem is of lower priority than the goal of the entire system. 

 

Q26. Write a short note on Business applications of Expert systems for Management Support systems. 

        (May 2011) 

Ans. Business applications of Expert Systems for Management Support Systems are given as follows:  
 

(i)  Accounting and Finance: It provides tax advice and assistance, helping with credit authorization 

decisions, selecting forecasting models, providing investment advice.  

(ii) Marketing: It provides establishing sales quotas, responding to customer inquiries, referring 

problems to telemarketing centers, assisting with marketing timing decisions, determining discount 

policies. .  

(iii)  Manufacturing: It helps in determining whether a process is running correctly, analyzing quality and 

providing corrective measures, maintaining facilities, scheduling job-shop tasks, selecting 

transportation routes, assisting with product design and faculty layouts.  

(iv) Personnel:  It is useful in assessing applicant qualifications, giving employees assisting at filling out 

forms.  

(v)   General Business: It helps in assisting with project proposals, recommending acquisition strategies, 

educating trainees, evaluating performance. 

 

Q27. What are the types of operations into which the different office activities can be broadly grouped 

under office automation systems?               (Nov 2010) 
 

Ans. Types of Operations:   

        The types of operations into which different office activities under Office Automation Systems can 

be broadly grouped, are discussed as under:  

(i)  Document capture: Documents originating from outside sources like incoming mails, notes, 

handouts, charts, graphs etc. need to be preserved.  

(ii)   Document Creation: This consists of preparation of documents, dictation, editing of texts etc. and 

takes up ŵajoƌ paƌt of the seĐƌetaƌǇ͛s tiŵe.  
(iii)  Receipts and Distribution: This basically includes distribution of correspondence to designated 

recipients.  

(iv)   Filling, Search, Retrieval and Follow-up: This is related to filling, indexing, searching of documents, 

which takes up significant time.  

(v)    Calculations: These include the usual calculator functions like routine arithmetic, operations for bill 

passing, interest calculations, working out the percentages and the like.  

(vi)  Recording Utilization of Resources: This includes, where necessary, record keeping in respect of 

specific resources utilized by office personnel.  

        All the activities mentioned have been made very simple and effective by the use of computers. The 

application of computers to handle the office activities is also termed as office automation. 

 

Q28. Discuss some of the important advantages of Information Systems in business.         (May 2010) 
 

Ans. Following are some of the important implications of Information Systems in business:  

 Information Systems help managers in efficient decision-making to achieve organizational goals.  

 An organization will be able to survive and thrive in a highly competitive environment on the 

strength of a well-designed Information system. 



 Information Systems help in making right decision at the right time i.e. just on time. 

 A good Information System May help in generating innovative ideas for solving critical problems. 

 Knowledge gathered though Information systems May be utilized by managers in unusual situations. 

 Information System is viewed as a process; it can be integrated to formulate a strategy of action or 

operation. 

 

  



Chapter 3: Protection of Information Systems 
 

Q1. Write short notes on following: 

(a) Time Bomb vs. Logic Bomb                (May 2017) 

(b) Need of Boundary Controls and major boundary control techniques      

                   (May 2017, May 2015, May 2013) 
 

Ans.  

(a) Time Bomb: These are the programs that cause perverse activity, such as disruption of computer 

system, modifications, or destructions of stored information etc. on a date and time for which it has 

been developed. In other words, time bomb lies idle until some date or time triggers it. The 

computer clock initiates it.  

        Logic Bomb: These are the programs that are activated by combination of events. In other words, 

logic bombs lie idle until some specified circumstances trigger it. Once triggered, the bomb 

sabotages the system by destroying programs, data or both.  
 

(b) Need of Boundary Controls: 

The Boundary controls can be put in place that will establish interface between the user of the 

system and the system itself. The major controls of the boundary system are the access control 

mechanisms that links the authentic users to the authorized resources, they are permitted to access 

and thus are the line of control for intruders to gain access to the coŵpaŶǇ͛s asset. The aĐĐess 
control mechanism has three steps of Identification, Authentication and Authorization with respect 

to the access control policy implemented. The user can provide three factors of input information 

for the authentication process and gain access to his required resources. 
 

Major Boundary Control techniques are as follows: 

♦ Cryptography: It deals with programs for transforming data into cipher text that are meaningless to 

anyone, who does not possess the authentication to access the respective system resource or file.  A 

cryptographic technique encrypts data (clear text) into cryptograms (cipher text) and its strength 

depends on the time and cost to decipher the cipher text by a cryptanalyst.  

♦ Passwords: User identification by an authentication mechanism with personal characteristics like 

name, birth date, employee code, function, designation or a combination of two or more of these can 

be used as a password boundary access control.  

♦ Personal Identification Numbers (PIN): PIN is similar to a password assigned to a user by an institution 

a random number stored in its database; independent to a user identification details, or a customer 

selected number. Hence, a PIN may be exposed to vulnerabilities while issuance or delivery, 

validation, transmission and storage.  

♦ Identification Cards: Identification cards are used to store information required in an authentication 

process. These cards are to be controlled through the application for a card, preparation of the card, 

issue, use and card return or card termination phases. 

♦ Biometric Devices: Biometric identification e.g. thumb and/or finger impression, eye retina etc. are 

also used as boundary control techniques. 

 

Q2. Explain the Impact/repercussions of Cyber Frauds on Enterprises.      (Nov 2016, Nov 2015)  
 

Ans. The impact of cyber frauds on enterprises can be viewed under the following dimensions:  
 

• Financial Loss: Cyber frauds lead to actual cash loss to target company/organization. For example, 

wrongfully withdrawal of money from bank accounts.  

https://resource.cdn.icai.org/44688icai-bos34509cp3.pdf


• Legal Repercussions: Entities hit by cyber frauds are caught in legal liabilities to their customers. 

Section 43A of the Information Technology (Amendment) Act 2008, fixes liability for 

companies/organizations having secured data of customers. These entities need to ensure that such 

data is well protected. In case a fraudster breaks into such database, it adds to the liability of entities.  

• Loss of credibility or Competitive Edge: News that an organizations database has been hit by 

fraudsters, leads to loss of competitive advantage. This also leads to lose credibility. There have been 

instances where share prices of such companies went down, as the news of such attack percolated to 

the market.  

• Disclosure of Confidential, Sensitive or Embarrassing Information: Cyber-attack may expose critical 

information in public domain. For example, the instances of individuals leaking information about 

governments secret programs.  

• Sabotage: The above situation may lead to misuse of such information by enemy country.  
 
Q3. What are the main characteristics of detective controls which are designed to detect errors, 

omissions or malicious acts that occur?               (Nov 2016) 
 

Ans. The main characteristics of Detective controls which are designed to detect errors, omissions or 

malicious acts that occur are as follows:  

•     Cleaƌ uŶdeƌstaŶdiŶg of laǁful aĐtiǀities so that aŶǇthiŶg ǁhiĐh deǀiates fƌoŵ these is ƌepoƌted as 
unlawful, malicious, etc.;  

•     AŶ estaďlished ŵeĐhaŶisŵ to ƌefeƌ the ƌepoƌted uŶlaǁful aĐtiǀities to the appƌopƌiate peƌsoŶ oƌ 
group; 

•      Interaction with the preventive control to prevent such acts from occurring; and  

•      Surprise checks by supervisor.  
 
Q4. Discuss File Interrogation as one of the three levels of input validation controls.         (Nov 2016) 
 

Ans. Input validation controls are intended to detect errors in the transaction data before the data are 

processed. File Interrogation is one of the three levels of input validation controls.  

o    Version Usage: Proper version of a file should be used for processing the data correctly. In this 

regard it should be ensured that only the most current file be processed.  

o     Internal and External Labeling: Labeling of storage media is important to ensure that the proper 

files are loaded for process. Where there is a manual process for 

         loading files, external labeling is important to ensure that the correct file is being processed. Where 

there is an automated tape loader system, internal labeling is more important.  

o      Data File Security:Unauthorized access to data file should be prevented,to ensure its confidentiality 

integrity & availability. These controls ensure that correct file is used for processing.  

o       Before and after Image and Logging: The application may provide for reporting of before and after 

images of transactions. These images combined with the logging of events enable re-constructing 

the data file back to its last state of integrity, after which the application can ensure that the 

incremental transactions/events are rolled back or forward.  

o       File Updating and Maintenance Authorization: Sufficient controls should exist for file updating and 

maintenance to ensure that stored data are protected. The access restrictions may either be part of 

the application program or of the overall system access restrictions.  

o       Parity Check: When programs or data are transmitted additional controls are needed.Transmission 

errors are controlled primarily by detecting errors or correcting codes. 

 



Q5. Operating System not only provides the platform for an application to use various IS resources but is 

also the last barrier to be conquered for unlimited access to all the resources. Explain the statement 

by describing any six operating system access controls to protect IS resources from unauthorised 

access.                                        (May 2016) 

 

Ans. Operating  system  not  only  provides  the  platform  for  an  application  to  use  various 

Information System resources but is also the last barrier to be conquered for unlimited access to 

all the resources. Hence, protecting operating system access is extremely crucial. Some of the 

common operating system access controls to protect IS resources from unauthorized access are as 

follows:  

•      Automated terminal identification: This will help to ensure that a particular session could only be 

initiated from a particular location or computer terminal.  

•   Terminal log-on procedures: The log-on procedure does not provide unnecessary help or 

information, which could be misused by an intruder.  

•    User identification and authentication: The users must be identified and authenticated in a 

foolproof manner. Depending on risk assessment, more stringent methods like Biometric 

Authentication or Cryptographic means like Digital Certificates should be employed.  

•      Password management system: An operating system could enforce selection of good  passwords.  

Internal  storage  of  password  should  use  one-way  hashing algorithms and the password file 

should not be accessible to users.  

•     Use of system utilities: System utilities are the programs that help to manage critical  functions  of  

the  operating  system  e.g.  addition  or  deletion  of  users. Obviously, this utility should not be 

accessible to a general user. Use and access to these utilities should be strictly controlled and 

logged. 

•       Duress alarm to safeguard users: If users are forced to execute some instruction under threat, the 

system should provide a means to alert the authorities.  

•       Terminal time out: Log out the user if the terminal is inactive for a defined period. This will prevent 

misuse in absence of the legitimate user.  

•       Limitation of connection time: Define the available time slot. Do not allow any transaction beyond 

this time period. For example, no computer access after 8.00 p.m. and before 8.00 a.m.—or on a 

Saturday or Sunday. 

 

Q6. Explain any four advantages of electronic door locks over bolting and combinational locks as a part 

of Physical Access Controls.                (May 2016) 
 

Ans. The following are the advantages of electronic door locks over bolting and combinational locks:  
 

♦   Through the special internal code that is stored internally within the card; cards can be made to 

identify the correct individual.  

♦   Individuals access needs can be restricted through the special internal code and sensor devices. 

Restrictions can be assigned to particular doors or to particular hours of the day.  

♦     Degree of duplication is reduced. 

♦   Card entry can be easily deactivated in the event an employee is terminated or a card is lost or 

stolen. If unauthorized entry is attempted silent or audible alarms can be automatically activated.  

♦    An  administrative  process,  which  may  deal  with  Issuing,  accounting  for  and retrieving the card 

keys, are also, parts of security. The card key becomes an important item to retrieve when an 

employee leaves the firm. 

 

Q7. Write short notes on the following:  



(a) Issues to be addressed by Information Security Policy.              (May 2016, May 2013) 

(b) Any four major impacts of Technology on Internal Controls.             (May 2016) 
 

Ans. (a) The Information Security policy should at least address the following issues:  

♦         a definition of information security;  

♦         reasons why information security is important to the organization, and its goals and principles;  

♦         a brief explanation of the security policies, principles, standards and compliance requirements;  

♦         definition of all relevant information security responsibilities; and  

♦         reference to supporting documentation. 
 

(b) The impact of Technology on Internal Controls is as follows:  
 

♦   Competent and Trustworthy Personnel: Personnel should have proper skill and knowledge  to  

discharge  their  duties.  Substantial  power  is  often  vested  in  the persons responsible  for  the  

computer-based  information  systems  developed, implemented, operated, and maintained within 

organizations.  

♦  Segregation of Duties: In a computerized system, the auditor should be concerned with  the  

segregation  of  duties  within  the  IT  department.  As  a  basic  control, segregation  of  duties  

prevents  or  detects  errors  or  irregularities.  Within  an  IT environment, the staff in the IT 

department of an enterprise will have a detailed knowledge of the interrelationship between the 

source of data, how it is processed and distribution and use of output.  

♦   Authorization Procedures: In computer systems, authorization procedures often are embedded 

within a computer program. For example: In some on-line transaction systems, written evidence of 

iŶdiǀidual data eŶtƌǇ authoƌizatioŶ, e.g. a supeƌǀisoƌ͛s sigŶatuƌe,  ŵaǇ  ďe  ƌeplaĐed  ďǇ  
computerized  authorization  controls  such  as automated controls written into the computer 

programs (e.g. programmed credit limit approvals).  

♦     Adequate Documents and Records: In computer systems, documents might not be used to support 

the initiation, execution, and recording of some transactions. Thus,  no  visible  audit  or  

management  trail  would  be available  to  trace  the transactions in a computerized system. 

However, if the controls over the protection and  storage of  documents,  transaction  details,  and  

audit  trails  etc.  are  placed properly, it will not be a problem for auditor.  

♦    Physical Control over Assets and Records: Physical control over access and records is critical in both 

manual systems and computer systems. Computerized financial systems have not changed the need 

to proteĐt the data. A ĐlieŶt͛s fiŶaŶĐial data aŶd Đoŵputeƌ pƌogƌaŵs ĐaŶ all ďe ŵaiŶtaiŶed at a siŶgle 
site – namely the site where the computer is located. This concentration of information systems 

assets and records also increases the losses that can arise from computer abuse or a disaster. The 

nature and types of control available have changed to address these new risks.  

♦    Adequate Management Supervision: In computer system, data communication facilities can be used 

to enable employees to be closer to the customers they service. Thus supervision of employees 

ŵight haǀe to ďe Đaƌƌied out ƌeŵotelǇ. The MaŶageŵeŶt͛s supeƌǀisioŶ aŶd ƌeǀieǁ helps to deteƌ 
and detect both errors and fraud.  

♦   Independent Checks on Performance: If the program code in a computer system is authorized, 

accurate, and complete, the system will always follow the designated procedures in the absence of 

some other type of failure like hardware or systems software failure.  

♦   Comparing Recorded Accountability with Assets: Data and the assets that the data purports to 

represent should periodically be compared to determine whether incompleteness or inaccuracies in 

the data exist or whether shortages or excesses in the assets have occurred. In a computer system, 

however, software is used to prepare  this  data.  Again,  internal  controls  must  be  implemented  



to  ensure  the veracity of program code, because traditional separation of duties no longer applies 

to the data being prepared for comparison purposes.  

♦   Delegation of Authority and Responsibility: A  clear  line  of  authority  and responsibility is an 

essential control in both manual and computer systems. In a computer system, delegating authority 

and responsibility in an unambiguous way might  be  difficult  because  some  resources  are  shared  

among  multiple  users.  

        Further, more users are developing, modifying, operating, and maintaining their own application 

systems instead of having this work performed by IS professionals. 

 

Q8. ͚Cƌiŵes aƌe Đoŵŵitted ďǇ usiŶg Đoŵputeƌs aŶd ĐaŶ daŵage the ƌeputatioŶ, ŵoƌale aŶd eǀeŶ the 
eǆisteŶĐe of aŶ oƌgaŶisatioŶ͛. What aƌe the pƌoďleŵs do Ǉou thiŶk that aŶǇ oƌgaŶizatioŶ ĐaŶ faĐe 
with the result of computer crimes?               (Nov 2015) 

 

Ans. Crimes are committed by using computers and can damage the reputation, morale and even the 

existence of an organization. Computer crimes generally result in loss of customers, 

embarrassment to management and legal actions against the organizations. These are given as 

follows:  

•     Financial Loss: Financial losses may be direct like loss of electronic funds or indirect like expenditure 

towards repair of damaged electronic components.  

•     Legal Repercussions: An organization has to adhere to many laws while developing security policies 

and procedures. These laws protect both the perpetrator and organization from trial. The 

organizations will be exposed to lawsuits from investors and insurers if there have no proper 

security measures.  

•    Loss of Credibility or Competitive Edge: In order to maintain competitive edge, many companies, 

especially service firms such as banks and investment firms, needs credibility and public trust. This 

credibility will be shattered resulting in loss of business and prestige if security violation occurs.  

•    Blackmail/Industrial Espionage: By knowing the confidential information, the perpetrator can obtain 

money from the organization by threatening and exploiting the security violation.  

•   Disclosure of Confidential, Sensitive or Embarrassing Information: These events can spoil the 

reputation of the organization. Legal or regulatory actions against the company may be also a result 

of disclosure.  

•    Sabotage: People, who may not be interested in financial gain but who want to spoil the credibility 

of the company or to will involve in such activities. They do it because of their dislike towards the 

organization or for their intemperance.  

•  Spoofing: A spoofing attaĐk iŶǀolǀes foƌgiŶg oŶe͛s souƌĐe addƌess. OŶe ŵaĐhiŶe is used to 
impersonate the other in spoofing technique. A penetrator makes the user think that s/he is 

interacting with the operating system. For example, a penetrator duplicates the login procedure, 

Đaptuƌes the useƌ͛s passǁoƌd, atteŵpts foƌ a sǇsteŵ Đƌash aŶd ŵakes the useƌ logiŶ agaiŶ.  
 

Q9. What is meant by Information Security Policy? What are the components of a good security policy? 

                           (Nov 2015, Nov 2013, May 2013, May 2012) 

Ans. An Information Security Policy may be defined as a formal statement of the rules, which give access 

to people to an organization's technology and information assets, and which they must abide. In its 

basic form, an information security policy is a doĐuŵeŶt that desĐƌiďes aŶ oƌgaŶizatioŶ͛s 
information security controls and activities. The policy does not specify technologies or specific 

solutioŶs; it defiŶes a speĐifiĐ set of iŶteŶtioŶs aŶd ĐoŶditioŶs that help pƌoteĐt a ĐoŵpaŶǇ͛s 
information assets and its ability to conduct business. An Information Security Policy is the essential 

foundation for an effective and comprehensive information security program. It is the primary way 



iŶ ǁhiĐh ŵaŶageŵeŶt͛s iŶfoƌŵatioŶ seĐuƌitǇ ĐoŶĐeƌŶs aƌe tƌaŶslated into specific measurable and 

testable goals and objectives. It provides guidance to the people, who build, install, and maintain 

information systems.  

       Components of a good Security Policy:  

       A good security policy should clearly state the following:  

•     Puƌpose aŶd SĐope of the DoĐuŵeŶt aŶd the iŶteŶded audieŶĐe;  
•      The SeĐuƌitǇ IŶfƌastƌuĐtuƌe;  
•      SeĐuƌitǇ poliĐǇ doĐuŵeŶt ŵaiŶteŶaŶĐe aŶd ĐoŵpliaŶĐe ƌeƋuiƌeŵeŶts;  
•      IŶĐident response mechanism and incident reporting;  

•      SeĐuƌitǇ oƌgaŶizatioŶ StƌuĐtuƌe; 
•      Inventory and Classification of assets;  

•      DesĐƌiptioŶ of teĐhŶologies aŶd ĐoŵputiŶg stƌuĐtuƌe;  
•      PhǇsiĐal aŶd EŶǀiƌoŶŵeŶtal SeĐuƌitǇ;  
•      IdeŶtity Management and access control;  

•      IT OpeƌatioŶs ŵaŶageŵeŶt;  
•      IT CoŵŵuŶiĐatioŶs;  
•      SǇsteŵ DeǀelopŵeŶt aŶd MaiŶteŶaŶĐe CoŶtƌols;  
•      BusiŶess CoŶtiŶuitǇ PlaŶŶiŶg;  
•      Legal CoŵpliaŶĐes; aŶd  
•      MoŶitoƌiŶg aŶd AuditiŶg ReƋuiƌements. 

 

Q10. Explain briefly major ways to control remote and distributed data processing in the new Web 

Application.                  (May 2015) 
 

Ans. Remote and distributed data processing applications can be controlled in many ways. Some of 

these are given as follows:  

•     Reŵote aĐĐess to Đoŵputeƌ aŶd data files thƌough the Ŷetǁoƌk should ďe iŵpleŵeŶted.  
•     HaǀiŶg a teƌŵiŶal loĐk ĐaŶ assuƌe phǇsical security to some extent.  

•   AppliĐatioŶs that ĐaŶ ďe ƌeŵotelǇ aĐĐessed ǀia ŵodeŵs aŶd otheƌ deǀiĐes should ďe ĐoŶtƌolled 
appropriately.  

•    TeƌŵiŶal aŶd Đoŵputeƌ opeƌatioŶs at ƌeŵote loĐatioŶs should ďe ŵoŶitoƌed ĐaƌefullǇ aŶd fƌeƋueŶtlǇ 
for violations.  

•    IŶ oƌdeƌ to pƌeǀeŶt the uŶauthoƌized useƌs͛ aĐĐess to the sǇsteŵ, theƌe should ďe pƌopeƌ ĐoŶtƌol 
mechanisms over system documentation and manuals.  

•     Data tƌaŶsŵissioŶ oǀeƌ ƌeŵote loĐatioŶs should ďe ĐoŶtƌolled. The loĐatioŶ ǁhiĐh seŶds data should 

attach needed control information that helps the receiving location to verify the genuineness and 

integrity.  

•    WheŶ ƌepliĐated Đopies of files eǆist at ŵultiple loĐatioŶs, it ŵust ďe eŶsuƌed that all aƌe ideŶtiĐal 
copies that contain the same information and checks are also done to ensure that duplicate data 

does not exist. 

 

Q11. Do you consider Corrective Controls are a part of Internal Controls?  Describe the characteristics of 

Corrective Controls.                 (May 2015) 
 

Ans. Yes, we consider Corrective Controls to be a part of Internal Controls.  Corrective controls are 

designed to reduce the impact or correct an error once it has been detected. Contingency planning, 

Backup procedure, Rerun procedures, and Investigate budget variance and report violations are 

some of the examples of corrective controls.  

         The main characteristics of the corrective controls are as follows:  



•         MiŶiŵiziŶg the iŵpaĐt of the thƌeat;  
•         IdeŶtifǇiŶg the Đause of the pƌoďleŵ;  
•         Providing remedy to the problems discovered by detective controls;  

•         GettiŶg feedďaĐk fƌoŵ pƌeǀeŶtiǀe aŶd deteĐtiǀe ĐoŶtƌols;  
•         CoƌƌeĐtiŶg eƌƌoƌ aƌisiŶg fƌoŵ a pƌoďleŵ; aŶd  
•         ModifǇiŶg the pƌoĐessiŶg sǇsteŵs to ŵiŶiŵize futuƌe oĐcurrences of the incidents 

 

Q12. Explain Data integrity. What are the major data integrity policies?                     (Nov 2014, Nov 2010) 
 

Ans. Data integrity is a reflection of the accuracy, correctness, validity and currency of the data. The 

primary objective in ensuring integrity is to protect the data against erroneous input from authored 

users. 

          Major data integrity policies are given as under:  
 

•     Virus-Signature Updating: Virus signatures must be updated automatically when they are made 

available from the vendor through enabling of automatic updates.  

•       Software Testing: All software must be tested in a suitable test environment before installation on 

production systems.  

•       Division of Environments: The division of environments into Development, Test, and Production is 

required for critical systems.  

•      Offsite Backup Storage: Backups older than one month must be sent offsite for permanent storage.  

•     Quarter-End and Year-End Backups: Quarter-end and year-end backups must be done separately 

from the normal schedule, for accounting purposes.  

•     Disaster Recovery: A comprehensive disaster-recovery plan must be used to ensure continuity of 

the corporate business in the event of an outage.  
 
Q13. Discuss some of the critical controls required in a. computerized environment.          (Nov 2014) 
 

Ans. Some of the critical controls required in a computerized environment are as follows:  

•            MaŶageŵeŶt uŶdeƌstaŶdiŶg of IŶfoƌŵatioŶ SǇsteŵ ƌisks aŶd ƌelated ĐoŶtƌols;  

•            PƌeseŶĐe oƌ adeƋuate IŶfoƌŵatioŶ SǇsteŵ ĐoŶtƌol fƌaŵeǁoƌk;  
•            PƌeseŶĐe of geŶeƌal ĐoŶtƌols aŶd IŶfoƌŵatioŶ SǇsteŵ ĐoŶtƌols;  
•            AǁaƌeŶess aŶd kŶoǁledge of IŶfoƌŵatioŶ SǇsteŵ ƌisks aŶd ĐoŶtƌols aŵoŶgst the ďusiŶess useƌs 

and even IT staff;  

•            IŵpleŵeŶtatioŶ of ĐoŶtƌols iŶ distƌiďuted ĐoŵputiŶg eŶǀiƌoŶŵeŶts aŶd eǆteŶded eŶteƌpƌises;  
•            CoŶtƌol featuƌes oƌ theiƌ iŵpleŵeŶtatioŶ iŶ highlǇ teĐhŶologǇ dƌiǀeŶ eŶǀiƌoŶŵeŶts; aŶd  
•      Appƌopƌiate teĐhŶologǇ iŵpleŵeŶtatioŶs oƌ adeƋuate seĐuƌitǇ fuŶĐtioŶalitǇ iŶ teĐhŶologies 

implemented.  

 

Q14. Mr. 'X' has opened a new departmental store and all the activities are computerized. He uses 

Personal Computers (PCs) for carrying out the business activities. As an IS auditor, list the risks 

related to the use of PCs in the business of Mr. 'X' and suggest any two security measures to be 

exercised to overcome them.                (Nov 2014) 
 

Ans.  Risks related to the use of PCs in the business are as follows:  

•    PeƌsoŶal Đoŵputeƌs aƌe sŵall iŶ size aŶd easǇ to ĐoŶŶeĐt aŶd disĐoŶŶeĐt, theǇ aƌe likelǇ to ďe shifted 
from one location to another or even taken outside the organization for theft of information.  

•     PeŶ dƌiǀes ĐaŶ ďe ǀeƌy conveniently transported from one place to another, as a result of which data 

theft may occur. Even hard disks can be ported easily these days.  



•     PC is basically a single user oriented machine and hence, does not provide inherent data safeguards. 

Problems can be caused by computer viruses and pirated software, namely, data corruption, slow 

operations and system break down etc. 

•     Segregation of duty is not possible, owing to limited number of staff.  

•   Due to vast number of installations, the staff mobility is higher and hence becomes a source of 

leakage of information.   

•     The opeƌatiŶg staff ŵaǇ Ŷot ďe adeƋuatelǇ tƌaiŶed.  
•    Weak aĐĐess ĐoŶtƌol: Most of the log-on procedures become active at the booting of the computer 

from the hard drive.  

The Security Measures that could be exercised to overcome these aforementioned risks are given as 

follows:  
 

•     Physically locking the system;  

•     Pƌopeƌ loggiŶg of eƋuipŵeŶt shiftiŶg ŵust ďe doŶe;  
•     CeŶtƌalized puƌĐhase of haƌdǁaƌe aŶd softǁaƌe;  
•     StaŶdaƌds set foƌ deǀelopiŶg, testiŶg aŶd doĐuŵeŶtiŶg;  
•     Uses of aŶtiŵalǁaƌe softǁaƌe; aŶd  
•     The use of peƌsoŶal Đoŵputeƌ aŶd theiƌ peƌipheƌal ŵust haǀe ĐoŶtƌols.  
•     Use of disĐ loĐks that prevent unauthorized access to floppy disk or pen drive of a computer. 

 

Q15. As an IS auditor, what are the output controls required to be reviewed with respect to application 

controls?  OR What is scope of output control of an application system? Suggest various types of 

output controls which are enforced for confidentiality, integrity and consistency of output.  

                                                                  (Nov 2014, May 2013) 
 

Ans.  The scope of Output controls of an application system is given as follows:  

           To provide functions that determine the data content available to users, data format, timeliness of 

data and how data is prepared and routed to users.  
 

            As an IS Auditor, various Output Controls required to be reviewed with respect to Application 

Controls which are enforced for confidentiality, integrity and consistency of output are as follows:  

•        Storage and logging of sensitive, critical forms: Pre-printed stationery should be stored securely 

to prevent unauthorized destruction or removal and usage. Only authorized persons should be 

allowed access to stationery supplies such as security forms, negotiable instruments, etc.  

•      Logging of output program executions: When programs used for output of data are executed, 

these should be logged and monitored; otherwise confidentiality/integrity of the data may be 

compromised.  

•        Spooling/queuing: ͞Spool͟ is aŶ aĐƌoŶǇŵ foƌ ͞SiŵultaŶeous Peƌipheƌals OpeƌatioŶs OŶliŶe͟. This 
is a process used to ensure that the user is able to continue working, while the print operation is 

getting completed.   

•       Controls over printing: Outputs should be made on the correct printer and it should be ensured 

that unauthorized disclosure of information printed does not take place. Users must be trained to 

select the correct printer and access restrictions may be placed on the workstations that can be 

used for printing.  

•       Report distribution and collection controls: Distribution of reports should be made in a secure way 

to prevent unauthorized disclosure of data. A log should be maintained for reports that were 

generated and to whom these were distributed. Uncollected reports should be stored securely.  

•        Retention controls: Retention controls consider the duration for which outputs should be retained 

before being destroyed. Consideration should be given to the type of medium on which the 



output is stored. Retention control requires that a date should be determined for each output 

item produced. 

 

 

Q16. Write a short note on Operating System Security.              (Nov 2014) 
 

Ans. Operating System Security: Operating System Security involves policy, procedure and controls that 

deteƌŵiŶe, ͚ǁho ĐaŶ aĐĐess the opeƌatiŶg sǇsteŵ͛, ͚ǁhiĐh ƌesouƌĐes theǇ ĐaŶ aĐĐess͛, aŶd ͚ǁhat 
aĐtioŶ theǇ ĐaŶ take͛. The folloǁiŶg seĐuƌitǇ ĐoŵpoŶeŶts aƌe fouŶd iŶ seĐuƌe opeƌatiŶg sǇsteŵ:  

•       Log-in Procedure: A log-in procedure is the first line of defense against unauthorized access. When 

the user initiates the log-on process by entering user-id and password, the system compares the ID 

and password to a database of valid users. If the system finds a match, then log-on attempt is 

authorized.   

•      Access Token: If the log on attempt is successful, the Operating System creates an access token that 

contains key information about the user including user-id, password, user group and privileges 

granted to the user. The information in the access token is used to approve all actions attempted 

by the user during the session.  

•      Access Control List: This list contains information that defines the access privileges for all valid users 

of the resource.  When a user attempts to access a resource, the system compasses his or her user-

id and privileges contained in the access token with those contained in the access control list. If 

there is a match, the user is granted access.  

•     Discretionary Access Control: The system administrator usually determines; who is granted access 

to specific resources and maintains the access control list. However, resource owners in distributed 

systems may be granted discretionary access control which allows them to grant access privileges 

to other users. 

 

Q17. Describe the various threats to the computerized environment due to cyber crimes.   

             (May 2014, Nov 2012) 
 

Ans. Following are major threats due to cyber-crimes:  
 

♦  Embezzlement: It is unlawful misappropriation of money or other things of value, by the person to 

whom it was entrusted (typically an employee), for his/her own use or purpose.  

♦   Fraud: It occurs on account of internal misrepresentation of information or identity to deceive others, 

the unlawful use of credit/debit card or ATM, or the use of electronic means to transmit deceptive 

information, to obtain money or other things of value. Fraud may be committed by someone inside 

or outside the company.  

♦   Theft of proprietary information: It is illegal to obtain of designs, plans, blueprints, codes, computer 

programs, formulas, recipes, trade secrets, graphics, copyrighted material, data, forms, files, lists, and 

personal or financial information, usually by electronic copying.   

♦  Denial of service: An action or series of actions that prevents access to a software system by its 

intended/authorized users or causes the delay of its time-critical operations or prevents any part of 

the sǇsteŵ fƌoŵ fuŶĐtioŶiŶg is teƌŵed as ͚DoS͛. Theƌe ĐaŶ ďe disƌuptioŶ oƌ degƌadatioŶ of seƌǀiĐe 
that is dependent on external infrastructure.  Problems may erupt through internet connection or e-

mail service those results in an interruption of the normal flow of information. DoS is usually caused 

by events such as ping attacks, port scanning probes, and excessive amounts of incoming data.  

♦   Vandalism or sabotage: It is the deliberate or malicious, damage, defacement, destruction or other 

alteration of electronic files, data, web pages, and programs.   

♦  Computer virus: Viruses are hidden fragments of computer codes, which propagate by inserting 

themselves into or modifying other programs.  



♦  Others: Threat includes several other cases such as intrusion, breaches and compromises of the 

ƌespoŶdeŶt͛s Đoŵputeƌ Ŷetǁoƌks ;suĐh as haĐkiŶg oƌ sŶiffiŶgͿ ƌegaƌdless of ǁhetheƌ daŵage oƌ loss 
were sustained as a result.  

 

 

Q18. Explain the various financial control techniques used in information system control.       (May 2014) 
 

Ans. Financial control techniques are generally defined as the procedures exercised by the system user 

personnel over source, or transactions origination, documents before system input. These are 

numerous; some key techniques are given as follows:  

♦   Authorization: This entails obtaining the authority to perform some act typically access to such assets 

as accounting or application entries.  

♦  Budgets: These estimates the amount of time or money expected to be spent during a particular 

period of time, project, or event. The budget alone is not an effective control-budgets must be 

compared with the actual performance, including isolating differences and researching them for a 

cause and possible resolution.  

♦   Cancellation of documents: This marks a document in such a way to prevent its reuse. This is a 

tǇpiĐal ĐoŶtƌol oǀeƌ iŶǀoiĐes ŵaƌkiŶg theŵ ǁith a ͞paid͟ oƌ ͞pƌoĐessed͟ staŵp oƌ puŶĐhiŶg a hole iŶ 

the document.  

♦   Documentation: This includes written or typed explanations of actions taken on specific transactions; 

it also refers to written or typed instructions, which explain the performance of tasks.  

♦  Dual control: This entails having two persons simultaneously access an asset. With teller-machines, 

for example, two tellers would open the depository vault door together, but only one would retrieve 

the deposit envelopes.   

♦    Input/ output verification: This entails comparing the information provided by a computer system to 

the input documents. This is an expensive control that tends to be over-recommended by auditors. It 

is usually aimed at such non-monetary by dollar totals and item counts.  

♦    Safekeeping:  This entails physically securing assets, such as computer disks, under lock and key, in a 

desk drawer, file cabinet storeroom, or vault.  

♦  Segregation of duties: This entails assigning similar functions to separate people to provide 

reasonable assurance against fraud and provide an accuracy check of the other persons work.   

♦  Sequentially numbered documents:   These are working documents with preprinted sequential 

numbers, which enables the detection of missing documents. 

♦  Supervisory review: This refers to review of specific work by a supervisor but what is not obvious is 

that this control requires a sign-off on the documents by the supervisor, in order to provide evidence 

that the supervisor at least handled them. 

 

Q19. Write a short note on Information System (IS) security objective.            (May 2014) 
 

Ans. Information System Security Objective: The oďjeĐtiǀe of iŶfoƌŵatioŶ sǇsteŵ seĐuƌitǇ is ͞the 
protection of the interests of those relying on information, and the information systems and 

communications that deliver the information, from harm resulting from failures of confidentiality, 

iŶtegƌitǇ, aŶd aǀailaďilitǇ͟.               

            For any organization, the security objective comprises three universally accepted attributes, 

which are given as follows:   

♦         Confidentiality: Prevention of the unauthorized disclosure of information;  

♦         Integrity: Prevention of the unauthorized modification of information; and  

♦         Availability: Prevention of the unauthorized withholding of information.  



             The relative priority and significance of confidentiality, integrity and availability may vary 

according to the data within the information system and the business context in which it is used. 

 

 

Q20. Describe any five major types of information security policy which company must maintain to meet 

the security objectives.           (Nov 2013, Nov 2011) 
 

Ans. Major Information Security Policies, which company must maintain to meet the security objectives, 

are given as follows:  

•         Information Security Policy: This  policy  provides  a  definition  of  Information Security, its overall 

objective and the importance applies to all users.  

•       User Security Policy: This poliĐǇ sets out the ƌespoŶsiďilities aŶd ƌeƋuiƌeŵeŶts foƌ all  IT  sǇsteŵs͛ 
users.  It  provides  security  terms  of  reference  for  Users,  Line Managers and System Owners.  

•     Acceptable Usage Policy: This sets out the policy for acceptable usage of email and Internet 

services.  

•       Organizational Information Security Policy: This policy sets out the Group policy for  the  security  

of  its  information  assets  and  the  IT systems,  processing  this information.  

•      Network & System Security Policy: This policy sets out detailed policy for system and network 

security and applies to IT department users.  

•      Information Classification Policy:   This  policy  sets  out  the  policy  for  the classification of 

information.  

•         Conditions of Connection: This policy sets out the Group policy for connecting to their network. It 

applies to all organizations connecting to the Group and relates to the conditions that apply to 

diffeƌeŶt supplieƌs͛ sǇsteŵs. 
 

Q21. Explain, briefly, the six categories of controls classified on the basis of nature of IS resources.  

                   (Nov 2013) 

Ans. Six categories of controls classified on the basis of the nature of IS resources are given as follows:  
 

(i)    Environmental Controls: Controls relating to the housing of IT resources such as power, air-

conditioning, UPS, smoke detection, fire-extinguishers, dehumidifiers etc.  

(ii)    Physical Access Controls: Controls relating to physical security of the tangible IS resources and 

intangible resources stored on tangible media etc. Such controls include  Access  control  doors,  

Security guards,  door  alarms,  restricted  entry  to secure areas, visitor logged access, video 

monitoring etc.  

(iii)   Logical Access Controls: Controls relating to logical access to information resources such  as  

operating  systems  controls,  Application  software  boundary  controls, networking controls, 

access to database objects, encryption controls etc.  

(iv)    IS Operational Controls: Controls relating to IS operation, administration and its management  

such  as  day  begin  and  day  end  controls,  IS  infrastructure management, Helpdesk operations 

etc.  

(v)   IS Management Controls: Controls  relating  to  IS  management,  administration, policies, 

pƌoĐeduƌes, staŶdaƌds͛ aŶd pƌaĐtiĐes, ŵoŶitoƌiŶg of IS opeƌatioŶs, SteeƌiŶg Đoŵŵittee etĐ.  
(vi)    SDLC Controls:  Controls  relating  to  planning,  design,  development,  testing, implementation  

and  post  implementation,  change  management  of  changes  to application and other software. 

 

Q22. Write a short note on Locks on Doors with respect to Physical Access Control.         (Nov 2011) 
 

Ans.  Locks on Doors with respect to physical access control: Different types of locks on doors for 

physical security are discussed below:  



 Cipher Locks (combination Door Locks): The Cipher Lock consists of a pushbutton panel that is 

mounted near the door outside of a secured area. There are ten numbered buttons on the panel. To 

enter, a person presses a four digit number sequence, and the door will unlock for a predetermined 

period of time, usually ten to thirty seconds.  

Cipher Locks are used in low security situations or when a large number of entrances and exits must 

be usable all the time. More sophisticated and expensive cipher locks can be computer coded with a 

peƌsoŶ͛s haŶdpƌiŶt. A ŵatĐhiŶg haŶdpƌiŶt uŶloĐks the dooƌ.  
 Bolting Door Locks: A special metal key is used to gain entry when the lock is a bolting door lock. To 

avoid illegal entry the keys should not be duplicated.  

 Electronic Door Locks: A magnetic or embedded chip based plastics card key or token May be 

entered into a sensor reader to gain access in these systems. The sensor device upon reading the 

special code that is internally stored within the card activates the door locking mechanism.  

 Biometric Door Locks: These loĐks aƌe eǆtƌeŵelǇ seĐuƌe ǁheƌe aŶ iŶdiǀidual͛s uŶiƋue ďodǇ featuƌes, 
such as voice, retina, fingerprint or signature, activate these locks. This system is used in instances 

when extremely sensitive facilities must be protected, such as in the military. 

  



Chapter 4: Business Continuity Planning and Disaster 

Recovery Planning 
 

Q1. List out the major activities to be carried out in the implementation of a Business Continuity Plan. 

        (May 2017) 

Ans. In the implementation of a Business Continuity Plan (BCP), the major activities that should be 

carried out include the following:  
 

♦         Defining the scope and context;  

♦         Defining roles and responsibilities;  

♦         Engaging and involving all stakeholders;  

♦         Testing of program on regular basis;  

♦         Maintaining the currency and appropriateness of Business Continuity Program;  

♦         Reviewing, reworking and updating the Business Continuity Capability, Risk Assessments (RA) and 

Business Impact Analysis (BIAs);  

♦         Managing costs and benefits associated; and  

♦         Convert policies and strategies into action.     

 

Q2. What are the major documents that should be mandatorily part of any Business Continuity 

Management system?                              (May 2017) 
 

Ans. The following documents (representative only) are classified as being part of the Business 

Continuity Management System:  
 

♦         The Business Continuity Policy;  

♦         The Business Continuity Management System;  

♦         The Business Impact Analysis report;  

♦         The Risk Assessment report;  

♦         The aims and objectives of each function;  

♦         The activities undertaken by each function;  

♦         The Business Continuity strategies;  

♦         The overall and specific Incident Management Plans;  

♦         The Business Continuity plans;  

♦    Change control, preventative action, corrective action, document control and record control 

processes;  

♦         Local Authority Risk Register; 

♦         Exercise schedule and results;  

♦         Incident log; and  

♦         Training program. 

 

https://resource.cdn.icai.org/44689icai-bos34509cp4.pdf
https://resource.cdn.icai.org/44689icai-bos34509cp4.pdf


Q3. In today's fiercely competitive business environment which allows for no downtime, a 

comprehensive Business Continuity Plan is of paramount importance. What are the various 

components of a BCM process?               (May 2017) 
 

Ans. The various components of Business Continuity Management (BCM) Process are as follows:  
 

♦ BCM – Process: The management process enables the business continuity, capacity and capability to 

be established and maintained. The capacity and capability are established in accordance to the 

requirements of the enterprise.  

♦ BCM – Information Collection Process: The activities of assessment process do the prioritization of an 

eŶteƌpƌise͛s pƌoduĐts aŶd seƌǀiĐes aŶd the uƌgeŶĐǇ of the aĐtiǀities that aƌe ƌeƋuiƌed to deliǀeƌ theŵ. 
This sets the requirements that will determine the selection of appropriate BCM strategies in the next 

process.  

♦ BCM – Strategy Process: Finalization of business continuity strategy requires assessment of a range of 

strategies.  This requires an appropriate response to be selected at an acceptable level and during and 

after a disruption within an acceptable timeframe for each product or service, so that the enterprise 

continues to provide those products and services.  

♦ BCM – Development and Implementation Process: Development of a management framework and a 

structure of incident management, business continuity and business recovery and restoration plans. 

♦ BCM – Testing and Maintenance Process: BCM testing, maintenance and audit testify the enterprise 

BCM to prove the extent to which its strategies and plans are complete, current and accurate; and 

Identifies opportunities for improvement.  

♦ BCM – Training Process: Extensive trainings in BCM framework, incident management, business 

ĐoŶtiŶuitǇ aŶd ďusiŶess ƌeĐoǀeƌǇ aŶd ƌestoƌatioŶ plaŶs eŶaďle it to ďeĐoŵe paƌt of the eŶteƌpƌise͛s 
core values and provide confidence in all stakeholders in the ability of the enterprise to cope with 

minimum disruptions and loss of service. 

 

Q4. Explain the maintenance tasks undertaken in the Development of BCP.          (Nov 2016) 
 

Ans. The maintenance tasks undertaken in development of Business Continuity Planning (BCP) are to:  

•    DeteƌŵiŶe the oǁŶeƌship aŶd ƌespoŶsiďilitǇ foƌ ŵaiŶtaiŶiŶg the ǀaƌious BusiŶess CoŶtiŶuitǇ PlaŶŶiŶg 
(BCP) strategies within the enterprise; 

•   Identify the BCP maintenance triggers to ensure that any organizational, operational, and structural 

changes are communicated to the personnel who are accountable for ensuring that the plan remains 

up-to-date; 

•    DeteƌŵiŶe the ŵaiŶteŶaŶĐe ƌegiŵe to eŶsuƌe the plaŶ ƌeŵaiŶs up-to-date;  

•    Determine the maintenance processes to update the plan; and  

•    IŵpleŵeŶt ǀeƌsioŶ ĐoŶtƌol pƌoĐeduƌes to eŶsuƌe that the plaŶ is ŵaiŶtaiŶed up-to- date. 

 

Q5. What competencies are necessary for personnel assigned specific management responsibilities 

within the system while developing BCM?               (Nov 2016) 
 

Ans. While developing the BCM, the competencies necessary for personnel assigned specific 

management responsibilities within the system are as follows:  



•           AĐtiǀelǇ listeŶs to otheƌs, their ideas, views and opinions; 

•           Provides support in difficult or challenging circumstances; 

•           RespoŶds ĐoŶstƌuĐtiǀelǇ to diffiĐult ĐiƌĐuŵstaŶĐes;  
•           Adapts leadeƌship stǇle appƌopƌiatelǇ to ŵatĐh the ĐiƌĐuŵstaŶĐes;  
•           Promotes a positive culture of health, safety and the environment;  

•           ReĐogŶizes aŶd aĐkŶoǁledges the ĐoŶtƌiďutioŶ of Đolleagues;  
•           EŶĐouƌages the takiŶg of ĐalĐulated ƌisks;  
•           EŶĐouƌages aŶd aĐtiǀelǇ ƌespoŶds to Ŷeǁ ideas;  

•           CoŶsults aŶd iŶǀolǀes teaŵ ŵeŵďeƌs to ƌesolǀe pƌoďleŵs;  
•           DeŵoŶstƌates peƌsoŶal iŶtegƌitǇ; aŶd  
•           ChalleŶges estaďlished ǁaǇs of doiŶg thiŶgs to ideŶtifǇ iŵpƌoǀeŵeŶt oppoƌtuŶities. 
 

Q6. Write a short note on Types/Techniques of Back –ups.               (Nov 2016, Nov 2014, Nov 2011) 
 

Ans. Various types of back-ups are as follows:  

• Full Backup: A full backup captures all files on the disk or within the folder selected for backup. With a 

full backup system, every backup generation contains every file in the backup set. At each backup run, 

all files designated in the backup job will be backed up again.  This includes files and folders that have 

not changed.  

• Incremental Backup: An incremental backup captures files that were created or changed since the last 

backup, regardless of backup type. This is the most economical method, as only the files that changed 

since the last backup are backed up. This saves a lot of backup time and space. Normally, incremental 

backup is very difficult to restore. One will have to start with recovering the last full backup, and then 

recovering from every incremental backup taken since.  

• Differential Backup: A differential backup stores files that have changed since the last full backup. 

Therefore, if a file is changed after the previous full backup, a differential backup takes less time to 

complete than a full back up. Comparing with full backup, differential backup is obviously faster and 

more economical in using the backup space, as only the files that have changed since the last full 

backup are saved.  

• Mirror back-up: A mirror backup is identical to a full backup, with the exception that the files are not 

compressed in zip files and they cannot be protected with a password. A mirror backup is most 

frequently used to create an exact copy of the backup data. 

 

Q7. Explain the five stages or components of the BCM process.            (May 2016) 
 

Ans. The stages or components of the BCM process are as follows:  

• Stage 1: BCM – Information Collection Process: The activities of assessment process  do the  

prioritization  of  aŶ  eŶteƌpƌise͛s  pƌoduĐts  aŶd  seƌǀiĐes  aŶd  the uƌgeŶĐǇ  of  the  aĐtiǀities  that  
are  required  to  deliver  them. This sets the requirements that will determine the selection of 

appropriate BCM strategies in the next process.  

•   Stage 2: BCM – Strategy Process: Finalization of business continuity strategy requires assessment of a 

range of strategies. This requires an appropriate response to be selected at an acceptable level and 

during and after a disruption within an acceptable timeframe for each product or service, so that the 



enterprise continues to provide those products and services. The selection of strategy will take into 

account the processes and technology already present within the enterprise.  

•  Stage 3: BCM – Development and Implementation Process: This deals with the development of a 

management framework and a structure of incident management, business continuity and business 

recovery and restoration plans.    

•  Stage 4: BCM – Testing and Maintenance Process: BCM testing, maintenance and audit testify the 

enterprise BCM to prove the extent to which its strategies and plans are complete, current and 

accurate; and identifies opportunities for improvement. 

•  Stage 5: BCM – Training Process: Extensive trainings in BCM framework, incident management, 

business continuity and business recovery and restoration plans enable it to become part of the 

eŶteƌpƌise͛s Đoƌe ǀalues aŶd pƌoǀide ĐoŶfideŶĐe iŶ all stakeholdeƌs iŶ the aďilitǇ of the eŶteƌpƌise to 
cope with minimum disruptions and loss of service 

 

Q8. What are the steps to be taken by an IS auditor with respect to IT in the process of BCP/DRP audit? 

  (May 2016, May 2014) 

Ans. During a BCP/DRP Audit of Information Technology, IS auditor is expected to follow these steps:  

♦       Determine if the plan reflects the current IT environment.  

♦       Determine if the plan includes prioritization of critical applications and systems.  

♦     Determine if the plan includes time requirements for recovery/availability of each critical system, 

and that they are reasonable.  

♦   Does the disaster recovery/ business resumption plan include arrangements for emergency 

telecommunications?  

♦      Is  there  plan  for  alternate  means  of  data  transmission  if  computer  network  is interrupted? 

Has the security of alternate methods been considered?  

♦       Determine if a testing schedule exists and is adequate (at least annually). Verify the date of the last 

test. Determine if weakness identified in the last test were corrected. 

♦       Determine if information backup procedures are sufficient to allow for recovery of critical data.  

♦       Determine if copies of the plan are safeguarded by off-site storage.  

♦       Does the disaster recovery/ business resumption plan include provisions for Personnel? 

 

Q9. Explain the various plans that need to be designed for Business Continuity Management. OR Explain 

the components of Disaster Recovery Plan. (Nov 2015, Nov 2011) 
 

Ans. There are various kinds of plans that need to be designed for Business Continuity Management 

(BCM) that include the following:  
 

•    Emergency Plan: The Emergency plan specifies the actions to be undertaken immediately when a 

disaster occurs. Management must identify those situations that require the plan to be invoked e.g. 

major fire, major structural damage, and terrorist attack. The actions to be initiated can vary 

depending on the nature of the disaster that occurs. If an enterprise undertakes a comprehensive 

security review program, the threat identification and exposure analysis phases involve identifying 

those situations that require the emergency plan to be invoked.  



•     Back-up Plan: The Backup plan specifies the type of backup to be kept, frequency with which backup 

is to be undertaken, procedures for making backup, location of backup resources, site where these 

resources can be assembled and operations restarted, personnel who are responsible for gathering 

backup resources and restarting operations, priorities to be assigned to recovering the various 

systems, and a time frame for recovery of each system. For example, it might be difficult to specify; 

eǆaĐtlǇ hoǁ aŶ oƌgaŶizatioŶ͛s ŵaiŶfƌaŵe faĐilitǇ ǁill ďe ƌeĐoǀeƌed in the event of a fire. The backup 

plan needs continuous updating as changes occur. For example, as personnel with key 

responsibilities in executing the plan leave the organization, the plan must be modified accordingly.  

•    Recovery Plan: The Recovery plans set out procedures to restore full information system capabilities. 

Recovery plan should identify a recovery committee that will be responsible for working out the 

specifics of the recovery to be undertaken. The plan should specify the responsibilities of the 

committee and provide guidelines on priorities to be followed. The plan might also indicate which 

applications are to be recovered first. Periodically, the recovery committee must review and practice 

executing their responsibilities so they are prepared in case a disaster occurs.  

•   Test Plan: The purpose of the test plan is to identify deficiencies in the emergency, backup, or 

recovery plan or in the preparedness of an organization and its personnel for facing a disaster. It 

must enable a range of disasters to be simulated and specify the criteria by which the emergency, 

backup, and recovery plans can be deemed satisfactory. Periodically, test plans must be invoked. 

Unfortunately, top managers are often unwilling to carry out a test because daily operations are 

disrupted.  

 

Q10. Write a short note on Third party site for backup and recovery. OR A company has decided to 

outsource a third party site for its alternate back-up and recovery process. What are the issues to be 

considered by the security administrator while drafting the contract?      (Nov 2015, May 2010) 
 

Ans. If a third-party site is to be used for backup and recovery purposes, security administrators must 

ensure that a contract is written to cover issues such as -  

•       hoǁ sooŶ the site ǁill ďe ŵade aǀailaďle suďseƋueŶt to a disasteƌ;  
•    the Ŷuŵďeƌ of organizations that will be allowed to use the site concurrently in the event of a 

disaster;  

•       the pƌioƌitǇ to ďe giǀeŶ to ĐoŶĐuƌƌeŶt useƌs of the site iŶ the eǀeŶt of a ĐoŵŵoŶ disasteƌ;  
•       the peƌiod duƌiŶg ǁhiĐh the site ĐaŶ ďe used;  
•       the conditions under which the site can be used; 

•       the facilities and services the site provider agrees to make available; and 

•       What ĐoŶtƌols ǁill ďe iŶ plaĐe aŶd ǁoƌkiŶg at the off-site facility? 

 

Q11. What are the tasks you will undertake to ensure that BCM program is in place, while assessing BIA? 

             (May 2015) 

Ans. Business Impact Analysis (BIA) is essentially a means of systematically assessing the potential 

impacts resulting from various events or incidents. The tasks to be undertaken to ensure that BCM 

program is in place while assessing BIA are as follows:  

•       Assess the impacts that would occur if the activity was disrupted over a period of time;  

•       IdeŶtifǇ the ŵaǆiŵuŵ tiŵe peƌiod afteƌ the staƌt of a disƌuptioŶ within which the activity needs to 

be resumed; 

•       Identify critical business processes;  



•       Assess the minimum level at which the activity needs to be performed on its resumption;  

•       Identify the length of time within which normal levels of operation need to be resumed; and  

•       Identify any inter-dependent activities, assets, supporting infrastructure or resources that have also 

to be maintained continuously or recovered over time.  
 
Q12. As an IS auditor, what are the key areas you would verify during review of BCM arrangements of an 

enterprise. OR While doing audit or self assessment of the BCM Program of an enterprise, briefly 

describe the matters to be verified.        (May 2015, Nov 2014) 
 

Ans. During review of BCM arrangements of an enterprise, an IS auditor should verify that:  
 

•   All keǇ pƌoduĐts aŶd seƌǀiĐes aŶd theiƌ suppoƌtiŶg ĐƌitiĐal aĐtiǀities aŶd ƌesouƌĐes haǀe ďeeŶ 
ideŶtified aŶd iŶĐluded iŶ the eŶteƌpƌise͛s BCM stƌategǇ; 

•    The eŶteƌpƌise͛s BCM poliĐǇ, stƌategies, fƌaŵeǁoƌk aŶd plaŶs aĐĐuƌatelǇ ƌefleĐt its pƌioƌities aŶd 
requirements;  

•     The eŶteƌpƌise͛ BCM ĐoŵpeteŶĐe aŶd its BCM ĐapaďilitǇ aƌe effeĐtiǀe aŶd fit-for- purpose and will 

permit management, command, control and coordination of an incident;  

•      The eŶteƌpƌise͛s BCM solutioŶs aƌe effeĐtiǀe, up-to-date and fit-for-purpose, and appropriate to the 

level of risk faced by the enterprise;  

•       The eŶteƌpƌise͛s BCM ŵaiŶteŶaŶĐe aŶd eǆeƌĐisiŶg pƌogƌaŵs haǀe ďeeŶ effeĐtively implemented;  

•       BCM strategies and plans incorporate improvements that have been identified during incidents and 

exercises and in the maintenance program;  

•       The enterprise has an ongoing program for BCM training and awareness;  

•    BCM procedures have been effectively communicated to relevant staff, and that those staff 

understand their roles and responsibilities; and  

•       Change control processes are in place and operate effectively. 

 

Q13. Write short note on Back-up option sites for Alternate processing facility arrangements.  

            (May 2015, May 2011) 
 

Ans. Security administrators should consider the following Backup option sites for alternate processing 

facility arrangements:  

•  Cold site: A cold site has all the facilities needed to install a mainframe system- raised floors, air 

conditioning, power, communication lines, and so on. An organisation can establish its own cold-site 

facility or enter into an agreement with another organisation to provide a cold-site facility.  

•  Hot site: All hardware and operations facilities will be available at the hot site. In some cases, 

software, data and supplies might also be stored there. A hot site is expensive to maintain and are 

usually shared with other organisations that have hot-site needs.  

•  Warm site: A warm site provides an intermediate level of backup. It has all cold-site facilities in  

addition to the hardware that might be difficult to obtain or install.  

•  Reciprocal agreement: Two or more organisations might agree to provide backup facilities to each 

other in the event of one suffering a disaster. This backup option is relatively cheap, but each 

paƌtiĐipaŶt ŵust ŵaiŶtaiŶ suffiĐieŶt ĐapaĐitǇ to opeƌate aŶotheƌ͛s ĐƌitiĐal sǇsteŵ. 
 

Q14. Explain the objectives of Business Continuity Management Policy briefly.                         (Nov 2014) 
 

Ans. The objective of Business Continuity Management Policy is to provide a structure through which:  

•   The loss to eŶteƌpƌise͛s ďusiŶess iŶ teƌŵs of ƌeǀeŶue loss, loss of ƌeputatioŶ, loss of pƌoduĐtiǀitǇ aŶd 
customer satisfaction is minimized.  



• Critical services and activities undertaken by the enterprise operation for the customer will be 

identified.  

•   Plans will be developed to ensure continuity of key service delivery following a business  

•  Disruption, which may arise from the loss of facilities, personnel, IT and/or communication or failure 

within the supply and support chains.  

•   Invocation of incident management and business continuity plans can be managed.  

•   IŶĐideŶt MaŶageŵeŶt PlaŶs & BusiŶess CoŶtiŶuitǇ PlaŶs aƌe suďjeĐt to oŶgoiŶg testiŶg, ƌeǀisioŶ aŶd 
updation as required.  

• Planning and management responsibility are assigned to a member of the relevant senior 

management team. 

 

Q15. Discuss the methodology of developing a Business Continuity Plan.            (May 2014) 
 

Ans. The methodology for developing a business continuity plan can be sub-divided into eight different 

phases. The extent of applicability of each of the phases has to be tailored to the respective 

organisation. The methodology emphasises on the following:          
 

(i)    Providing management with a comprehensive understanding of the total efforts required to develop 

and maintain an effective recovery plan;  

(ii)    Obtaining commitment from appropriate management to support and participate in the effort;  

(iii)   Defining recovery requirements from the perspective of business functions;  

(iv)   Documenting the impact of an extended loss to operations and key business functions;  

(v)    Focusing appropriately on disaster prevention and impact minimisation, as well as orderly recovery;  

(vi)   Selecting business continuity teams that ensure the proper balance required for plan development;  

(vii)  Developing a business continuity plan that is understandable, easy to use and maintain; and  

(viii) Defining how business continuity considerations must be integrated into ongoing business planning 

and system development processes in order that the plan remains viable over time. 

 

Q16. How an auditor will determine whether the disaster recovery plan was developed using a sound 

and robust methodology? Explain.          (Nov 2013, Nov 2012) 
 

Ans. An auditor may determine whether the disaster recovery plan was developed by using a sound and 

robust methodology by evaluating the following elements: 
 

•       Identification and prioritization of the activities, which are essential for  continue functioning. 

•       The plaŶ is ďased upon a business impact analysis that considers the impact of the loss of essential 

functions.  

•       OpeƌatioŶs ŵaŶageƌs aŶd keǇ eŵploǇees paƌtiĐipated iŶ the deǀelopŵeŶt of the plaŶ.  
•       The plaŶ ideŶtifies the ƌesouƌĐes that ǁill likelǇ to ďe Ŷeeded for recovery and the location of their 

availability. 

•       The plaŶ is siŵple aŶd easilǇ uŶdeƌstood so that it ǁill ďe effeĐtiǀe ǁheŶ it is Ŷeeded.  
•       The plaŶ is ƌealistiĐ iŶ its assuŵptioŶs. 
 

Q17. Write a short note on Goals of the Business Continuity Plan.     (Nov 2013, Nov 2012) 
 

Ans. Goals of a Business Continuity Plan: Major goals of a business continuity plan should be to: 
 

•           identify weaknesses and implement a disaster prevention program; 

•           ŵiŶiŵize the duƌatioŶ of a serious disruption to business operations; 

•           facilitate effective co-ordination of recovery tasks; and 

•           ƌeduĐe the ĐoŵpleǆitǇ of the ƌeĐoǀeƌǇ effoƌt. 
 



Q18. Which aspects should be covered while drafting IS security policy for Business Continuity Planning? 

                                     (May 2013) 

Ans. The following are the major aspects, which should be covered while drafting IS Security Policy for 

Business Continuity Planning:  

•      A BusiŶess CoŶtiŶuitǇ PlaŶ ;BCPͿ ŵust ďe ŵaiŶtaiŶed, tested aŶd updated if ŶeĐessaƌǇ. All staff 
must be made aware of it.  

•       A BusiŶess CoŶtiŶuitǇ aŶd IŵpaĐt AssessŵeŶt ŵust ďe ĐoŶduĐted aŶŶuallǇ.  
•       Supplieƌs of Ŷetǁoƌk seƌǀiĐes ŵust ďe contractually obliged to provide a predetermined minimum 

service level.  

•     If suďsidiaƌies, diǀisioŶs, depaƌtŵeŶts, aŶd otheƌ oƌgaŶizatioŶal uŶits ǁish to ďe suppoƌted ďǇ the 
management information systems department on a priority basis in the event of an emergency or a 

disaster, they must implement hardware, software, policies, and related procedures consistent 

with related standards.  

•    Coŵputeƌ opeƌatioŶs ŵaŶageŵeŶt ŵust estaďlish aŶd use a logiĐal fƌaŵeǁoƌk foƌ segŵeŶtiŶg 
information resources by recovery priority. This will in turn allow the most critical information 

resources to be recovered first. All departments must use the same framework when preparing 

information systems contingency plans.  

•      IŶ additioŶ, ƌeĐoǀeƌǇ pƌioƌitǇ of all the applications must also be defined by assessing the criticality 

of the applications. Further, a classification may also be done for application criticality.  

•       MaŶageŵeŶt ŵust pƌepaƌe, peƌiodiĐallǇ update, aŶd ƌegulaƌlǇ test eŵeƌgeŶĐǇ response plans and 

disaster recovery plans that will allow all critical computer systems to continue processing and be 

available in the event of an interruption or degradation of service and also in the event of a major 

loss, such as a flood, earthquake. 

 

Q19. What is meant by Business Continuity Planning?  Explain the areas covered by Business Continuity. 

                   (Nov 2010) 

Ans. Business Continuity Planning (BCP) is the creation and validation of a practical logistical plan for 

how an organization will recover and restore partially or completely interrupted critical functions 

within a predetermined time after a disaster or extended disruption. The logistical plan is called a 

Business Continuity Plan. Planning is an activity to be performed before the disaster occurs 

otherwise it would be too late to plan an effective response. The resulting outage from such a 

disaster can have serious effects on the viability of a firm's operations, profitability, quality of 

service, and convenience.   

         Business Continuity covers the following areas:  

(i)         Business resumption planning – The OpeƌatioŶ͛s pieĐe of ďusiŶess ĐoŶtiŶuitǇ plaŶŶiŶg;  
(ii)   Disaster recovery planning – The technological aspect of BCP, the advance planning and 

preparation necessary to minimize losses and ensure continuity of critical business functions of 

the organization in the event of a disaster.  

(iii)    Crisis Management – The overall co-oƌdiŶatioŶ of aŶ oƌgaŶizatioŶ͛s ƌespoŶse to a Đƌisis iŶ aŶ 
effective timely manner, with the goal of aǀoidiŶg oƌ ŵiŶiŵiziŶg daŵage to the oƌgaŶizatioŶ͛s 
profitability, reputation or ability to operate. 

 

 

 



Chapter 5: Acquisition, Development & Implementation 

of Information Systems 

 

Q1. Maintaining the system is an important aspect of system development. What are the categories of 

system/software maintenance?               (May 2017, May 2016, May 2014) 
 

Ans. System Maintenance can be categorized in the following ways:  
 

♦ Scheduled Maintenance: Scheduled Maintenance is anticipated and can be planned for operational 

continuity and avoidance of anticipated risks. For example, the implementation of a new inventory 

coding scheme can be planned in advance, security checks may be promulgated etc.  

♦ Rescue Maintenance: Rescue maintenance refers to previously undetected malfunctions that were 

not anticipated but require immediate troubleshooting solution. A system that is properly developed 

and tested should have few occasions of rescue maintenance.  

♦ Corrective Maintenance: Corrective maintenance deals with fixing bugs in the code or defects found 

during the executions. A defect can result from design errors, logic errors coding errors, data 

processing and system performance errors. Examples of corrective maintenance include correcting a 

failure to test for all possible conditions or a failure to process the last record in a file.  

♦ Adaptive Maintenance: Adaptive maintenance consists of adapting software to changes in the 

environment, such as the hardware or the operating system. The term environment refers to the 

totality of all conditions and influences, which act from outside upon the system, for example, 

business rule, government policies, work patterns, software and hardware operating platforms. The 

need for adaptive maintenance can only be recognized by monitoring the environment. 

♦ Perfective Maintenance: Perfective maintenance mainly deals with accommodating to the new or 

changed user requirements and concerns functional enhancements to the system and activities to 

iŶĐƌease the sǇsteŵ͛s peƌfoƌŵaŶĐe oƌ to eŶhaŶĐe its useƌ iŶteƌfaĐe.  
♦ Preventive Maintenance: Preventive maintenance concerns with the activities aimed at increasing the 

sǇsteŵ͛s ŵaiŶtaiŶaďilitǇ, suĐh as updatiŶg documentation, adding comments, and improving the 

modular structure of the system. The long-term effect of corrective, adaptive and perfective changes 

iŶĐƌeases the sǇsteŵ͛s ĐoŵpleǆitǇ.  As  a  laƌge  pƌogƌaŵ  is  ĐoŶtiŶuouslǇ  ĐhaŶged, its  ĐoŵpleǆitǇ,  
which reflects deteriorating structure, increases unless work is done to maintain or reduce it. This 

work is known as preventive change. 

 

Q2. Application programs are written, tested and documented to convert the design specifications into a 

functional system. Explain the characteristics that a good coded application program should have.  

             (Nov 2016, Nov 2012) 

Ans. Application programs are written, tested and documented to convert the design specifications into 

a functional system. A good coded application program should have the following characteristics: 

• Reliability: It refers to the consistency with which a program operates over a period of time. However, 

poor setting of parameters and hard coding of some data subsequently could result in the failure of a 

program after some time.  

• Robustness: It ƌefeƌs to the appliĐatioŶs͛ stƌeŶgth to uphold its opeƌatioŶs iŶ adǀeƌse situatioŶs ďǇ 
considering all possible inputs and outputs of a program in case of least likely situations.  

https://resource.cdn.icai.org/44690icai-bos34509cp5.pdf
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• Accuracy: It refeƌs Ŷot oŶlǇ to ͚ǁhat pƌogƌaŵ is supposed to do͛, ďut should also take Đaƌe of ͚ǁhat it 
should Ŷot do͛. The seĐoŶd paƌt ďeĐoŵes ŵoƌe ĐhalleŶgiŶg foƌ ƋualitǇ ĐoŶtƌol peƌsoŶŶel aŶd auditoƌs.  

• Efficiency:  It refers to the performance per unit cost with respect to relevant parameters and it should 

not be unduly affected with the increase in input values.  

• Usability: It refers to a user-friendly interface & easy-to-understand internal/external documentation.  

• Readability: It refers to the ease of maintenance of program even in the absence of the program 

developer. 

 

Q3. ͞A ǀaƌietǇ of tasks duƌiŶg the SDLC aƌe peƌfoƌŵed ďǇ speĐial teaŵs/iŶdiǀiduals.͟ DefiŶe iŶ ďƌief the 
role(s) of – (i) Systems Analyst (ii) Programmer (iii) Database Administrators (iv) Domain Specialist (v) 

IS Auditor (vi) Quality Assurance.                (Nov 2016) 
 

Ans. A variety of tasks during the System Development Life Cycle (SDLC) are performed by special 

teams/individuals. The roles are as follows:  

(i)  Systems Analyst: The sǇsteŵs aŶalǇst͛ ŵaiŶ ƌespoŶsiďilitǇ is to ĐoŶduĐt iŶteƌǀieǁs ǁith useƌs aŶd 
understand their requirements. S/he is a link between the users and the  designers/programmers, 

ǁho ĐoŶǀeƌt the useƌs͛ ƌeƋuiƌeŵeŶts iŶ the sǇsteŵ ƌeƋuiƌeŵeŶts aŶd plaǇs a piǀotal role in the 

Requirements analysis and Design phase.  

(ii)  Programmer: Programmer is a mason of the software industry, who converts design into programs 

by coding using programming language. Apart from developing the application in a programming 

language, they also test the program for debugging activity to assure correctness and reliability.  

(iii) Database Administrators: The data in a database environment must be maintained by a specialist in 

database administration to support the application program. The DBAs handle multiple projects; 

ensures the integrity and security of information stored in the database and helps the application 

development team in database performance issues. Inclusion of new data elements must be done 

only with the approval of the database administrator.  

(iv) Domain Specialist: WheŶeǀeƌ a pƌojeĐt teaŵ ŵust deǀelop aŶ appliĐatioŶ iŶ a field that͛s Ŷeǁ to 
them, they take the help of a domain specialist. For example, if a team undertakes application 

development in Insurance, about which they have little knowledge, they may seek the assistance of 

an Insurance expert at different stages. This makes it easier to anticipate or interpret user needs. A 

domain specialist need not have knowledge of software systems.  

(v) IS Auditor: As a member of the team, IS Auditor ensures that the application development also 

focuses on the control perspective. S/he should be involved at the Design Phase and the final 

Testing Phase to ensure the existence and the operations of the Controls in the new software. 

(vi) Quality Assurance: This team sets the standards for development, and checks compliance with these 

standards by project teams on a periodic basis. Any quality assurance person, who has participated 

in the development process, shall not be viewed as 'independent' to carry out quality audits. 

 

Q4. Write a short note on Final Acceptance Testing.                                            (Nov 2016) 
 

Ans. Final Acceptance Testing: It is a type of System Testing under Systems Development Life Cycle 

(SDLC) which is conducted when the system is just ready for implementation. During this testing, it 

is ensured that the new system satisfies the quality standards adopted by the business and the 

system satisfies the users.  

         The final acceptance testing has two major parts:  



• Quality Assurance Testing: It ensures that the new system satisfies the prescribed quality standards 

aŶd the deǀelopŵeŶt pƌoĐess is as peƌ the oƌgaŶizatioŶ͛s ƋualitǇ assuƌaŶĐe poliĐǇ, ŵethodologǇ aŶd 
prescriptions.  

• User Acceptance Testing:  It ensures that the functional aspects expected by the users have been well 

addressed in the new system. Alpha Testing and beta Testing are two types of the user acceptance 

testing. Alpha Testing is the first stage often performed by the users within the organization by the 

developers to improve and ensure the quality / functionalities as per user satisfaction.  Beta testing is 

the second stage generally performed by the external users after deployment of the system. 

 

Q5. Discuss the factors to be considered to validate a vendor's proposal at the time of software 

acquisition.                 (May 2016) 
 

Ans. The contracts and software licensing process consists of evaluating and ranking the proposals 

submitted by vendors and is quite difficult, expensive and time consuming. The following factors 

haǀe to ďe ĐoŶsideƌed to ǀalidate a ǀeŶdoƌs͛ pƌoposal at the tiŵe of softǁaƌe aĐƋuisitioŶ:  
•           The PeƌfoƌŵaŶĐe ĐapaďilitǇ of eaĐh pƌoposed SǇsteŵ iŶ RelatioŶ to its Costs;  
•           The Costs aŶd BeŶefits of eaĐh pƌoposed sǇsteŵ;  
•           The Maintainability of each proposed system;  

•           The CoŵpatiďilitǇ of eaĐh pƌoposed sǇsteŵ ǁith EǆistiŶg SǇsteŵs; aŶd  
•           VeŶdoƌ Suppoƌt. 
 

Q6. Describe the prototyping model of system development explaining the generic phases of this model. 

                   (May 2016) 

Ans. The traditional approach to develop a system sometimes may take years to analyze, design and 

implement a system. More so, many a times we know a little about the system until and unless we 

go through its working phases, which are not available. In order to avoid such bottlenecks and 

overcome the issues, organizations are increasingly using  prototyping  techniques  to  develop  

smaller  systems  such  as  Decision  Support System, Management Information System, and 

Expert systems. The goal of prototyping approach is to develop a small or pilot version called a 

prototype of part or all of a system.  
     

            A prototype is a usable system or system component that is built quickly and at a lesser cost, and 

with the intention of modifying/replicating/expanding or even replacing it by a full-scale and fully 

operational system. As users work with the prototype, they learn about the  system  criticalities  

and  make  suggestions  about  the  ways  to  manage  it.  These suggestions are then incorporated 

to improve the prototype, which is also used and evaluated. Finally, when a prototype is 

developed that satisfies all user requirements, either it is refined and turned into the final system 

or it is scrapped. If it is scrapped, the knowledge gained from building the prototype is used to 

develop the real system.  

    The generic phases of Prototyping model of a system development are as follows:  

♦ Identify Information System Requirements: In traditional approach, the system requirements are to 

be identified before the development process starts. However, under  prototype  approach,  the  

design  team  needs  only  fundamental  system requirements to build the initial prototype, the 



process of determining them can be less formal and time -consuming than when performing 

traditional systems analysis.  

♦ Develop the Initial Prototype: The designers create an initial base model and give little  or  no  

consideration  to  internal  controls,  but  instead  emphasize  system characteristics such as simplicity, 

flexibility, and ease of use. These characteristics enable  users  to  interact  with  tentative  versions  of  

data  entry  display  screens, menus, input prompts, and source documents. The users also need to be 

able to respond  to  system  prompts,  make  inquiries  of  the  information  system,  judge response 

times of the system, and issue commands.  

♦ Test and Revise: After  finishing  the  initial  prototype,  the  designers  first demonstrate the model to 

users and then give it to them to experiment and ask users to record their likes and dislikes about the 

system and recommend changes. Using this feedback, the design team modifies the prototype as 

necessary and then resubmits  the  revised  model  to  system  users  for  reevaluation.  Thus  iterative 

process of modification and reevaluation continues until the users are satisfied.  

♦ Obtain User Signoff of the Approved Prototype: Users formally approve the final version of the 

prototype, which commits them to the current design and establishes a contractual obligation about 

what the system will, and will not, do or provide. Prototyping is not commonly used for developing 

traditional applications such as accounts receivable, accounts payable, payroll, or inventory 

management, where the inputs, processing, and outputs are well known and clearly defined. 

 

Q7. Feasibility Study is an important aspect of System Development Life Cycle (SDLC). Explain the 

dimensions, which are evaluated for this study.             (May 2016) 
 

Ans. Feasibility Study is an important aspect of System Development Life Cycle (SDLC). The dimensions 

under which Feasibility Study of a system is evaluated are as follows:  

♦         Technical  Feasibility:  Tƌies  to  get  the  aŶsǁeƌ  of  ͞Is  the  teĐhŶologǇ  Ŷeeded aǀailaďle?͟ 

♦         Financial Feasibility: This ĐheĐks ͞Is the solutioŶ ǀiaďle fiŶaŶĐiallǇ?͟  
♦         Economic  Feasibility:  Deals  ǁith  the  ƋuestioŶ  ͞EǀaluatioŶ  of  the  RetuƌŶ  oŶ IŶǀestŵeŶt͟  
♦         Schedule/Time Feasibility: This haŶdles ͞CaŶ the sǇsteŵ ďe deliǀeƌed oŶ tiŵe?͟  
♦         Resources:  Deals ǁith the ĐoŶĐeƌŶ  oŶ ͞Aƌe  huŵaŶ ƌesouƌĐes ƌeluĐtaŶt foƌ the solutioŶ?͟  
♦         Operational Feasibility: CheĐks foƌ the ƋuestioŶ ͞Hoǁ ǁill the solutioŶ ǁoƌk?͟  
♦       Behavioral Feasibility: Deals ǁith ͞Is the solutioŶ goiŶg to ďƌiŶg aŶǇ adǀeƌse effeĐt oŶ ƋualitǇ of 

ǁoƌk life?͟  
♦         Legal Feasibility: AŶsǁeƌs the ƋuestioŶ ͞Is the solutioŶ ǀalid iŶ legal teƌŵs?͟ 

 

Q8. You have been associated with a system analysis team. Describe the important factors that you will 

consider while designing user input forms.               (Nov 2015) 
 

Ans. The important factors that a system analysis team member will consider while designing user input 

forms are as follows:  

•    Content: This refers to the actual pieces of data to be gathered to produce the required output to be 

provided to users. The analyst is required to consider the types of data that are needed to be 

gathered to generate the desired user outputs. New documents for collecting such information may 

be designed.  



•   Timeliness: Timeliness refers to when users need outputs, which may be required on a regular, 

periodic basis - perhaps daily, weekly, monthly, at the of quarter or annually. Data needs to be 

inputted to computer in time because outputs cannot be produced until certain inputs are available. 

Hence, a plan must be established regarding when different types of inputs will enter the system.  

•   Format: Input format refers to the manner in which data are physically arranged. After the data 

contents and media requirements are determined, input formats are designed on the basis of few 

constraints like - the type and length of each data field as well as any other special characteristics 

(number decimal places etc.).  

•    Media: Input medium refers to the physical device used for input or storage. This includes the choice 

of input media and subsequently the devices on which to enter the data. Various user input 

alternatives may include display workstations, magnetic tapes, magnetic disks, key-boards, optical 

character recognition, pen-based computers and voice input etc. A suitable medium may be 

selected depending on the application to be computerized.  

•   Form: Form refers to the way the information is inputted in the input form and the content is 

presented to users in various output forms -  quantitative, non- quantitative, text,  graphics, video 

and audio. Forms are pre-printed papers that require people to fill in responses in a standardized 

way. Forms elicit and capture information required by organizational members that often will be 

input to the computer. Through this process, forms often serve as source documents for the data 

entry personnel.  

•     Volume: Input volume refers to the amount of data that has to be entered in the computer system 

at any one time. In some decision-support systems and many real-time processing systems, input 

volume is light. In batch-oriented transaction processing systems, input volume could be heavy 

which involves thousands of records that are handled by a centralized data entry department using 

key-to-tape or key-to-disk systems.  

 

Q9. Describe the categories of tests that a programmer typically performs on a program unit. OR Discuss 

the benefits and limitations of unit testing.                        (Nov 2015, May 2015, Nov 2014, May 2010) 
 

Ans. Unit Testing: Unit testing is a software verification and validation method in which a programmer 

tests if individual units of source code are fit for use. A unit is the smallest testable part of an 

application, which may be an individual program, function, procedure, etc. or may belong to a 

base/super class, abstract class or derived/child class.   

       Unit tests are typically written and run by software developers to ensure that code meets its design 

and behaves as intended. The goal of unit testing is to isolate each component of the program and 

show that they are correct. A unit test provides a strict, written contract that the piece of code must 

satisfy. 

        There are five categories of tests that a programmer typically performs on a program unit. Such 

typical tests are described as follows:  
 

•  Functional Tests: FuŶĐtioŶal Tests ĐheĐk ͚ǁhetheƌ pƌogƌaŵs do, ǁhat theǇ aƌe supposed to do oƌ Ŷot. 
The test plan specifies operating conditions, input values, and expected results, and as per this plan, 

programmer checks by inputting the values to see whether the actual result and expected result 

match.  

•  Performance Tests: Performance Tests should be designed to verify the response time, the execution 

time, the throughput, primary and secondary memory utilization and the traffic rates on data channels 

and communication links.  

• Stress Tests: Stress testing is a form of testing that is used to determine the stability of a given system 

or entity. It involves testing beyond normal operational capacity, often to a breaking point, in order to 

observe the results. These tests are designed to overload a program in various ways. The purpose of a 



stress test is to determine the limitations of the program. For example, during a sort operation, the 

available memory can be reduced to find out whether the program is able to handle the situation.  

• Structural Tests: Structural Tests are concerned with examining the internal processing logic of a 

software system. For example, if a function is responsible for tax calculation, the verification of the 

logic is a structural test.  

• Parallel Tests: In Parallel Tests, the same test data is used in the new and old system and the output 

results are then compared. 

 

Q11. Write a short note on SDLC.                       (Nov 2015) 
 

Ans.  SDLC (System Development Life Cycle): The System Development Life Cycle provides system 

designers and developers to follow a sequence of activities. It consists of a generic sequence of 

steps or phases in which each phase of the SDLC uses the results of the previous one. The SDLC is 

document driven, which means that a phase of the SDLC is not complete until the appropriate 

documentation or artifact is produced. Some of the advantages of this system are - Better 

planning and control by project managers; Compliance to prescribed standards ensuring better 

quality; Documentation that SDLC stresses on is an important measure of communication and 

control; and the phases that are important milestones and help the project manager and the user 

for review and signoff. The sequential phases of SDLC Cycle are as follows:  

1.        Preliminary investigation  

2.        Systems Requirements Analysis  

3.        Systems Design  

4.        Systems Acquisition 

5.        Systems Development  

6.        Systems Testing  

7.        Systems Implementation; and  

8.        Post Implementation Review and Maintenance 

 

Q12. Many-a-time organizations fail to achieve their system development objectives. Justify the 

statement giving reasons.                                           (May 2015) 
 

Ans. Many-a-time organizations fail to achieve their systems development objectives. Some of the most 

notable reasons for this are as follows:  

(i)    User Related Issues: It refers to those issues where user/customer is reckoned as the primary agent.  

• Shifting User Needs: User requirements for IT are constantly changing and the development 

team faces the challenge of developing systems whose very purpose might change since the 

development process began.  

• Resistance to Change: People have a natural tendency to resist change.  

• Lack of User Participation: Users must participate in the development efforts to define their 

requirements, feel ownership for project success, and work to resolve development problems.  

• Inadequate Testing and User Training: New systems must be tested before installation to 

determine that they operate correctly and users must be trained to effectively utilize the new 

system.  

(ii)    Developer Related Issues: It refers to the issues and challenges with regard to the developers.  

• Lack of Standard Project Management and System Development Methodologies: Some 

organizations do not formalize their project management and system development 

methodologies, thereby making it very difficult to consistently complete projects on time or 

within budget.  



•  Overworked or Under-Trained Development Staff: In many cases, system developers often lack 

sufficient educational background and requisite state of the art skills.  

(iii) Management Related Issues: It refers to the bottlenecks with regard to organizational set up, 

administrative and overall management to accomplish the system development goals.  

• Lack of Senior Management Support and Involvement: Senior management must provide 

guidance to developers and users of information systems in terms of which development 

projects are important so that they act accordingly.  

• Development of Strategic Systems: Because strategic decision making is unstructured; the 

requirements, specifications, and objectives for such development projects are difficult to 

define.  

(iv) New Technologies: When an organization tries to create a competitive advantage by applying 

advance technologies, it generally finds that attaining system development objectives is more 

difficult because personnel are not as familiar with the new technologies in practice. To obtain a 

required skill set in order to adapt new technologies becomes a major challenge for the 

organizations.  

 

Q13. Define the Agile model of software development and, discuss its strengths.    (Nov 2014, Nov 2013) 
 

Ans. Agile Model: This is an organized set of software development methodologies based on the 

͞iteƌatiǀe͟ aŶd ͞iŶĐƌeŵeŶtal͟ deǀelopŵeŶt, ǁheƌe ƌeƋuiƌeŵeŶts aŶd solutioŶs eǀolǀe thƌough 
collaboration between self-organizing, cross-functional teams. It promotes adaptive planning, 

evolutionary development and delivery; time boxed iterative approach and encourages rapid and 

flexible response to change. It is a conceptual framework that promotes foreseen interactions 

throughout the development life cycle.    

        Some of the strengths of Agile Model identified by the experts and practitioners include the 

following:  

•       Agile ŵethodologǇ has the ĐoŶĐept of aŶ adaptiǀe teaŵ, ǁhiĐh eŶaďles to ƌespoŶd to the ĐhaŶgiŶg 
requirements.  

•     The teaŵ does Ŷot have to invest time and efforts and finally find that by the time they delivered 

the product, the requirement of the customer has changed.  

•    FaĐe to faĐe ĐoŵŵuŶiĐatioŶ aŶd ĐoŶtiŶuous iŶputs fƌoŵ Đustoŵeƌ ƌepƌeseŶtatiǀe leaǀes a little 
space for guesswork.  

•       The doĐuŵeŶtatioŶ is Đƌisp aŶd to the poiŶt to saǀe tiŵe.  
•     The eŶd ƌesult is geŶeƌallǇ the high ƋualitǇ softǁaƌe iŶ least possiďle tiŵe duƌatioŶ aŶd satisfied 

customer.  

 

Q14. Write a short note on Design of database.        (Nov 2014, May 2012) 
 

Ans. Design of Database: Design of the database involves determining its scope ranging from local to 

global structure. The scope is decided on the basis of interdependence among organizational units. 

The design of the database involves following four major activities.  

•    Conceptual Modeling - These describe the application domain via entities/objects, attributes of 

these entities/objects and static and dynamic constraints on these entities/objects, their attributes, 

and their relationships.  

•     Data Modeling - Conceptual Models need to be translated into data models so that they can be 

accessed and manipulated by both high-level and low-level programming languages.  

•    Storage Structure Design - Decisions must be made on how to linearize and partition the data 

structure so that it can be stored on some device. For example - tuples (row) in a relational data 



model must be assigned to records, and relationships among records might be established via 

symbolic pointer addresses.  

•       Physical Layout Design - Decisions must be made on how to distribute the storage structure across 

specific storage media and locations for example, the cylinders, tracks, and sectors on a disk and 

the computers in a LAN or WAN. 

 

Q15. Describe the contents of System Requirement Specification (SRS) for a typical software 

development.                         (May 2014, Nov 2011) 

Ans. Major contents of a System Requirements Specification (SRS) for a typical software development 

are given as follows:  
 

♦   Introduction: It contains goals and objectives of the software in the context of computer-based 

system and information description.  

♦    Information Description: It contains problem description; information content, flow and structure; 

hardware, software, human interfaces for external system elements and internal software functions.  

♦   Functional Description: Diagrammatic representation of functions; processing narrative for each 

function; interplay among functions; design constraints are the major parts of functional description.  

♦     Behavioral Description: It covers responses to external events and internal controls.  

♦    Validation Criteria: It contains classes of tests to be performed to validate functions, performance 

and constraints.  

♦  Appendix: It may have various items like Data flow / Object Diagrams; Tabular data; detailed 

description of algorithms, charts, graphs and other such material.  

♦     SRS Review: It contains the following:  

-      The development team makes a presentation and then hands over the SRS document to be 

reviewed by the user or customer.  

-        The review reflects the understanding of the development team about the existing processes. 

Only after ensuring that the document represents existing processes accurately, the user 

should sign the document. This is a technical requirement of the contract between users and 

development team / organization.  

 

Q16. Explain the role of auditor in information processing system design through SDLC.         (May 2014) 
 

Ans. The role of auditoƌ iŶ iŶfoƌŵatioŶ pƌoĐessiŶg sǇsteŵs͛ desigŶ is giǀeŶ as folloǁs:  
 

♦  To evaluate the appropriateness of the requirements elicitation strategy in the scope of the 

stakeholders and the quality of the requirements document.  

♦     To ensure that the system design needs to capture all data/information flow within the system.  

♦     To evaluate the structure of the database design and cost of the data model.  

♦   User interface is the source of user interactivity with the system and is a critical activity. Auditor 

should verify that the design and quality of the interface are following the best design practices.  

♦     To assess the efficiency of the tasks assigned to the appropriate hardware and software resources of 

the physical design of the system. The performance of a critical system should also be evaluated 

with the help of simulations.  

 

Q17. Describe the strength, of waterfall approach to system development.           (May 2014) 
 

Ans. Major strengths of waterfall approach are given as follows:  

♦    This model is ideal for supporting less experienced project teams and project managers or project 

teams whose composition fluctuates.  



♦     An orderly sequence of development steps and design reviews help to ensure the quality, reliability, 

adequacy and maintainability of the developed software.  

♦     Progress of system development is measurable in this model.  

♦     It conserves resources also. 

 

Q18. What issues you would like to raise during the technical feasibility of new proposed system?  

                                 (Nov 2013) 

Ans. During the technical feasibility of new proposed system, the following issues may be raised:  

•       Does  the  ŶeĐessaƌǇ  teĐhŶologǇ  eǆist  to  do  ͚ǁhat  is  suggested  ;aŶd  ĐaŶ  it  ďe aĐƋuiƌedͿ͛?  
•      Does  the  pƌoposed  eƋuipŵeŶt/s  haǀe  the  teĐhŶiĐal  ĐapaĐitǇ  to  hold  the  data ƌeƋuiƌed to ďe 

used by the new system?  

•        CaŶ the pƌoposed appliĐatioŶ ďe iŵpleŵeŶted ǁith eǆistiŶg teĐhŶologǇ?  
•        Will the pƌoposed sǇsteŵ pƌoǀide the adeƋuate ƌespoŶses to iŶƋuiƌies, ƌegaƌdless of the Ŷuŵďeƌ 

or location of users?  

•        CaŶ the sǇsteŵ ďe eǆpaŶded, if deǀeloped?  

•        Aƌe theƌe teĐhŶiĐal guaƌaŶtees of aĐĐuƌaĐǇ, ƌeliaďilitǇ, ease of aĐĐess, aŶd data seĐuƌitǇ? 

 

Q19. Suggest the controls that need to be in place at the time of application software acquisition or 

selection process.                          (Nov 2013) 
 

Ans. The following are the major controls that are required to be in place at the time of application 

software acquisition or selection process:  

•       IŶfoƌŵatioŶ aŶd sǇsteŵ ƌeƋuiƌeŵeŶts aƌe Ŷeeded to ŵeet the ďusiŶess aŶd sǇsteŵ goals, sǇsteŵ 
processes to be accomplished, and the deliverables and expectations for the system. The 

techniques are interviews, deriving requirements from existing systems, identifying characteristics 

from related system, and discovering them from a prototype or pilot system.  

•    A feasiďilitǇ aŶalǇsis should ďe doŶe to defiŶe the ĐoŶstƌaiŶts oƌ liŵitatioŶs foƌ eaĐh alteƌŶatiǀe 
system from technical as well as business perspective. It should also include economic, technical, 

operational, schedule, legal or contractual, and political feasibility of the system within the 

organization scope.  

•    A detailed ReƋuest foƌ Pƌoposal ;RFPͿ doĐuŵeŶt Ŷeeds to speĐifǇ the aĐĐeptaďle ƌeƋuiƌeŵeŶts 
(functional,  technical,  and  contractual)  as well  as  the  evaluation criteria used in the vendor 

selection process. The selection criteria should prevent any misunderstanding or misinterpretation. 

•   While ideŶtifǇiŶg ǀaƌious alteƌŶatiǀes, softǁaƌe aĐƋuisitioŶ iŶǀolǀes the ĐƌitiĐal task of ǀeŶdoƌ 
evaluation. The vendor evaluation process considers the following:  

♦       Stability of the supplier company,  

♦       Volatility of system upgrades,  

♦       Existing customer base,  

♦       Supplieƌ͛s aďilitǇ to pƌoǀide suppoƌt,  
♦       Cost-benefits of the hardware/software in support of the supplier application, and  

♦       Customized modifications of the application software. 

 

Q20. Write a short note on Types of System Testing.                                  (Nov 2013) 
 

Ans. Types of System Testing: System testing is a process in which software and other system elements 

are tested as a whole. Major types of system testing that might be carried out, are given as follows:  

•     Recovery Testing: This is the aĐtiǀitǇ of testiŶg ͚hoǁ ǁell the appliĐatioŶ is aďle to ƌeĐoǀeƌ  fƌoŵ  
Đƌashes,  haƌdǁaƌe failuƌes aŶd  otheƌ  siŵilaƌ  pƌoďleŵs͛.  ReĐoǀeƌǇ testiŶg  is the foƌĐed failuƌe  of 
the software in  a variety of  ways to verify  that recovery is properly performed.  



•     Security Testing: This is the process to determine that an Information System protects data and 

maintains functionality as intended or not. The six basic security concepts that need to be covered 

by security testing are – confidentiality, integrity, availability, authentication, authorization and 

non-repudiation. This testing technique also ensures the existence and proper execution of access 

controls in the new system.  

•      Stress or Volume Testing: Stress testing is a form of testing that is used to determine the stability of 

a given system or entity. It involves testing beyond normal operational capacity, often to a breaking 

point, in order to observe the results. Stress testing may be performed by testing the application 

with large quantity of data during peak hours to test its performance.  

•   Performance Testing: Software performance testing is  used  to  determine  the speed or 

effectiveness of a computer, network, software program or device. This testing  technique  

compares  the  new  system's  performance  with  that  of  similar systems using well defined 

benchmarks. 

 

Q21. What do you mean by system requirement analysis? List the activities to be performed during the 

phase of System Requirement Analysis.                                                                   (May 2013, May 2011) 
 

Ans. System requirements analysis is a phase, which includes a thorough and detailed understanding of 

the current system, identification of the areas that need modification/s to solve the problem , the 

determination of user/managerial requirements and to have fair ideas about various system 

development tools.  

         The activities to be performed during the phase of System Requirements Analysis are given as 

follows:  

•       To ideŶtify and consult the stakeholders to determine their expectations and resolve their conflicts;  

•       To aŶalǇze ƌeƋuiƌeŵeŶts to deteĐt aŶd ĐoƌƌeĐt ĐoŶfliĐts aŶd deteƌŵiŶe theiƌ pƌioƌities;  
•    To ǀeƌifǇ that the ƌeƋuiƌeŵeŶts aƌe Đoŵplete, ĐoŶsisteŶt, unambiguous, verifiable, modifiable, 

testable and traceable;  

•  To gatheƌ data oƌ fiŶd faĐts usiŶg tools like iŶteƌǀieǁiŶg,  ƌeseaƌĐh/doĐuŵeŶt ĐolleĐtioŶ, 
questionnaires, observation; 

•      To ŵodel the aĐtiǀities suĐh as  deǀelopiŶg ŵodels to doĐuŵeŶt Data Flow Diagrams, E-R Diagrams;  

•    To doĐuŵeŶt the aĐtiǀities suĐh as iŶteƌǀieǁ, ƋuestioŶŶaiƌes, ƌepoƌts etĐ. aŶd deǀelopŵeŶt of a 
system (data) dictionary to document the modeling activities.  

         The final deliverable of this phase of SDLC is SRS. 

 

Q22. What is the goal of a prototype model approach of software development? Enumerate the 

strength of this model.                (May 2013) 
 

Ans. The goal of a prototyping model is to develop a small or pilot version called a prototype of part or 

all of a system. A prototype is a usable system or system component that is built quickly and at a 

lesser cost, and with the intention of being modifying or replacing it by a full-scale and fully 

operational system.  

          As users work with the prototype, they make suggestions about the ways to improve it. These 

suggestions are then incorporated into another prototype, which is also used and evaluated and so 

on. Finally, when a prototype is developed that satisfies all user requirements, either it is refined 

and turned into the final system or it is scrapped. If it is scrapped, the knowledge gained from 

building the prototype is used to develop the real system.  
 

          Major strengths of Prototyping model are given as follows:  
 



•           PƌototǇpiŶg  ŵodel iŵpƌoǀes ďoth useƌ paƌtiĐipatioŶ iŶ sǇsteŵ deǀelopŵeŶt aŶd ĐoŵŵuŶiĐatioŶ 
among project stakeholders.  

•    This is espeĐiallǇ useful foƌ ƌesolǀiŶg uŶĐleaƌ oďjeĐtiǀes; deǀelopiŶg aŶd ǀalidatiŶg useƌ 
requirements; experimenting with or comparing various design solutions, or investigating both 

performance and the human computer interface.  

•         It has the potential for exploiting knowledge gained in an early iteration as later iterations are 

developed.  

•           This helps to easilǇ ideŶtifǇ ĐoŶfusiŶg oƌ diffiĐult fuŶĐtioŶs aŶd ŵissiŶg fuŶĐtioŶalitǇ.  
•           This ŵaǇ geŶeƌate speĐifiĐatioŶs foƌ a production application.  

•           This eŶĐouƌages iŶŶoǀatioŶ aŶd fleǆiďle desigŶs.  
•           The ŵodel pƌoǀides ƋuiĐk iŵpleŵeŶtatioŶ of aŶ iŶĐoŵplete, ďut fuŶĐtioŶal appliĐatioŶ.  
•           PƌototǇpiŶg ƌeƋuiƌes iŶteŶsiǀe iŶǀolǀeŵeŶt ďǇ the sǇsteŵ users. Therefore, it typically results in 

a ďetteƌ defiŶitioŶ of these useƌs͛ Ŷeeds aŶd ƌeƋuiƌeŵeŶts thaŶ does the tƌaditioŶal sǇsteŵs 
development approach.  

•        A ǀeƌǇ shoƌt tiŵe peƌiod ;e.g., a ǁeekͿ is ŶoƌŵallǇ ƌeƋuiƌed to deǀelop aŶd staƌt eǆpeƌiŵenting 

with a prototype. This short time period allows system users to immediately evaluate proposed 

system changes.  

•          SiŶĐe sǇsteŵ useƌs eǆpeƌiŵeŶt ǁith eaĐh ǀeƌsioŶ of the pƌototǇpe thƌough aŶ iŶteƌaĐtiǀe pƌoĐess, 
errors are hopefully detected and eliminated early in the developmental process. As a result, the 

information system ultimately implemented should be more reliable and less costly to develop 

than when the traditional systems development approach is employed. 

 

Q23. What activities are involved in system conversion? Explain them briefly.          (May 2013) 
 

Ans. Conversion includes all those activities, which must be completed to successfully convert from the 

previous system to the new information system. These are given as follows:   

•      Procedure conversion: Operating procedures should be completely documented for the new 

system that applies to both computer-operations and functional area operations. Before any 

parallel or conversion activities can start, operating procedures must be clearly spelled out for 

personnel in the functional areas undergoing changes. Information on input, data files, methods, 

procedures, output, and internal control must be presented in clear, concise and understandable 

terms for the average reader. Written operating procedures must be supplemented by oral 

communication during the training sessions on the system change.  

•     File conversion: Since large files of information must be converted from one medium to another, 

this phase should be started long before programming and testing are completed. In order to the 

conversion to be as accurate as possible, file conversion programs must be thoroughly tested. 

Adequate control, such as record counts and control totals, should be required output of the 

conversion program. The existing computer files should be kept for a period of time until sufficient 

files are accumulated for back up. This is necessary in case the files must be reconstructed from 

scratch after a "bug'' is discovered later in the conversion routine.  

•      System conversion: After on-line and off-line files have been converted and the reliability of the 

new system has been confirmed for a functional area, daily processing can be shifted from the 

existing information system to the new one. All transactions initiated after this time are processed 

on the new system. Consideration should be given to operating the old system for some more time 

to permit checking and balancing the total results of both systems.  

•       Scheduling personnel and equipment: Scheduling data processing operations of a new information 

system for the first time is a difficult task for the system manager. As users become more familiar 

with the new system, the job becomes more routine. Schedules should be set up by the system 



manager in conjunction with departmental managers of operational units serviced by the 

equipment.  

•       Alternative plans in case of equipment failure: Alternative processing plans must be implemented 

in case of equipment failure. Priorities must be given to those jobs, which are critical to an 

organization, such as billing, payroll, and inventory. Critical jobs can be performed manually until 

the equipment is set right. 

 

Q24. State the advantages of SDLC from the perspective of the IS Audit.     (Nov 2012, Nov 2010) 
 

Ans. From the perspective of the IS Audit, the following are the major advantages of SDLC:  
 

•    The IS Auditoƌ ĐaŶ haǀe the Đleaƌ uŶdeƌstaŶdiŶg of the ǀaƌious phases of the SDLC oŶ the ďasis of the 
detailed documentation created during each phase of the SDLC.  

•    The IS Auditoƌ oŶ the ďasis of his/heƌ eǆaŵiŶatioŶ, ĐaŶ state iŶ his/heƌ ƌepoƌt about the compliances 

by the IS management of the procedures, if any, set up by the management.  

•    The IS Auditoƌ, if has a teĐhŶiĐal kŶoǁledge aŶd aďilitǇ of the aƌea/s of SDLC, ĐaŶ ďe a guide duƌiŶg 
various phases of SDLC. 

•   The IS Auditor can provide an evaluation of the methods and techniques used during various 

development phases of the SDLC. 

 

Q25. What are the activities to be undertaken during the Post Implementation Review?         (Nov 2012) 
 

Ans. During the Post Implementation Review, the team should, according to their terms of reference, 

review:  

•    the ŵaiŶ fuŶĐtioŶalitǇ of the opeƌatioŶal sǇsteŵ agaiŶst the Useƌ ReƋuiƌeŵeŶts SpeĐifiĐatioŶ aloŶg 
with the  confirmation that all the anticipated benefits, both tangible and intangible, have been 

delivered;  

•     sǇsteŵ peƌfoƌŵaŶĐe aŶd opeƌatioŶ; 
•     the development techniques and methodologies employed; 

•     estiŵated tiŵe-scales and budgets, and identify reasons for variations, if any;  

•    ĐhaŶges to ƌeƋuiƌeŵeŶts, aŶd ĐoŶfiƌŵ that theǇ ǁere considered authorized and implemented in 

accordance with change and configuration management standards; and  

•   the  fiŶdiŶgs, ĐoŶĐlusioŶs  aŶd ƌeĐoŵŵeŶdatioŶs  doĐuŵeŶted  iŶ a ƌepoƌt foƌ the authoƌiziŶg 
authority to consider. 

 

Q26. Write a short note on Information System Maintenance.             (Nov 2011) 
 

Ans. System Maintenance: Most information systems require at least some modification after 

development. The need for modification arises from a failure to anticipate all requirements during 

system design and/or from changing organizational requirements. The changing organizational 

requirements continue to impact most information systems as long as they are in operation. 

Consequently periodic systems maintenance is required for most of the information systems. 

Systems maintenance involves adding new data elements, modifying reports, adding new report, 

changing calculation etc.           

        Maintenance can be categorized in the following two ways:  

(i)    Scheduled maintenance is anticipated and can be planned for.  For example, the implementation of 

a new inventory coding scheme can be planned in advance.  

(ii)  Rescue maintenance refers to previously undetected malfunctions that were not anticipated but 

require immediate solution.  A system that is properly developed and tested should have few 

occasions of rescue maintenance. 



 

Q27. Discus in brief the various functional areas to be studied by a system analyst for a detailed 

investigation of the present system.                      (Nov 2011, May 2011) 
 

Ans. Detailed investigation of the present system involves collecting, organizing and evaluating facts 

about the system and the environment in which it operates. Enough information should be 

assembled so that a qualified person can understand the present system without visiting any of the 

operating departments. Review of existing methods, procedures, data flow, outputs, files, inputs 

and internal controls should be intensive in order to fully understand the present system and its 

related problems.  

       The following areas may be studied in depth:  

 Review historical aspects: A brief history of the organization is a logical starting point for the 

analysis of the present system. The historical facts should identify the major turning points and 

milestones that have influenced its growth. A review of annual reports can provide an excellent 

historical perspective. A historical review of the organization chart can identify the growth of 

management levels as well as the development of various functional areas and departments. The 

system analyst should identify what system changes have occurred in the past. These should include 

operations that have been successful or unsuccessful with computer equipment and techniques.  

 Analyze inputs: A detailed analysis of present inputs is important since they are basic to the 

manipulation of data. Source documents are used to capture the originating data for any type of 

system. The system analyst should be aware of the various sources from where data can be initially 

captured, keeping in view the fact that outputs for one area may serve as an input for another area. 

The system analyst must understand the nature of each form, what is contained in it, who prepared 

it, from where the form is initiated, where it is completed, the distribution of the form and other 

similar considerations. If the analyst investigates these questions thoroughly, he will be able to 

determine how these inputs fit into the framework of the present system.  

 Review data files maintained: The analysts should investigate the data files maintained by each 

department, noting their number and size, where they are located, who uses them and the number 

of times per given time interval these are used. Information on common data files and their size will 

be an important factor, which will influence the new information system. This information may be 

contained in the systems and procedures manuals. The system analyst should also review all online 

and off ・line files which are maintained in the organization as these will reveal information about 

data that are not contained in any output. The related cost of retrieving and processing data is 

another important factor that should be considered by the systems analyst.  

 Review methods, procedures and data communications: Methods and procedures transform input 

data into useful output. A method is defined as a way of doing something; a procedure is a series of 

logical steps by which a job is accomplished. A procedure's review is an intensive survey of the 

methods by which each job is accomplished, the equipment utilized and the actual location of the 

operations. Its basic objective is to eliminate unnecessary tasks or to perceive improvement 

opportunities in the present information system. A system analyst also needs to review and 

understand the present data communications used by the organization. He must review the types of 

data communication equipment including data interface, data links, modems, dial-up and leased 

lines and multiplexers. The system analyst must understand how the data communications network 

is used in the present system so as to identify the need to revamp the network when the new 

system is installed.  

 Analyze outputs: The outputs or reports should be scrutinized carefully by the system analysts in 

oƌdeƌ to deteƌŵiŶe hoǁ ǁell theǇ ǁill ŵeet the oƌgaŶizatioŶ͛s Ŷeeds. The aŶalǇsts ŵust uŶdeƌstand 

what information is needed and why, who needs it and when and where it is needed. Additional 



questions concerning the sequence of the data, how often the form reporting is used, how long it is 

kept on file, etc. must be investigated. Often many reports are a carryover from earlier days and 

have little relevance to current operations. Attempt should be made to eliminate all such reports in 

the new system.  

 Review internal controls: A detailed investigation of the present information system is not complete 

until internal controls are reviewed. Locating the control points helps the analyst to visualize the 

essential parts and framework of a system. An examination of the present system of internal control 

may indicate weaknesses that should be removed in the new system. The adoption of advanced 

methods, procedures and equipment might allow much greater control over the data.  

 Model the existing physical system and logical system: As the logic of inputs, methods, procedures, 

data files, data communications, reports, internal control and other important items are reviewed 

and analyzed in a top down manner, the process must be properly documented. The logical flow of 

the present information system may be depicted with the help of system flow charts. The physical 

flow of the existing system may be shown by employing data flow diagrams. During the process of 

developing the data flow diagram, work on data dictionary for the new information system should 

be begun. The data elements needed in the new system will often be found in the present system. 

Hence, it is wise to start the development of the data dictionary as early as possible.  
 

        The flow charting and diagramming of present information not only organizes the facts, but also 

helps disclose gaps and duplication in the data gathered. It allows a thorough comprehension of the 

numerous details and related problems in the present operation.  

 Undertake overall analysis of present system: Based upon the aforesaid investigation of the 

present information system, the final phase of the detailed investigation includes the analysis of:  

o  the present work volume  

o  the current personnel requirements  

o  the present benefits and costs  

        Each of these must be investigated thoroughly 

 

Q28. When the existing information system is to be converted into a new system, what are the activities 

involved in the conversion process?               (Nov 2010) 
 

Ans. Conversion from existing information system to a new system involves the following activities:  
 

(i)  Defining the procedures for correcting and converting the data into the new application, determining 

͚ǁhat data ĐaŶ ďe ĐoŶǀeƌted thƌough softǁaƌe aŶd ǁhat data ŵaŶuallǇ͛;  
(ii) Performing data cleansing before data conversion;  

(iii)Identifying the methods to assess the accuracy of conversion like record counts and control totals;  

(iv)Designing exception reports showing the data which could not be converted through software; and  

(v) Establishing responsibility for verifying and signing off and accepting overall conversion by the system 

owner. 

 

Q29. As a person in-charge of System Development Life Cycle, you are assigned a job of developing a 

model for a new system, which combines the features of a prototyping model and the waterfall 

model.  Which will be the model of your choice and what are its strengths and weaknesses?  

                   (Nov 2010) 

Ans. As a person in-charge of system development life cycle, the spiral model will be the choice. The 

spiral model is a software development process, combining elements of both design and 

prototyping-in-stages, in an effort to combine/ advantages of top-down and bottom-up concepts.  It 

is a system development method, which combines the features of the prototyping model and the 



waterfall model. The spiral model is intended for large, expensive and complicated projects. Its 

major distinctiveness is given as follows:  

(i)   The new system requirements are defined in as much detail as possible. This usually involves 

interviewing a number of users representing all the external or internal users and other aspects of 

the existing system.  

(ii)     A preliminary design is Đƌeated foƌ the Ŷeǁ sǇsteŵ. This phase is the ŵost iŵpoƌtaŶt paƌt of ͚Spiƌal 
Model͛ iŶ ǁhiĐh all possiďle alteƌŶatiǀes that ĐaŶ help iŶ deǀelopiŶg a Đost effeĐtiǀe pƌojeĐt aƌe 
analyzed and strategies are decided to use them. This phase has been added specially in order to 

identify and resolve all the possible risks in the project development. If risks indicate any kind of 

uncertainty in requirements, prototyping may be used to proceed with the available data and find 

out possible solution in order to deal with the potential changes in the requirements.  

(iii)   A first prototype of the new system is constructed from the preliminary design. This is usually a 

scaled-down system, and represents an approximation of the characteristics of the final product.   

(iv)   A second prototype is evolved by a fourfold procedure:  

o evaluating the first prototype in terms of its strengths, weaknesses, and risks; 

o defining the requirements of the second prototype;  

o planning and designing the second prototype; and  

o constructing and testing the second prototype.  

        Game development is a main area where the spiral model is used and needed, that is because of 

the size and the constantly shifting goals of those large projects.  
 

Strengths:  

(i)      Enhance risk avoidance;  

(ii)    Useful in helping to select the best methodology to follow for development of a given software 

iteration based on project risk. 

(iii)  Can incorporate waterfall, prototyping and incremental methodologies as special cases in the 

framework, and provide guidance as to which combinations of these models best fits a given 

software iteration, based upon the type of project risk.  
 

Weaknesses:  

(i)   Challenges to determine the exact composition of development methodologies to use for each 

iteration around the spiral.  

(ii)    Highly customized to each project and thus is quite complex, limiting reusability.  

(iii)  A skilled and experienced project manager required to determine how to apply it to any given 

project.  

(iv)  No established controls for moving from one cycle to another cycle. Without controls, each cycle 

may generate, more work for the next cycle.  

(v)    No firm deadlines cycles continue with no clean termination condition, so there is an inherent risk 

of not meeting budget or schedule. 

 

Q30. Write a short note on Regression Testing.               (Nov 2010) 
 

Ans. Usage of Regression Testing:  

(i)     All aspects of system remain functional after testing.  

(ii)    Change in one segment does not change the functionality of other segment. Objectives:  

(i)     System documents remain current.  

(ii)    System test data and test conditions remain current.  

(iii)   Previously tested system functions properly without getting effected though changes are made in 

some other segment of application system.  
  

         How to Use:  



 Test cases, which were used previously for the already tested segment is, re-run to ensure that the 

results of the segment tested currently and the results of same segment tested earlier, are same. 

 Test automation is needed to carry out the test transactions (test condition execution) else the 

process is very time consuming and tedious.   

 In this case of testing, cost/benefit should be carefully evaluated else the efforts spend on testing 

would be more and payback would be minimum. 

 

Q31. What are the two primary methods through which the analyst would have collected the data? 

                   (May 2010)  

Ans. Two primary methods through which the analyst would have collected the data are given as 

follows:  

(1)  Reviewing internal documents: The analyst first tries to learn about the organization involved in or 

affected by the project. For example, to review an inventory system proposal, s/he will try to know 

͚hoǁ the iŶǀeŶtoƌǇ depaƌtŵeŶt opeƌates͛ aŶd ͚ǁho aƌe the ŵaŶageƌs aŶd supeƌǀisoƌs͛. S/he will 

examine organization charts and written operating procedures.   

(2)  Conducting interviews: WƌitteŶ doĐuŵeŶts tell the aŶalǇst ͚hoǁ the sǇsteŵ should opeƌate͛ ďut 
they may not include enough details to allow a decision to be made about the merits of a system 

pƌoposal Ŷoƌ do theǇ pƌeseŶt useƌs͛ ǀieǁs aďout ĐuƌƌeŶt opeƌatioŶs. To leaƌŶ these details, analysts 

use interviews. Preliminary investigation interviews involve only management and supervisory 

personnel. 

 

Q32. Write a short note on Data Dictionary.              (May 2010) 
 

Ans. Data  Dictionary – A data dictionary is a computer file that contains descriptive information about 

the data items in the files of an information system.  Thus, it is a computer file about data.  Each 

computer record of a data dictionary contains information about a single data item used in the 

system.  This information may include:  
 

;iͿ     Codes desĐƌiďiŶg the data iteŵ͛s leŶgth, data tǇpe aŶd ƌaŶge.  
(ii)    Identification of the source documents used to create the data item.  

(iii)   Names of the computer files that store the data item.  

(iv)   Names of the computer programs that modify the data item.  

(v)  The identity of the computer programs or individuals permitted to access the data item for the 

purpose of file maintenance, upkeep or inquiry.  

(vi)  The identity of the computer programs or individuals not permitted to access the data item.  
 

       A data dictionary has a variety of uses as stated below:  

 Programmers and system analysts can use it as a documentation aid.  

 It can help accountants and auditors to establish an audit trail.  

 It can be used to plan the flow of transaction data through the system.   

       It can serve as an important aid to document internal control procedures.   



Chapter 6: Auditing of Information Systems 

 

Q1. Explain the major aspects to be looked into by an IS Auditor?            (May 2017) 
 

Ans. The major aspects that an Information Systems (IS) Auditor must consider while implementing an   

MIS are as follows:  

An auditor must–   

♦ Assess the extent to which the system being developed provides for adequate audit trails and controls 

to ensure the integrity of data processed and stored;  

♦ EŶsuƌe ͚ǁhat pƌojeĐt ĐoŶtƌol staŶdaƌds aƌe to ďe Đoŵplied ǁith͛ & deteƌŵiŶiŶg the eǆteŶt to ǁhiĐh 

compliance is being achieved;  

♦ Examine system documentation such as functional specifications to arrive at an opinion on controls;  

♦ Provide a list of the standard controls, over operational concerns such as response time, CPU usage, 

and random access space availability that he/she can use as an assessment criteria;  

♦ Review Feasibility Study Report and different work products of the Feasibility study phase;  

♦ Include technical experts to seek their opinion on the technical aspects of development of MIS;  

♦ Give control objectives, directives and in general, validate the opinion expressed by technical experts; 

♦ Review some of the control considerations like –   

o  Documented policy and procedures;  

o  Established Project team with all infrastructure and facilities;  

o  Developers/ IT managers are trained on the procedures;  

o  Appropriate approvals are being taken at identified mile-stones;  

o  Development is carried over as per standards, functional specifications;  

o  Separate test environment for development/ test/ production / test plans;  

o  Design norms and naming conventions are as per standards and are adhered to; 

o  Business owners testing and approval before system going live; Version control on programs;  

o  Source Code is properly secured;  

o  Adequate audit trails are provided in system; and  

o  Appropriateness of methodologies selected.  

♦ Determine whether the system adequately meets earlier identified business requirements and needs 

post -implementation review.  

♦ Determine if the expected benefits of the new system are realized and whether users are satisfied 

with the new system.  

♦ Review which of the phases till implementation of MIS have not met desired objectives and whether 

any corrective actions were taken in post implementation review. 

 

Q2. What should an IS Auditor evaluate while reviewing the adequacy of data security controls?  

                   (May 2017) 

Ans. An Information Systems (IS) Auditor is responsible to evaluate the following while reviewing the 

adequacy of Data Security Controls:  

♦ Who is responsible for the accuracy of the data?  
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♦ Who is permitted to update data?  

♦ Who is permitted to read and use the data?  

♦ Who is responsible for determining who can read and update the data?  

♦ Who controls the security of the data?  

♦ If the IS system is outsourced, what security controls and protection mechanism does the vendor have 

in place to secure and protect data? 

♦ Contractually, what penalties or remedies are in place to protect the tangible and intangible values of 

the information?  

♦ The disclosure of sensitive information is a serious concern to the organization and is mandatory on 

the auditoƌ͛s list of pƌioƌities. 
 

Q3. What is the scope of IS Audit process? Explain the categories of IS Audit.           (May 2017, Nov 2012) 
 

Ans. The scope of IS Audit process should include the examination and evaluation of the adequacy and 

effectiveness of the system of internal controls and the quality of performance by the information 

system. In addition, IS Audit process will also examine and evaluate the planning, organizing, and 

directing processes to determine whether reasonable assurance exists so that objectives and goals will 

be achieved. Such evaluations, in the aggregate, provide information to appraise the overall system of 

internal control.  

The scope of the audit will also include the internal control system/s for the use and protection of 

information and the information systems,  such as, Data, Application systems, Technology, Facilities, and 

People. 

Information Systems Audits has been categorized into following types:  
 

(i)  Systems and Application: It is an audit to verify that systems and applications are appropriate, are 

efficient, and are adequately controlled to ensure valid, reliable, timely, and secure input, 

processing, and output at all levels of a system's activity.  

(ii) Information Processing Facilities: This audit verifies that the processing facility is controlled to 

ensure timely, accurate, and efficient processing of applications under normal and potentially 

disruptive conditions.  

(iii) Systems Development: It is an audit to verify that the systems under development meet the 

objectives of the organization and to ensure that the systems are developed in accordance with 

generally accepted standards for systems development.  

(iv) Management of IT and Enterprise Architecture: This audit verifies that IT management has 

developed an organizational structure and procedures to ensure a controlled and efficient 

environment for information processing.  

(v) Telecommunications, Intranets, and Extranets: This is an audit to verify that controls are in place on 

the client (end point device), server, and on the network connecting the clients and servers. 

 

Q4. IS Auditors review risks relating to IT systems and processes. Briefly discuss these risks. OR What are 

the functions of an IS auditor?                                                                          (May 2017, Nov 2015, Nov 2014) 
 

Ans. Information System Auditor often is the assessor of business risk, as it relates to the use of IT, to 

management. The auditor can check the technicalities well enough to understand the risk (not 

necessarily manage the technology) and make a sound assessment and present risk-oriented 

advice to management. Information Systems (IS) Auditors review risks relating to IT systems and 

processes; some of them are as follows:  
 



♦ Inadequate information security controls. For example - missing or out of date antivirus controls, open 

ports, open systems without password or weak passwords etc.  

♦ Inefficient use of resources, or poor governance. For example - Huge spending on unnecessary IT 

projects like printing resources, storage devices, high power servers and workstations etc.  

♦ Ineffective IT strategies, policies and practices including a lack of policy for use of Information and 

Communication Technology (ICT) resources, Internet usage policies, Security practices etc.  

♦ IT-related frauds that includes phishing, hacking etc. 

 

Q5. You are appointed as the IS Auditor of a large company with multiple locations across globe which 

are connected to a common platform. What are the steps you would take as part of your 

preliminary evaluation to fully comprehend the technology environment & control issues?          

  (May 2017, May 2015) 

Ans. An important task for the auditor as a part of his preliminary evaluation is to gain a good 

understanding of the technology environment and related control issues. This could include 

consideration of the following:  
 

♦ Analysis of business processes and level of automation;  

♦ Assessing the extent of dependence of the enterprise on Information Technology to carry on its 

businesses i.e. Role of IT in the success and survival of business;  

♦ Understanding technology architecture which could be quite diverse such as a distributed architecture 

or a centralized architecture or a hybrid architecture;  

♦ Studying network diagrams to understand physical and logical network connectivity;  

♦ Understanding extended enterprise architecture wherein the organization systems connect seamlessly 

with other stakeholders such as vendors (SCM), customers (CRM), employees (ERM) and the 

government;  

♦ Knowledge of various technologies and their advantages and limitations is a critical competence 

requirement for the auditor. For example, authentication risks relating to e-mail systems; and  

♦ Finally, Studying Information Technology policies, standards, guidelines and procedures. 

 

Q6. Discuss in brief the major concerns to be addressed by an auditor in the different activities of the 

Programming Management Control Phase.               (May 2017) 
 

Ans. Some of the major concerns that an Auditor should address under different activities involved in 

Programming Management Control Phase are as under: 

Phase Audit Trails 

Planning •TheǇ should eǀaluate ǁhetheƌ the Ŷatuƌe of aŶd eǆteŶt of plaŶŶiŶg aƌe 
appropriate to the different types of software that are developed or 

acquired.  

•TheǇ ŵust eǀaluate hoǁ ǁell the plaŶŶiŶg ǁoƌk is ďeiŶg uŶdeƌtakeŶ. 
Control •TheǇ ŵust eǀaluate ǁhetheƌ the nature of an extent of control activities 

undertaken are appropriate for the different types of software that are 

developed or acquired.  

•TheǇ ŵust gatheƌ eǀideŶĐe oŶ ǁhetheƌ the ĐoŶtƌol pƌoĐeduƌes aƌe opeƌatiŶg 
reliably. For example - they might first choose a sample if past and current 



software development and acquisition projects carried out at different 

locations in the organization they are auditing. 

Design •Auditoƌs should fiŶd out ǁhetheƌ pƌogƌaŵŵeƌs use soŵe tǇpe of sǇsteŵatiĐ 
approach to design.  

•Auditoƌs ĐaŶ oďtaiŶ eǀideŶĐe of the desigŶ pƌaĐtiĐes used ďǇ uŶdeƌtakiŶg 
interviews, observations, and reviews of documentation. 

Coding Auditors should seek evidence –  

•OŶ the leǀel of Đaƌe eǆeƌĐised ďǇ pƌogƌaŵŵiŶg ŵaŶageŵeŶt iŶ ĐhoosiŶg a 
module implementation and integration strategy.  

•To deteƌŵiŶe ǁhetheƌ pƌogƌaŵŵiŶg ŵaŶageŵeŶt eŶsuƌes that pƌogƌaŵŵeƌs 
follow structured programming conventions.  

•To ĐheĐk ǁhetheƌ pƌogƌaŵŵeƌs eŵploǇ autoŵated faĐilities to assist theŵ 
with their coding work. 

Testing •Auditoƌs ĐaŶ use iŶteƌǀieǁs, oďseƌǀatioŶs, aŶd eǆaŵiŶatioŶ of 
documentation to evaluate how well unit testing is conducted.  

•Auditoƌs aƌe ŵost likelǇ ĐoŶĐeƌŶed pƌiŵaƌilǇ ǁith the ƋualitǇ of iŶtegƌatioŶ 
testing work carried out by information systems professionals rather than 

end users.  

•Auditoƌs pƌiŵaƌǇ ĐoŶĐeƌŶ is to see that ǁhole-of-program tests have been 

undertaken for all material programs and that these tests have been well-

designed and executed. 

Operation and 

Maintenance 

•Auditoƌs Ŷeed to ensure that effective and timely reporting of maintenance 

needs occurs and maintenance is carried out in a well-controlled manner.  

•Auditoƌs should eŶsuƌe that ŵaŶageŵeŶt has iŵpleŵeŶted a ƌeǀieǁ sǇsteŵ 
and assigned responsibility for monitoring the status of operational 

programs. 

 

Q7. Write a short note on ISO 27001.                (May 2017)  
 

Ans. ISO 27001: ISO 27001 is the international best practice and certification standard for an 

Information Security Management System (ISMS). An ISMS is a systematic approach to manage 

Information security in an IS environment through which an organization identifies, analyzes and 

addresses its information security risks. It encompasses people, processes and IT Systems. ISO 27001 

defines how to organise information security in any kind of organization, profit or non-profit, private or 

state-owned, small or large. This standard is the foundation of information security management that 

enables an organization to get certified, which means that an independent certification body has 

confirmed that information security has been implemented in the organisation as defined policies and 

procedures.  

The ISO 27001 can act as the extension of the current quality system to include security; provides an 

opportunity to identify and manage risks to key information and systems assets; provides confidence 

and assurance to trading partners and clients; acts as a marketing tool and allows an independent 

review and assurance to you on information security practices.  

 

Q8. Define and elaborate categories of risks that affect a system and taken into consideration at the 

time of assessment or audit of information systems.              

(Nov 2016) 
 



Ans. Risks that affect a system and are taken into consideration at the time of assessment or audit of 

information systems can be differentiated as Inherent risk, Control Risk and Detection Risk. They are as 

follows:  

• Inherent Risk: Inherent risk is the susceptibility of information resources or resources controlled by 

the information system to material theft, destruction, disclosure, unauthorized modification, or other 

impairment, assuming that there are no related internal controls. Inherent risk is the measure of 

auditor's assessment that there may or may not be material vulnerabilities or gaps in the audit subject 

exposing it to high risk before considering the effectiveness of internal controls. If the auditor 

concludes that there is a high likelihood of risk exposure, ignoring internal controls, the auditor would 

conclude that the inherent risk is high. For example, inherent risk would be high in case of auditing 

internet banking in comparison to branch banking or inherent risk would be high if the audit subject is 

an off-site. ATM in an example of the same. Internal controls are ignored in setting inherent risk 

because they are considered separately in the audit risk model as control risk. It is often an area of 

professional judgment on the part of an auditor. 

• Control Risk: Control risk is the risk that could occur in an audit area, and which could be material, 

individually or in combination with other errors, will not be prevented or detected and corrected on a 

timely basis by the internal control system. Control risk is a measure of the auditor's assessment of the 

likelihood that risk exceeding a tolerable level and will not be prevented or detected by the client's 

internal control system. This assessment includes an assessment of whether a client's internal controls 

are effective for preventing or detecting gaps and the auditor's intention to make that assessment at a 

level below the maximum (100 percent) as a part of the audit plan.  

• Detection Risk: DeteĐtioŶ ƌisk is the ƌisk that the IT auditoƌ͛s suďstaŶtiǀe pƌoĐeduƌes ǁill Ŷot deteĐt aŶ 
error which could be material, individually or in combination with other errors. For example, the 

detection risk associated with identifying breaches of security in an application system is ordinarily 

high because logs for the whole period of the audit are not available at the time of the audit. The 

detection risk associated with lack of identification of disaster recovery plans is ordinarily low since 

existence is easily verified. 

 

Q9. Discuss the ways audit trails can be used to support security objectives.     (Nov 2016, Nov 2011) 
 

Ans. Audit trails can be used to support security objectives in three ways:  
 

• Detecting Unauthorized Access to the system: Detecting unauthorized access can occur in real time or 

after the fact. The primary objective of real-time detection is to protect the system from outsiders 

who are attempting to breach system controls. A real-time audit trail can also be used to report on 

changes in system performance that may indicate infestation by a virus or worm. Depending upon 

how much activity is being logged and reviewed; real-time detection can impose a significant 

overhead on the operating system, which can degrade operational performance. After-the-fact, 

detection logs can be stored electronically and reviewed periodically or as needed. When properly 

designed, they can be used to determine if unauthorized access was accomplished, or attempted and 

failed.  

• Facilitating the Reconstruction of Events: Audit analysis can be used to reconstruct the steps that led 

to events such as system failures, security violations by individuals, or application processing errors. 

Knowledge of the conditions that existed at the time of a system failure can be used to assign 

responsibility and to avoid similar situations in the future. Audit trail analysis also plays an important 

role in accounting control. For example, by maintaining a record of all changes to account balances, 

the audit trail can be used to reconstruct accounting data files that were corrupted by a system 

failure.  



• Promoting Personal Accountability: Audit trails can be used to monitor user activity at the lowest 

level of detail. This capability is a preventive control that can be used to influence behavior. Individuals 

aƌe likelǇ to ǀiolate aŶ oƌgaŶizatioŶ͛s seĐuƌitǇ poliĐǇ if theǇ kŶoǁ that theiƌ aĐtioŶs aƌe Ŷot ƌeĐoƌded iŶ 
an audit log. 

 

Q10. Explain the key steps that can be followed for a risk-based approach to make an audit plan.  

                   (Nov 2016) 

Ans. The key steps that can be followed for a risk-based approach to make an audit plan are as follows:  

•        IŶǀeŶtoƌǇ the iŶfoƌŵatioŶ sǇsteŵs iŶ use iŶ the oƌgaŶizatioŶ aŶd Đategoƌize theŵ.  
•    DeteƌŵiŶe ǁhiĐh of the sǇsteŵs iŵpaĐt ĐƌitiĐal fuŶĐtioŶs oƌ assets, suĐh as ŵoŶeǇ, ŵateƌials, 

customers, decision making, and how close to real time they operate.  

•       Assess ǁhat ƌisks affeĐt these sǇsteŵs aŶd the seǀeƌitǇ of the iŵpaĐt oŶ the ďusiŶess.  
•       Based oŶ the aďoǀe assessŵeŶt, deĐide the audit pƌioƌitǇ, ƌesouƌĐes, sĐhedule aŶd fƌeƋueŶĐǇ. 
 

Q11. Proper assessment of the degree of risk is critical to the effectiveness of the audit. Discuss some of 

the critical factors to be considered by an IS Auditor as part of his/her preliminary review.   (Nov 2016) 
 

Ans. Proper assessment of the degree of risk is critical to the effectiveness of the audit. The following 

are some of the critical factors to be considered by an IS auditor as part of his/her preliminary review.  

(i)  Knowledge of the Business: Related aspects are General economic factors and industry conditions 

affeĐtiŶg the eŶtitǇ͛s ďusiŶess; Nature of Business, its products & services; General exposure to 

business; Its clientele, vendors and most importantly, strategic business partners/associates to 

whom critical processes have been outsourced; Level of competence of the Top management and IT 

Management, and finally, Set up and organization of IT department.  

(ii) Understanding the Technology: This includes the process to gain a good understanding of the 

technology environment and related control issues. This could include consideration of analysis of 

business processes and level of automation; Role of IT in the success and survival of business; 

Understanding technology architecture which could be quite diverse such as a distributed 

architecture or a centralized architecture or a hybrid architecture; Studying network diagrams to 

understand physical and logical network connectivity; Understanding extended enterprise 

architecture wherein the organization systems connect seamlessly with other stakeholders such as 

vendors (SCM), customers (CRM), employees (ERM) and the government; Knowledge of various 

technologies and their advantages and limitations is a critical competence requirement for the 

auditor and finally, Studying IT policies, standards, guidelines and procedures.  

(iii)  Understanding Internal Control Systems: For gaining understanding of Internal Controls emphasis is 

to be placed on compliance and substantive testing.  

(iv)  Legal Considerations and Audit Standards: The auditor should carefully evaluate the legal as well as 

statutory implications on his/her audit work. The Information Systems audit work could be required 

as part of a statutory requirement in which case he should take into consideration the related 

stipulations, regulations and guidelines for conduct of his audit. The statutes or regulatory 

framework may impose stipulations about minimum set of control objectives to be achieved by the 

subject organization. 

        Sometimes, this may also include restrictions on the use of certain types of technologies e.g. 

freeware, shareware etc. The IS Auditor should also consider the Audit Standards applicable to his 

conduct and performance of audit work. Non- compliance with the mandatory audit standards 

would not only impact on the violation of the code of professional ethics but also have an adverse 

iŵpaĐt oŶ the auditoƌ͛s ǁoƌk.  



(v) Risk Assessment and Materiality: Risk Assessment is a critical and inherent part of the Information 

SǇsteŵs Auditoƌ͛s plaŶŶiŶg aŶd audit iŵpleŵeŶtatioŶ. It iŵplies the pƌoĐess of ideŶtifǇiŶg the ƌisk, 
assessing the risk, and recommending controls to reduce the risk to an acceptable level, considering 

both the probability and the impact of occurrence. Risk assessment allows the auditor to determine 

the scope of the audit and assess the level of audit risk and error risk (the risk of errors occurring in 

the area being audited).  

 

Q12. ABC Ltd. is looking for a suitable IS auditor. Please send an introductory note to ABC Ltd. explaining 

your suitability by describing the skill set and competence you possess for the job other than your 

qualification.                         (May 2016, Nov 2012) 
 

Ans. ABC Ltd. is looking for a suitable IS auditor. I hereby explain my suitability for the same, as I hereby 

announce that I possess the desired skill set that is generally expected to be with an IS auditor which 

includes the following:  

•           SouŶd kŶowledge of business operations, practices and compliance requirements;  

•           Possess the ƌeƋuisite pƌofessioŶal teĐhŶiĐal ƋualifiĐatioŶ aŶd ĐeƌtifiĐatioŶs;  
•           A good uŶdeƌstaŶdiŶg of iŶfoƌŵatioŶ Risks aŶd CoŶtƌols;  
•           KŶoǁledge of IT strategies, policy and procedural controls;  

•           AďilitǇ to uŶdeƌstaŶd teĐhŶiĐal aŶd ŵaŶual ĐoŶtƌols ƌelatiŶg to ďusiŶess ĐoŶtiŶuitǇ; aŶd  
•           Good kŶoǁledge of PƌofessioŶal StaŶdaƌds aŶd Best PƌaĐtiĐes of IT ĐoŶtƌols aŶd seĐuƌitǇ.  
•         Knowledge of various technologies and their advantages and limitations is a critical competence 

requirement for the auditor. For example, authentication risks relating to e-mail systems. 

 

Q13. Describe how the application controls and their audit trail are categorised. OR Software 

Applications require interface between user and the  business functions. Discuss User Controls 

describing various types of controls to be exercised to achieve system effectiveness and 

efficiency.                               (May 2016, May 2015) 
 

Ans. The Application Controls are categorized as below:  

♦        Boundary Controls: Establishes interface between the user of the system and the system itself. 

The system must ensure that it has an authentic user. Users allowed using resources in restricted 

ways.  

♦     Input Controls: These are responsible for bringing both the data and instructions in to the 

information system. Input Controls are validation and error detection of data input into the 

system.  

♦      Communication Controls: These  are  responsible  for  controls  over  physical components,  

communication  line  errors,  flows,  and  links,  topological  controls, channel access controls, 

controls over subversive attacks, internetworking controls, communication architecture controls, 

audit trail controls, and existence controls.  

♦       Processing Controls: These are responsible for computing, sorting, classifying and summarizing 

data. It maintains the chronology of events from the time data is received from input or 

communication systems to the time data is stored into the database or output as results.  

♦       Output Controls: These are the controls to provide functions that determine the data content 

available to users, data format, timeliness of data and how data is prepared and routed to users.  

♦        Database Controls: These are responsible to provide functions to define, create, modify, delete 

and read data in an information system. It maintains procedural data- set of rules to perform 

operations on the data to help a manager to take decisions.  

             The following two types of Audit Trail controls should exist in each application control:  

             o     An  Accounting Audit Trail  to  maintain  a  record  of  events  within  the subsystem; and  



              o    An Operations Audit Trail to maintain a record of the resource consumption associated with 

each event in the subsystem. 

 

Q14.  As an IS auditor of a company, you want to use SCARF technique for collecting some information, 

which you want to utilize, for discharging some of your functions. Briefly describe SCARF and the 

type of information that can be collected through the use of SCARF technique.   

                                (May 2016, May 2013, May 2011) 
 

Ans.  System Control Audit Review File (SCARF): SCARF technique involves embedding audit software 

ŵodules ǁithiŶ a host appliĐatioŶ sǇsteŵ to pƌoǀide ĐoŶtiŶuous ŵoŶitoƌiŶg of the sǇsteŵ͛s 
transactions. The information collected is written on a special audit file- the SCARF master files. 

Afterwards, auditors examine the information contained on this file to see if some aspect of the 

application system needs follow-up. In many ways, the SCARF technique is like the snapshot 

technique along with other data collection capabilities.  
            

            The information that can be collected through the use of System Control Audit Review File 

(SCARF) technique is as follows:  

♦     Application System Errors - SCARF audit routines provide an independent check on the quality of 

system processing, whether there are any design and programming errors as well as errors that 

could creep into the system when it is modified and maintained. 

♦    Policy and Procedural Variances - Organizations have to adhere to the policies, procedures and 

standards of the organization and the industry to which they belong. SCARF audit routines can be 

used to check when variations from these policies, procedures and standards have occurred.  

♦       System Exception - SCARF can be used to monitor different types of application system exceptions. 

For example, salespersons might be given some leeway in the prices  they  charge  to  customers.  

SCARF  can  be  used  to  see  how  frequently salespersons override the standard price.  

♦     Statistical Sample - Some embedded audit routines might be statistical sampling routines, SCARF 

provides a convenient way of collecting all the sample information together on one file and use 

analytical review tools thereon.  

♦       Snapshots and Extended Records - Snapshots and extended records can be written into the SCARF 

file and printed when required.  

♦      Profiling Data - Auditors can use embedded audit routines to collect data to build profiles of system 

users. Deviations from these profiles indicate that there may be some errors or irregularities.  

♦       Performance Measurement - Auditors can use embedded routines to collect data that is useful for 

measuring or improving the performance of an application system. 

 

Q15. The advent of computer has drastically transformed the mode of evidence collection by an auditor. 

Discuss the various issues involved in the performance of evidence collection and understanding 

the reliability of controls. OR Write a short note on Effect of Computers on Evidence Collection for 

audit.                  (May 2016, May 2015, Nov 2014) 
 

Ans. The advent of computer has drastically transformed the mode of evidence collection by an  auditor.  

The  issues  involved  in  the  performance  of  evidence  collection  and understanding the 

reliability of controls are as follows:  

♦      Data retention and storage: A ĐlieŶt͛s stoƌage Đapaďilities ŵaǇ ƌestƌiĐt the aŵouŶt of histoƌiĐal data 
that ĐaŶ ďe ƌetaiŶed ͞oŶ-liŶe͟ aŶd ƌeadilǇ aĐĐessiďle to the auditoƌ. If the ĐlieŶt has iŶsuffiĐieŶt 
data retention capacities, the auditor may not be able to review a whole reporting period 

transactions on the computer system.  



♦      Absence of input documents: Transaction data may be entered into the computer directly without 

the presence of supporting documentation e.g. input of telephone orders  into  a  telesales  system.  

The  increasing  use  of  EDI  will  result  in  less paperwork being available for audit examination.  

♦     Non-availability of audit trail: The audit trails in some computer systems may exist for only a short 

period of time. The absence of an audit trail will ŵake the auditoƌ͛s joď ǀeƌǇ diffiĐult aŶd ŵaǇ Đall 
for an audit approach which involves auditing around the computer system by seeking other 

sources of evidence to provide assurance that the computer input has been correctly processed 

and output. 

♦      Lack of availability of printed output: The results of transaction processing may not produce a hard 

copy form of output, i.e. a printed record. In the absence of physical output, it may be necessary 

for an auditor to directly access the electronic data ƌetaiŶed oŶ the ĐlieŶt͛s Đoŵputeƌ. This is 
ŶoƌŵallǇ aĐhieǀed ďǇ haǀiŶg the ĐlieŶt pƌoǀide a Đoŵputeƌ teƌŵiŶal aŶd ďeiŶg gƌaŶted ͞ƌead͟ 
access to the required data files.  

♦     Audit evidence: Certain  transactions  may  be  generated  automatically  by  the computer system. 

For example, a fixed asset system may automatically calculate depreciation on assets at the end of 

each calendar month. The depreciation charge may be automatically transferred (journalised) from 

the fixed assets register to the depreciatioŶ aĐĐouŶt aŶd heŶĐe to the ĐlieŶt͛s iŶĐoŵe aŶd 
expenditure account.  

♦    Legal issues: The  use  of  computers  to  carry  out  trading  activities  is  also increasing. More 

organisations in both the public and private sector intend to make use of EDI and electronic trading 

over the Internet. This can create problems with contracts, e.g. when is the contract made, where 

is it made (legal jurisdiction), what are the terms of the contract and who are the parties to the 

contract.  

 

Q16. List and explain the advantages & disadvantages of continuous audit techniques. 

               (Nov 2015, May 2014, Nov 2011, May 2010) 

Ans. Some of the advantages of continuous audit techniques are as under:  
 

• Timely, Comprehensive and Detailed Auditing: Evidence would be available more timely and in a 

comprehensive manner. The entire processing can be evaluated and analysed rather than examining 

the inputs and the outputs only.  

• Surprise test capability: As evidences are collected from the system itself by using continuous audit 

techniques, auditors can gather evidence without the systems staff and application system users being 

aware that evidence is being collected at that particular moment. This brings in the surprise test 

advantages.  

• Information to system staff on meeting of objectives: Continuous audit techniques provides 

information to systems staff regarding the test vehicle to be used in evaluating whether an application 

system meets the objectives of asset safeguarding, data integrity, effectiveness, and efficiency.  

• Training for new users: Using the Integrated Test Facilities (ITFs), new users can submit data to the 

application system, and obtain feedback on any mistakes they make ǀia the sǇsteŵ͛s eƌƌoƌ ƌepoƌts 
 

The following are some of the key disadvantages of the continuous auditing:  
 

♦    Auditors should be able to obtain resources required from the organisation to support development, 

implementation, operation, and maintenance of continuous audit techniques.  

♦    Continuous audit techniques are more likely to be used if auditors are involved in the development 

work associated with a new application system.   

♦    Auditors need the knowledge and experience of working with computer systems to be able to use 

continuous audit techniques effectively and efficiently.  



♦    Continuous auditing techniques are more likely to be used where the audit trail is less visible and the 

costs of errors and irregularities are high. 

♦  Continuous audit techniques are unlikely to be effective unless they are implemented in an 

application system that is relatively stable. 

 

Q17. What are the factors influencing an organization towards controls and audit of computers? 

     (Nov 2015) 

Ans. The factors influencing an organization towards controls and audit of computers are as follows:  

•  Organisational Costs of Data Loss: Data is a critical resource of an organisation for its present and 

future process and its ability to adapt and survive in a changing environment. 

•   Cost of Incorrect Decision Making: Management and operational controls taken by managers involve 

detection, investigations and correction of the processes. These high level decisions require accurate 

data to make quality decision rules.  

•  Costs of Computer Abuse: Unauthorised access to computer systems, malwares, unauthorised 

physical access to computer facilities and unauthorised copies of sensitive data can lead to 

destruction of assets (hardware, software, data, information etc.)  

• Value of Computer Hardware, Software and Personnel: These are critical resources of an 

organisation, which has a credible impact on its infrastructure and business competitiveness.  

•  High Costs of Computer Error: In a computerised enterprise environment where many critical 

business processes are performed, a data error during entry or process would cause great damage.  

•  Maintenance of Privacy: Today, data collected in a business process contains private information 

about an individual too. These data were also collected before computers but now, there is a fear 

that privacy has eroded beyond acceptable levels.  

• Controlled evolution of computer Use: Use of Technology and reliability of complex computer 

systems cannot be guaranteed and the consequences of using unreliable systems can be destructive. 

 

Q18. As an IS auditor, what are the environmental controls verified by you, while conducting physical 

inspections?                                (Nov 2015) 
 

Ans. Audit of eŶǀiƌoŶŵeŶtal ĐoŶtƌols ƌeƋuiƌes the IŶfoƌŵatioŶ SǇsteŵs ͚auditoƌ to ĐoŶduct physical 

inspections and observe practices. The Auditor should verify:  

•  The IPF ;IŶfƌastƌuĐtuƌe PlaŶŶiŶg aŶd FaĐilitiesͿ aŶd the ĐoŶstƌuĐtioŶ ǁith ƌegaƌd to the tǇpe of 
materials used for construction;  

•   The pƌeseŶĐe of ǁateƌ aŶd sŵoke deteĐtoƌs, power supply arrangements to such devices, and testing 

logs;  

•   The loĐatioŶ of fiƌe eǆtiŶguisheƌs, fiƌefightiŶg eƋuipŵeŶt aŶd ƌefilliŶg date of fiƌe eǆtiŶguisheƌs;  
•  EŵeƌgeŶĐǇ pƌoĐeduƌes, eǀaĐuatioŶ plaŶs aŶd ŵaƌkiŶg of fiƌe eǆits.  Theƌe should ďe half-yearly Fire 

drill to test the preparedness;  

• DoĐuŵeŶts foƌ ĐoŵpliaŶĐe ǁith legal aŶd ƌegulatoƌǇ ƌeƋuiƌeŵeŶts ǁith ƌegaƌds to fiƌe safetǇ 
equipment, external inspection certificate and shortcomings pointed out by other 

inspectors/auditors;  

• Poǁeƌ sources and conduct tests to assure the quality of power, effectiveness of the power 

conditioning equipment, and generators.  Also the power supply interruptions must be checked to 

test the effectiveness of the back-up power;  

•   EŶǀiƌoŶŵeŶtal ĐoŶtƌol eƋuipŵent such as air-conditioning, dehumidifiers, heaters, ionizers etc;  

•  CoŵpliaŶt logs aŶd ŵaiŶteŶaŶĐe logs to assess if MTBF ;MeaŶ Tiŵe BetǁeeŶ FailuƌesͿ aŶd MTTR 
(Mean Time To Repair)are within acceptable levels; and 

•   Identify undesired activities such as smoking, consumption of eatables etc.  



 

Q19. Write a short note on Objectives of IS Audit.             (Nov 2015)  
 

Ans. The major objectives of Information System Audit are as follows:  

•  Asset Safeguarding Objectives: The information system assets (hardware, software, data information 

etc.) must be protected by a system of internal controls from unauthorised access.  

• Data Integrity Objectives: It is a fundamental attribute of IS Auditing. The importance to maintain 

integrity of data of an organisation requires all the time. It is also important from the business 

perspective of the decision maker, competition and the market environment.  

•  System Effectiveness Objectives: Effectiveness of a system is evaluated by auditing the characteristics 

and objective of the system to meet business and user requirements.  

•  System Efficiency Objectives: To optimize the use of various information system resources (machine 

time, peripherals, system software and labour) along with the impact on its computing environment. 

 

Q20. Different auditors go about IS auditing in different ways. Despite this, IS audit process can be 

categorized into broad categories. Discuss the statement explaining broad steps involved in the 

process.                         (May 2015, May 2012) 
 

Ans. Information Systems (IS) audit process can broadly be categorized on the basis of audit of Systems 

and applications; Information processing facilities; Systems Development; IT management and 

enterprise architecture; and Telecommunications, Intranets and Extranets.  

         Different auditors go about IS auditing in different ways. However, broadly the steps involved in an 

IS audit process are as follows:  

(i)  Scoping and pre-audit survey: Auditors determine the main area/s of focus and any areas that are 

explicitly out-of-scope, based on the scope-definitions agreed with management.  

(ii) Planning and preparation: During which the scope is broken down into greater levels of detail, 

usually involving the generation of an audit work plan or risk-control- matrix.  

(iii) Fieldwork:  Gathering evidences by interviewing staff and managers; reviewing documents, and 

observing processes etc.  

(iv) Analysis: This step involves desperately sorting out, reviewing and trying to make sense of all that 

evidence gathered earlier. SWOT (Strengths, Weaknesses, Opportunities, Threats) or PEST (Political, 

Economic, Social, Technological) techniques can be used for analysis.  

(v)   Reporting:  Reporting to the management is  done after analysis of evidence gathered and analyzed.  

(vi) Closure:  Closure involves preparing notes for future audits and follow up with management to 

complete the actions they promised after previous audits.  

 

Q21. Write a short note on Continuous and Intermittent Simulation (CIS).           (May 2014)  
 

Ans. Continuous and Intermittent Simulation (CIS): This is a variation of the System Control Audit 

Review File (SCARF) continuous audit technique. This technique can be used to trap exceptions 

whenever the application system uses a database management system. During application system 

processing, CIS executes in the following way:  
 

♦    The database management system reads an application system transaction. It is passed to CIS. CIS 

then determines whether it wants to examine the transaction further. If yes, the next steps are 

performed or otherwise it waits to receive further data from the database management system.  

♦     CIS replicates or simulates the application system processing.  

♦     Every update to the database that arises from processing the selected transaction will be checked by 

CIS to determine whether discrepancies exist between the results it produces and those the 

application system produces.   



♦     Exceptions identified by CIS are written to an exception log file.  

♦   The advantage of CIS is that it does not require modifications to the application system and yet 

provides an online auditing capability.  

 

Q22. ͚Real tiŵe iŶfoƌŵatioŶ sǇsteŵ Ŷeeds ƌeal tiŵe audit teĐhŶiƋues like IŶtegƌated Test FaĐilitǇ ;ITFͿ to 
pƌoǀide ĐoŶtiŶuous assuƌaŶĐe.͛ DefiŶe aŶd eǆplaiŶ the ITF ŵethodologǇ.           (Nov 2013) 

 

Ans. Integrated Test Facility (ITF): ITF technique involves the creation of a dummy entity in the 

application system files and the processing of audit test data against the entity as a means of 

verifying processing authenticity, accuracy, and completeness. This test data would be included 

with the normal production data used as input to the application system. In such cases, the 

auditor has to decide what would be the method to be used to enter test data and the 

methodology for removal of the effects of the ITF transactions.  

           Detailed explanation of ITF technique is given as follows:  

            Methods of Entering Test Data:  The transactions to be tested have to be tagged. The application 

system has to be programmed to recognize the tagged transactions and have them invoked two 

updates, one to the application system master file record and one to the ITF dummy entity. 

Auditors can also embed audit software modules in the application system programs to recognize 

transactions having certain characteristics as ITF transactions. Tagging live transactions as ITF 

transactions has the advantages of ease of use and testing with transactions representative of 

normal system processing. However, use of live data could mean that the limiting conditions 

within the system are not tested and embedded modules may interfere with the production 

processing.  

           The auditors may also use test data that is specially prepared. Test transactions would be entered 

along with the production input into the application system. In this approach, the test data is likely 

to achieve more complete coverage of the execution paths in the application system to be tested 

than selected production data and the application system does not have to be modified to tag the 

ITF transactions and to treat them in a special way. However, preparation of the test data could be 

time consuming and costly.  

            Methods of Removing the Effects of ITF Transactions: The presence of ITF transactions within an 

application system affects the output results obtained. The effects of these transactions have to 

be removed. The application system may be programmed to recognize ITF transactions and to 

ignore them in terms of any processing that might affect users. Another method would be the 

removal of effects of ITF transactions by submitting additional inputs that reverse the effects of 

the ITF transactions. Another less used approach is to submit trivial entries so that the effects of 

the ITF transactions on the output are minimal in which the effects of the transactions are not 

really removed.   

 

Q23. Being an IS Auditor, what objectives can you set for the audit of systems under development and 

how can you achieve your objectives?               (Nov 2012) 
 

Ans. The audit of systems under development can have the following main objectives:  
 

•        to pƌoǀide aŶ opiŶioŶ oŶ the effiĐieŶĐǇ, effeĐtiǀeŶess, aŶd eĐoŶoŵǇ of the pƌojeĐt ŵaŶageŵeŶt;  
•     to assess the eǆteŶt to ǁhiĐh the sǇsteŵ ďeiŶg deǀeloped pƌoǀides adeƋuate audit tƌails aŶd 

controls to ensure the integrity of data processed and stored; and  

•        to assess the ĐoŶtƌols ďeiŶg pƌoǀided foƌ the ŵaŶageŵeŶt of the sǇsteŵ's opeƌatioŶ.  
             

          For the first objective to achieve, an auditor will have to attend project and steering committee 

meetings and examine project control documentation and conducting interviews. This is to ensure 



what project control standards are to be complied with, (such as a formal systems development 

process) and determining the extent to which compliance is being achieved.         
 

          For addressing the second objective, the auditor can examine system documentation, such as 

functional specifications, to arrive at an opinion on controls. The auditor's opinion will be based on 

the degree to which the system satisfies the general control objectives that any Information 

Technology system should meet. A list of such objectives should be provided to the auditee.  
 

          The same is true for the third objective, viz. system's operational controls. The auditor should 

provide a list of the standard controls over such operational concerns as response time, CPU usage, 

and random access space availability that the auditor has used as assessment criteria. 



Chapter 7: Information Technology Regulatory Issues 
 

Q1. Discuss "Authentication of Electronic Records" with reference to the IT Act.        

                   (May 2017, Nov 2013, May 2011) 
 

Ans. IŶ IT AĐt, ϮϬϬϬ, SeĐtioŶ ϯ defiŶes ͞AutheŶtiĐatioŶ of EleĐtƌoŶiĐ ReĐoƌds͟. This seĐtioŶ pƌoǀides the 
conditions subject to which an electronic record may be authenticated by means of affixing Digital 

Signature. This will enable anybody to verify whether the electronic record is retained intact or has been 

tampered with since it was so fixed with the digital signature. It will also enable a person who has a 

public key to identify the originator of the message.  

Provisions  of  authentication  of  electronic  records  are  given  under  Section  3  of Information 

Technology (Amendment) Act, 2008, which is given as follows: 

Authentication of Electronic Records  

(1)     Subject to the provisions of this section any subscriber may authenticate an electronic record by 

affixing his Digital Signature.  

(2)    The authentication of the electronic record shall be effected by the use of asymmetric crypto 

system and hash function which envelop and transform the initial electronic record into another 

electronic record. 

           Explanation -  

            For the purposes of this sub-section, "Hash function" means an algorithm mapping or translation 

of one sequence of bits into another, generally smaller, set known as "Hash Result" such that an 

electronic record yields the same hash result every time the algorithm is executed with the same 

electronic record as its input making it computationally infeasible  

(a)   to derive or reconstruct the original electronic record from the hash result produced by the 

algorithm;  

(b)   that  two  electronic  records  can  produce  the  same  hash  result  using  the algorithm. 

(3)      Any person by the use of a public key of the subscriber can verify the electronic record.  

(4)     The private key and the public key are unique to the subscriber and constitute a functioning key 

pair. 

 

Q2. What is a "Protected System" under the IT Act?             (May 2017) 
 

Ans. IŶ IT AĐt, ϮϬϬϬ, SeĐtioŶ ϳϬ defiŶes ͞PƌoteĐted SǇsteŵ͟ that is as folloǁs:  
Protected System  

(1) The appropriate Government may, by notification in the Official Gazette, declare any computer 

resource which directly or indirectly affects the facility of Critical Information Infrastructure, to be a 

protected system.  

(2)  The appropriate Government may, by order in writing, authorize the persons who are authorized to 

access protected systems notified under sub-section (1). 

(3)  Any person who secures access or attempts to secure access to a protected system in contravention 

of the provisions of this section shall be punished with imprisonment of either description for a term 

which may extend to ten years and shall also be liable to fine.  

https://resource.cdn.icai.org/44692icai-bos34509cp7.pdf


(4) The Central Government shall prescribe the information security practices and procedures for such 

protected system. [Section 70] 

 

Q3. What is the information that an IS Auditor is expected to obtain at the audit location before 

proceeding with the IS Audit as per the provisions of IRDA?            (Nov 2016) 
 

Ans. Before proceeding with the IS Audit as per the provisions of IRDA (Insurance Regulatory and 

Development Authority of India), the IS auditor is expected to obtain the following information at 

the audit location: 

•     Location(s) from where Investment activity is conducted. 

•     IT Applications used to manage the IŶsuƌeƌ͛s IŶǀestŵeŶt Poƌtfolio. 
•   Obtain the system layout of the IT and network infrastructure including: Server details, database 

details, type of network connectivity, firewalls other facilities/ utilities. 

•     Are systems and applications hosted at a central location or hosted at different office? 

•     Previous Audit reports and open issues / details of unresolved issues from Internal Audit, Statutory 

Audit, and IRDA Inspection / Audit. 

•     Internal circulars and guidelines of the Insurer. 

•     Standard Operating Procedures (SOP).  

•     List of Ŷeǁ PƌoduĐts/fuŶds iŶtƌoduĐed duƌiŶg the peƌiod uŶdeƌ ƌeǀieǁ aloŶg ǁith IRDA appƌoǀals foƌ 
the same.  

•     SĐƌip-wise lists of all investments, fund wise, classified as per IRDA Guidelines, held on date.  

•     IRDA CoƌƌespoŶdeŶĐe files, ĐiƌĐulaƌs aŶd ŶotifiĐatioŶs issued ďǇ IRDA. 
•     IT Security Policy. 

•     BusiŶess CoŶtiŶuitǇ PlaŶs.  
•     Netǁoƌk SeĐuƌitǇ Repoƌts peƌtaiŶiŶg to IT Assets. 
 

Q4. What is ITIL? Elaďoƌate ͞seƌǀiĐe desigŶs͛ uŶdeƌ ITIL.             (Nov 2016) 
 

Ans. IT Infrastructure Library (ITIL): The ITIL is a set of practices for IT Service Management (ITSM) that 

focuses on aligning IT services with the needs of business. In its current form known as ITILv3, ITIL 

describes procedures, tasks and checklists that are not organization- specific, used by an 

organization for establishing a minimum level of competency. It allows the organization to establish 

a baseline from which it can plan, implement, and measure. It is used to demonstrate compliance 

and to measure improvement.  

 •       Service Design: Service Design is one of the five volumes in ITIL framework that translates strategic 

plans and objectives and creates the designs and specifications for execution through service 

transition and operations. It provides guidance on combining infrastructure, applications, systems, 

and processes, along with suppliers and partners, to present feasible service offerings. It further 

includes design principles and methods for converting strategic objectives into portfolios of 

services and service assets.  

•    Service Catalogue Management: Service Catalogue management maintains and produces the 

Service Catalogue and ensures that it contains accurate details, dependencies and interfaces of all 



services made available to customers. Service Catalogue information includes ordering and 

requesting processes, prices, deliverables and contract points.  

•    Service Level Management: Service-level  management provides for continual identification, 

monitoring and review of the levels of IT services specified in the Service-Level Agreements (SLAs). 

Service-Level Management is the primary interface with the customer and is responsible for 

ensuring that the agreed IT services are delivered when and where they are supposed to be; 

liaising with availability management,  capacity management, incident management and problem 

management.  

•      Availability Management: Availability management targets allow organizations to sustain the IT 

service-availability to support the business at a justifiable cost. The high-level activities comprise 

of realizing availability requirements, compiling availability plan, monitoring availability and 

maintenance obligations. Availability management addresses many IT component abilities like 

reliability, maintainability, serviceability, resilience and security to perform at an agreed level over 

a period of time.  

•         Capacity Management: Capacity management supports the optimum and cost- effective provision 

of IT services by helping organizations match their IT resources to business demands. The high-

level activities include application sizing; workload management; demand management; 

modeling; capacity planning; resource management and performance management.  

•         IT Service Continuity Management: IT Service Continuity Management (ITSCM) covers processes 

by which plans are put in place & managed to ensure that IT services can recover & continue even 

after a serious incident occurs. 

•       Information Security Management: A basic goal of security management is to ensure adequate 

information security, which in turn, is to protect information assets against risks, and thus to 

maintain their value to the organization. This is commonly expressed in terms of ensuring their 

confidentiality, integrity and availability, along with related properties or goals such as 

authenticity, accountability, non-repudiation and reliability.  

•       Supplier Management: The purpose of Supplier Management is to obtain value for money from 

suppliers and contracts. It ensures that underpinning contracts and agreements align with 

business needs, Service Level Agreements and Service Level Requirements. Supplier Management 

oversees process of identification of business needs, evaluation of suppliers, establishing 

contracts, their categorization, management and termination. 

 

Q5. Write a short note on Indian Computer Emergency Response Team.                          (Nov 2016) 
 

Ans. Indian Computer Emergency Response Team (CERT – In): The Section 70B of IT (Amendment) Act, 

2008 provides guidelines on how Indian Computer Emergency Response Team serves as national 

agency for incident response. The team shall serve as the national agency for performing the following 

functions in Cyber Security, which are as follows:  

•     ColleĐtioŶ, aŶalǇsis aŶd disseŵiŶatioŶ of iŶfoƌŵatioŶ oŶ cyber incidents;  

•     FoƌeĐast aŶd aleƌts of ĐǇďeƌ seĐuƌitǇ iŶĐideŶts;  
•     EŵeƌgeŶĐǇ ŵeasuƌes foƌ haŶdliŶg ĐǇďeƌ seĐuƌitǇ iŶĐideŶts;  
•     CooƌdiŶatioŶ of ĐǇďeƌ iŶĐideŶts ƌespoŶse aĐtiǀities; 



•   Issue guidelines, advisories, vulnerability notes and whitepapers relating to information security 

practices, procedures, prevention, response and reporting of cyber incidents; 

•     Such other functions relating to cyber security as may be prescribed. 

 

Q6. What are the suggested system controls that should be covered under IS audit as per the 

requirement of the Reserve Bank of India?             (May 2016) 
 

AŶs. The SǇsteŵ CoŶtƌols that should ďe Đoǀeƌed uŶdeƌ the IŶfoƌŵatioŶ SǇsteŵs͛ audit as peƌ the 
requirement of the Reserve Bank of India (RBI) are as follows:  

•   Duties of sǇsteŵ pƌogƌaŵŵeƌ/desigŶeƌ should Ŷot ďe assigŶed to peƌsoŶs opeƌatiŶg the  sǇsteŵ  aŶd  
there  should  be  separate  persons  dedicated  to  system programming/design. System person 

would only make modifications/improvements to programs and the operating persons would only 

use such programs without having the right to make any modifications.  

•  CoŶtiŶgeŶĐǇ plaŶs/pƌoĐeduƌes iŶ Đase of failuƌe of sǇsteŵ should ďe iŶtƌoduĐed/ tested at peƌiodiĐ 
intervals. EDP auditor should put such contingency plan under test during the audit for evaluating the 

effectiveness of such plans.  

•   AŶ appƌopƌiate ĐoŶtƌol ŵeasuƌe should ďe deǀised aŶd doĐuŵeŶted to pƌoteĐt the Đoŵputeƌ sǇsteŵ 
from attacks of unscrupulous elements.  

•  IŶ oƌdeƌ to ďƌiŶg aďout uniformity of software used by various branches/offices, there should be a 

formal method of incorporating change in standard software and it should  be  approved  by  senior  

management. Inspection and Audit Department should verify such changes from the view-point of 

control and for its implementation in other branches in order to maintain uniformity.  

•   Boaƌd of DiƌeĐtoƌs aŶd seŶioƌ ŵaŶageŵeŶt aƌe ƌespoŶsiďle foƌ eŶsuƌiŶg that aŶ iŶstitutioŶ͛s sǇsteŵ 
of internal controls operates effectively. 

•   Theƌe should also be annual review of IS Audit Policy or Charter to ensure its continued relevance and 

effectiveness.  

•  With a ǀieǁ to pƌoǀide assuƌaŶĐe to ďaŶk͛s ŵaŶageŵeŶt aŶd ƌegulatoƌs, ďaŶks aƌe ƌeƋuiƌed to 
conduct a quality assurance, at least once every three years, on the banks Internal  Audit  including  IS  

Audit  to  validate  the  approach  and  practices adopted by them in the discharge of its 

responsibilities as laid out in the Audit Charter/Audit Policy. 

 

Q7. ABC Ltd. is not aware of the importance and requirement relating to 'Retention of Electronic 

Records' as per IT Act, 2008. Please enlighten them on this.       

                                (May 2016, May 2014, May 2012, May 2011, May 2010) 
 

Ans. "Electronic Record" means data, record or data generated, image or sound stored, received or sent 

in an electronic form or micro film or computer generated micro fiche.  

          As peƌ IT AĐt, ϮϬϬϴ, ͞SeĐtioŶ ϳ deals ǁith ReteŶtioŶ of EleĐtƌoŶiĐ ReĐoƌds͟. The Section provides 

that -  

(1)  Where any law provides that documents, records or information shall be retained for any specific 

period, then, that requirement shall be deemed to have been satisfied if such documents, records or 

information are retained in the electronic form, if -  



(a) The information contained therein remains accessible so as to be usable for a subsequent 

reference;  

(b) The  electronic  record  is  retained  in  the  format  in  which  it  was  originally generated, sent or 

received or in a format which can be demonstrated to represent accurately the  information 

originally generated, sent or received;  

(c) The details which will facilitate the identification of the origin, destination, date and time of 

dispatch or receipt of such electronic record are available in the electronic record:  

       PROVIDED that this clause does not apply to any information which is automatically generated solely 

for the purpose of enabling an electronic record to be dispatched or received.  

(2)  Nothing  in  this  section  shall  apply  to  any  law  that  expressly  provides  for  the retention of 

documents, records or information in the form of electronic records, publication of rules, regulation, 

etc. in Electronic Gazette. 

 

Q8. As per IT (Amended) Act, 2008, describe the power to make the rules by Central Government in 

respect of Electronic Signature.                       (Nov 2015, May 2012) 

Ans. Section 10 of IT (Amendment) Act, 2008, describes the Power to make rules by Central Government 

in respect of Electronic Signature. The Central Government may, for the purposes of this Act, by 

rules, prescribe  

(a)    the type of Electronic Signature;  

(b)    the manner and format in which the Electronic Signature shall be affixed;  

(c)  the manner or procedure which facilitates identification of the person affixing the Electronic 

Signature; 

(d)  control processes and procedures to ensure adequate integrity, security and confidentiality of 

electronic records or payments; and  

(e)    any other matter which is necessary to give legal effect to Electronic Signature. 

 

Q9. Describe the service strategy of ITIL, framework.             (Nov 2015) 
 

Ans. Service Strategy: The center and origin point of the ITIL Service Lifecycle, the ITIL Service Strategy 

(SS) volume, provides guidance on clarification and prioritization of service-provider investments in 

services. It provides guidance on leveraging service management capabilities to effectively deliver value 

to customers and illustrate value for service providers. The Service Strategy volume provides guidance 

on the design, development, and implementation of service management, not only as an organizational 

capability, but also as a strategic asset.  

The components of service strategies are as follows:  

•           IT SeƌǀiĐe GeŶeƌatioŶ  
•           SeƌǀiĐe Poƌtfolio MaŶageŵeŶt  
•           FiŶaŶĐial MaŶageŵeŶt  
•           DeŵaŶd MaŶageŵeŶt  
•           BusiŶess RelatioŶship Management 

 



Q10. The manner of selecting auditors builds confidence among various stakeholders. Describe SEBI 

norms for selecting an auditor.                 (May 2015) 
 

Ans. The SEBI norms for Auditor Selection are as follows:  

•    Auditoƌ ŵust haǀe ŵinimum 3 years of experience in IT audit of Securities Industry participants e.g. 

stock exchanges, clearing houses, depositories etc. The audit experience should have covered all the 

ŵajoƌ Aƌeas ŵeŶtioŶed uŶdeƌ SEBI͛s Audit Teƌŵs of RefeƌeŶĐe ;TORͿ.  
•    The Auditor must have experience in/direct access to experienced resources in the areas covered 

under TOR. It is recommended that resources employed shall have relevant industry recognized 

certifications e.g. CISA (Certified Information Systems Auditor) from ISACA, CISM (Certified 

Information Securities Manager) from ISACA, GSNA (GIAC Systems and Network Auditor), CISSP 

(Certified Information Systems Security Professional) from International Information Systems 

Security Certification Consortium (ISC)².  

•    The   Auditoƌ should haǀe IT audit/goǀeƌŶaŶĐe fƌaŵeǁoƌks aŶd pƌoĐesses ĐoŶfoƌŵiŶg to iŶdustƌǇ 
leading practices like COBIT.  

•    The Auditoƌ ŵust Ŷot haǀe aŶǇ ĐoŶfliĐt of iŶteƌest iŶ ĐoŶduĐtiŶg faiƌ, oďjeĐtiǀe aŶd iŶdepeŶdeŶt 
audit of the Exchange/Depository. He should not have been engaged over the last three years in any 

consulting engagement with any departments/units of the entity being audited.  

•    The Auditoƌ ŵaǇ Ŷot haǀe aŶǇ Đases peŶdiŶg agaiŶst its pƌeǀious auditees, ǁhiĐh fall uŶdeƌ SEBI͛s 

jurisdiction, which point to its incompetence and/or unsuitability to perform the audit task. 

 

Q11. Mr. A has hacked into Defence Information Systems with an intention to steal classified 

information that threatens the security and sovereignty of India. He has used the services of a 

local cafe, 'CyberNet' for this purpose. The owner of 'CyberNet' tries to stop Mr. A but is 

threatened by Mr. A. Hence the owner of 'CyberNet' does not disclose A's activities to anyone. Mr. 

A is caught by the Vigilance Officers of the department. 

(i) Is Mr. A punishable for his activities?  

(ii) Is the intermediary, 'CyberNet' liable? 

            Please discuss the liabilities enunciated under the relevant sections of the Information 

Technology Act, 2000 in the above two cases.                           (May 2015) 
 

Ans.      

(i)    Yes, Mr. A is punishable for his activities under the Section 66F.  

        [Section 66F(1)(B)] Punishment for cyber terrorism  

Whoever knowingly or intentionally penetrates or accesses a computer resource without 

authorization or exceeding authorized access, and by means of such conduct obtains access to 

information, data or computer database that is restricted for reasons of the security of the State or 

foreign relations; or any restricted information, data or computer database, with reasons to believe 

that such information, data or computer database so obtained may be used to cause or likely to 

cause injury to the interests of the sovereignty and integrity of India, the security of the State, 

friendly relations with foreign States, public order, decency or morality, or in relation to contempt of 

court, defamation or incitement to an offence, or to the advantage of any foreign nation, group of 

individuals or otherwise, commits the offence of cyber terrorism.  



        Whoever commits or conspires to commit cyber terrorism shall be punishable with imprisonment 

ǁhiĐh ŵaǇ eǆteŶd to iŵpƌisoŶŵeŶt foƌ life͛.  
        Considering the facts provided in the case where Mr. A hacked into Defense Information System 

with an intention to steal classified information threatening the security and sovereignty of India, 

Mr. A is punishable for his activities.  

;iiͿ  Yes, IŶteƌŵediaƌǇ ͚CǇďeƌNet͛ is liaďle under the Section 79.  

       [Section 79] Exemption from liability of intermediary in certain cases  

(1) Notwithstanding anything contained in any law for the time being in force but subject to the  

provisions of sub-sections (2) and (3), an intermediary shall not be liable for any third party 

information, data, or communication link hosted by him.  

(2)  The provisions of sub-section (1) shall apply if -  

(a)  the function of the intermediary is limited to providing access to a communication system over 

which information made available by third parties is transmitted or temporarily stored; or  

(b)  the intermediary does not-  

(i)   initiate the transmission,  

(ii)  select the receiver of the transmission, and  

(iii)  select or modify the information contained in the transmission  

(c) the intermediary observes due diligence while discharging his duties under this Act and also 

observes such other guidelines as the Central Government may prescribe in this behalf.  

Thus, according to Section 79(2)(c); the IŶteƌŵediaƌǇ ͚CǇďeƌNet͛ failed to oďseƌǀe due diligeŶĐe iŶ 
discharging his duties and also the other guidelines as prescribed by the Central Government.  So, 

IŶteƌŵediaƌǇ ͚CǇďeƌNet͛ is liaďle. 
 

Q12. ABC Ltd. is a security market intermediary, providing depository services. Briefly explain the 

relevant requirements with respect to annual systems audit mandated by SEBI in this regard. (Nov 2014) 
 

Ans. SEBI (Securities and Exchange Board of India) mandated that exchanges shall conduct an annual 

system audit by a reputed independent auditor.  

•    The Audit shall ďe ĐoŶduĐted aĐĐoƌdiŶg to the Noƌŵs, Teƌŵs of RefeƌeŶĐes ;TORͿ aŶd GuideliŶes 
issued by SEBI.  

•  StoĐk EǆĐhaŶge/DepositoƌǇ ;Auditee) may negotiate and the board of the Stock Exchange / 

Depository shall appoint the Auditors based on the prescribed Auditor Selection Norms and TOR. 

The Auditors can perform a maximum of 3 successive audits. The proposal from Auditor must be 

submitted to SEBI for records.  

•     Audit sĐhedule shall ďe suďŵitted to SEBI at-least 2 months in advance, along with scope of current 

audit & previous audit.  

•    The sĐope of the Audit ŵaǇ ďe eǆteŶded ďǇ SEBI, ĐoŶsideƌiŶg the ĐhaŶges ǁhiĐh haǀe takeŶ plaĐe 
during last year or post previous audit report.  

•     Audit has to ďe ĐoŶduĐted aŶd the Audit ƌepoƌt ďe suďŵitted to the Auditee. The ƌepoƌt should haǀe 
specific compliance/non-compliance issues, observations for minor deviations as well as qualitative 

comments for scope for improvement. The report should also take previous audit reports in 

consideration and cover any open items therein.  



• The Auditee ŵaŶageŵeŶt pƌoǀides theiƌ ĐoŵŵeŶt aďout the NoŶ-Conformities (NCs) and 

observations. For each NC, specific time-bound (within 3 months) corrective action must be taken 

and reported to SEBI. The auditor should indicate if a follow-on audit is required to review the status 

of NCs. The report along with Management Comments shall be submitted to SEBI within 1 month of 

completion of the audit.  

 

Q13. Discuss briefly, the four phases of Information Security Management System (ISMS) prescribed by 

ISO 27001. (Nov 2014) 
 

Ans. The four phases of Information Security Management System (ISMS) prescribed by ISO 27001 are as 

follows:  

•   The Plan Phase – This phase serves to plan the basic organization of information security, set 

objectives for information security and choose the appropriate security controls (the standard 

contains a catalogue of 133 possible controls).  

•    The Do Phase – This phase includes carrying out everything that was planned during the previous 

phase.  

•   The Check Phase – The purpose of this phase is to monitor the functioning of the ISMS through 

ǀaƌious ͞ĐhaŶŶels͟, aŶd ĐheĐk ǁhetheƌ the ƌesults ŵeet the set objectives.  

•   The Act Phase – The purpose of this phase is to improve everything that was identified as non-

compliant in the previous phase.  

        The cycle of these four phases never ends, and all the activities must be implemented cyclically in 

order to keep the ISMS effective.  
 

Q14. Mr. A is regularly sending obscene in electronic form to Ms. B. When Ms. B made a complaint to 

Police, it was found that all the communications were sent through XYZ network service provider. Police 

have held both Mr. A and XYZ network service provider as liable for this act. Suggest under what 

provisions of Information Technology (Amendment) Act, 2008, the XYZ network service provider can get 

exemption from the liability? Also discuss the relevant provisions of the above section.         (May 2014) 
 

Ans. As per Information Technology (Amendment) Act 2008, the XYZ network service provider can get 

exemption from the liability under provisions of sub-sections 1 and 2 of Section 79: Exemption 

from liability of intermediary in certain cases.   

        The relevant provisions of the above section are given as follows: 

        [Section 79] Exemption from liability of intermediary in certain cases  

(1) Notwithstanding anything contained in any law for the time being in force but subject to the  

provisions of sub-sections (2) and (3), an intermediary shall not be liable for any third party 

information, data, or communication link hosted by him.  

(2)  The provisions of sub-section (1) shall apply if -  

(a)  the function of the intermediary is limited to providing access to a communication system over 

which information made available by third parties is transmitted or temporarily stored; or  

(b)  the intermediary does not-  

(i)   initiate the transmission,  

(ii)  select the receiver of the transmission, and  



(iii)  select or modify the information contained in the transmission  

(c) the intermediary observes due diligence while discharging his duties under this Act and also 

observes such other guidelines as the Central Government may prescribe in this behalf.  

 

Q15. Mr. A has received some information about Mr. B on his cellphone. He knows that this information 

has been stolen by the sender.  He not only retained this information but also sends it to Mr. B and 

his friends.  Because of this act Mr. B is annoyed and his life is in danger.  

          Mr. B seeks your advice, under what sections of Information Technology (Amendment) Act, 2008, 

he can file an FIR with police? Advise Mr. B detailing the applicable sections of the Act.   (May 2013) 
 

Ans. It is not clear whether Mr. B wants to file an FIR with police against Mr. A or sender, who has stolen 

his information or both.  

          Considering the most feasible assumption that if Mr. B wants to file an FIR against Mr. A then he 

may file the same under the following Section of Information Technology (Amendment) Act, 2008:   

•       Section 66 A: Punishment for sending offensive messages through communication service, etc.;  

•    Section 66 B: Punishment for dishonestly receiving stolen computer resource or communication 

device; and  

•       Section 66 E: Punishment for violation of privacy.   
         

          All these applicable sections in this case are given as follows:  
          

         [Section 66 A] Punishment for sending offensive messages through communication service, etc.  

         Any person who sends, by means of a computer resource or a communication device,-  

(a)    any information that is grossly offensive or has menacing character; or  

(b)  any  information which he knows to be false, but for the purpose of causing annoyance, 

inconvenience, danger, obstruction, insult, injury, criminal intimidation, enmity, hatred, or ill will, 

persistently by making use of such computer resource or a communication device,  

(c) any electronic mail or electronic mail message for the purpose of causing annoyance or 

inconvenience or to deceive or to mislead the addressee or recipient about the origin of such 

messages shall be punishable with imprisonment for a term which may extend to three years and 

with fine.  

          Explanation: For the purposes of this section, terms "Electronic mail" and "Electronic Mail 

Message" means a message or information created or transmitted or received on a computer, 

computer system, computer resource or communication device including attachments in text, 

image, audio, video and any other electronic record, which may be transmitted with the message. 
          

         [Section 66 B] Punishment for dishonestly receiving stolen computer resource or communication 

device.  

          Whoever dishonestly receives or retains any stolen computer resource or communication device 

knowing or having reason to believe the same to be stolen computer resource or communication 

device, shall be punished with imprisonment of either description for a term which may extend to 

three years or with fine which may extend to rupees one lakh or with both.  
 

         [Section 66E] Punishment for violation of privacy  



         Whoever, intentionally or knowingly captures, publishes or transmits the image of a private area of 

any person without his or her consent, under circumstances violating the privacy of that person, 

shall be punished with imprisonment which may extend to three years or with fine not exceeding 

two lakh rupees, or with both.  

         However, the answer may also be written considering the other two assumptions, accordingly. 

 

Q16. Explain the objectives and scope of the Information Technology Act 2000.            (May 2012) 
 

Ans. Major objectives of the Information Technology Act 2000 are given as follows:  
 

 To grant legal recognition for transactions carried out by means of electronic data interchange and 

otheƌ ŵeaŶs of eleĐtƌoŶiĐ ĐoŵŵuŶiĐatioŶ ĐoŵŵoŶlǇ ƌefeƌƌed to as ͞eleĐtƌoŶiĐ ĐoŵŵeƌĐe͟ iŶ plaĐe 
of paper based methods of communication; 

 To give legal recognition to Digital signatures for authentication of any information or matter, which 

requires authentication under any law;  

 To facilitate electronic filing of documents with Government departments;  

 To facilitate electronic storage of data;  

 To facilitate and give legal sanction to electronic fund transfers between banks and financial 

institutions;  

 To giǀe legal ƌeĐogŶitioŶ foƌ keepiŶg of ďooks of aĐĐouŶts ďǇ ďaŶkeƌ͛s iŶ eleĐtƌoŶiĐ foƌŵ; aŶd  
 To aŵeŶd the IŶdiaŶ PeŶal Code, the IŶdiaŶ EǀideŶĐe AĐt, ϭϴϳϮ, the BaŶkeƌ͛s Book Evidence Act, 

1891, and the Reserve Bank of India Act, 1934.  
 

Scope of the Act: This Act is applicable to whole of India, unless otherwise provided in the Act.  It also 

applies to any offence or contravention there under committed outside India by any person.  

Different provisions of this Act came into force on the different dates as notified by the Central 

Government.  

The Act shall not be applicable to the following:  

 a negotiable instrument as defined in Section 13 of the Negotiable Instruments Act, 1881;          a 

Power of Attorney as defined in Section 1A of the Powers-of-Attorney Act, 1882;  

 a trust as defined in Section 3 of the Indian Trusts Act, 1882;  

 a will as defined in Section (h) of Section 2 of the Indian Succession Act, 1925 including any other 

testamentary disposition by whatever name called;  

 any contract for the sale or conveyance of immovable property or any interest in such property; 

Any such class of documents or transactions as may be notified by the Central Government in the 

Official Gazette. 

 

Q17. Define the following terms related to Information Technology Act, 2000:  

(i)    Computer contaminant  

(ii)   Cyber cafe  

(iii)  Electronic form  

(iv)  Traffic data  

(v)   Asymmetric crypto system.                (May 2010) 

 



Ans.  

(i)     Computer Contaminant: It refers to any set of computer instructions that are designed:  

 to modify, destroy, record, transmit data or program residing within a computer, computer 

system or computer network; or  

 by any means to disrupt the normal operation of the computer, computer system, or computer 

network.  

(ii)   Cyber Cafe: It refers to any facility from where access to the Internet is offered by any person in the 

ordinary course of business to the members of the public.  

(iii)  Electronic Form: It refers to any information generated, sent, received or stored in media, magnetic, 

optical, computer memory, micro film, computer generated micro fiche or similar device.  

(iv)  Traffic  Data:  It refers to any data identifying or purporting to identify any person, computer system 

or computer network or location to or from which the communication is or may be transmitted and 

includes communications origin, destination, route, time, data size, duration or type of underlying 

service or any other information. 

(v)  Asymmetric crypto system: It refers to a system of secure key pair consisting of a private key for 

creating a digital signature and a public key to verify the digital signature. 

  



Chapter 8: Emerging Technologies 
 

Q1. The Cloud Computing Architecture comprises of two parts. Briefly describe these two parts.  

                 (May 2017) 

Ans. A Cloud computing architecture consists of two parts - a Front End and a Back End that connect to 

each other through a network, usually the Internet. A central server is established to be used for 

administering the whole system.  

♦ Front End Architecture: The front end of the cloud computing system is the side - the computer user 

sees aŶd iŶteƌaĐts thƌough aŶd Đoŵpƌises of the ĐlieŶt͛s deǀiĐes ;oƌ Đoŵputeƌ ŶetǁoƌkͿ aŶd soŵe 
applications needed for accessing the cloud computing system. All the cloud computing systems do 

not give the same interface to users. Web services like electronic mail programs use some existing 

ǁeď ďƌoǁseƌs suĐh as Fiƌefoǆ, MiĐƌosoft͛s iŶteƌŶet eǆploƌeƌ oƌ Apple͛s Safaƌi. Otheƌ tǇpes of sǇsteŵs 
have some unique applications which provide network access to its clients.  

♦ Back End Architecture: BaĐk eŶd is the ͞Đloud͟ seĐtioŶ of the sǇsteŵ aŶd ƌefeƌs to soŵe seƌǀiĐe 
facilitating peripherals. In cloud computing, the back end is cloud itself, which may encompass various 

computer machines, data storage systems and servers. Groups of these clouds make up a whole cloud 

computing system. Theoretically, a cloud computing system can include any type of web application 

program such as video games to applications for data processing, software development and 

entertainment. 

 

Q2. Write short notes on following: 

(a) Cloud vs. Grid Computing 

(b) Community Cloud                         (May 2017) 
 

Ans. (a) Some pertinent differences between Grid Computing and Cloud Computing are as follows: 

Grid Computing Cloud Computing 

Grid Computing enables heterogeneous 

resources of computers to work cooperatively 

and collaboratively to solve a scientific problem. 

Cloud computing provides the facility to access 

shared resources and common infrastructure 

offering services on demand  over the network to 

perform operations that meet changing business 

needs. 

While the storage computing in the grid is well 

suited for data-intensive storage, it is not 

economically suited for storing objects as small as 

1 byte. In a data grid, the amounts of distributed 

data must be large for maximum benefit. 

While in cloud computing, we can store an object 

as low as 1 byte and as large as 5 GB or even 

several terabytes. 

A computational grid focuses on computationally 

intensive operations. 

Cloud computing offers two types of instances: 

standard and high-CPU. 

 

(b) Community Cloud: In Cloud Computing, the Community Cloud is the cloud infrastructure that is 

provisioned for exclusive use by a specific community of consumers from organizations that have shared 

concerns (eg. mission security requirements, policy, and compliance considerations). It may be owned, 

managed, and operated by one or more of the organizations in the community, a third party or some 

https://resource.cdn.icai.org/44693icai-bos34509cp8.pdf


combination of them, and it may exist on or off premises. This model is suitable for organizations that 

cannot afford a private cloud and cannot rely on the public cloud either.  

Community Cloud supports Collaborative and Distributive Maintenance, Partial Security, cost 

Effectiveness, collaborative work on the cloud, sharing of responsibilities among the organizations. The 

limitation of the community cloud is that the autonomy of the organization is lost and some of the 

security features are not as good as the private cloud. It is not suitable in the cases where there is no 

collaboration. 

 

Q3. What are the limitations of mobile computing?             (Nov 2016) 
 

Ans. Limitations of Mobile Computing are as follows:  
 

• Insufficient Bandwidth: Mobile Internet access is generally slower than direct cable connections using 

technologies such as General Packet Radio Service (GPRS) and Enhanced Data for GSM (Global System 

for Mobile Communication) Evolution (EDGE), and more recently 3G networks. These networks are 

usually available within range of commercial cell phone towers. Higher speed wireless LANs are 

inexpensive but have very limited range.  

• Security Standards: When working mobile, one is dependent on public networks, requiring careful use 

of Virtual Private Network (VPN). Security is a major concern while concerning the mobile computing 

standards. One can easily attack the VPN through a huge number of networks interconnected through 

the line.  

• Power consumption: When a power outlet or portable generator is not available, mobile computers 

must rely entirely on battery power. Combined with the compact size of many mobile devices, this 

often means unusually expensive batteries must be used to obtain the necessary battery life. Mobile 

computing should also look into Greener IT in such a way that it saves the power or increases the 

battery life.  

• Transmission interferences: Weather, terrain, and the range from the nearest signal point can all 

interfere with signal reception. Reception in tunnels, some buildings, and rural areas is often poor. 

• Potential health hazards: People who use mobile devices while driving is often distracted from driving 

are thus assumed to be more likely involved in traffic accidents. Cell phones may interfere with 

sensitive medical devices. There are allegations that cell phone signals may cause health problems.  

• Human interface with device: Screens and keyboards tend to be small, which may make them hard to 

use. Alternate input methods such as speech or handwriting recognition require training. 

 

Q4. Write short notes on the following:  

(a) Major Components of WEB 3.0 

(b) Advantages of BYOD                                                                                             (Nov 2016) 
 

Ans. (a) The two major components of Web 3.0 are as follows:  

(i)   Semantic Web: This provides the web user a common framework that could be used to share and 

reuse the data across various applications, enterprises, and community boundaries. This allows the 

data and information to be readily intercepted by machines, so that the machines can take 

contextual decisions on their own by finding, combining and acting upon relevant information on 

the web.  

(ii)  Web Services: It is a software system that supports computer-to-computer interaction over the 

Internet. For example - the popular photo-sharing website Flickr provides a web service that could 

be utilized and the developers to programmatically interface with Flickr in order to search for 

images.  



To conclude, Web 3.0 helps to achieve a more connected open and intelligent web applications using 

the concepts of natural language processing machine learning, machine reasoning and autonomous 

agents. 
 

(b) Advantages of Bring Your Own Device (BYOD) are as follows:  

•  Happy Employees: Employees love to use their own devices when at work. This also reduces the 

number of devices an employee has to carry; otherwise he would be carrying his personal as well as 

organization provided devices.  

•   Lower IT budgets: The employees could involve financial savings to the organization since employees 

would be using the devices they already possess, thus reducing the outlay of the organization in 

providing devices to them.  

•  IT reduces support requirement: IT department does not have to provide end user support and 

maintenance for all these devices resulting in cost savings.  

• Early adoption of new Technologies: Employees are generally proactive in adoption of new 

technologies that result in enhanced productivity of employees leading to overall growth of business.  

•  Increased employee efficiency: The efficiency of employees is more when the employee works on 

his/her own device. In an organization provided devices, employees have to learn and there is a 

learning curve involved in it. 

 

Q5. Cloud Computing service providers offer their services on the lines of several fundamental models. 

Describe the various types of Cloud Computing models.            (May 2016) 
 

Ans. Cloud  Computing  service  providers  offer  their  services  on  the  lines  of  several fundamental 

models. Various types of Cloud Computing Models are as follows:  

• Infrastructure as a Service (IaaS): IaaS providers offer computers, more often virtual machines and 

other resources as service. It provides the infrastructure / storage  required  to  host  the  services  

ourselves  i.e.  makes  us  the  system administrator and manage hardware/storage, network and 

computing resources. In order to deploy their applications, cloud clients install operating-system 

images and their application software on the cloud infrastructure. Examples of IaaS providers include:  

Amazon  EC2,  Azure  Services  Platform,  Dyn  DNS,  Google  Compute Engine, HP Cloud etc. 

• Platform as a Service (PaaS): Cloud  providers  deliver  a  computing  platform including  operating  

system,  programming  language  execution  environment, database,  and  web  server.  Application  

developers  can  develop  and  run  their software solutions on a cloud platform without the cost and 

complexity of acquiring and managing the underlying hardware /software layers. In PaaS, one can 

ŵake appliĐatioŶs aŶd softǁaƌe͛s oŶ otheƌ͛s dataďase. Thus, it giǀes us the platfoƌŵ to Đƌeate,  edit,  
run  and  manage  the  application  programs  we  want.  All  the development tools are provided. 

Some of examples of PAAS include: AWS Elastic Beanstalk, Cloud Foundry, Heroku, Force.com, 

EngineYard etc.  

•  Software as a Service (SaaS): SaaS provides users to access large variety of applications over internets 

that aƌe hosted oŶ seƌǀiĐe pƌoǀideƌ͛s iŶfƌastƌuĐtuƌe. Foƌ eǆaŵple, oŶe ĐaŶ ŵake his/heƌ oǁŶ ǁoƌd 
document in Google docs online, s/he can edit a photo online on pixlr.com so s/he need not install the 

photo editing software on his/her system- thus Google is provisioning software as a service.  

• Network as a Service (NaaS): It  is  a  category  of  cloud  services  where  the capability provided to 

the cloud service user is to use network/transport connecting services.  NaaS involves optimization of 

resource allocation by considering network and computing resources as a whole. Some of the 

examples are Virtual Private Network, Mobile Network Virtualization etc.  

•  Communication as a Service (CaaS): CaaS has evolved in the same lines as SaaS. CaaS is an outsourced 

enterprise communication solution that can be leased from a single vender. The CaaS vendor is 



responsible for all hardware and software management and offers guaranteed Quality of Service 

(QoS). It allows businesses to selectively deploy communication devices and modes on a pay-as-you-

go, as- needed basis. This approach eliminates the large capital investments. Examples are Voice over 

IP (VolP), Instant Messaging (IM), Collaboration and Videoconferencing application using fixed and 

mobile devices. 

 

Q6. Describe the major components of Web 2.0 for social networks.           (May 2016) 
 

Ans. Major components that have been considered in Web 2.0 include the following:  

♦  Communities: These are an online space formed by a group of individuals to share their thoughts, 

ideas and have a variety of tools to promote Social Networking. There are a number of tools available 

online, now-a-days to create communities, which are very cost efficient as well as easy to use.  

♦  Blogging: Blogs give the users of a Social Network the freedom to express their thoughts in a free 

form basis and help in generation and discussion of topics.  

♦  Wikis: A Wiki is a set of co-related pages on a particular subject and allow users to share content.   

Wikis replace the complex document management systems and are very easy to create and maintain.  

♦  Folksonomy: Web  2.0  being  a  people-centric  technology  has  introduced  the feature of 

Folksonomy where users can tag their content online and this enables others to easily find and view 

other content.  

♦  File Sharing/Podcasting: This is the facility, which helps users to send their media files  and  related  

content  online  for  other  people  of  the  network  to  see  and contribute.  

♦  Mashups: This is the facility, by using which people on the internet can congregate services from 

multiple vendors to create a completely new service. An example may be combining the location 

information from a mobile service provider and the map facility of Google maps in order to find the 

exact information of a cell phone device from the internet, just by entering the cell number. 

 

Q7. Describe the various benefits of Mobile Computing.             (May 2016) 
 

Ans. The benefits of Mobile Computing are as follows:  
 

♦    Mobile computing is a versatile and strategic technology that increases information quality  and  

accessibility,  enhances  operational  efficiency,  and  improves management effectiveness.  

♦      It provides mobile workforce with remote access to work order details, such as work order location, 

contact information, required completion date, asset history relevant warranties/service contracts.  

♦    It  enables  mobile  sales  personnel  to  update  work  order  status  in  real-time, facilitating 

excellent communication.  

♦       It  facilitates  access  to  corporate  services  and  information  at  any  time,  from anywhere.  

♦       It provides remote access to the corporate Knowledgebase at the job location.  

♦     It enables to improve management effectiveness by enhancing information quality, information 

flow, and ability to control a mobile workforce. 

 

Q8.  If the employees of a company are allowed to use personal devices such as laptop, smart-phones, 

tablets etc. to connect and access the data, what could be the security risks involved? Classify and 

elaborate such risks. OR Explain emerging BYOD threats.            (Nov 2015) 
 

Ans. The policy under which the employees of the company are allowed using Personal devices such as 

laptop, smart phones, tablets etc. to connect to the corporate network to access information and 

application is known as BYOD (Bring Your Own Device) policy. Under this, there will be certain 

aŵouŶt of ƌisk assoĐiated ǁith the ĐlieŶt͛s data, ǁhiĐh ĐaŶ ďe Đlassified iŶto fouƌ areas given below:  



•       Network Risks: Under BYOD; when employees carry their own devices to workplace (smart phones, 

laptops for business use), the IT practice team is unaware about the number of devices being 

ĐoŶŶeĐted to the ĐoŵpaŶǇ͛s Ŷetǁoƌk. As Ŷetwork visibility is of high importance, this lack of 

visibility can be hazardous. For example, if a virus hits the network and all the devices connected to 

the network need to be scanned, it is probable that some of the devices would miss out on this 

routine scan operation. In addition to this, the network security lines become blurred when BYOD is 

implemented.  

•   Device Risks: A lost or stolen device can result in an enormous financial and reputational 

embarrassment to an organization as the device may hold sensitive corporate information. Data 

lost from stolen or lost devices ranks as the top security threat. 

•       Application Risks: WheŶ a ŵajoƌitǇ of eŵploǇees͛ phoŶes aŶd sŵaƌt deǀiĐes aƌe ĐoŶŶeĐted to the 
corporate network that are not protected by security software, probability of concurrent mobile 

ǀulŶeƌaďilities iŶĐƌease. OƌgaŶizatioŶs ďeĐoŵe uŶĐleaƌ iŶ deĐidiŶg that ͚ǁho is ƌespoŶsiďle foƌ 
device security – the oƌgaŶizatioŶ oƌ the useƌ͛.  

•     Implementation Risks: Because corporate knowledge and data are key assets of an organization, 

the absence of a strong BYOD policy would fail to communicate employee expectations, thereby 

increasing the chances of device misuse. In addition to this, a weak policy fails to educate the user, 

thereby increasing vulnerability to the above mentioned threats. 

 

Q9. What are the advantages of using cloud computing environment?           (Nov 2015) 
 

Ans. Major advantages of Cloud Computing environment are given below:  
 

•     Cost Efficiency: Cloud computing is probably the most cost efficient method to use, maintain and 

upgrade. The cloud is available at much cheaper rates and hence, can significantly lower the 

ĐoŵpaŶǇ͛s IT eǆpeŶses. Besides, theƌe aƌe ŵaŶǇ oŶe-time-payments, pay-as-you-go and other 

scalable options available, which make it very reasonable for the company.  

•    Almost Unlimited Storage: Storing information in the cloud gives us almost unlimited storage 

capacity. Hence, one does not need to worry about running out of storage space or increasing the 

current storage space availability.  

•      Backup and Recovery: Since all the data is stored in the cloud, backing it up and restoring the same 

is relatively much easier than storing the same on a physical device. Furthermore, most cloud 

service providers are usually competent enough to handle recovery of information. Hence, this 

makes the entire process of backup and recovery much simpler than other traditional methods of 

data storage.  

•       Automatic Software Integration: In the cloud, software integration is usually automatic wherein no 

additional efforts are taken to customize and integrate the applications as per our preferences and 

with great ease. Hence, one can handpick just those services and software applications that s/he 

thinks will best suit his/her particular enterprise.  

•    Easy Access to Information: Once registered in the cloud, one can access the information from 

anywhere, where there is an Internet connection. This convenient feature lets one move beyond 

time zone and geographic location issues.  

•       Quick Deployment: Cloud computing gives us the advantage of quick deployment. Once we opt for 

this method of functioning, the entire system can be fully functional in a matter of a few minutes. 

 

Q10. Management wants to know the major challenges in using Cloud Computing technology for 

running the new web application. Write any five challenges.           (May 2015) 
 

Ans. Major challenges in Cloud Computing Technology for running new Web application are as follows:  



•     Confidentiality: Prevention of the unauthorized disclosure of the data is referred as Confidentiality. 

With the use of encryption and physical isolation, data can be kept secret. 

•     Integrity: Integrity refers to the prevention of unauthorized modification of data and it ensures that 

data is of high quality, correct, consistent and accessible. 

•     Availability: Availability refers to the prevention of unauthorized withholding of data and it ensures 

the data backup through Business Planning Continuity Planning (BCP) and Disaster Recovery 

Planning (DRP). Temporary breakdowns, sustained and Permanent Outages, Denial of Service (DoS) 

attacks, equipment failure and natural calamities are all threats to availability. 

•    Governance: Due to the lack of control over the employees and services, there is problem relating to 

design, implementation, testing and deployment. So, there is a need of governance model, which 

controls the standards, procedures and policies of the organization.  

•   Trust: Trust ensures that service arrangements have sufficient means to allow visibility into the 

security and privacy controls and processes employed by the Cloud provider, and their performance 

over time.  

•    Legal Issues and Compliance: There are various types of laws and regulations that impose security 

and privacy duties on the organization and potentially impact Cloud computing initiatives such as 

demanding privacy, data location and security controls, records management, and E-discovery 

requirements.  

•    Privacy: The privacy issues are embedded in each phase of the Cloud design that includes both the 

legal compliance and trusting maturity.  

•   Audit: AuditiŶg is tǇpe of ĐheĐkiŶg that ͚ǁhat is happeŶiŶg iŶ the Cloud eŶǀiƌoŶŵeŶt͛. It is aŶ 
additional layer before the virtualized application environment, which is being hosted on the virtual 

ŵaĐhiŶe to ǁatĐh ͚ǁhat is happeŶiŶg iŶ the sǇsteŵ͛.  
•   Data Stealing: In a Cloud, data stored anywhere is accessible in public form and private form by 

anyone at any time. Some of the Cloud providers use server/s from other service providers and thus 

there is a probability that the data is less secure and is more prone to the loss from external server.  

•   Architecture: In the architecture of Cloud computing models, there should be a control over the 

security and privacy of the system. The reliability and scalability of architecture is dependent on the 

design and implementation to support the overall framework.  

•    Identity Management and Access control: A robust federated identity management architecture 

and strategy internal in the organization provides a trust and shares the digital attributes between 

the Cloud provider and organization ensuring the protection against attackers.  

•    Incident Response: It ensures to meet the requirements of the organization during an incident. It 

ensures that the Cloud provider has a transparent response process in place and sufficient 

mechanisms to share information during and after an incident.  

•   Software Isolation: Software isolation is to understand virtualization and other logical isolation 

techniques that the Cloud provider employs in its multi-tenant software architecture and evaluate 

the risks required for the organization.  

•   Application Security:  Security issues relating to application security still apply when applications 

move to a cloud platform. Service provider should have the complete access to the server with all 

rights for the purpose of monitoring and maintenance of server. 

 

Q11. Write a short note on Best practices of Green IT.             (May 2015) 

Ans. Best practices of Green IT are as follows: 

•     Involving stakeholders on campus yields policies and green IT initiatives more likely to be embraced 

by the campus community. 

•    PaƌtŶeƌiŶg takes adǀaŶtage of eǆistiŶg effoƌts aŶd eŶsuƌes ǁideƌ ƌeaĐh aŶd ŵoƌe effeĐtiǀe use of 
limited resources.  



•     GuideliŶes foƌ usiŶg the ďest pƌaĐtiĐes siŵplifǇ adaption of green IT by campus users and encourage 

them to consider green computing practices the norm.  

•   OŶ-going communication about and campus commitment to green IT best practices to produce 

notable results. 

 

Q12. What are your recommendations for efficient use of computer and IT resources to achieve the 

oďjeĐtiǀes of ͚GƌeeŶ CoŵputiŶg͛?               (Nov 2014) 
 

Ans. Some recommendations for efficient use of computer and IT resources to achieve the objectives of 

͚GƌeeŶ CoŵputiŶg͛ aƌe as folloǁs:  
•     Power-down the CPU and all peripherals during extended periods of inactivity. 

•     TƌǇ to do Đoŵputeƌ-related tasks during contiguous, intensive blocks of time, leaving hardware off at 

other times.  

•     Poǁeƌ-up and power-down energy-intensive peripherals such as laser printers according to need.  

•     Use LiƋuid CƌǇstal DisplaǇ ;LCDͿ ŵoŶitoƌs ƌatheƌ thaŶ Cathode RaǇ Tuďe ;CRTͿ ŵoŶitoƌs.  
•     Use Ŷoteďook Đoŵputeƌs ƌatheƌ thaŶ desktop Đoŵputeƌs ǁhenever possible.  

•    Use the poǁeƌ-management features to turn off hard drives and displays after several minutes of 

inactivity.  

•     MiŶiŵize the use of papeƌ aŶd pƌopeƌlǇ ƌeĐǇĐle ǁaste papeƌ.  
•     Dispose of e-waste according to central, state and local regulations.  

•     EŵploǇ alteƌŶatiǀe eŶeƌgǇ souƌĐes foƌ ĐoŵputiŶg ǁoƌkstatioŶs, seƌǀeƌs, Ŷetǁoƌks aŶd data ĐeŶteƌs. 
 

Q13. Discuss some of the pertinent objectives in order to achieve the goals of Cloud Computing. 

                    (Nov 2014) 

Ans. Some of the pertinent objectives in order to achieve the goals of Cloud Computing are as follows:  

•      To Đƌeate a highlǇ effiĐieŶt IT eĐosǇsteŵ, ǁheƌe ƌesouƌĐes aƌe pooled togetheƌ aŶd Đosts aƌe aligŶed 
with what resources are actually used;  

•      To access services and data from anywhere at any time;  

•      To sĐale the IT eĐosǇsteŵ ƋuiĐklǇ, easilǇ aŶd Đost-effectively based on the evolving business needs;  

•      To ĐoŶsolidate IT iŶfƌastƌuĐtuƌe iŶto a ŵoƌe iŶtegƌated aŶd ŵaŶageaďle eŶǀiƌoŶŵeŶt;  
•      To ƌeduĐe Đosts ƌelated to IT eŶeƌgǇ/poǁeƌ ĐoŶsuŵptioŶ;  
•      To eŶaďle oƌ iŵpƌoǀe "AŶǇǁheƌe AĐĐess" ;AAͿ foƌ eǀeƌ iŶĐƌeasiŶg useƌs; aŶd  
•      To eŶaďle ƌapidlǇ pƌoǀisioŶ ƌesouƌĐes as Ŷeeded. 


