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® In Thi Y
EFE’__E‘_U_‘E'J?’EE’E_;MMY of computeys , known as clienks ave

connected ko g single host computer Kknown as sevuey.

¥ 1k uses a dedicaked sevuey which prouides uvaviow sevuitar to clienty

lie havdwave | soPtware and data access,

¥ clients can shave disk stomge and Pﬁn'revs attachod with he

Seyuey .

%-  opaka  kvansPev Speed is move

R 1k isﬂSufl‘able Por lavge Ovganisations hauing lavge no-op clienty:

.. clienks ove vyequived o be comnected wilh ceyuer ha parkitula

shuttore [ shav,Bus, Mech ke

% This architechuve 1s Emploged  when daka  securlby is Of prime

S O imPoannu.
% The componentt of cls model are
) clienk
L)) sevuey-
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¥ client s a process (novmally ¥unning © et _—

wovns\—of-eon L&)Pt.) yuyming The [‘vml End PCD’F ey 5__’/

(A clients .

| : Eions S
| client's  can also be lnown _as woviesta
— e _—
s _._._; . . __\
- g;% e Thvee kyper & clienhs ‘_\r
| ) . ] S
l Pat ] thic clienp  Thin client Hy byid ¢ lienk
o
exis ntmﬂ =
I PAT cliont|Thickclienk:  sex _
' /ﬂ“d tw:h‘m‘i"w = i

U
|

|

= ﬁ

e

pevsonal compu[]?a

T p Qit clienk is a client ¢hat pevpeyms The bulk of any data
ovocessing opevations ikselp and doesnot vely on the Sevier.
| |74 t

T unlike the thin clienks | fhiek clients doesnot  vely on fhe

cenlval processing sevuev becouse The pvocessing is done locallyon
I L 1t =

fhe usev system  and the govuev is queessed primavily fov

skovaqe  puypoes .
_—— A4 Y ] —e

e —

3 Howewev ; uge of fat cllent is nok wel Sutted for diskribuig!
applicotions Becos #ny sopeware (0) processing upqrade will need
Po be lmpl@rﬂiﬂ’:@d in_aul the clients

wheveas i all fhe processing 15 maintained ab  Sevuer fhay

upgmdr;_m'm_bg_nepd at  cevuey onlg- B |

_____...-——'—""-”‘

Evample: PevSom! Compefans.
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:. —  _ Sowey

_. " r_-? =3 _maintaing
_._r ?

|l
C__Tthis l?Upe cE __client doesm{: ma\nkum processing paxt of applicakion

only interfate for_inpuks and oukpuls.

N
~thin_clint ~gerevally  pyesent onty processed data

ouided b
i—on_ application geryer. frou d

Pr de.uttp_ "‘5‘“3 web application is a thin client.

———

f
L

3 Hy byid client:

A Hgb*id cient is a wmixtuve of fhe Thicik and Thin ctient

models.

i
1

o simu‘ia:r Eo o Ppat

— client | it process locatly
— RukE o
Relies on _The sevuey Bov  sSkoving  persistent data. .
compect M b
il |l Hybrid clients ave wel suited Poy uideo gaming -
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5’-33("0“'::” — = E_o Cl"._“ﬁ_;c'._e*__?f avchiteckuye s,

—_————

_loviing 0P a  client | Seruey Nebtwork:

po I i o
T clien '

T J__.t.‘_%EJ'_U_EL__!:_GC‘T“O\QQH__QQE,@tsl:s of a_client protess and sevuey
I

/__.—--""74_:_“-_— []TDCQSS_',-______.____ e e

e

’___,_,__-%a!gq———-—_f-ﬁe_u__“k M.__&Qj_uew pyotess can be on Same computev (er)
I separate computer.

T client (ov) sevuey system  can be u.pqmded 1ndepemlentllq.
|

—

- The Seviev con “rbloufde sevui, ko mutkiple ctienks and Tn
I Some r‘me"‘*—dLED-l'—mn_ﬂLm.l__mLL[hPlp QEvIEY S -
j = some povtion of prouning opplication may vesice on a clienf
7 pckion 5 wually \nitiated ok the client end | not ak fhe
seytey End:
7 The _ NebwoYl sﬁgl:em Imp‘lemenl:ed within the cltent|sevuey
kechnology ls tommonly colled by the tomputesy incushey 03
M¢ ddlo wodie
| _midmulallq__dj_njl_ﬁLdﬂhi.bllEoA seftwadte,needed .t
| sy cLgnk _and gemuens Lo 2nkevack.
Lagn . [
s iddle @L_wwwmnmhm.@mm y Sevuttyy,
! \ ' NQ_s
ERsaat QWMEMM%__@LPMLLU
l L ]
R il i 0o B e
| ooty gife R0
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Chavactevistics and  issues Of  client 'semgr A'rcb_im,

__chavatheviskics : B

| ©_seruitys T
| —_— . —

‘ cls_ Jechnetogy . Bated en Jhe  Cenapk of  Sevuip de“u&\’

1n_fhis o ‘H&\F

sevuey is 0 geyule pvouidey and —

client is o Gevulte (onsumey . \

€) shaved Resouytes: —

A Sevuey prouides Sevuite ko many clients Simul‘@nm\
and slagul_u_tl;tﬁgw acter  to chatted  Segouvces .

|

i

T
&) Transpaventy of locaktons B
] B |

|
|

cls soptwave wually masks Ethe locationo: P fhe sewer |

e Per fhe clipblSe E

|

—_—

-8) genexally ctienk ts  nob awave 0f Sevuey locgtion

1

_®_mix_and makchs

generally

cls  soptwave i¢* independent of Havdwave and

operating gystem used in the network.

@  scalabilitys

—

cls_allws to  conneck and  diseennect (he aient

without aPpecting  perPovmants-

@ Inteqrity -
—_— s

Data t&__cenlzm_g‘rrmmed in Seuey and

Thus__help tov) pvouide bettey m management  0f datoeas‘-‘“na

data upgvadabim k- __r_ﬂ_ff__,_.../

He{? 3 bo-—PlQUido. bettey datn an@gYH:H. .4
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_.lf......SET_UE"':J5_‘__d-0_u-)_,9_,__rb€__an_bji_e network  skops wovleing.

@) _simultaneous actess op data and seruituby mony wew  may SNesult
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&) complexity:
Managing distributed  system is  complex task-
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Q34 | PEER ~To-PeER Networiing : -—

—— I Bcarts R . = )
- = e
| HuB ™
=
f T - - ] _“_-—-_“-‘-"*—‘-\

— B | Y, | A e 1
4 == = 3
;f =1 e
- T : —
T 1o this avchiteckure, 1
BN Mo dedicated sevueys ave used 1
|
SESEE T ___"__Bll__tolng)y_l:ew ove at Equal leuels, 8nd Ehevefove EPYmedT
S R 1
] 1
T ,,,_l}f’_...__rslo*_fn_@ﬂg_,__egch computey can Punckion Both o1 client and
A Sevuey .
| - o
gancme | T fhis type of avrangment is suitable when limited ne- of
_use'fs_ume__}:hue__and_i’ﬂmﬂ-g of data 15 not a tevy
\ POy tant  ovileria. )
f"? ! . B |
- fhe matn aduantage op fhis avchiteckure s gimplicity ¢
- ; tEs__design and maintenant .
T R -

= A p2 n .
IIIL — A _P2P_ nmetworic can be an adhoc gonnection

| . ey o_couple  op tomputey  connected  via a wnivevsal _
B }I;_ﬂs_eual_b_uxﬁtuhhansf%
_‘-_-________‘_-'

5% KT 3
l! R, 1
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| ﬁ? '
=S B primary__goal of o P2p pile g having  Nekwork ,is fhak

/; i
/f__?fm any computem  came  fp gether_and __pool Theiy vesourter to
#__?:___,_E o:rmﬁ.ahm_nteﬂk__djsl:ﬁ_bu_l:io_n_ssds tlem »

S S

—

:ir,Ad_uanl:a g

et

e —

—_— I

,,ff—f‘il——til—?fe-?-—*—tb;m&‘we tworks ave easy and simple to set-up.
L) 2k s uery Simple and tosh eppective
I =

D P one compukev Pails it witl rok eppuct Ehe wioriiog Of
I othey connected computers.
" pisaduantages:
' i ®  fhe data Secuviby s uevy poor in fhis avchi tecuye -
s | 3
| 1t is not uteful netwovk model ip lavge numbey of compukexs
I ave 'YQQLUHG.C‘ to be connecked-
'@ pata shaving luueuing Pila s problemakic , if computery are nok
|
connected  poperly:
w3 S ——
& [ A
an e —
. T e
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elagem

o tp‘v‘
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IR

/f

;cT'ie-r._a pistinct  pavt of _M_{M)sq}) Ewm'?_-_ﬂm
e e sl n 1s diuded inky

|
i
I
|
|
|

| [ sere Tier skands Pov hew network PP feabto
_|_dippovent _ protesses which _can mmﬁ._iﬂiep_@,dﬁﬁwj__wa
e S — i g et — e e ~A
T e e e —————— T Tt
| % single ~tive_system [one- tiev 3yS tem| Avehitebue . 4

7= if al the components of networlc application ave Yequive

__—‘__-__‘_-‘*-\—
d bo

—_—

~ __as_sin_gle Live avchitecture-

oy (o) sSingle platfoxm  Then ik is known

_ _be plated o n_a__aingle sevu

—

DQ S - sihgle cnmpufe‘r that containe a datagare and a

| Pvonkt -end (qul) ko actess the datoBate s Known Qi
' single-Ter _system j
/= In fhis fheve is No Sepavation blw  Qevuev and client
1
ie.., Both ove integvated together.
= genevally
This__type of Buviney system Is used in Small Businesses. .
=z ) R 1
| client / 4
| : ek 3
Sevuey S -
[‘ %L ERE
I o
| 1
__,.__—-—‘-"‘"_-.-‘_-4_’,/

A SRR
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//J,! Aduantages - T S
_,/’T s = e e
B || @ . s
A A_single- tier system vequlves OnIH one sl:a.ncl atone computev )
@ 1t also Yequives  only one msl—auuhon op pfop-nekava 505&19997_9__
which _makes it fhe mosk - cast efpeckive system auailable.
e i
| disaduontages:
| y
'® 1t can be wused by enly one usgy__?_hg E:me N -
o ¥ i@ Sing\e-— tiey ctpphcn!:f_gn_j___gjg . tmp'rochtal when mqu'npie USGﬁ
!] went to use The Same Q-RPI'COE'Q_”; s_!_f!]U_!t_q_']_E_Ql}_S_‘&_-____,__ﬁ s
| fal L
I
| i
i ] - Y B
Al A . { e
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% Twod - [_-,_-i_qg__,_g_gsk&tﬂ' Twd- Eiey Avchitectuve:

)

5 qwo-tiey avchitecture is kfﬂd"l‘fma'? client [sevuev ng

L

which diuides  Hhe QPPh%mb'on Inko bwo_parks .

] _\

- " 1 1
one is client § sewnd i5 seruey . ——a

%—-_—_-“_“‘-

client _provides interPata  Pov actess of Sevvices and 41
Qemey_d::muides_tbe seruite. o

- genevally | These bwo POYEIONS  ave known as  fvont End and

Back £nd.

et

GquT ( Daka

(Pront end) "' (Back daka) i |

- Heve qul 15 an inkevfate nown at  vaphinl usev

intevPate is also efeved a1 pverentakion lagey.

T A two-kiey Avchileenve i o soptwave architecuve in

which _a__presentakion layey [on intevPate  9uns ona  client,

and

—At

& datn__layer lo1) data structure gets stoved ona_

Seyuey.

B

———
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@ simple Eo Setup om:l mamborn

gisaduanboges: ol

@ cannot Suppo'rt lﬂ'fge no- Df-’ usevs a—\“ pe'rfo-fmamp sl‘nvl-r
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decveasing
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%< Thvee- biey_(ov) N-tiev Avchiteckuve 3

| chient 1 client 2 Lclienf 3 J

F TeY
i

applicobid \, X
- —
| - _ DQI—QBGSQ Sevue ) — ____\___: .

@») PBMS

Jokabase : : W —— . i,

~Frerfi : —e . g SO—

L3 10 Thvee -kiev  aveh bectuve,

—The__applicakion _components ave d:u:dod tnl‘o alaga
~categories (ov) parts .

_ Mowadoﬁs ,mosl- _widely accapted ﬁovm of c[s model e
Bosed on 3 -tiev architectuve. _

: .I’T The mmPonenb DP 8 EIEW : @T_r-_h!'_kecw.e_____-‘:i _ L

]:f“fj_""'"hf;j,"'“ -

i The praentakion layoy Applichion lagev patagase sowev

= |

i .
------ ;E e for Inpul- “_‘_’i_‘!?}_}f’ul Emed Pov  procening ('t maintains data §

o :]EEL_.___..._Eeﬁ].mfmm_hmj _ datay

e

i prourder dako
!_ e - 597Uitu__J__

Scanned by CamScanner



¥ 'he thiee  bipy

. ovehitecyve g used when  on efpective d"jh_"_b"td
cls  design is  1hl prouide

. intveased pevforman, fioru'bfh'ﬁg,
mumfninah'lily L ourahi

lilH ana 5(umbjmy.

. — —
the  plate - wheve application rogits ave mafntained 'n The .

thyee - biey Qrchiteckuye s jenown as  middlewave -

Aduantages | S _i_: 7 — -

@ cleay. Sepmuh‘on op  user- m!:e-vf’aw tonl--rol and dﬁl‘ﬂ P*‘?S"-"l"ﬂhf"
A _from application ~logie. I
S [ with thic ___sePo,mhon ‘move clie nts ave able to have ottew
______ k6 o wide uaviety op sevuev applicakions’] PR,
0 oy sy —
E | IS _in_ cnsekofﬂ__ﬂ.perfnvmanm bottlenec during peak heuys
£ The lnad _can_shipted ko othey Qevarices Seyueys N in_ n-ktiey

__,__an,h:_tectm'e_-....~..._. simamvisonii e

B @_Ff {_— c_bange und man_uge complex dnshebuked gpphcabom
EQs B2
5ucl§ - Banxung and _telecom chPP'..!E."»‘E”:’” S . e
e p.gfgduanl:aqes il S e

avch tecE-uve.
%h_@'ﬁmwyg hrgh l’echmca!_"_q_l;f_rnl,f,ij:o mcma.ge ﬂms ¢ _

e

"‘“**:'"*'"‘“""“““""’"‘.FM"__;,;_;;wx [-rg/?f,,r,_’enuli‘ kolevana _and load
_,_._._,,-_;,_,h__@.,_‘_M_'D-g--«mu,__e—-»—* rfequ'fe 8 Mji__ SH“ t‘OO'S

| Balancing PR
— culbable PoY distributed @ M&M—--—'w‘

: MO\{E
= U | TR e i 7—‘-‘-——&#"_?——-‘_-——_'._»"_—___--?—-______"_# ______________
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SESESH RS | WSV
I Il > 1 B %
G J,hcpu_b!u: pato priuate oala vivtua! miuab‘\v
f NetwoYK Netwo k Netwov K. \y
. f ‘______-‘-‘\(
__
P ! o
. B
Q3607 | public Netwovi:

J - —4

-~ public dato Netwovk is a nefwork ghaved and acessed by

all_useys acyoss the wor!d-

|

|

i’? Tk is a Netwovie established and opevated by a
| kelecoromunicakions  adwminishakion  Poy  fhe gpeciPied  puyp

Pvnufding data  Evansmission  Sevuity oy The public -

Ex: Tntevnet.

= public _dota  Netwnyic {wnufde low cosh sevuices as

qe&up_cusJ:s_n:tP_sbﬂied_n.mnng_[mgL_nmbev of _Ovgani

and useys .

Howeuey,

pata 59(—“"“3 YIS KS hl’ghe'y in the pu.blut. c\al‘o. nebu:ovxﬁ:-:

Than 'wm;u.gti data  NelkwoyK.
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1 2 mis i
| 'l Al
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Phs world -
L : —
— £x: Intvanet.
b I

e
QSGU") yivtua) private MeEmorw

I %  UpN is a  Network which helps users ko conneck o

|__Theiv__private Netwoyjc (intvanet) Pvorn__any_location using
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X uivkual means nok ackual Y
pye- established Nebtworlc «
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I'hewfnye upp s nok a
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ik 1S a
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s eS| Prom any wheye-
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) unshuziwwd  haals: 1
¥ These svainates mosH u by In epevienced indn‘ua‘dual’sl ouk of ™
- L) -~ X 1 N \ L \
covesity and mew  laavning by using easily “auatlable _hqcmnS_
cosls  from fhe intevnet -
"‘H—h\
- \ . -I“"-"""\
¥ cstof fem ave conecubof  cuvosihy|intevest  vather my,
o with a matickw intenbon . S o
T
 EX useof E\ttexmi disk m_lr_l_wg___glrgamzahon Cumpuhaf u:ifhou[.
B |
§apenal S o R S, L s o
! . |

=

() shyuckuyed  Ehweals:

¥ These oare intenbional  Ehveaks and owriginal-e- Prom povsons

whs intentionally want ko damoge the ovganizakion system

3  genevally they bavgel spedfic deskinabion (ev) group.

= usually,

These hackevs ave  hived by evganized crime
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(i) External Hhreaks:
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e ————— g

_.--/! —-—__.________“_____
- ek | : -
- o-rganizat‘js ©-0Bt_from ingividuals who donot_wovk_wifh
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— T ~05_but  does have autherized geress ¢ __ovganizakion
. system (o
i g5 L--IJJ_CLE_SS__PLS,Hs_ka without aufhevizakion ,
/’f .‘—__‘—‘“——-________-___-_“_;__——_‘_
—r
_'.‘—'—""-.'__--' -__-_“_"‘_-_-__‘___-_1

W) intevnal feats :

— —_—,——
fM*JHPJCQHB I LL

A&QMQBEMJMH_EYam (he _Employeer 0f
g J“BMHDL[—Q'—-;—-who__l'zau,ulthoxﬂied_aueﬁ;l:o_me______

nte Fwor lc:l

S

%%. \atlnevabilities :
= ———————— ¢
| vulnevability Js an Inhevent wearness in rhe
o

. design
f Conf{quva':'l‘on loy)
implemenkakion of a nekwore(ov) system

lhat yendexs it suStephible En a thyeak.
ol

‘ nsible Poy octuvvente of
= The Poliowing Pathyys are Setpo ‘

ll vulneyablliHes in [be  SoPkwodes

. | [
- ad v 3 ;V useys.
y i i, 8 n
s?lftwme "_'mwlfﬁffw profoeols Twking
s G : unwoﬂ'hg !0 Pormelush

W

1
! Timing
|! windows =
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| classmate
H / _“\ Date

|

I

wﬂ;E;

|
|

I ,_a Software Bugs:

.-"_"_"_"_1i_" Sorkware buqs (oY) Evvors are qulte comman ancl Expos_;e l:;;\
e AT #'f'_sastem fox dlrpefent‘ thveaks (oM 7TiSKs . ____“\\
| rJ' ((Bug (01) Evroy in goptwave is a sevious uulnevabﬂr'yj 3
5] Timing windous: - 3
“ | —
\h_ﬂﬂlh) This P-foblem may oceuy when a l'emPGYQYH |::le ls Erplml:ed
— “bg an_inbvudey l-o_smn access fo Ehe File, E |
—1—44— ovevwiite umpoﬂ:ank daE'a and
e 1) !lf_ﬁus& the same File as a guteung fov_aduancing Fuvkhey ml-o Hw,
we B |__sHs tem. ) E
— S
R ___‘L €] insecure deram!- wapiguration: - -
R J;_____ _using well _lenown and easlla guesgec_i passwords canﬁﬁ
- | couse u_g_lnemb:l.[a - |
| e SRR SN |
e M adia s Penn oo g i
WERIE. 1 me_hoce ..... T N | E

I )

. o __*__,_uswg__mercntlenk non- sl-an_dt_l'fd motocals bH wh:ch
u mrormalnon is erchanged ouey the intevnet _may couse Uulne‘mb':ﬂ_ta

T

_____j_ j T1u5|:48 unhusl'woﬂ:tjg: m[‘mmahon

compul-e*rs _that connect  one _networic fo another.

i
I
] — = i

- T{ [ _ead vouking algorithms  can cause netwovk !-o connedv h
| unbvusk LUO‘IH'!H se-mevsj_

S —

) This is usuall‘_q pvo_Biem L—hal: aEfecEs 'roul:evs Cor) fhase

I o e |
- '[,F_F)_ End users: o -_———
R f‘ L)__ R . A J

Il
. l ;
BT '"f!'é""‘”"“'“ e GIQMI H B % US&TS Of CﬂmPUEEY SHSLE(_TI Q_Yg nof- p’TOFeSSlOﬂ B:‘i

e e i i e
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S s 82—» v,

e chov b e
8 3"“"_ SXL_Notes _on  Networ K Setuy FH '

q.' NP}“mt ‘i\{ uv“ia l
thveats.

U

fhe  Nebwork secuvity inuolues aspectsv:

Q  pwouision made to protect the netwovk Cyom

= privoyy means  that the sendev and the Teceivey expect

c.onﬁdenhal&g -
= The transmitied message shoutd mare sense bo only the
. _ intended veceive ond the message shoud be umntelhgﬂ:_a_le__f?_____w__
__ unauthovized usevs- o
S — This is achicued by cvyprogvaphy and Encyyption kechniques.
7] huthenticabion: - -

prEUenhna unaul"nowzed usey me aaesS‘“B__ _""3_'{“_’07’_" df’&_l__

e u|] in 3! [}j e b SN, N S

t—hob [-he daka musb arriue al-f-he 'receruev

- o __This means N
S emcHa a6 it wos sent- SR s e o S

T | [’I'heve musl- b not be cmg changes durmg l—he l»mnsm:ssw -
2 | [either oscidentally ey matidous] -

=4 This. means l-hul-a Yeceltey must be able o _prove_that

i i i
—— SRR,

- Teceiued ‘message came. Froma  gpecific sendey and
sender_musk nok be able to deny sending it-

- L RN

—_—

I i
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Q38 NETWoRK  SECURMY ppeTocolLS

L st

Ne bwox Gecuvity - protocols ave  primarily designed E0  preuent
unauthovized usey ,

n@ph(ﬁhm y

Sevuite (ov)

any

deurice  [yom ocessing Network data.

't includes using cvgpl'ogmphg and Ps alaorul'hms Fov doka
‘ cm-rﬁpbon and decvyption.

s 'l’ 15 use of pmh:cnls und alan'nthms l:o Ensure dql-q
_Confi denhulrig ,ml'eg'ﬂl'a and _authenkicakions .

['9 i 1|r “mﬁ&w_éﬂfﬂ tnh’ Codes Hﬂ[‘ appea'r meaninal.w
to any one  whodoesnot :

ot have aufhenhcnhon to axess the ¥ b
daml-mej e vespechive

_f._bj encrypbion:

Emv”ph‘on is l'he pmcess OP Encod|r9 message:t(g'rmrovmh:

.in_such a way that hackevs (or) ‘eauesdvoppers cannot vead it
20 |

s teeeeetti

on_lg uufhornsed _usevs con ad the mESSGBe

e e e

= The Enngphon _proess includes the Pollowing componen(:s

‘LT d i NS b
| plainkext ciphey bext Encyption model

I
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—r—-—l\h -
o]plaintext: =~ W Y M

X

et message that is ko be encgpled:

—

bj C_i heﬂ‘ ‘t-e_x(-.. -_“'_‘_"‘_'_—"—-——--—-_—-. S S — e

1€ is_the output of fhe

| tvansmikted . S Entyyphion precss Fhobis ko be

| ¢J encrgption madel: S eem—————————

This_includes dicrevent aspects velaked ko encvypbion §

______,___?._dﬂ.lgpm message.
|

| R |

Fov example:

Enovyplion and decryption _'ﬁea_s____dnd R
| ___Enoyption algorithams.
- sbspeos e

| _inkyuder
i S
|

| = e

| Active inkvuder posshie jinkviey::
These tupe of inbwader can not  These kype of Inkrudey will only

| ot listen ko the communitation  Uisten to the communical channel
I channel , Buk also vecovd meSsoges ¢ =~~~

P_[Qg_thgm bacte _(ov) madiFy L T B - L B
| h ko khe i

— | messoges before they veac
| yeceiuey.

S

f poweuer, unlike the intended vecipient | he doesnot know
: e — S

| de _lfLOf_Tﬂ_@aﬂ_ls_.,..gﬂ_._ﬁ# S '
\TTMthWthe . so cannok _decvypt the cipher text easily.

il
- S |

i
—_—

-""—‘——--_..._i

Scanned by CamScanner



CiASSmATL

ciphey text

rs T i Lol W
3: Hi,puppy | 1
- X —_—
I o -
o
Receiuey E
§ 7 " _ 3
e _.;. - s i = _— R |
— H L, - A et — P - |
_i X The avt of §~ml<in8 crpheYs ) lenown as ga@kgm'asl@, _ 9
___ﬁ.n___.z.__ﬂnd_ﬂ!E___Qﬂ' of dEUI.S_i_Qs__ [:bgﬂ(ﬂuef_ogq_am ave COHECHU&[H lcnoun___ﬁ_
| as_cigpl—otoaa. ____,
¢)_Thexe ove two calegovies of Ent:fypl'fml detvy ption methods ___‘
| ] |
4 &
Secvebe key method publi ¢ ey rmekhod
(in this the same Key is used by & |
i poth_sendey and Yeceiter ) inbhis method theeave
r two eys
Y The gender uges this key ond an I ' 1
gnc_rHPL.';r alaofil'hom to EnCerl' dul-u.:. and public key priuate ey
{ v 4 0
o k—" The Yeeiuey uses the same key and This public ey The pﬁmte_lieg_‘
Jecvyptio QISOﬁ tham o deevypt the dato is apnountd. fo s 1ceptbythe
.“/ public by sender Yo (@i ver _J
3
n H‘\IS, ___,.»4
The algorithm used fov decryplion is the inuevse of the

algevifham used Cor Ency pkion.
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classmate

B I =
|
o — l

Havdwave “_Ef";&tmn = -

o | S Softwave Encryption.
——

. 1] HardwoYe Encvyption: i
_,,;—~ ﬁ—_ﬂ:ese_deuices_nre_&pmgmmmecl_[;_o_ tvansmit data inan encvypbed
'__________l: EOTm

I and decvap_t___[-hg_zg_cgued Encrypled data.

| 5 These deuices ave used among evanch ofcices Fov tyansfey of
!

+infoymation in a secuved manney.

=

h LY Havdwave Encyyption deuices ave auallable abka ‘Yeasonable cost,
| b e

. and_can suppovt high-speed bragpic -

i) _Softwave Encryption:

1 In this, eEncryption is performed using Some Softwave applicob‘cn.gv
¥5— This is move popula¥ than havdwave encvyption as this atlows
a Secured datn  communicabion bl digpevent o-rganisa[-:‘ms

fox example:

when a_usey _communicates with Bank duving nek Banking ik is

sof bwave_encryption [ie--, prouiding encyyphin § decryphin Fov
message Secuviky |

n

iy

:
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clasemate

(|

I e -\

| ._ Q.) Page 8% ()
- = R Ty

AT

23_(.1')_2 po&l_m_mtwo_ﬂc_semﬁ by__protocols: —H::
,:_ e —— —\__—_-‘“\

j as we Know [yom &§:38 that

| JMetwox_K_semﬁly__pml'om ls__ave primavily *S'BEM‘*MH

: FL : unauthovised usey —
- | aPph'co.l:inn
deuice (oY) I
i Sevuice[xom _accessing Nebuori daba.
oK Same_of_the popular_netwovic_Secuvity protocols include
+ 4,. l  —

—_— e

| SSH SFTP BTTPs (k) SsL

g o 2 E—

olis_H t_[[gecuve shetl]

Secure shell is a program o log into okhey compubey ouey o

—

-network , to_erecute commands in a vemote machine p.and ko moue
Files Fvom one computey to anokhey . _

& 5 Y N \ '
eatve shell prouides skyong aukhentication and eecuve
. & A __-___—_____h__-‘—-—___—“__—'__'
Communication ouey insetuve chapnels .

————

— e
——

S ——

=
SSH__protects nobwovk From atkacks guch as Tp Spooging
IP_sourte youting , png(pomain nam pat) U
g_, e _spate Spuofing

—

------ I;L-ﬁ'-t onee_ssh__encgption s emabled an  attacker capnob access the

| T
5 Sgs.kem_bems_e__ql;_wm%w W vemobe user €
weofb Syctermn . je .Q.cm‘_rsLEnc_rgpted_@vm. ' #‘

|
|
|
|
I
|
1
!
T

a
|
H
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b] SF1P :

‘* is K npwin as CaM

File tvansfey protoco!  [ov])

Secuved file byansfey protoco | -

(= SFTP f"‘f"}ipl"- bD[’h

P‘lwtnlins
transm Hod

tommands and dato |, . -
Passwords and  sensitive information From Geing
n telecommunication nebworic.

}wr \
LJ “ﬁfc [HBPFPTEIT 'T-mnspgv pm[ncor secure_')

, itis 0 (nmrm.nlcohon P*ro[-or_nl ) usp_d po-( secuve commumcobon oF
- web pages blw user and web Sevuer.

| ":_-'_- n H"S :dﬂl}ﬂ _i_:_‘»____ bransmitted in encvypted  form by using

R ey _and then this can be decvypted by the web sevuey only,
. thus no one in  between can Yead Fhe information.

'_ﬂf'_l__"(eza https:/] el

__ d] SSL: Csecurad socncel' layerJ i : _ ———————
_j____ 1|. Pmu.des a secu;’e;{_c_m;nel_geb_w_een _l_wi _ mochmeg OE@_'tgh%-_—
—____ouer the internet (ov) intevnal nebwovk . B
__h: .r:r' 3,1— is an ;xl-;n;onﬁgr HT]_?S : B B B
:_ 1_}-_:}“':“ _;_[-_ “!'-"- uu;,ed b]uJ Bfowse* “and web sevuey . o=

ik M[m% is '-nb!nlg usa For meb ganking bonsackions § online paymerd

% The rmain diffeente blw _HTTPS and SsLis thal encryphon s
m,.,______gj_.stmngg(mir_mm the ssL (o) 8ils usad in the Key fov encyypbhin  ave
higher in 8sL than usedin HTTPs.
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clacsmate
o —————— ___“-)
) Date -3
/ Puae @:a Ir )
R o’

380:1) | gxplain vavious Netwoic sacm'll‘g kechmques [ov] -3
_what kools ave auailoble to pyotect the information in Network againgt

i |
9
|_intyusion (or) misuse ? .
e o : [?h) . —
: I nformation system 1
_Ans: | seuerai _bools _ave uumlcbe _to_protect inforn € sy om__ |
| _unaufhovised intyusion, misuse and uiruses etc-- 1
C—, | A o
' some or the bools ave
v NZ _I v
4 . |
Fivewal! pata encryption  tessage site anki 105 |
| authenhicokion B'“"""g malwaye  Techrology. |
.:' _4
I |
e
3 B _
I
_d)firewalt:

i

| Civewall is one of the most popula¥ tec
Frewall pyouides Logical security to o-rganizah‘on daka § Networi.

hniques of netwoYk secuvity.

iy

” o it fovms o eavviey[fFence] bebween a sewre and an open 1
| Netwoviy xenuivonment
| ——

[ _L) Fivewall isa computevized  Eleckvonic system ((maioly Firewalls av€
| Specnallzed SOFFWO'YQS). instatled bfw -omanizab‘on private Networe §
to pvobecb ovgo.mzahon private wNetwovie Fvom j

;p;._u,_b_hc Nebwox i€
. unaufhovized aUess.

A
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}

| X [ivewall t___insulatoy _which insulate oyaanlzahon pwuat‘e

/—ff—&e-tmﬂ'—c-—r—"—‘lm '“UGdEYS __corning through public Networtc-

/_...—- T B e S

- A DI A T R
| — [seepgiea;

| €] ™essage aufhentication:

1 i
1

___._———5: Tt makes suve l-hat t a message is 'reauH r-rom whom :E:s

_______ﬂt__sgppo sed to be. I
? (and]

15 not tumpeved n bet-meen

|
I
|

|
I W3
|
I

i| This sor[»umre helps in biocmra s&e that ave deamed mappvop'nuke |

: by management , fov uisit [0‘?&.55_._% Emplogees.

[proxy sevuev is used for site bocting]

[ e e ——————— e e e e et

___._______e'l Anti - Malwave: —
ank: malwaye network {-oolg hglps admmtshal‘nrs l'o tdmhra

—————

— | gt ond_yemoue malwave.

_*____‘m REE—

“*Hm—“ £ 708 [ intyusion Petection sgskemj technol%nes

‘“‘“‘-_ﬂﬁ; st
“*-«m,_ [‘w.nbe d-smssed a Sme'at |'op|c
o it - inoMext pgs jear ] L -
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3s(iv) | 1Ds: [ml'rus:on :Detechon sastemj

rhe ﬁoal of mhusmn del'echon Qgsl:em i L-o

- iy
e R ]

~—monifoy the Network . . _detect anomalous -
_assets behauious ;___r__r_wfs_use- e

e e —— —

Lk Ehough there ave Seueval measuves thCh help ko p'reuerﬂ:

e I_____.unaul-hmtitﬁd___enftfg__nnfo the system such as usevid-password,
Fivewall ekc--,

e f. —_—

=== _Bubt the Facl:_:s__eueﬂ (-bouqh with all these Security measuves are ir
place theve can be some sovk of unauthovized ackiuvities on enterpris

Tk i ____.N_Mei:wm_k _

N 5 thereore,
o ____Jg:_____‘__'__sipgg';_ir.____Tnl:m_sl‘on detection measuves ave rvequived ko debect
| such unaufhovized activikies "

A
mn ngulmf jf_os Techno{oaigs
D L
NID J | HID NNID Hybvid intrusion
j Detection.

aj Netwom in $vusion detection: [NT.D]

L R

I
‘ . L)
H In this | o special deuice 15 placed in the Netwovi system , newrby
I
|
|

!

the serue.y_[ in the. communication link] n search of unwonted (7]

ENT
S _,I'lj_muhuolJ_S,_EUEnI:sd. n_the twive bJw Hosks. <
HWJ[::-?; ﬁapncalrg veferred to as " paciet - smeers s

PANERE |
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« ™
/ N
r I

USER
&i,)

g z I: st ____..._-..-:_1_i__.e_r_1—t-_._._.-:-:____‘,__.q________:______ pi'fewa_”
«F NID deuice ;M_
f"’."_____ “ AR b = 16 . il e LEVLE JESECSES

. channels.
/;_F | o ———— P

| ISR i < :

| " “““‘"cafztuied_ﬁl:h&_ﬁpgmcel‘s ave analyzed in a numbey of difpevert

__WaS. e )
g &5 MIDis degi e R b
T 3“93&1@___3 monitoy § dobect Hweats Fromn extermal users.
[ — wbj—Hgiﬁ_'—_’?fEd inkvusion detection [ 4 (] | ﬁ

HID

”’is‘—EgPLGr‘sHsl:em is actually inctatled in the sevuey [hosk] oY)
i| System_being monitoved .

i 3 HID is designed egpvec:‘atla ko monitoy g detect Ehveats From salevnal
| _usevs [ intevnal thveatsT]
I =

C? The diffeventes b(wi  HID ond NIP is that NIp deals with data

bvansmission [yom Host to Host while HID is contevned with what

occuYs on the Hosk(sexter) ikself.

¢] Metwovk nede inkvusion detection( NN1D)

f_, This is an extention of NID , wifh NNID  The paciet snifger is

posi toned in such a way that it captures pacwets agter they veach
theiv_(inal tavget [ie:) the destination host’] |, fhen the pacwet is

m%si_pd .

Hab-rid intyusion detection:

<. |d]
| |
| 9 this Tps offevs featuves of Both MID and HID deuices -

o S~ This pwuide the togical complemenl- o NID § HID
5. few) celnl-ral inbrion deteckion managemenf Fov Botn internat ¢ extevnal

Hranbe.
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PP e trcimll
F d \ Det .
I \t—/_Pege_ 9B /;
Q: 39 Netwovic administvation and Mamgemenl-: E
:. e e L —
(Wob much_important | s we ave nok going ko diseuudefail mug)
TJust  coueving heaclin J N
—JUWST  coyeving 35 .-
| R _— SN S
L Nekworle rnanagemer_\_l'____ and administvation refevs ko the mgci:fu:‘&iis_é_‘
| rmethods | procedures and techniques that help Fov epficient
| 1 ;
__""'?IT - e l_ |
| operation _ odministohin mainkenante__f; _provisioning of
I Netwovk s‘gste;
I
% Thev is_a_common tevm to chavackerize the Netwovic rnanagement

. [unctions _known as FCAPS

I f#-F =3  foulb monagernent
xc mnp.‘guvol‘fon monagemen(' 1
A >  Accounk g Managemen L :
¥ P = pevfoymante Manaaemenl: __:
S5 Qeu.wily managemen[-
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elassmate

—— —

ke x “SM wies on_inkvanet \extnet and iokevoeb:

1] --

]

—-‘:»\ INTERNET

)
/

k

e

. & *
gxhanel iy auai lede fo I — ba
owgonizah‘m auociates like Buyevs § Supplievs. any usey ]c[;eni:
o] Tntevnet:

% fhe intevnel Is a massive giobal system that connecks computey

— | netwomer ovound the world together:

% The intevneb uses the standavd internet protoc ol suite (Tcp|[zp)

T———— to_ollow ws to mnne.d-_flo_.Each okhey.

%. it has uariow infovmokbion Yesourat § seruices ,such a1 The webpcgee |
of world wide web (W) , Games, Videos, images ,email ekc--

/\______‘_1_ J : )
M)‘g 1 aled Enables New fovms of human intevackion kthyough ,
: it 4 ] twovicing.

1
i
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ot " nbvanet is o privote Network auoilable to ovaamzahon Emploqees
Vﬁ_*._?i_&o_ ™ _any whete in the twovld using internet."

Se— | S

e
| ﬂ;nn e =¥ &b — 3
N \ netwovic ingice an ovgonlzo ‘on tha uses

I i |
__ﬂ-_ghfntemek technologies such s web browsers and sevuers ,Tee[iP P*O"Dwis,
__Jr HTML , dataBase and soon ,.to p'fomde an intevret ___l|__!_tfe_____Ep_l_1_|){Q!?men}: -

“bfl Inbvaret ; ...

i

ijrh in the__e_ni:evpvfse- N S
|¢?’ pn_inbvanet vegides behind a firewall and is  actessible only bo

——-people_twho_are_wmembers|employees of the same company (ov) Ovganization.

!f?' Intvaret is the main means of inkva-office communicakion.

1]
1
1

S~ An_ inkvanet is protected by Secuwity measures suchas passuowk,

Em‘%ﬂPhon yond  fivewalls | and Ehus can be accessed bH auh"o‘ftwd
users  thvougb the internet.

Aduan lggges '

casiey ond [askey Access to information

'.;-(‘-

-X-___cotlaboyatite , gvoup wovking is possi ble.

much less expensite to guild ¢ manage.

'
J _

: j___.___._-_.__.. ki —
b

% gasy and fast to shave vesousces|datn [mro-rrmt:on

e

¢ can_shate Hovdwave deuices (such at  prinker |scanney | Fax _e_l:g_)_ﬂ___“_ﬂ,,

j AR RO
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elassmate
B

N Date________

~

._Exbvamet is an extension of inbvanet ,which makes organization inkyanel

H__ o be actesible to  outsidevs like Business assaciates (lilce supplievs, tendo¥s,
f_ﬁ_,_,____pqzt_neyg_g__customevs ekc-+))
~-x people fyom outside the company can have a limited acess o Ihe
company's intevnal networic oy
1
I d N
Business (o) educakion velated
| puYpose-
| in_simply puk,
! Extvanek vefevs to an inbanet  that is parttally accessible ko
|: aufhovized oubsiders.
I| fo7]
ikis Ehe company's website  For iks customeys and Uendovs.
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#____ﬁ__;.;X‘___E:CAfﬂ_@_elﬁﬁ_ﬁ_tﬂlted with fhe inuention of Electvonic daka interchange
. [e-n.1]
TRER
¥ it inuolues automakion of uaviety of Business - fo-Business and
——-—“—| Business -to- customey _transactions vaough veliable § secuve
|__conneckions .
'x E-Commeyce is nok a single technology but a combinakion of
| sophisticated techrologies ond gusiness sevuices integvaked to provide
inskank_tvansackion g vYesponse ko customer-
[ Fov_example , e-cormmevte iy Colleckion of inkevnet, inband
mai |, F;C,E‘DL elc o prouide online commerce svu:‘cﬂ
%. E- commevce is assodated with buying and selling of informakion,
| ovoducks @ sevuites via connputey networks.
'
E
s |
i s
o | o e | e
il TR . W e
i . |
TEeL

Scanned by CamScanner



classmate
R
f"- N Date ~3\

| l-._ Page 100 {\)
S ¥ SyanT Redaly |
3 a_;io[’li) RiSks muolued in E-wr;;w;vce | P————-
. =
:f_________.iff,__-_Themt‘r.i.s,lss__aﬁsgqoked with  e-commevce ave deysaktile. B
— 1 I
f#__;i__ __Some of the Risks associoted wilh e-commerte ave -
l
dj _problemn of ¢ anongmul—a_
- fE Thete is a reed to identify and aulhenticate users in the vithual
|'t global mavicek Ewhe\'e_ any one can SEII[buH , anylhing  From any whee .
zb:] Repudiation of contvack:
1 There is a PGSSlbllll'g tht the eleckvonic Evansackion in the
__Foym_of conbvack , sale ovdey (ov) purchase by the tvading paxkney (oY)
il customey may be @
c:I Lack of aufhenticakion of Evansactions :
The  elechronic documents thal ave produced in the course of
| an_e- ommevce bvansackion may rol be auftentic and “eliable
j
id'l pafa loss (o) theft (ov) duplicakion:
‘ {he. data  tvansmitted ouver the internet may be tost,
| ! laced.
cuplicated, kompeved (0¥) vep
o €] attack [yom hackeys:
}; Hacteing of impovkant data and infevenation.
|
£]__ Denial OF seryice:
coyuice to customeys may be denied due to non-auailabiliky

9) lack of audit brails
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l \ (‘;__f_’i’il'_____ ioi — \ |
- . __T ; — -o _com"_';ev";_i:&“\“
wg;__‘?__gg)_ Diffevent types of € - commevce (oY) piffevent classes of €-commerq: -
o | ________ SUR— __..._.__.-__ — —..__ SRR, "‘———-_._\\
. c-commevce Is associated with Buyi ng and selling _9{;__'_“@7!7_’9_}?]9_'1:;‘\
;' producks ¢ sevuices vio computey Nebwovks . - 4
| ' et i I .—‘_. -L'-.;._____._ —
" Fotiouing ove the gerevol classes OF - commerce applications.

e =L —

et

v L L L“"i#_—m“

828 B2c cac cos B2 B
la‘] Business —to-pusiness (B2B) e- commevce: _ 9

& Bop vepers ko the exchange of infovmabion sevuices andov poducks

fyom one Business fp another.

Ex: 1) us company seling its tyves ko Leading Bilce manufachuer

Hevomoto covp (bd online usin_g B2B_¢e-commey(e

n) ty inkel is selling _its chips fo computey

_manufacturey opline using @28. _ , k|

|
|

f‘ b | Business- to - cosfamey (B20 e -tommevce!

l - g -

i

|

I

|_prodducts (xom o gusiness to a cuskomey.

<7 It is depined as evchange of Yesouvces ,sewites ,infovmabion ard|ov

Example; 4,_”,.4

Two types E

e S . ST E

| I T B
J! social sites Tyonsactiona! sites 4
1 www - Eisco-com Wwww - amazon - com .

—
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elassmate

p‘.‘-’r‘ i. ;
£ |.X- Social sites ave ip ovmative sites , these sites pmuude onlg infoymation
f’___ _on PYOdUC"S E; SQ\'M?Q !' vaxious omummhans ko ik cashormeys
' |-
,-//r"#d . -
ff”*l—z - The tvonsactional sites ave Hyse e- commerte sites which allow —.
ﬂfj;__mm!&@hi_ngmtlﬂﬂ,%nc&funs of sale § purchase.
i
//q-gj%‘ Y to” eustomey [eac]: @3 consumey ko consumey _ ,
'__r___,___._-—-—-—]" ,._P..__.,._..-.__
____._.-—-H*Jﬁ- CZC e-commevce is an intevnet- facilitated Foven of commevce thal pyouide
_,..-—-~—i*—-—g‘ vivtual enuivonment in which consumers can seli o one anokhey
_ | thvough a fhivd pavty intevmediary.
T
Ex: olx
AUIKER
d] consumey to Business [c28]:
7 1In c2B e-commevcte model
% t_ consumeys divectly contack with Business vendovs by posting
Ehei¥ pyojeck otk online 5o tha[- Fhe needy cornpanies veuiew it and
on Eu:E__Ehe_mrﬁumgy_dlgilg__ugﬂv_B_ld
Ex:  [yeelancey- com
| : ent (B26 |
__'é] susiness to Goueynm
P ol B25 e-ommeyee is also gnown as E-qovernance
e ' ) : X .
5 in which use of infovmation and communicakion l-echmmgres to
guild _and_shengthen yelakionships  blw governmenl § Employees,
' citizens,
N§o, &
e gusineu ekc.-
ex: e-Gouevnanty (IRCTC]
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dl!' | MOBILE_(OMMERCE:

1t o

In H"S EQCh”'qUQ Busmess __sewices ave  pvouided Fhvough inkevnef

/_‘,‘.._.l enabled_mobile phones  and __pevsonal digikal  AssistanG (ppA).
| —M-_commevce is the ‘Buying and seliing of goods and Seruiees
o l:hmugh wiveless _handheld deuices such as mobile phone and PDAS ke
| X  [he m-commeyce is IKnown as next qenemtl'on e-commey(e .
—1
'l he__technology gehind m- commevce 15 WAP[ wiveless applicakian prohtoq
flx The conktent  delitevy ouev wiveless deuices ave Castey, more Secure end
( Y
H
| scalable . . [Eouevome)
| 50, theve is a gpeculatfon that m-commevce will SuYpass wiveling
| e - commeyce-
I
Sr—
-‘-_-‘"'"_'————_.I
-h\‘_""‘—h— _,___,_———-——__'L-_-_-—__-
o -
T AT S
hh""‘“‘*——-—-—._ /-—//
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8420 | ELECTRONIC FunD TRANSFER: [EFT] T . TR AT LI E

65" EFT vepresents the kbvansfer of punds into a pevsons 8anic Occoun[

-

electyonica llg ]

|

]//

T~ EfT s fastey and saper _morey hans[,‘ers rm.Hnd a.nd moneg ,5

~_transpevred immediately into an account by using on!me_ _bﬂnlﬁng Soluki
in-place_of cheques and dvafks

/ /gj

|
I

3

.popefless way. _ .

SOME ExPMPLES Of EFT SYSTEMS

——4

e

1 —
—

R

4 —— — - ——-'_._'_.__.__-_.__ [
\[’_’/”- 's - ¥

CaTHs vos preouftorized — Telephone |

—_—

[Autot}nte‘d' Tellev Mdth"nt’.S_J (poiok of sale Evansactions ] transfey hﬂhsrm

S e _ATMS 41
r\!ow wldalH used Euerawhe're by Banks ___‘
[ , 1
[. I
X consumey can do thely Bml(n% wifbout the assistane ofa
} Tellex. |
T ,_ _m_____/

o Y consumeys  can Now geb cash, deposit cash , tvansfer punds _—
l‘ ____pogbllls_bg_,us:m ATM'S .
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(S e t06
';/_,;_::"_—-'_-: — “"-__"_'_'_\ s .
| POS.
///_’ - T - —em
_—f—This_allows _the use of cvedit (ov debi cavds (EFT cavds] to
E—— _m{uw_ttggﬁteu_%umm Bank account ko mevchank account,
/-‘_-._-_-_ ‘____q__________“__—___ﬁ__—___ —
/-.-”—_-.-_ PR—
_——preauthorized bmasper:
'--_--—__ D —
_— [his_is_a_method ywhich prouides depggj_k_i_gg_ng)____gpi__rh_dmwi of Funds
_ UFom an individual aecount when an _account holdey authovizes the
Il eank tkodoso. -
[ |
B For Exarmple :
the consumers con aufhorice theiv Banks b divect €lecbronic
cb{:OS”’!HGnSFew of wages, Bills g diuidends Fvom theiy Oc_a_gl{.p_(‘i_glrc--;_______
Telephone tvansfer: o
consumeys can Fransfer Funds [yom one account bo anmothey
Fhyouah telephone instructions vathey than Eveditional wvitten
R L |
__oufhovisation:
S | et
- Ex: you can ovdey payment of specific bills by phone.
- — st
; §
b e
b T | T U o e
B B
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