PAPER-6: INFORMATION SYSTEMS CONTROL AND AUDIT
Suggested Answers for May 2017 Exam (CA Final)

Q.1. ABC limited a large enterprises with more than 12000 employees , plans to implement an MIS
to support middle and senior level management in administration and decision making. As an expert,
what would be your response to the following :-

(a) Major Limitations of a Management Information System . (5 Marks)

Ans-

i) The quality of the outputs of MIS is basically governe quality of input and
processes.

i) MIS is not a substitute for effective management, which annot replace
managerial judgment in making decisions in differ

iii) It is merely an important tool in the hands of ision making and
problem solving.

iv) MIS may not have requisite flexibility to qui f with the changing needs of
time, especially in fast changing and complex

V) MIS cannot provide tailor-made i i itable for the purpose of every
type of decision made by executi

vi) MIS takes into account mainly thus it ignores the non-quantitative
factors like morale and attitude o
bearing on the decision i

vii)

viii)

decreases due to frequent changes in top management,
re and operational team.

< in business. (5 Marks)

of MIS in business -

anagers in efficient decision-making to achieve the organizational goals.
ation will be able to survive and thrive in a highly competitive environment
trength of a well-designed MIS.

iii) MIS helps in making right decision at the right time i.e. just on time.

iv) A good MIS may help in generating innovative ideas for solving critical problems.

V) Knowledge gathered though MIS may be utilized by managers in unusual situations.
vi) Information system is viewed as a process; it can be integrated to formulate a strategy

of action or operation.
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(c) What are the Categories of System Maintenance ? (5 Marks)
Ans- System Maintenance can be categorized in the following ways:-

i) Scheduled Maintenance: Scheduled maintenance is anticipated and can be planned for
operational continuity and avoidance of anticipated risks.

i) Rescue Maintenance: Rescue maintenance refers to previously undetected N
malfunctions that were not anticipated but require immediate troubleshooting solution.

iii) Corrective Maintenance: Corrective maintenance deals with fixing bugs in the code or
defects found during the executions. A defect can result from design errors, logic errors
coding errors, data processing and system performance errors.

iv)  Adaptive Maintenance: Adaptive maintenance consists of g software to changes

in the environment, such as the hardware or the operating

vi)

and improving the m

comments,

olicy and procedure documents are communicated/available to the
respactive users?

V) Wh r policy and procedure documents are reviewed and updated at regular
intervals ?

vi) Whether the organization has evaluated requirement and functionalities of proposed IS
?

vii) Whether the org. carried out feasibility study in respect of the following-
financial feasibility
.operational feasibility
.technical feasibility

viii) Whether the selection of vendor and acquisition terms consider the following :-
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.evaluation of alternative vendors
.specification on service level and deliverables etc.

Q 2. (a) You are appointed as a member of the IT Steering Committee for IT implementation and
deployment in a large company . What are the major functions of this committee ? (6 Marks)
Ans - Major Functions of IT Steering Committee-
a. To ensure that long and short-range plans of the IT department are in tune with
enterprise goals and objectives;
b. To establish size and scope of IT function and sets priorities within the scope;

c. To review and approve major IT deployment projects in al
To approve and monitor key projects by measuring re projects in terms of
return on investment, etc.;
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j. Toreport to the Board of Direct
(b) COBIT 5 has a specific process “|

a regular basis.
te and assess the system of internal

iii. Perform Control Self-assessments: Encourage management and process owners to take
positive ownership of control improvement through a continuing program of self
assessment to evaluate the completeness and effectiveness of management’s control over
processes, policies and contracts.

iv. Identify and Report Control Deficiencies: Identify control deficiencies and analyze and
identify their underlying root causes. Escalate control deficiencies and report to
stakeholders.
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V. Ensure that assurance providers are independent and qualified: Ensure that the entities
performing assurance are independent from the function, groups or organizations in scope.
The entities performing assurance should demonstrate an appropriate attitude and
appearance, competence in the skills and knowledge necessary to perform assurance, and
adherence to codes of ethics and professional standards.

vi. Plan Assurance Initiatives: Plan assurance initiatives based on enterprise objectives and
conformance objectives, assurance objectives and strategic priorities, inherent risk resource
constraints, and sufficient knowledge of the enterprise.

vii. Scope assurance initiatives: Define and agree with management on the scope of the
assurance initiative, based on the assurance objectives.

viii. Execute assurance initiatives: Execute the planned asst itiative. Report on

identified findings. Provide positive assurance aqpinions,

(4 Marks)
Ans- Parts of Cloud Computing Archite

k) and some applications needed for accessing

ud computing systems do not give the same

puting system. Theoretically, a cloud computing system can include any type
plication program such as video games to applications for data processing,

Q .3. (a) What should an IS auditor evaluate while reviewing the adequacy of data security controls ?
(6 Marks)
Ans- An IS auditor is responsible to evaluate the following while reviewing the adequacy of data
security controls:
i) Who is responsible for the accuracy of the data?
ii) Who is permitted to update data?
iii) Who is permitted to read and use the data?
iv) Who is responsible for determining who can read and update the data?
v) Who controls the security of the data?
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vi )if the IS system is outsourced, what security controls and protection mechanism does the
vendor have in place to secure and protect data?
vii )JContractually, what penalties or remedies are in place to protect the tangible and
intangible values of the information?
viii) The disclosure of sensitive information is a serious concern to the organization and is
mandatory on the auditor’s list of priorities.
(b) “Information has become a key resource for any type of business activity” Briefly discuss
the various attributes of information. (6 Marks)
Ans- Attributes of Information: Some of the important attributes of useful and effective
information are given as follows: -
i Availability - It is a very important aspect of information,

pation is useless if it is
not available at the time of need. Database is a collectid hich is collection of

9,
records and data from where the required information is de N

basic objective of information is to infor
indeed helps in decision making, g

dable by the people. The mode may be in the
se two. Format also plays an important role in
signed in such a way that it assists in decision
ing planning, controlling and searching. According to

information about the stock market.

V. Rate - The rate of transmission/reception of information may be represented by the
time required to understand a particular situation. Useful information is the one which
is transmitted at a rate which matches with the rate at which the recipient wants to
receive. For example- the information available from internet site should be available at
a click of mouse.

vi. Frequency - The frequency with which information is transmitted or received affects its
value. For example- the weekly reports of sales shows little change as compared to the
quarterly and contribute less for accessing salesman capability.
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Completeness and Adequacy - The information provided should be complete and
adequate in itself because only complete information can be used in policy making. For
example-the position of student in a class can be find out only after having the
information of the marks of all students and the total number of students in a class.
Reliability - It is a measure of failure or success of using information for decision-
making. If information leads to correct decision on many occasions, we say the
information is reliable.

Validity - It measures how close the information is to the purpose for which it asserts to
serve. For example, the experience of employee supports in evaluating his performance.
, an over-optimistic

may create problem
in inventory and marketing.
Transparency - It is essential in decision and polic ing. ample, total amount
of advance does not give true picture of utilizatio n decision about future
course of action; rather deposit-advance r
in this matter.
Value of Information - It is defin i the value of the change in

decision behavior caused by the i the cost of the information. In other

action

Q .4. (a) Describe the categories of Information system audits. (6 Marks)
Ans- Information Systems Audits has been categorized into five types:

(i) Systems and Application: An audit to verify that systems and applications are appropriate, are

efficient, and are adequately controlled to ensure valid, reliable, timely,and secure input, processing,

and output at all levels of a system's activity.

(i) Information Processing Facilities: An audit to verify that the processing facility is controlled to ensure

timely, accurate, and efficient processing of applications under normal and potentially disruptive

conditions.
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(iii) Systems Development: An audit to verify that the systems under development meet the objectives

of the organization and to ensure that the systems are developed in accordance with generally accepted

standards for systems development.

(iv) Management of IT and Enterprise Architecture: An audit to verify that IT management has

developed an organizational structure and procedures to ensure a controlled and efficient environment

for information processing.

(v) Telecommunications, Intranets, and Extranets: An audit to verify that controls are in place on the

client (end point device), server, and on the network connecting the clients and servers.

(b) What are the major documents that should be mandatorily part of any Business Continuity
Management system ? (6 Marks)

Ans- The following documents (representative only) are classified as being
business continuity management system:-
i The business continuity policy;
ii. The business continuity management system;
iii. The business impact analysis report;
iv. The risk assessment report;
V. The aims and objectives of each function;
vi.  The activities undertaken by each functi

vii. The business continuity strategies;
viii.  The overall and specific incident lans;
ix.  The business continuity plan
X.  Change control, preventati
processes;

Xi. Local Authority Risk Register,
Xii. Exercise schedul d results;
xiii. Incident log; and
Xiv.

ating to IT system and processes . Briefly discuss these risks.

ports, open systems without password or weak passwords etc.)

ii) Inefficient use of resources, or poor governance (e.g. huge spending on unnecessary IT
projects like printing resources, storage devices, high power servers and workstations etc.)
i) Ineffective IT strategies, policies and practices (including a lack of policy for use of
Information and Communication Technology (ICT) resources, Internet usage policies, Security
practices etc.)

iv) IT-related frauds (including phishing, hacking etc)

Q .5.(a) Discuss “Authentication of Electronic Records” with reference to the IT Act. (6 Marks)
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Ans- [Section 3] Authentication of Electronic Records —

(1) Subject to the provisions of this section any subscriber may authenticate an electronic record by
affixing his Digital Signature.

(2) The authentication of the electronic record shall be effected by the use of asymmetric crypto system
and hash function which envelop and transform the initial electronic record into another electronic
record.

Explanation -

For the purposes of this sub-section, "Hash function" means an algorithm mapping or translation of one
sequence of bits into another, generally smaller, set known as "Hash Result" such that an electronic

record yields the same hash result every time the algorithm is executed wij me electronic record

as its input making it computationally infeasible

algorithm;
(b) that two electronic records can produce the same hash r
(3) Any person by the use of a public key of the subscriber c
(4) The private key and the public key are unique to the subs
(b) In today’s fiercey competitive business enviro
comprehensive business continuity plan is tance. What are the various
component of a BCM process ? (6 Marks)
Ans- Component of BCM process-
BCM - Process
The management process enabl
maintained. The capacity and c

enterprise.

determine t

appropriate respon pbe selected at an acceptable level and during and after a disruption within an

acceptable timefra or each product or service, so that the enterprise continues to provide those
products and services. The selection of strategy will take into account the processes and technology
already present within the enterprise.

BCM - Development and Implementation Process

Development of a management framework and a structure of incident management, business continuity
and business recovery and restoration plans.

BCM - Testing and Maintenance Process

BCM testing, maintenance and audit testify the enterprise BCM to prove the extent to which its

strategies and plans are complete, current and accurate; and Identifies opportunities for improvement.
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BCM - Training Process
Extensive trainings in BCM framework, incident management, business continuity and business recovery
and restoration plans enable it to become part of the enterprise’s core values and provide confidence in
all stakeholders in the ability of the enterprise to cope with minimum disruptions and loss of service.

(c) What is a “Protected System” under the IT Act ? (4 Marks)

Ans- [Section 70] Protected system

(1) The appropriate Government may, by notification in the Official Gazette, declare any computer
resource which directly or indirectly affects the facility of Critical Information Infrastructure, to be a
protected system.

Explanation -

For the purposes of this section, "Critical Information Infrastructure" means resource, the
incapacitation or destruction of which, shall have debilitating i
public health or safety.

(2) The appropriate Government may, by order in writing,
access protected systems notified under sub-section (1).

(3) Any person who secures access or attempts to

Ans-

i) Preliminary eval

control issues. This'ceuldiin
ii) Analysis usinessip

enterprise on rma echnology to carry on its businesses i.e. Role of IT in the success and survival

level of automation, Assessing the extent of dependence of the

of business,
iii) Understanding nology architecture which could be quite diverse such as a distributed
architecture or a ce lized architecture or a hybrid architecture,

v) Studying network diagrams to understand physical and logical network connectivity,

vi)lUnderstanding extended enterprise architecture wherein the organization systems connect
seamlessly with other stakeholders such as vendors (SCM), customers (CRM), employees (ERM) and the
government,

vii) Knowledge of various technologies and their advantages and limitations is a critical competence
requirement for the auditor. For example, authentication risks relating to e-mail systems,

viii) And finally, Studying Information Technology policies, standards, guidelines and procedures.

(b) Discuss in brief the major concerns to be addressed by an auditor in the different activities of the

Jai Kumar Yadav
Mob. No. 9772266111




PAPER-6: INFORMATION SYSTEMS CONTROL AND AUDIT
Suggested Answers for May 2017 Exam (CA Final)

programming management control phase. (6 Marks)
Ans- Some of the major concerns that an auditor should address under different activities involved in
Programming Management Control Phase are provided -
a) Planning - They should evaluate whether the nature of and extent of planning are appropriate to the
different types of software that are developed or acquired. They must evaluate how well the planning
work is being undertaken.
b) Control-They must evaluate whether the nature of and extent of control activities undertaken are
appropriate for the different types of software that are developed or acquired.They must gather
evidence on whether the control procedures are operating reliably. For example - they might first

choose a sample of past and current software development and acquisitio carried out at
different locations in the organization they are auditing.

c) Design- Auditors should find out whether programmers use som
design. Auditors can obtain evidence of the design practices used b
observations, and reviews of documentation.

d) Coding- Auditors should seek evidence — On the level of programming management
in choosing a module implementation and integration strate e whether programming
management ensures that programmers follow str ventions. To check
whether programmers employ automated faciliti ith their coding work.

e) Testing - Auditors can use interviews, observa ion of documentation to evaluate

integration testing work carried out bfi i s professionals rather than end users.

tests have been undertaken for all material
programs and that these tests ha and executed. Operation and

f) Maintenance- Auditors need to en y and timely reporting of maintenance needs occurs
and maintenance is carrie i trolled manner.x Auditors should ensure that management
has implemented i and assighed responsibility for monitoring the

status of operatio

i) It ensures that IT- decisions are made in line with the enterprise's strategies and objectives.

iii) It ensures that IT: ted processes are overseen effectively and transparently.
iv) It confirms compliance with legal and regulatory requirements.

v) It ensures that the governance requirements for board members are met.
Q.7.Write short notes on any four of the following :

(a) Logic Bomb vs. Time Bombs: (4 Marks)

Bomb is a piece of bad code deliberately planted by an insider or supplier of a program . An event,which
is logical, triggers a bomb or time based. The bombs explode when the conditions of explosion get
fulfilled causing the damage immediately .However ,these programs do not circulate by infecting other
programs; chances of a widespread epidemic are relatively low.
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These are the program that lies idle until some specified circumstances or a particular time triggers it.
Once triggered, the bomb sabotages the system by destroying programs, data or both.

(b) Cloud vs Grid Computing-(4 Marks)

Similarities

¢ Cloud computing and grid computing both are scalable. Scalability is accomplished through load
balancing of application instances running separately on a variety of operating systems and connected
through Web services.

e Both computing types involve multi-tenancy and multitasking, meaning that many customers can
perform different tasks, accessing a single or multiple application instances. Sharing resources among a
large pool of users assists in reducing infrastructure costs and peak load c

Some pertinent differences are highlighted as follows-

5 GB or even several terabytes.
¢ A computational grid focuses on computationally intensive
two types of instances: standard and high-CPU
(c) Major Boundary Control techniques (4 Mar,
i) Cryptography: It deals with programs for trans i i her text that are meaningless to
anyone, who does not possess the authefiticati respective system resource or file. A

cryptographic technique encrypts da
depends on the time and cost to deci

y a cryptanalyst.
r to a password assigned to a user by an
independent to a user identification details, or a

(d)Community Cloud: (4 Marks)
The community cloud is the cloud infrastructure that is provisioned for exclusive use by a specific

community of consumers from organizations that have shared concerns (eg. Mission security
requirements, policy, and compliance considerations). It may be owned, managed, and operated by one
or more of the organizations in the community, a third party or some combination of them, and it may
exist on or off premises. In this, a private cloud is shared between several organizations. Fig. 8.3.6
depicts Community Cloud. This model is suitable for organizations that cannot afford a private cloud and
cannot rely on the public cloud .
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Characteristics of Community Clouds are as follows:
¢ Collaborative and Distributive Maintenance: In this, no single company has full control over the whole
cloud. This is usually distributive and hence better cooperation provides better results.

¢ Partially Secure: This refers to the property of the community cloud where few organizations share
the cloud, so there is a possibility that the data can be leaked from one organization to another, though
it is safe from the external world.

» Cost Effective: As the complete cloud is being shared by several organizations or community, not only
the responsibility gets shared; the community cloud becomes cost effective too.

Advantages of Community Clouds are as follows:

¢ It allows establishing a low-cost private cloud.

e |t allows collaborative work on the cloud.

¢ It allows sharing of responsibilities among the organizations.

¢ It has better security than the public cloud.
The limitation of the community cloud is that the autonomy
security features are not as good as the private cloud. Itis n
collaboration.

(d) ISO 27001: (4 Marks)
ISO 27001 is the international best
Security Management System (I
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