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Part-5 Business Process Automation through 
Application  Software

Chapter 11: Business Process Automation through 
Application Software

Introduction
Through automation, business processes can now be easily extended outside of an 
organization to encompass suppliers and business partners. 

Some of the examples of automation from our real life 
a.	 Newspaper: The delivery boy has used Google maps to chart his/her path to our 

house. 
b.	 Petrol Pump: Automated machines which fill car’s tank and generate computerized bills. 
c.	 The milkman: Mother Dairy uses high degree of technology to ensure that we get the 

freshest milk. 
d.	 School: The kids going to school find that their test scores are being emailed or sent by 

SMS to their parents.

Business Applications
Business Application = Business + Application
A is an enterprise that provides products or services desired by customers. 
Application is defined as a computer program to fulfill a particular purpose.
Business applications are software or set of software used by business people. 

Types Nature of
processing

Source of
application

Size and 
Complexity of 

Business

Nature of 
application

Type I Batch Processing In-house 
developed

Small business Accounting 
application

Type II Online Processing Purchased 
application

Medium business Cash 
Management

Type III Real-time 
Processing

Leased Large business Manufacturing 
Applications

Business Process Automation
“Business Process Automation (BPA) is a set of activities or strategies to 
automate business processes so as to bring benefit to enterprise in terms of 
cost, time and effort.”
◘◘ BPA increases productivity by automating key business processes through computing 

technology.

Why BPA is needed in Organizations?
i. 	 Cost Saving
ii. 	 To create value

iii. 	To remain competitive
iv. 	 Fast service to customers

Objectives of BPA
i. 	 Confidentiality
ii. 	 Integrity

iii. 	Availability
iv. 	 Timeliness
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Steps in BPA Implementation

Step 1: Define why we plan to

implement BPA?

The answer to this question will provide justification for

implementing BPA.

The underlying issue is that any BPA created needs to comply with

applicable laws and regulations.

Step 2: Understand the rules/regulation

under which it needs to comply with?

The current process which are planned to be automated need to

be correctly and completely documented at this step.

Step 3: Document the process, we wish

to automate.

This enable the developer and use to understand the reasons for

going for BPA.The golas need to be precise and clear

Step 4: Define the objectives/goals to be

achieved by implementing BPA.

Once the entity has been able to define the above, the entity needs

to appoint an expert, who can implement it for the entity.
Step 5: Engage the business process

consultant.

The answer to this question can be used for convincing top

management to say‘yes’to the BPA exercise.
Step 6: Calculate the Rol for project.

Once the top management grant their approval, the right business

solution has to be procured and implemented ro developed and

implemented covering the necessary BPA.

Step 7: Development of BPA

Before making the process live, the BPA solutions should be fully

tested
Step 8: Testing the BPA.

Delivery Channels 
Delivery channel refers to the mode through which information or products are delivered 
to users.

Importance of Delivery Channels 
◘◘ To be aware of ‘what information is required for effective delivery of products or 

services’. 
◘◘ To plan an overall information management and communications strategy.

Information Delivery Channel: How to choose one?
a.	 More than just the intranet
b.	 Understand staff needs and environment
c.	 Traditional Channel need to be formalized

Controls in BPA 
Control is defined as policies, procedures, practices and organization structure that are 
designed to provide reasonable assurance that business objectives are achieved and 
undesired events are prevented or detected and corrected.

Objectives of Control
a.	 Authorization 
b.	 Completeness
c.	 Accuracy 
d.	 Validity 

e.	 Physical Safeguards and Security 
f.	 Error Handling 
g.	 Segregation of Duties 

Application Controls 
◘◘ Application controls are the controls on the sequence of processing events. 
◘◘ These controls cover all phases of data right from data origination to its final disposal.

Internal Controls
The plan of enterprise and all the methods and procedures adopted by the management of 
an entity to assist in achieving management’s objective of ensuring, as far as practicable, 
the orderly and efficient conduct of its business, including adherence to management 
policies, the safeguarding of assets, prevention and detection of fraud and error, the 
accuracy and completeness of the accounting records, and the timely preparation of 
reliable financial information.
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Types of Application Control
Boundary Controls
Controls in the boundary subsystem have three purposes –

◘◘ to establish the identity and authenticity of would-be-users of a computer system; 
◘◘ to establish the identity and authenticity of computer-system resources that users wish 

to employ; and 
◘◘ to restrict the actions undertaken by users who obtain computer resources to a set of 

authorized actions.

Major types of controls exercised in the boundary subsystem:
◘◘ Cryptographic Controls
◘◘ Access Controls

�	 An access control mechanism processes users’ requests for resources in three steps: 
•	 Identification •	 Authentication •	 Authorization

◘◘ Personal Identification Numbers (PIN)
◘◘ Digital Signatures

◘◘ Plastic Cards

Input Controls
These are responsible for ensuring the accuracy and completeness of data thatare input 
into an application system.

Input controls are important since substantial time is spent on inputting datawhich 
involves human intervention and are therefore prone to errors and fraud.

Types of Input Control Techniques
i.	 Source Document Control
ii.	 Data Coding Controls

iii.	 Batch Controls
iv.	 Validation Controls

Communication Controls
Components in the communication subsystem are responsible for transporting data 
among all the other subsystems within a system and for transporting data to or receiving 
data from another system. Three types of exposure arise in the communication subsystem.
a.	 As data is transported across a communication subsystem, it can be impaired through 

attenuation, delay distortion, and noise. 
b.	 The hardware and software components in a communication subsystem can fail. 
c.	 The communication subsystem can be subjected to passive or active subversive attacks. 

•	 Physical Component Controls
•	 Line Error Controls
•	 Flow Controls
•	 Link Controls

•	 Topological Controls
•	 Channel Access Controls
•	 Internetworking Controls

Process Controls
◘◘ Data processing controls perform validation checks to identify errors during processing 

of data. 
◘◘ They are required to ensure both the completeness and accuracy of the data being 

processed. 
•	 Run-to-run Totals 
•	 Reasonableness Verification 
•	 Edit Checks 

•	 Field Initialization 
•	 Exception Reports 
•	 Existence/Recovery Controls

Output Controls
•	 Storage and Logging of Sensitive 

and Critical Forms 
•	 Logging of Output Program 

Executions 
•	 Controls over Printing 

•	 Report Distribution and 
Collection Controls  

•	 Retention Controls  
•	 Existence/Recovery Controls 

Database Controls
◘◘ Sequence Check Transaction and Master Files
◘◘ Ensure all records on files are processed
◘◘ Process multiple transactions for a single record in the correct order












