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Auditing of Information Systems: 
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3) Explain set of skill that are generally expected for IS auditor? 

ANSWER: 

The set of skills that is generally expected to be with an IS auditor include 

1. Sound knowledge of business operations, practices and compliance requirements; 

2. Should possess the requisite professional technical qualification and 

certifications; 

3. A good understanding of information Risks and Controls 

4. Knowledge of IT strategies, policy and procedural controls; 

5. Ability to understand technical and manual controls relating to business 

continuity; and 

6. Good knowledge of Professional Standards and Best Practices of IT controls 

and security. 

Therefore, the audit process begins by defining the scope and objectives to adapt the 

standards and benchmarks for developing information model for collecting and 

evaluating evidence to execute the audit. 

 

4)Functions of IS Auditor: 

IS Auditor often is the assessor of business risk, as it relates to the use of IT, to 

management, The auditor can check the technicalities well enough to understand the risk 

(not necessarily manage the technology) and make a sound assessment and present risk-

oriented advice to management. IS Auditors review risks relating to IT systems and 

processes; some of them are: 

 Inadequate information security controls (e.g. missing or out of date 

antivirus controls, open ports, open systems without password or weak passwords 

etc.) 

 Inefficient use of resources, or poor governance (e.g. huge spending 

on unnecessary IT projects like printing resources, storage devices, high power 

servers and workstations etc.)  

 Ineffective IT strategies, policies and practices (including a lack of 

policy for use of Information and Communication Technology (ICT) resources, 

Internet usage policies, Security practices etc.) 

 IT-related frauds (including phishing, hacking etc) 
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5) EXPLAIN MAJOR TYPES OF IS AUDIT? 

                                (MISTS) 

Information Systems Audits has been categorized into five types: 

1. Management of IT and Enterprise Architecture: 

 An audit to verify that IT management has developed an organizational 

structure and procedures to ensure a controlled and efficient environment for 

information processing. 

2. Information  Processing  Facilities: 

 An audit to verify that the processing facility is controlled to ensure timely, 

accurate, and efficient processing of applications under normal and potentially 

disruptive conditions 

3. Systems  and  Application:  

An audit to verify that systems and applications are appropriate, are efficient, 

and are adequately controlled to ensure valid, reliable, timely, and secure input, 

processing, and output at all levels of a system's activity. 

4. Telecommunications, Intranets, and Extranets:  

An audit to verify that controls are in place on the client (end point device), 

server, and on the network connecting the clients and servers. 

5. Systems  Development: 

 An audit to verify that the systems under development meet the objectives of the 

organization and to ensure that the systems are developed in accordance with 

generally accepted standards for systems development. 

 

6) EXPLAIN MAJOR STAGES OF IS AUDIT?  

Answer                                    SPF-ARC 

Scoping  and  pre-audit survey:  

Auditors determine the main area/s of focus and any areas that are explicitly out-of-

scope, based on the scope-definitions agreed with management. Information sources at 

this stage include background reading and web  browsing, previous audit reports, pre 

audit interview, observations and, sometimes, subjective impressions that simply deserve 

further investigation. 

Planning  and  preparation: 

During which the scope is broken down into greater levels of detail, usually involving the 

generation of an audit work plan or risk-control-matrix. 

Fieldwork:  
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This step involves gathering of evidence by interviewing staff and managers, 

reviewing documents, and observing processes etc. 

Analysis:  

This step involves desperately sorting out, reviewing and trying to make sense of all that 

evidence gathered earlier. SWOT (Strengths, Weaknesses, Opportunities, and Threats) 

or PEST (Political, Economic, Social, Technological) techniques can be used for 

analysis. 

Reporting:  

Reporting to the management is done after analysis of evidence is gathered and analyzed. 

Closure: 

 Closure involves preparing notes for future audits and follow up with management to 

complete the actions they promised after previous audits 

 

 

Types of Audit Tools: 
Snapshots: 
Integrated Test Facility (ITF): 
System Control Audit Review File (SCARF): 
Continuous and Intermittent Simulation (CIS): 
Audit Hooks: 
 

7) Snap shots 

Tracing a transaction is a computerized system can be performed with help of snapshots 

or extended records. The snapshot software is built into the system at those points where 

material processing occurs which takes images of the flow of any transaction as it moves 

through the application. These images can be utilized to assess the authenticity, 

accuracy, and completeness of the processing carried out on the transaction. 

 

8) Integrated  Test  Facility (ITF): 

The ITF technique involves the creation of a dummy entity in the application system 

files and the processing of audit test data against the entity as a means of verifying 
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processing authenticity, accuracy, and completeness. This test data would be included 

with the normal production data used as input to the application system. In such cases the 

auditor has to decide what would be the method to be used to enter test data and the 

methodology for removal of the effects of the ITF transactions. 

 

9) System  Control  Audit  Review  File  (SCARF): 

Uses the embedded audit module to continuously monitor the transaction activity 

and collect data on transaction for audit purpose. Such data are recorded in SCARF 

FILE. The transactions that are recorded include those that exceed specified limit say 

amount. Periodically auditor review the data collected in scarf 

Auditors might use SCARF to collect the following types of information: 

 
 

10)Audit  Hooks:  

There are audit routines that flag suspicious transactions. For example, internal auditors 

at Insurance Company determined that their policyholder system was vulnerable to 

fraud every time a policyholder changed his or her name or address and then 
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subsequently withdrew funds from the policy. They devised a system of audit hooks to 

tag records with a name or address change. The internal audit department will investigate 

these tagged records for detecting fraud. When audit hooks are employed, auditors can 

be informed of questionable transactions as soon as they occur. This approach of 

real-time notification displays a message on the auditor’s terminal. 

 

Continuous  and  Intermittent  Simulation (CIS): 

This is a variation of the SCARF continuous audit technique. This technique can be used 

to trap exceptions whenever the application system uses a database management system. 

 

11) Discuss the major advantages of continuous audit 

techniques.                 SITT 

Answer: 

 

12) Discuss major disadvantages of continuous audit 

techniques. 

Answer: 

The following are some of the disadvantages and limitations of the use of the continuous 

audit system: 

 Auditors need the knowledge and experience of working with computer 

systems to be able to use continuous audit techniques effectively and efficiently. 

 Continuous audit techniques are more likely to be used if auditors are involved 

in the development work associated with a new application system 
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 Continuous auditing techniques are more likely to be used where the audit trail is 

less visible and the costs of errors and irregularities are high. 

 Continuous audit techniques are unlikely to be effective unless they are 

implemented in an application system that is relatively stable 
 Auditors should be able to obtain resources required from the organization to 

support development, implementation, operation, and maintenance of 

continuous audit techniques. 
 

13) Short note on Audit Trail; and its objectives. 

Answer: 

It can be designed to record the activities. Audit trails acts as an important tool in 

detecting any error or fraud. Audit trail will have log to collect the event with sequence. 

Audit Trail Objectives: Audit trails can be used to support security objectives in three 

ways:                                     PDF 
 Detecting unauthorized access to the system, 

  Facilitating the reconstruction of events, and 

 Promoting personal accountability 

 

Detecting Unauthorized Access: Detecting unauthorized access can occur in real time 

or after the fact. The primary objective of real-time detection is to protect the system from 

outsiders who are attempting to breach system controls. A real-time audit trail can also 

be used to report on changes in system performance that may indicate infestation by virus 

or worm. 
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NOV 16 RTP QUESTIONS  

1. Security management controls and operation management controls  

2. Types of is audit 

 

MAY 16 RTP QUESTIONS  

1 .need for audit of information system  

2 .SCARF technique 
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MAY 16 

1) Skills of an IS auditors 

2) Application controls and their audit trail   

3) Scarf and type of information use in scarf 

4) Evidence collection and understanding the reliability of controls 

Nov 15 

1) Functions OF IS auditor     5) objectives of IS Auditor 

2) Advantages of using continuous audit techniques 

3) Factors influencing organization towards controls 

4) Environmental controls and their audit 


