
CA Final – ISCA, Chapter – 8 (Emerging Technologies)
 Major topics covered under this chapter
1. Cloud computing
2. Mobile computing
3. BYOD
4. Web 2.0 and Social Media
5. Green IT
6. Grid Computing
___________________________________________________________________________
Topic: (1) Cloud Computing
1. What is cloud computing?
2. Goals / Pertinent objectives of cloud computing.
3. Architecture of cloud computing
4. Types / Environment of cloud computing
5. Models of cloud computing 
6. Issues / Challenges of cloud computing
7. Advantages of cloud computing
8. Pertinent issues of cloud computing
9. Characteristics of cloud computing 
___________________________________________________________________________
Topic: (2) Mobile Computing
1. What is Mobile computing?
2. Tangible benefits of mobile computing
___________________________________________________________________________
Topic: (3) BYOD 
1. What is BYOD?
2. Emerging BYOD Threats
___________________________________________________________________________
Topic: (4) Web 2.0 and Social Media
1. What is Web 2.0?
2. What is Social Media?
3. Component of Web 2.0 for social network
4. Types and behaviour of social network
5. Benefits for social network using web 2.0
6. Challenges for social network using web 2.0
7. Future scope of web 2.0 in social network
Topic: (5) Green IT
1. What is Green IT?
2. Steps of Green IT
3. Green IT Best Practices
4. Green IT Security Services and Challenges
___________________________________________________________________________
Topic: (6) Grid Computing
1. What is Grid computing?
2. Similarity and dissimilarity of Cloud computing and Grid computing
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Important Note
1. Total number of questions covered under this chapter is 26 questions which are divided into 6 topics.
2. From last three attempts there is combination of one question from cloud and another question from other topics.
3. Student are advised to first read full chapter with any ISCA study material after that start revising with this notes.
4. On an average 2 question asked in every attempts and which carry 10 marks on average basis.
5. Bold font question means questions which are covered in last four attempts RTP.
6. Colour questions means question which are asked in last three attempts.
7. 

10 minutes revision for Chapter - 8
	Sl No.
	Questions and Answer
	Reference

	1
	Discuss the major goals of cloud computing in brief.
	N-14(R), N-14(Q)

	
Answer
	
Goals of cloud computing:-
· Resources are pooled together
· Cost effectively
· Anytime
· Anywhere
· Agility
· Scalability
· Consolidated IT infrastructure


	2
	What do you understand by Public Cloud? Also discuss its major advantages in brief.
	N-14(R)

	
Answer
	
Public Cloud:-
· Public cloud is used by the general public.
· Public cloud is administered by third party.
· Public cloud offer service on pay per use basis.

Advantages:-
· It provides service to the enterprise at affordable costs.
· Public clouds are highly scalable and reliable.


	3
	Discuss some of such steps, which can be followed for Green IT.
	N-14(R),
N-14(Q)

	
Answer
	
Best Practices are:-
· Power down of computer and all peripheral during the period of inactivity.
· Use Automatic power on – off switches.
· Use LCD instead of CRT.
· Use notebook instead of Desktop.
· Minimize the use of paper
· Dispose e-waste according to central, state and local regulations.
· Employ alternative energy resources such as solar power.


	4
	Discuss some challenges of cloud computing in brief.
	N-14(R), 
M-15(Q)

	
Answer
	
Challenges are:-
· Confidentially, Integrity, Availability
· Governance, Legal Issue and Compliance, Audit
· Trust, Privacy, Application security, Data Stealing, Architecture
· Incident Response, Software isolation, Identity Management

	5
	Discuss cloud computing architecture.
	M-15(R)

	
Answer
	
Architecture
· Front End Architecture- 
1. It comprises the client device.
2. Some application needed for accessing the cloud computing system.
3. Systems have some unique applications which is provide network access to its clients Eg. Firefox, Apple Safari.

· Back End Architecture-
1. The back end is cloud itself.
2. Back end refer to some service facility peripherals.
3. A central server is established to be used to administering the whole system. 


	6
	Differentiate between PaaS and SaaS.
	M-15(R)

	
Answer
	
Platform as a Service
· This type of cloud service provider provides a computing platform including operating system, programming language execution environment, database and web server.
· Application developer can develop, edit, run & manage their application on cloud without the cost and complexity and the underlying hardware / software layers.

Software as a service
· This type of cloud service provider provides user to access large variety of application over internet that are hosted on service provider’s infrastructure.
· For example, one can make his own word document in Google docs online he can edit a photo online on pixlr.com


	7
	Discuss the similarities and differences between cloud computing and grid computing.
	N-15(R)

	
Answer
	
Similarities:-
· Scalability
· Reliability
· Multitenancy and multitasking

Differences:-
· Grid Computing used to solve complex task however cloud computing is useful in all types of tasks.
· Grid Computing is not suited for small size work however cloud is suited for any size.
  
	

	8
	Write short notes on Mobile Computing and BYOD
	N-15(R)

	
Answer
	
Mobile Computing:-
· Anything which can be move from one location to another location very easily is known as Mobile.
· With this technology data transmitted through cellular network.
· Whenever computing operations is done on the moves called as mobile computing eg. WhatsApp share location features, IRCTC, Book My Show

Bring Your Own Devices:
· The employee are supposed to bring own devices at their workplace it will enhance the flexibility, efficiency, mobility and organization can reduce cost by implementing BYOD policy.


	9
	What are the major component of Web 2.0
	N-15(R)

	
Answer
	
Component of Web 2.0:-
· Communities
· Mashups
· Wikis
· File Sharing
· Blogging
· Folksonomy i.e. tagging

	

	10
	What are the emerging threats under BYOD?
	M-16(R),
N-15(Q)

	
Answer
	
Threats of BYOD:-
· Implementation risk- difficult to implement robust policy.
· Device risk –loss of device
· Network risk-difficult to know how many devices are connected with organization network
· Application risk-difficult to assign responsibility for updating and maintain.


	11
	Best Practices of Green IT.
	M-15(Q)

	
Answer
	
Best Practices:-
· Involving stakeholder
· Optimum utilization of resources
· Using best practices and guidelines
· Communicating with organization employee


	12
	Advantages of cloud computing.
	N-15(Q)

	
Answer
	
Advantage:-
· Access to information
· Back up
· Quick deployment
· Unlimited storage
· Cost efficiency
· Automatic software integration


	13
	Write short notes on cloud computing.

	
	
Cloud Computing:-
· Use of computing resources through network typically the internet.
· User can access data from anywhere through internet.
· It is highly dynamic and scalable.
· Beneficial for small, medium size business system who wish to completely outsourced.
 

	14
	Explain the different types of cloud computing.

	
Answer
	
There are 3 types of cloud i.e. Public, Private and Hybrid cloud.

Public Clouds:- already explain in question no. 2

Private Cloud:-
· This cloud computing environment resides within the boundaries of an organization and is used exclusively for the organization’s benefit.
· It is also called as internal cloud.
· It is more secured.
· Using private cloud organization can reduce the cost of hardware and software which will have to expend when cloud is not available.
· It saved the operations cost and administrative overhead due to centralized operation.

Hybrid Cloud:-
· This is a combination of both at least one private and at least one public cloud computing environment. It is typically offered in either of two ways.
· A vendor has a private cloud and forms a partnership with a public cloud provider or a public cloud provider forms a partnership/franchise with a vendor that provides private cloud platforms.


	15
	Explain different models of cloud computing.

	Answer
	Model of cloud computing- 
Infrastructure as a Service (IaaS):-
· IaaS providers offer computers, more often virtual machines and other resources as service.
· It provides the infrastructure / storage required to host the services.
· Amazon Web Services is one of the examples of IaaS.

Platform as a Service (PaaS):- already explain in the question no. 6

Software as a Service (SaaS):- already explain in the question no. 6

Network as a Service (NaaS):-
· It renders network connecting services. It optimises resource allocation by considering network & computing resources as a whole. Eg. Virtual Private Network.

Communication as a Service (CaaS):-
· It is an outsourced enterprise communication solution leased from single vendor. Vendor is responsible for hardware & software management and offer guaranteed quality of service.
· It selectively deploy communication device and modes on need basis eliminating large capital investment. Eg VoIP.

	16
	Explain some pertinent issues of cloud computing.

	Answer
	
When cloud computing was in phase of progress towards stabilization & maturity, It had following issues:

· Unexpected behaviour
· Security Issues
· Environment Friendly cloud computing
· Software development in cloud
· Hidden cost
· Interoperability
· Threshold Policy


	17
	Characteristics of cloud computing.

	Answer
	
Characteristics of cloud computing:-
· Virtualization
· Performance
· Agility
· Availability
· Scalable
· Service of pay per use basis
· Multi-sharing
· Maintenance


	18
	Explain some tangible benefit of mobile computing.

	Answer
	
Major benefit of mobile computing are given as follows:-

· Improve management effectiveness
· Remote access of corporate knowledgebase at the job location
· Update work order on real time basis
· Facilitates corporate services and information at anytime from anywhere.
· Remote access to work order details


	19
	Write the short notes on Web 2.0 and Social Media.

	Answer
	
Web 2.0:-
· Web 2.0 is the term given to describe the second generation of the World Wide Web that focused on the ability of people to collaborate and share information online.
· Web 2.0 basically refers to the transition from static HTML web pages to a more dynamic web.
· The main agenda of web 2.0 is to connect people in numerous new ways and utilize their collective strengths, in collaborative manner.

Social Media:-
· A social network is usually created by a group of individuals, who have a set of common interests and objectives.
· This happens both in public and private groups depending upon the confidentiality of the network.
· Success of social network mainly depends on contribution, interest and motivation of its members.

	20
	Explain types and behaviour of social networks

	Answer
	
The various type of social Networks are as follows:-
· Study Circle – Caclubindia.com
· Specialist group – Linkedln
· Fine Arts – Pune DJ
· Police and Military – Pune Traffic Police
· Sporting – IPL, T20
· Mixed – Facebook
· Inventors – FB page on FB
· Shopping – Myntra, Flipkart
· Others – Other than above


	21
	Discuss the impact of social networks using web 2.0

	Answer
	
· Social networks built on web 2.0 concepts has became cost affordable & easy to use, thus various NGO’s and social service organization are creating meaningful network to reach to needy and deprived sector of society in more structured manner for their betterment.

· Even medical community is using 2.0 to increase their knowledge base for betterment of public life. It has been surveyed that atleast 89% of physicians use atleast one web 2.0 tool in their medical practice.


	22
	Discuss the benefits of social network using web 2.0

	Answer
	
Benefits of social network using web 2.0
· It provides a platform to social network
· Concepts of blogging emerge.
· Adaption is very fast
· People are coming close to each other
· Increase the social collaboration


	23
	Discuss the challenges of social network using web 2.0

	Answer
	
Challenges of social network using web 2.0
· Data security and privacy issue
· Malicious users
· Not computer literate
· Not have basic amenities


	24
	Future Scope of web 2.0 in social network

	
Answer
	
· There is lots of contribution made by web 2.0 for social network but still a number of areas need to be improved so that true power of technology integrated with social network can be felt.
· Majority of social network still operates in unstructured and offline manner.
· Proper education on web 2.0 is to be imparted so that greater number of such network comes under the wing of social network.
· Future web 2.0 is in providing much more exiting features for social networks.

	25
	Discuss the Green IT security services and challenges

	Answer
	
It solutions providers are offering green security in many ways. What to look in green security product, challenges n security service market & how security service fare in recession.

· Green IT security can be cost efficient & lucrative green IT service for solution provider only if it is administered with other green computing technology properly.
· The basic aim is to increase customer energy saving through green security service & assess how sustainable computing technology can immediately help the environment.
·  Green IT services present many benefits to client & providers but how to evaluate whether client’s infrastructure accommodates green IT or not is vital issue.


	26
	What is Grid Computing?

	Answer
	
· Grid computing provides on demand resource provisioning.
· Grid computing requires the use of software that can divide and curve out pieces of a program as one large system image to several thousand computers.
· If one piece of software on a node fails, other pieces of software on other nodes also fail.
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