	ISACA Testing Concept 
	Knowledge of Risk Assessment 

	Appr. no. of questions in CISA exam on ‘Risk Assessment’ concept  (Please note that author appeared twice in CISA exam. Count of questions have been approximated on the basis of author’s experience in CISA examination and interaction with other qualified CISA.) 
	10 to 15 

	Candidate need to know :
	What is Risk?

	
	Steps of Risk Assessment 

	
	Difference between vulnerability & threat


CISA Exam-Testing Concept-Knowledge of Risk Assessment

	
What is Risk?

You might know end number of definition/formulas for Risk. However for CISA certification, please remember only below mentioned 2 formulas:

(i)In simple term, Risk is product of Probability and Impact.


Risk=P*I

OR

(ii)Risk is product of Asset Value, Vulnerability and Threat.

Risk=A*V*T




	
Steps of Risk Assessment:

-First step is to identify the assets.
-Second step is to identify relevant risk (vulnerability/threat)
-Third step is to do impact analysis
-Fourth step is prioritize the risk on the basis of impact
-Fifth step is to evaluate controls.
-Sixth step is to apply appropriate controls.



	Difference between  threat & vulnerability:

One of the favorite and most preferred game of ISACA is to get us confused between the terms ‘vulnerability’ and ‘threat’ during CISA exams. Let us understand basic difference between the two so they cannot trick us anymore. 


What is a Threat?

A threat is what we’re trying to protect against.Our enemy could be Earthquake, Fire, Hackers, Malware, System Failure, Criminals and many other unknown forces.  Threats are not in our control.

What is Vulnerability?

Vulnerability is a weakness or gap in our protection efforts. Vulnerability can be in form of weak coding, missing anti-virus, weak access control and other related factors. Vulnerabilities can be controlled by us.






Question, Answer & Explanation on Risk Assessment Concept:
Below QAE are solely on the concept of risk assessment. They resemble to the type/nature of questions that are actually asked in CISA exams. Candidates are advised to attempt below questions multiple times. More emphasis to be given on explanation part for better understanding. 
