Part-3

Organizational
Controls

Responsibilities and
objectives

Policies, standards,
procedures and
practices

Job descriptions

Segregation of Duties

controls relating to
Data Integrity(5
scale grade)

Major data integrity
policies

Management
Controls

Responsibility

An IT Organization
Structure

An IT Steering
Committee

Top Secret

Highly Confidential

Proprietary

Financial Controls

|

Authorization

Budgets

Cancellation of
documents

Documentation

Dual control

Input/ output
verification

Safekeeping

Sequentially
numbered documents

Supervisory review

Internal Use only

Cyber Frauds

Public Documents

General Controls

BCP Controls

Operating System
Controls

Data Management
Controls

|

Critical Classification,
alternative procedures,
Back-up and Recovery,
Systematic and Regular

Testing and Training,

Monitoring and

Escalation Processes,

Internal and External
Organizational
Responsibilities, Business
Continuity Activation,
Fallback and Resumption
plans, Risk Management
Activities, Assessment of

Single Points of Failure

and Problem
Management

Access
Controls

Back-up

Control Objectives
Controls

following major tasks

Scheduling Jobs

Managing Hardware and
Software Resources

Maintaining System
Security

Enabling Multiple User
Resource Sharing

Handling Interrupts

Maintaining Usage
Records

Virus-Signature
Updating

Cyber Enabled
Frauds

Pure Cyber Frauds

Software Testing

Division of
Environments

Offsite Backup
Storage

Impact of Cyber Frauds on
Enterprises

Quarter-End and
Year-End Backups
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Disaster Recovery

Financial Loss

Legal Repercussions

Loss of credibility

Disclosure of
Confidential, Sensitive or
Embarrassing
Information

Sabotage

Operating System

Security Dual recording of
data
Remedy from Periodic dumping of
data

destructive

programs Logging input

transactions

Logging changes to
the data

security components
are found in secure
operating system

Log-in Procedure

Access Token

Access Control List

Discretionary Access
Control

Hacking

Cracking

System Development
Controls

|

System Authorization
Activities

User Specification
Activities

Technical Design
Activities

Internal Auditor’s
Participation

Program Testing

User Test and Acceptance
Procedures

Data Diddling
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Computer Centre
Security Controls

Major exposures

Giridhar's

Internet and
Intranet Controls

Controls for
Subversive Threats

Component Failure

Subversive Threats

|

Personal Computer
Controls

Invasive tap Firewall

Inductive tap Encryption

Recording of

Denial of Service .
Transaction Log

Call Back Devices
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Physical Security

Software & Data
Security

Data Communication
Security
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Fire Damage

Water Damage

Power Supply
Variation

Pollution Damage

Unauthorized
Intrusion

Techniques to
Commit Cyber
Frauds

Social Engineering
Techniques

Data Leakage

cavenging or
Dumpster Diving

Denial of Service
(DoS) Attack

Internet Terrorism

Logic Time Bombs

Masquerading or
Impersonation

Password Cracking

Piggybacking

Round Down

Super Zapping

Trap Door




