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PAPER – 6 : MANAGEMENT INFORMATION AND CONTROL SYSTEMS

Question No. 1 is compulsory.  Answer any four questions from the remaining six questions.  All questions carry equal marks.

Question 1

(a)
Your client has recently switched over from manual accounting to computerised accounting.  When you receive computerized accounts for the first quarter, you find the following types of error:



(i)
Incomplete or unauthorized data input

(ii)
Errors in the files or database during updating

(iii)
Improper distribution or disclosure of output.


You, as an information system auditor, suggest the suitable test of controls for audit of computer processing so that the above-mentioned errors can be prevented.    (10 marks)

(b)
State the objectives and scope of IT Act, 2000.


           (5 marks)

(c)
Why is Computer fraud a serious threat to any business organistion ?               ( 5 marks)

Answer

(a)
Test of controls for Audit of Computer Processing:  During computer processing, the system might fail to detect erroneous input, improperly correct input errors, process erroneous input into files or databases during updating.  Auditors must periodically re-evaluate processing controls to ensure their reliability.  The following test of controls may be used:

· Evaluate adequacy of processing control standards and procedures.

· Evaluate adequacy and completeness of data editing controls.

· Verify adherence to processing control procedures by observing computer operations and the data control function.

· Verify that selected application system output is properly distributed.

· Reconcile a sample of batch totals and follow up on discrepancies.

· Trace disposition of a sample of errors flagged by data edit routines to ensure proper handling.

· Verify processing accuracy for a sample of sensitive transactions.

· Verify processing accuracy for a selected computer generated transactions.

· Search for erroneous or unauthorized code via analysis of program logic.

· Check accuracy and completeness of processing controls using test data.

· Monitor online processing using concurrent audit techniques.

· Recreate selected reports to test for accuracy and completeness.

The auditor must periodically re-evaluate processing controls to ensure their continued reliability. If processing controls are unsatisfactory, user and source data controls may be strong enough to compensate. 

(b)
The IT Act 2000, passed by both the houses of Indian Parliament in May 2000 and subsequently received the assent of the President in August 2000, contains the Cyber Laws.  It provides the legal infrastructure for e-commerce and it is important to understand the various perspectives of the Act.

The objectives of the Act are:

· To grant legal recognition to transactions carried out through electronic data interchange and other means of electronic communication commonly referred to as “electronic commerce” replacing the paper-based communication;

· To give legal recognition to Digital Signature for authentication of any information or matter which requires authentication under any law;

· To facilitate electronic filing of documents with Government Departments;

· To facilitate electronic data storage;

· To facilitate and give legal sanction to electronic funds transfers between banks and financial institutions;

· To give legal recognition for keeping of books of account by Bankers in electronic form;

· To amend the Indian Penal Code, the Indian Evidence Act, 1872; the Banker’s Book Evidence Act, 1891 and the Reserve Bank of India Act, 1934. 

Scope of the Act: This Act is applicable to whole of India, unless otherwise provided in the Act.  It also applies to any offence or contravention there under committed outside India by any person.

Different provisions of this Act came into force on the different dates as notified by the Central Government.

The Act shall not be applicable to the following :

· a negotiable instrument as defined in Section 13 of the Negotiable Instruments Act, 1881;

· a Power of Attorney as defined in Section 1A of the Powers-of-Attorney Act, 1882;

· a trust as defined in Section 3 of the Indian Trusts Act, 1882;

· a will as defined in Section (h) of Section 2 of the Indian Succession Act, 1925 including any other testamentary disposition by whatever name called;

· any contract for the sale or conveyance of immovable property or any interest in such property;

· Any such class of documents or transactions as may be notified by the Central Government in the Official Gazette.





(c)
In the modern business scenario, most of the businesses are dependent on networked or stand-alone computers.  Even so, the individual businesses are also linked through computer networks or by electronic payments over the Internet.  Hence, with the growth of electronic commerce and electronic cash, there are major threats of hacking, risk of interception and thefts, as well as destruction of electronic payments during transmissions.  

It is very evident that the computer fraud is very different from the conventional frauds as:

· It is easily hidden and hard to detect. There may not be any easily recognizable audit trail and the fraud is likely to be hidden in enormous volumes of data.

· Evidence of computer crime, besides being hard to be found out, is difficult to present to a court in a manner, which is legally admissible and effective.  It is not only extremely difficult to prosecute or defend the computer crimes; it is very hard to ensure that the evidence complies with the relevant statutes.  It is also difficult to explain to the judge or jury having insufficient exposure to computers especially in India.

· There are various ways, which may not be obvious, to commit the computer frauds e.g.:

· A few keystrokes are needed to manipulate the invisible data.

· Employees as well as outsiders can access any computer remotely.

· Huge volume of data can be transported on a floppy or CD which can be written in a very short time.



           

Lack of knowledge about the functioning of computers and protection of systems enables the fraudster to take advantage and commit the computer frauds/crimes.  The extent of damage caused by the unauthorized interference with computer system may be totally disproportionate with the effort involved to cause the damage e.g. the insertion of virus takes few seconds whereas the loss/damage of data may be enormous as it may have been collected and created in the organisation since the inception of the computer. 


“Using a computer to cause prejudice, in the sense of financial and  / or reputational damage, to a business” may be called a Computer Fraud.  This statement describes precisely the damages caused by any computer fraud.  Hence, the computer fraud, committed in any manner, is a serious threat to the business and appropriate measures must be taken to prevent the computer frauds. 





Question 2

(a)
What is “Information Security”?  State the core principles of Information Security.


(10 marks)

(b)
“A decision support system supports the human decision-making process rather than providing a means to replace it”.  Justify the above statement by stating the characteristics of decision support system.



           (5 marks)

(c)
Describe the main pre-requisites of a Management Information System, which makes it an effective tool.






           (5 marks)

Answer

(a) “Information Security” relates to protection of valuable asset (data or information) in any form recorded, processed, stored, shared, transmitted or retrieved.  The data or information is protected against all threats leading to its loss, damage, inaccessibility, integrity or unauthorized disclosure.  The protection of these valuable assets is achieved by deploying layered series of technical as well as non-technical safeguards such as physical security, user-ids, passwords, smart cards, biometrics, anti-virus, firewalls etc.


In other words, it can be stated that the objective of Information Security is to safeguard the interests of those relying on Information and the Information Systems as well as communications delivering the information, against any harm resulting from failure of confidentiality, integrity and availability (CIA).
           



There are eight core principles supporting the Information Security as stated below:

(i)
Accountability:  The roles, responsibility and accountability of data owners, process owners, technology providers and users have to be defined very explicitly, formalized and communicated to all concerned.  In accomplishment of this, the following areas have to be addressed:

· Specification of ownership of data and Information;

· Users identification and their authorization for accessibility of information;

· Log-book of activities for management audit trails; 

· Assignment of responsibilities for maintenance of data and information;

· Institution of investigative and remedial procedures on occurrence of breach or attempt to breach of security


(ii)
Awareness:  In order to foster confidence in information, the data owners, process owners, technology providers, users and other concerned parties with legitimate interest must be enlightened and trained to gain the knowledge about the existence and extent of general  risks, which the organisation and its systems are facing, the security initiatives and requirements of the organisation.


The following issues need to be considered:

· Level of detail disclosed must not compromise security;

· Appropriate knowledge is available to all parties, not just users, who have a legitimate right to be informed.

· Awareness is part of the induction program for new recruits to an organisation so as to build security awareness as part of the corporate culture. 

· Recognition that maintaining awareness is an on-going process.


(iii)
Multidisciplinary:  While addressing the information security, both technical as well as non-technical issues have to be addressed.  Security is not only technology, it covers much wider areas such as administrative, organisational, operational and legal issues.  Hence, Information Security policies and procedures have to be developed and reinforced through technical standards, codes of practice, audit, legislative, legal and regulatory requirements, and also through awareness, education and training. 



Issues to consider are:

· Business value or sensitivity of the information asset;

· Impact of the organizational and technological changes on the administration of security;

· Technologies that are available to meet the security objectives;

· Requirements of legislation and industry norms; and

· Requirements to carefully mange advanced security techniques. 


(iv)
Cost Effectiveness:  Different levels of security may be required to address the risks to information.  Security levels and associated costs must be compatible with the value of the information.


Issues to consider include:

· Value to and dependence of the organisation on particular information assets;

· Value of the data or information itself, based on a pre-defined level of confidentiality or sensitivity;

· Threats to the information, including the severity and probability of such threats;

· Safeguards that will minimize or eliminate the threats, including the cots of implementing the safeguards;

· Costs and benefits of incremental increases to the level of security;

· Safeguards that will provide an optimum balance between the harm arising from a security breach and the costs associated with the safeguards; and

· Where available and appropriate, the benefit of adopting established minimum security safeguards as a cost-effective alternative to balancing costs and risks.


(v)
Integration:  The information security policies, procedures and practices must be coordinated and integrated with other policies and procedures of the organisation as well as third parties associated with the business processes of the organisation so that a coherent and effective security system is evolved.  This requires that all levels of the information cycle-gathering, recording, processing, storing, sharing, transmitting, retrieving, and deleting-are covered.



Issues to be considered are:

· Security policy and management included as an integral part of the overall management of the organization;

· Concurrent development of security systems with information systems or, at least, harmonization of all security processes to provide a consistent security framework;

· Review of inter-related systems to ensure that the level of security is compatible; and



· Risks relating to third parties on whom the organization’s business processes depend. 


(vi)
Reassessment / Audit:  The information Security is not just a one-time effort, it is an unending journey.  Hence, it should be reassessed / audited periodically as the information system and its security requirements keep on varying over time.



Issues to be considered are:

· Increase in dependence on the information systems requiring an upgrade to the business continuity plans and arrangements;

· Changes to the information systems and their infrastructure;

· New threats to the information systems requiring better safeguards;

· Emerging security technologies providing more cost effective safeguards than were possible earlier; and

· Different business focus, or organizational structure, or legislation necessitating a change in the existing level of security.


(vii)
Timeliness:  The information security procedures, so evolved and implemented must ensure the timely response to the real or attempted breach.  Automated tools must be deployed to support real-time and after-the-fact monitoring.


(viii)
Ethical Factors:  Information and its security must be provided and used in a manner respecting the rights and interests of others.  In other words, the level of security must be consistent with the use and flow of information, a hallmark of a democratic society.  The following must be promoted amongst the users:

· Ethical use and / or disclosure of data and information.

· Fair presentation of data and information to users.

· Secure destruction of data or information, sensitive but not required any longer. 



           

(b)
A decision support system (DSS) is defined as a system that provides tools to managers to assist them in solving semistructured and unstructured problems in their own way.  A DSS is not intended to make decisions for managers, but rather to provide managers with a set of capabilities that enables them to generate the information required by them in making decisions.  The DSS are characterised by following three properties: 


(i)
Semi-structured / Unstructured decisions – Structured decisions are those that are easily made from a given set of inputs.  Unstructured decisions and semi-structured decisions are decisions for which information obtained from a computer system is only a portion of the total knowledge needed to make the decision.  The DSS is particularly well adapted to help with semi-structured / unstructured decisions.  In DSS, the problem is first defined and formulated.  It is then modelled with DSS software.  The model is run on the computer to provide results.  The modeller, in reviewing these results, might decide to completely reformulate the problem, refine the model, or use the model to obtain other results. 


(ii)
Ability to adapt to changing need – Semi-structured / unstructured decisions often do not conform to a predefined set of decisions-making rules.  Because of this, their decision support system must provide for enough flexibility to enable users to model their own information needs.  The DSS designer understands that managers usually do not know in advance what information they need and, even if they do, those information needs keep changing constantly.  Thus, rather than locking the system into rigid information producing requirements, capabilities and tools are provided by DSS to enable users to meet their own output needs.


(iii)
Ease of Learning and Use - Since decision support systems are often built and operated by users rather than by computer professionals, the tools that company possesses should be relatively easy to learn and use.  Such software tools employ user-oriented interfaces such as grid, graphics, non-procedural 4GL and easily read documentation.  These interfaces make it easier for user to conceptualise and perform the decision making process.    

(c)
Pre-requisites of an MIS – The following are pre-requisites of an effective MIS:

(i)
Database – It is a superfile which consolidates data records formerly stored in many data files.  The data in database is organised in such a way that access to the data is improved and redundancy is reduced.  Normally, the database is subdivided into major information sub-sets needed to run.  The database should be user-oriented, capable of being used as a common data source, available to authorized persons only and should be controlled by a separate authority such as DBMS.  Such a database is capable of meeting information requirements of its executives, which is necessary for planning, organising and controlling the operations of the business. 

(ii)
Qualified System and Management Staff - MIS should be manned by qualified officers.  These officers who are experts in the field should understand clearly the views of their fellow officers.  The organizational management base should comprise of two categories of officers (i) System and Computer experts and (ii) Management experts.  Management experts should clearly understand the concepts and operations of a computer.  Their whole hearted support and cooperation will help in making MIS an effective one.

(iii)
Support of Top Management -  An MIS becomes effective only if it receives the full support of top management.  To gain the support of top management, the officer should place before them all the supporting facts and state clearly the benefits which will accrue from it to the concern.  This step will certainly enlighten the management and will change their attitude towards MIS.

(iv)
Control and Maintenance of MIS – Control of the MIS means the operation of the system as it was designed to operate.  Sometimes users develop their own procedures or shortcut methods to use the system, which reduces its effectiveness. To check such habits of users, the management at each level in the organisation should device checks for the information system control.

Maintenance is closely related to control.  There are times when the need for improvements to the system will be discovered.  Formal methods for changing and documenting changes must be provided.

(v)
Evaluation of MIS – An effective MIS should be capable of meeting the information requirements of its executives in future as well.  The capability can be maintained by evaluating the MIS and taking appropriate timely action.  The evaluation of MIS should take into account the following points:

· Examining the flexibility to cope with future requirements ;

· Ascertaining the view of the users and designers about the capabilities and deficiencies of the system ;

· Guiding the appropriate authority about the steps to be taken to maintain effectiveness of MIS. 

Question 3

(a)
What are the factors considered to design the ideal layout of a printed output? 








         (10 marks)

(b)
What is Vendor evaluation?  Define the process for the same.

         (10 marks)
Answer

(a)
A printed output format is nothing but the arrangement of data items.  While designing the printed output, the systems analyst builds the mock of actual report or document as planned to appear during actual operation.  It should display the location, position of all information such as item details as well as summaries, control breaks with headings, names, addresses, instructions notes and  comments etc.  To start the designing, one has to determine the data items to be included in the output.  The systems analyst can use layout screens, with a CASE Tools to design the report besides the manual process.








There are few guidelines to design the output, which should be followed while preparing the layout form.  It will make the job much easier for the analyst, and also ensure that users will receive an understandable report.  Some of these guidelines are as stated below:

1.
Reports and documents should be so designed that it is to be read from left to right and top to bottom.

2.
It should be easiest to find the most important items/highlights of the report.

3.
Each page of the report should include the title and heading of the report along with the page no., date of report generation and column headings.  The title should be descriptive but yet concise.  Each page should be numbered.  Date of generation helps the users in determining the utility of the report at the time of reference and makes the complete review process a very effective one.  Column headings serve to orient the user to the report contents.

4.
Each data item should have a heading, a very short and descriptive.  Similar items should be grouped together on the report with the description printed only once at the change or in case it spills over to the next page.

5.
Control breaks should be used in the report for better readability.  They should be clearly separated from rest of data with additional lines.  In order to draw the attention of the user, either the boxes or bold letters or both should be used at control breaks.  One can use special characters also to highlight the control breaks.  This makes it easier to find critical information.

6.
There should be sufficient margin at left and right as well as at top and bottom for better concentration of the user.  It also helps in getting the report bound for permanent records storage without any information being hidden in binding.

7.
The detail line for variable data should be defined by indicating whether each space is to be used for an alphabetic, special or numeric character.
8.
Finally the mock reports should be thoroughly reviewed by the users and programmers for feasibility, readability, usefulness, understandability as well as aesthetic appeal.  This not only helps in generating the quality reports but also saves significant development efforts, which go into re-development of modified reports later.
        

(b)
Once the proposals are received from various vendors for the system, it is the responsibility of the IT Incharge or the committee to select the best product relevant to the requirements/needs of the organization.  It is a very tedious and time consuming process and needs a very professional approach in order to safeguard the interests of the organization.  The vendors would be offering various types of variations, configurations and options.  In order to facilitate the process, following are the factors contributing to evaluation and validation process of vendors’ proposals: 


(i)
Performance Rating of the proposed system in relation to its cost:  It is imperative that besides fulfilling the information needs of the organization, the system should also have the capability to process the data within the stipulated time frame as determined by the users.  There are quite a few measures of performance such as speed of processing, response time, number of users supported, system configuration etc.  One can use the benchmark tests to study the operating efficiency of the system.  In this approach, the vendors are provided with the sample data and the task is performed by each vendor.  Subsequently representatives of the organization examine the outputs for accuracy, consistency as well as processing efficiency.

(ii)
Cost Benefits of the Proposed system: In this process, the cost benefit analysis is performed in relation to the performance benefits against the Total Cost of Operations (TCO).  The accountant should also examine the various options of financing (Purchase or Leasing etc.) in detail.  Based on this realistic Cost Benefit Analysis, the decision is taken.

(iii)
Maintainability of the Proposed system: It refers to the flexibility and customization scope inbuilt in the proposed system for effective use in the organization.  For example, whether the changes occurring due to the federal tax laws and statutory legal requirements can be incorporated in the package easily or not.  The maintenance cost of large systems like ERP packages is very high, some times manifolds of the initial purchase cost.  Considerable emphasis should be given on this dimension and must be incorporated in validation process.

(iv)
Compatibility with Existing Systems: The proposed system has to be operated in integration with other existing systems in the organization so that it forms a part of the Integrated Enterprise System.  Moreover, it also has to be compatible with the existing hardware and other computing environment like operating system, application software, procedural concerns etc.

(v)
Vendor Support: Another important aspect in validation is the vendor support.  In order to implement any application, training, help in implementation and testing, assistance in maintenance and back-up systems are very significant in measuring the vendor support.  The availability of “business-hours-only” support versus “round-the-clock” support is yet another important consideration.



Other factors worth considering are:

1.
Vendor’s past performance in terms of commitment;

2.
Availability, quality and cost of:

· Systems Analysts and Programmers for development and customization;

· Maintenance;

· Support in terms of development, programming and hardware installation during conversion period;

· Training to familiarise the employees with the operating characteristics of the new system.

· Computer facility for emergency back-up purpose;

· Support offices proximity for call response time;

· Availability of wide selection of hardware; and

· Choice of systems software.


Question 4

(a)
A Company is planning to introduce a new range of products.  The top management is advised to get developed a marketing information system which can enhance the decisional capacities in various marketing activities.  You being in-charge of this project suggest what information sub-systems are required to be developed.
         (10 marks)

(b)
Describe any five functional areas of a system which needs to be analysed by system analyst for detailed investigation of the present system.

           (5 marks)

(c)
Describe various access control methods used for safety of the database.         (5 marks)

Answer



(a)
Marketing Information System -  It is aimed at supporting the decision making, reporting and transaction processing requirements of marketing and sales management.  It consists of following inter-related information sub-systems to enhance the decision-making capacities in various marketing activities:

1.
Sales -  The objective of the sales manager is to coordinate the sales effort so that the long-term profitability of the company is maximized.  Decisions are required in the area of adequate stocks, effective distribution channels, effective motivation of sales personnel, promotion of more profitable products or product lines and good customer relations. Information required for analysis and support of sales is as stated below:

(a) 
Sales Support – Sales support information system provides information to sales personnel about the following:



(i)
Product descriptions and performance specifications



(ii)
Product prices;



(iii)
Quantity discounts,



(iv)
Sales incentives for salespersons



(v)
Sales promotions;



(vi)
Strengths and weaknesses of competitor’s product;



(vii)
Products’ inventory levels.



(viii)
The histories of customers’ relations with the company.



(ix)
Sales policies and procedures established by the company



(x)
Buying habits of customers 

(b)
Sales analysis – The sales analysis is a major activity in most companies involved in sales.  Its purpose is to provide information for analysis of

(i)
Product sales trends;

(ii)
Product profitability on the product-by-product basis;

(iii)
The performance of each sales region and sales branch;

(iv)
The performance of respective sales persons.


Information for sales analysis is derived primarily from the sales order entry system; the majority of information from actual sales transactions and is contained on sales invoice.  It includes information on product type, product quality, price, customer identity and type, sales region and salesperson etc.

2.
Market Research and Intelligence –The objective of marketing research is to investigate problems confronting the other managers in the marketing function.  These problems may involve sales, product development, advertising and promotion, customer service, or general marketing management needs.  To satisfy these decision-making and reporting requirements, the market research department must either periodically or upon demand gather information from a wide variety of sources.  The investigations undertaken by market research helps in satisfaction of following informational needs of managers: 

(i)
Information about the economy and economic trends and the probable impact of these trends on demand for the product.

(ii)
Information about the past sales; and sales trends for the entire industry;

(iii)
Information about potential new markets for product;

(iv)
Information about competitors, its product, strength, weaknesses, new product plans, strategies and so on.

The decision-maker can use the information provided by marketing research in a number of ways for decision making process.

3.
Advertising and Promotions - The promotion and advertising development devotes its attention to planning and executing advertising campaign and to carry out various product promotions.  This includes:

(i)
Promotion through limited budget;

(ii)
Allocating resources in most effective manner

(iii)
Analysing an array of information, sales people, locations, products, styles, sizes etc.;

(iv)
Storing information that can be combined with past experiences of managers ;

(v)
Establishing a body of knowledge on the response of market for each of the several types of promotional activities such as coupons, contests, trade show;

(vi)
Continuously refreshing and modifying the information base in accordance with rapid changing environment.

4.
Product Development and Planning – Product development involves analysing a possible opportunity for a new product and evaluating preferred specifications and probable market success.  Often the market research activity initially perceives the opportunity and passes along information about it to the new product development group.
Alternatively, 

· Sales persons may be aware of their need for a new product;

· Customer call reports may help elicit information about new product needed which may encourage sales persons to think about new product possibilities.

· Sales analysis system indicates the most desirable characteristics for the new product;

· Market researchers gather information about the size and structure of the market place for the product.

The product development department uses all these information to develop specifications for a new product.  Product planning system provides marketing management with packaging, promotion, pricing and style recommendations throughout the life of product. 

5.
Product Pricing System – Product pricing is a complex managerial activity that is affected by product cost, customer demand, market psychology, competitors, prices and various actions taken by competitors.  Prices may be determined on a full cost or marginal cost basis which is usually seen as the starting point in setting prices.  Pricing information system almost always utilizes information about product cost.  Past sales profitability information is useful to help in determining how much prices should be adjusted for changes in cost to ensure that margins are maintained.

6.
Customer Service – The objective of marketing department is to satisfy customers with product and customer service.  To achieve these objectives, management provides customers with technical assistance and product maintenance.  Decisions are required in the area of training of service personnel, capabilities of equipment and location facilities to serve customers and assist in the dissemination of technical information to the customers.  These decisions must be congruent with the marketing management strategy regarding customer satisfaction and service.   
(b)
Analysis of the Present System - Detailed investigation of the present system involves collecting, organizing and evaluating facts about the system and the environment in which it operates.  Survey of existing methods, procedures, data flow, outputs, files, input and internal controls should be intensive in order to fully understand the present system and its related problems.  There are several functional areas, which should be studied in depth. We have discussed below five major functional areas:

(i)
Analyse Inputs – Source documents are used to capture the originating data for any type of the system.  The system analyst should be aware of the various sources from where the data are initially captured.  He must keep in view the fact that outputs for one area may serve as an input for another area.  He must understand the nature of each form, what is contained in it, who prepared it, from where the form is initiated, where it is completed, the distribution of the form and other similar considerations to determine how these inputs fit into the framework of the present system.

(ii)
Review data files – The analyst should investigate the data files maintained by each department noting their number and size, where they are located, who uses them and the number of times per given time interval these are used.  This information may be contained in the system and procedures manuals.  He should also review all online and off-line files which are maintained in the organisation as it will reveal information about data that are not contained in any output.  The related cost of retrieving and processing the data is another important feature to be considered by the system analyst.

(iii)
Review methods, procedures and data communication – Methods and procedures transforms input data into useful output.  A procedure review is an intensive survey of the methods by which each job is accomplished, the equipment utilized and the actual location of the operations.  Its basic objective is to eliminate unnecessary tasks or to perceive improvement opportunities in the present information system.  The analyst must review the types of data communication equipments including data interface, data link, modems, dial-up and leased lines and multiplexers.  He must understand how the data communication network is used in the present system so as to identify the need to revamp the network when the new system is installed.

(iv)
Analyse Outputs - The outputs or reports should be scrutinized carefully by the system analyst in order to determine how well they will meet the organisation’s need.  The analyst must understand what information is needed and why, who needs it and when and where it is needed.  Additional questions concerning the sequence of the data, how often the form reporting it is used, how long it is kept on file etc. must be investigated.  Often many reports are a carry-over from earlier days and have little relevance to current operations.  Attempts should be made to eliminate all such reports in the new systems.

(v)
Review internal controls - A detailed investigation of the present information system is not complete until internal controls are reviewed.  Locating the control points helps the analyst to visualize the essential parts and framework of a system.  An examination of internal controls may indicate weaknesses that should be removed in the new system.  The adoption of advanced methods, procedures and equipments might allow much greater control over the data.

(c)
Access  Control Methods: In data base environment, access control risks include corruption, theft, misuse and destruction of data. These originate from both unauthorised intruders and authorised users who exceed their access privileges. Several data base access control features are discussed below:


(i)
User View – The user view or sub-scheme is a subset of the total database that defines the user’s data domain and provides access to the database.  Though the DBA has primary responsibility for user view design, he works closely with users and system designer in this task.  Access privileges to the data, as defined in their view, should commensurate with the user’s legitimate needs.  User view can restrict user access to a limited set of data, they do not define task privileges such a read, delete or write.  Often several users may share a single user view but have different authority levels.


(ii)
Database Authorization Table - The database authorisation table contains rules that limit the actions a user can take.  Each user is granted certain privileges that are coded in the authority table, which is used to verify the user’s action requests.


(iii)
User-defined Procedures - A user defined procedure allows the user to create a personal security program or routine to provide more positive user identification than a single password can.  For example, the security procedure asks a series of personal questions, which only the legitimate user is likely to know.


(iv)
Data Encryption - Many database systems use encryption procedures to pocket highly sensitive data, such as product formula, personnel pay rates, password files and certain financial data.  Data encryption uses an algorithm to scramble selected data, thus making it unreadable to an intruder browsing the database.  In addition to protecting stored data, encryption is used for protecting data that are transmitted across networks. 


(v)
Biometric Devices - Biometric devices measure various personal characteristics such as fingerprints, voiceprints, retina prints or signature characteristics.  These user characteristics are digitised and stored permanently in a database security file or on an identification card that the user carries.  When an individual attempts to access the database, a special scanning device captures his or her biometric characteristics, which are compared with the profile data stored internally or on the ID Card.  If the data do not match, access is denied.

Question 5

(a)
What do you understand by disaster recovery plan ?  Discuss its various components.









       ( 10 marks )

(b)
Explain different activities involved in conversion from manual system to computerized system.







         ( 5 marks )

(c)
Discuss the desired characteristics of a good coding system. 

        ( 5 marks )

Answer





(a)
Disaster Recovery Plan - The term disaster recovery describes the contingency measures that organisations have adopted at key computing sites to recover from or to prevent any monumentally bad event or disaster.  A disaster may result from natural causes such as fire, flood or earthquake etc.  or from other sources such as a violent takeover, wilful or accidental destruction of equipment or any other act of such catastrophic proportion that the organisation could be ruined.  The primary objective of a disaster recovery plan is to assure the management that normalcy would be restored in a set time after any disaster occurs, thereby minimising losses to the organisation.




Although each organisation would have its own tailored disaster recovery plan, the general components of the plan are as follows: 

(1)
Emergency Plan - It outlines the actions to be undertaken immediately after a disaster occurs.  It identifies the personnel to be notified immediately.  It provides guidelines on shutting down equipment, termination of power supply, removal of storage files, and removable discs.  It sets out evacuation procedures.  It also provides return procedures as soon as the primary facility is ready for operation like backing up data files at off-site, deleting data from disk drives at third party site, relocation of proper versions of backup files etc.

(2)
Recovery Plan – This part of disaster recovery plan sets out how the full capabilities will be restored.  The following steps may be carried out under this plan:

(i)
Inventory of hardware, application systems, system software, documentation etc. must be taken. 

(ii)
Criticality of application systems to the organisation and the importance of their loss must be evaluated.   An indication must be given of the efforts and cost involved in restoring the various application systems.

(iii)
An application systems hierarchy must be spelt out.  This would be used when the management decides to accept a degraded mode of operation.

(iv)
Selection of a disaster recovery site must be made. A reciprocal agreement with another organisation having compatible hardware and software could be made.


(v)
Formal backup arrangement should be made.  This should cover the periodical exchange of information between the two sites regarding changes to hardware / software, the time and duration of system availability. 

(3)
Backup Plan -  Organisation no matter how physically secure, their systems are always vulnerable to the disaster.  Therefore, an effective safeguard is to have a backup of anything that could be destroyed, be it hardware or software.  As far as software is concerned, it is necessary to make copies of important programs, data files, operating system and test programs etc. in order to get back into operation before the company can suffer an intolerable loss.  Often, the originals are stored at a site that is physically distant from the actual site and where duplicate copies are used for processing.  The backup copies must be kept in a place, which is not susceptible to the same hazards as the originals.

(4)
Test Plan – Test Plan looks after the testing of DRP and analysis of the result.  It identifies deficiencies in the emergency, backup or recovery plan.  It contains procedures for conducting DRP testing like:

(i)
Paper Walkthrough - It involves critical personnel in the plan’s execution, reasoning out what might happen in the event of different disasters.

(ii)
Localised Tests - It simulates system crash.  This test is performed on different aspects of DRP.

(iii)
Full operational test - It is nearer to disaster conditions.  Paper walkthrough and localised test should have been conducted before completely shutting down the operation to simulate disasters.  

(b)
Activities involved in conversion:  Conversion includes all those activities, which must be completed to successfully convert from the pervious system to the new information system.  Fundamentally these activities can be classified as follows:


(i)
Procedure Conversion - Operating procedures, for both computer operations and functional area operations, should be completely documented for the new system. Operating procedures must be clearly spelt out for personnel in the functional areas undergoing changes.  Information on input, data files, methods, procedures, outputs and internal controls must be presented in clear, concise and understandable terms for the average reader.  Qualified system personnel should provide training in the conversion areas to communicate and coordinate new development.


(ii)
File Conversion - Because large files of information must be converted from one medium to another, this phase should be started long before programming and testing are completed.  Present manual files are likely to be inaccurate and incomplete where deviations from the accepted formats are common.  If the existing system is operating on a computer but of different configuration, the formats of the present computer files are generally unacceptable for the new system.  Data from floppy discs, magnetic tapes and comparable media will have to be placed on magnetic disc to construct an on-line common database. 



File conversion programs must be thoroughly tested.  Adequate controls should be implemented for output of conversion program.  


(iii)
System Conversion - After online and off-line files have been converted and the reliability of the new system has been confirmed for a functional area, daily processing can be shifted from the existing information system to the new one.  A cut-off point is established so that database and other data requirements can be updated to the cut-off point.  Consideration should be given to operating the old system for some more time to permit checking and balancing the total results of both systems.  All differences must be reconciled.  If necessary, appropriate changes are made to the new system and its programs. The old system can be dropped as soon as the data processing group is satisfied with the new system’s performance.


(iv)
Scheduling personnel and equipments – Scheduling data processing operations of a new information system and the new equipment is very necessary. Schedule should be set up by the system manager in conjunction with departmental managers of operational units serviced by the equipment.  The master schedule for next month should provide sufficient computer time to handle all required processing.  Daily schedule should be prepared in accordance with the master schedule and should include time necessary for reruns, program testing, special non-recurring reports and other necessary runs.  Just as the equipment must be scheduled for its maximum utilisation, so must be personnel who operate the equipment. 


(v)
Alternative Plans in case of equipment failure – Alternative processing plans must be implemented in case of equipment failure.  Priorities must be given to those jobs which are critical to an organisation such as billing, payroll and inventory.  Critical jobs can be performed manually until the equipment is set right.  Documentation of alternative plans stating explicitly what the jobs are, how they are to be handled in case of equipment failure, where compatible equipment is located, who will be responsible for each area during downtime and what dead-lines must be met during the emergency.      

(c)
Characteristics of a Good Coding Scheme

(i)
Individuality – The code must identify each object in a set uniquely and with absolute precision.  To use one code number for several objects in a set would obviously cause a great deal of confusion.  The code should be universally used over the entire organisation.

(ii)
Space - As far as possible code number must be much briefer than description.

(iii)
Convenience - The format of code number should facilitate their use by people.  This implies that code number should be short and simple and consist of digits and or upper case alphabets.  It is better to avoid use of special symbols.

(iv)
Expandability – As far as possible, growth in the number of objects in a set should be provided for.  Therefore, whilst introducing the scheme, longer number of digits/number than necessary at present may be adopted as the code length.  Related items must use similar number. 

(v)
Suggestiveness - The logic of the coding scheme should be readily understandable.  Also, the letter or number should be suggestive of the item characteristics.  But this should not be carried too far in lengthening the code since it would defeat the purpose of brevity.  

(vi)
Permanence – Changing circumstances should not invalidate the scheme or invalidation in future should be kept to minimal.

Question 6

(a)
What are the characteristics and features of an ERP ? 


          ( 5 marks)

(b)
List any five ERP Vendors and briefly describe the ERP packages offered by them.






( 5 marks)

(c)
What are called Work benches ?  Describe the various tools used in programming work bench.







         (10 marks)

Answer

(a)
An ERP (Enterprise Resource Planning) system is not only the integration of various functional systems / processes in the organization, but has few more characteristics as stated below to qualify as a full-fledged ERP solution: 


(i) 
Flexibility: An ERP system is flexible enough to respond fast to the changing needs of the organization. The Client Server technology enables ERP to run across various databases at the back-end using Open Data Base Connectivity.


(ii) 
Modular and Open: ERP system has the open architecture i.e. any modules can be interfaced or detached without affecting the use of rest of the modules. It should support multiple hardware platforms as well as third party add-on solutions.


(iii) 
Comprehensive:  It supports various organizational functions and is suitable for wide range of business organizations.


(iv) 
Beyond the company:  It is not confined to the organizational boundaries rather it is extended to the external business entities connected to the organization with online connectivity.



(v) 
Best Business Practice:  It has inbuilt best business practices applicable worldwide and imposes its own strategies and logics over existing culture and processes of the organization.

Some of the major features of an ERP are:

· It provides multi-platform, multi-facility, multi-mode of manufacturing, multi-currency and multi-lingual facilities.

· It supports strategic and business planning activities, operational planning and execution activities, material and resource planning.

· It has end-to-end Supply Chain Management to optimize the overall demand and supply.

· It facilitates integrated Information Systems covering all functional areas like manufacturing, procurement, sales and distribution, payables, receivables, human resources, inventory and finance etc.

· It enhances customer services through increased efficiency in core activities thus augmenting the corporate image.

· It bridges the information gap across organization.

· ERP is the solution for better project management.

· It allows introduction of latest technologies like Electronic Funds Transfer, Electronic Data Interchange, Internet, Intranet, E-commerce etc.

· It eliminates business problems like material shortages, productivity, customer service, cash management, quality and prompt delivery; and

· It provides intelligent business tools like Decision Support System, Executive Information System, Data Mining etc.


(b) 
There are quite a few ERP packages available in the market these days. Some of these are developed indigenously also. However, these indigenous packages may not be able to compete with the global ERP packages in terms of functionality and coverage of business segments and scale. Some of the global packages along with the vendors are listed below:

Baan (The Baan Company): Initially developed for an aircraft company ,it was subsequently launched as a generalized package in 1994. It offers sound technology and coverage of broad functional scope.

Business Planning and Control System (BPCS): It targets only manufacturing companies. It offers strong functionality for discrete and Kanban manufacturing. However, it lags in process oriented implementation tools and workflow.

Mapics XA (Marcam Corporation): It is viewed by many as a legacy application.

MFG/Pro (QAD): Strong in repetitive manufacturing, originally designed to meet MRPII standards, it offers reliable manufacturing functionality and straight forward implementation.

Oracle Applications (Oracle): It gives Internet-enabled, network-centric computing. It also offers database, tools, implementation, applications and UNIX operating systems under one stop-shop umbrella. It is currently running on wide choice of hardware.

R/3 (SAP): It is a market leader with excellent philosophy of matching business processes with its modules. It covers almost all business segments.

Systems 21 (JBA) :  Its software license revenues are small compared to other major ERP vendors.  It offers a rugged, reliable manufacturing solution.  


  
(c)
CASE Work Benches -  CASE work benches are used to support process phases such as specification, design etc.  They consist of sets of tools with variable degree of integration.  There are many types of work benches to support most software process activities, for example, software development work benches, cross development work benches, configuration management, documentation and project management work benches.


The programming work bench is made up of a set of tools to support the process of program development.  Some of these tools, which are part of a programming workbench, are:







(i)
Language Compiler – It translates host programs to object code.  As part of a translation process, an abstract syntax tree and a symbol table is created.


(ii)
Structured editor – It incorporates embedded programming language knowledge and edits the syntax representation of the program in the AST rather than its source code text.


(iii)
 Linker – It is used to link the object code programme with components, which have already been compiled.


(iv)
Loader – It loads the executable program into the computer memory prior to execution.


(v)
Cross-referencer – It produces a cross-reference listing showing where all program names are declared and used.


(vi)
Pretty Printer – It scans the AST and prints the source program according to embedded formatting rules.


(vii)
Static Analyser -  It analyses the source code to discover anomalies such as uninitialized variables, unreachable code, uncalled functions and procedures.


(viii)
Dynamic Analyser – It produces a source code listing annotated with the number of times each statement was executed when the program was run.  It may also generate information on program branches and loops and statistics of processor usage. 


(ix)
Interactive debugger – It allows the user to control the execution sequence and view the program state as execution progresses.

A typical programming work bench is shown below:
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Question 7

Write short notes on the following:

(a)
Transaction logs

(b)
Data dictionary

(c)
Client-server model

(d)
Disc Imaging and Analysis Technique. 



(4x5 = 20 marks)

Answer

(a)
Transaction Logs – Every transaction successfully processed by the system should be recorded on transaction log, which serves as a journal.  There are two reasons for creating a transaction log.  First, the transaction log is a permanent record of transactions.  The validated transaction file produced at the data input phase is usually a temporary file.  Once processed, the records on this file are erased to make room for the next batch of transactions.  Second, not all the records in the validated transaction file may be successfully processed. Some of these records may fail tests in the subsequent processing stages.  A transaction log should contain only successful transactions i.e. those that have changed account balances.  Unsuccessful transactions should be placed in an error file.  The transaction log and error files combined should account for all the transactions in the batch file.  The validated transaction file may then be scratched with no loss of data. 








(b)
Data Dictionary – A data dictionary is a computer file that contains descriptive information about the data items in the files of an information system.  Thus, it is a computer file about data.  Each computer record of a data dictionary contains information about a single data item used in the system.  This information may include:


(i)
Codes describing the data item’s length, data type and range.


(ii)
Identification of the source documents used to create the data item.


(iii)
Names of the computer files that store the data item.

(iv)
Names of the computer programs that modify the data item.


(v)
The identity of the computer programs or individuals permitted to access the data item for the purpose of file maintenance, upkeep or inquiry.


(vi)
The identity of the computer programs or individuals not permitted to access the data item.


A data dictionary has a variety of uses as stated below:

· Programmers and system analysts can use it as a documentation aid.

· It can help accountants and auditors to establish an audit trail.

· It can be used to plan the flow of transaction data through the system. 

· It can serve as an important aid to document internal control procedures.



(c)
Client-Server Model - It refers to computing technologies in which the hardware and software components are distributed across a network.  Client-server (c/s) technology intelligently divides the processing work between the server and the workstation.  The server handles all the global tasks while the workstation handles all the local tasks.  The server only sends those records to the workstation that are needed to satisfy the information request.  Network traffic is significantly reduced.  The result of this system is that it is fast, secure, reliable, efficient, inexpensive and easy-to-use. 


Client-server technology model has following characteristics:


(i)
The client and server portion can operate on separate platform.


(ii)
Client/server platform can be upgraded independently.


(iii)
The server is able to serve multiple clients concurrently.


(iv)
A significant portion of the application logic resides at the client end.


(v)
Action is usually initiated at the client end, not the server end.


(vi)
A user-friendly GUI resides at the client end. A structured query language capability is offered by majority of client/server systems.


(vii)
The database server provides data protection and security.      

(d)
Disc Imaging and Analysis Technique – It enables the fraud investigator to discover evidence of transactions that the fraudster thought were inaccessible or had been destroyed.  It works in the following stages:

(i)
Using specialist hardware/software without the suspect necessarily being alerted.  An exact copy of the computer hard disc is taken leaving the original completely intact and leaving no trace of the copying process.  This preserves the integrity of the hard disc and confidentiality of the investigation.  The image is written directly to an optical disc, which can be copied onto a CD ROM for investigative purpose.

(ii)
The image copy of disc is processed and areas of storage containing partially overwritten files and files which have been marked as deleted but not overwritten are recorded.  At the time the image is taken, it is probable that there will be a number of deleted files or file fragments that have not been overwritten and are therefore available to investigator.

(iii)
The final stage is the analysis of the processed image.  This is done by search software, which can be programmed to find references to suspect transactions.  The search is across all the contents of disc.  Information can be recovered from investigation of free space, lost chains, slack space, deleted files, temporary Internet files etc.
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