1Business Process Management & IT
1.1 Introduction
It provides details of how BPM implementation is done in a structured manner through different phases of a BPM life cycle
1.2 Business Process Management
The objective of Business Process Management (BPM) is to evaluate the efficacy and usefulness of business processes for reducing costs and ensure value creation.
process-supporting technologies such as workflow management, process analysis and automation suites, and service enabled systems.
♦ Six Sigma is a set of strategies, techniques, and tools for process improvement. It seeks
to improve the quality of process outputs by identifying and removing the causes of
defects and minimizing variability in manufacturing and business processes.
♦ Total quality management (TQM) is the organization-wide effort to install and make
permanent a climate in which it continuously improves its ability to deliver high-quality
products and services to customers.
1.2.1 What is a Process?
In the systems engineering arena, a process is a sequence of events that uses inputs to
produce outputs.
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1.2.2 Process Management
Process management is based on a view of an organization as a system of interlinked
processes which involves concerted efforts to map, improve and adhere to organizational
processes.
♦ The first task is to define it.
performance measures can be established.
describes the organizational setup that enables the standardization of and adherence to the process throughout the organization.


1.2.3 Business Process Management (BPM)
BPM may be defined as: “The achievement of an organization’s objectives through the
improvement, management and control of essential business processes”.
terms of the definition are explained below.
♦ Achievement: 
♦ Organization: 
♦ Objectives: 
♦ Improvement: 
♦ Management: 

1.2.4 BPM Principles and Practices
The primary objective of BPM is to improve products and services through structured
approach to performance improvement
1. BPM’s first principle is processes are assets that create value for customers. 
2. A managed process produces consistent value to customers and has the foundation for
the process to be improved. .
3. The third principle is continuous improvement of processes. 
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1.3 Overview of Business Processes and Process flow
A business process is a prescribed sequence of work steps performed in order to produce a
desired result for the organisation.

1.3.1 Accounting
Accounting or Book keeping cycle covers the business processes involved in recording and
processing accounting events of a company. It begins when a transaction or financial event
occurs and ends with its inclusion in the financial statements.
A typical life cycle of an accounting transaction may include the following transactions as
depicted in Fig. 1.3.1:
(a) Source Document: a document the capture data from transactions and events.
(b) Journal: transactions are recorded into journals from the source document.
(c) Ledger: entries are posted to the ledger from the journal.
(d) Trial Balance: unadjusted trial balance containing totals from all account heads is
prepared.
(e) Adjustments: appropriate adjustment entries are passed.
(f) Adjusted Trial balance: the trial balance is finalized post adjustments.
(g) Closing entries: appropriate entries are passed to transfer accounts to financial
statements.
(h) Financial statement: the accounts are organized into the financial statements.


1.3.2 Sales
Order to Cash (OTC or O2C) covers all the business processes relating to fulfilling customer
requests for goods or services.
The typical life cycle of a sales transaction which may include the following transactions are

1.10 Information Technology
(i) Customer Order: a purchase order received from a customer specifying the type,
quantity and agreed prices for products.
(ii) Recording: availability of the items is checked and customer order is booked.
(iii) Pick release: the items are moved from the warehouse to the staging area.
(iv) Shipping: the items are loaded onto the carrier for transport to the customer.
(v) Invoice: invoice of the transaction is generated and sent to the customer.
(vi) Receipt: money is received from the customer against the invoices.
(vii) Reconciliation: the bank reconciliation of all the receipts is performed.

1.3.3 Purchase
Procure to pay (purchase to pay or P2P) cycle covers all the business processes relating to
obtaining raw materials required for production of a product or for providing a service.
Typical life cycles of a purchase transaction which may include the following transactions are
depicted in Fig. 1.3.3.
(a) Purchase requisition: a document is prepared requesting the purchase department to
place an order with the vendor specifying the quantity and time frame.
(b) Request for quote: an invitation is sent to the vendors to join a bidding process for
specific products.
(c) Quotation: the vendors provide cost quotations for the supply of products.
(d) Purchase order: a commercial document is issued to the vendor specifying the type,
quantity and agreed prices for products.
(e) Receipts: the physical receipt of goods and invoices.
(f) Payments: the payments are made against the invoices.

1.4 Classification of Business Processes
Business processes are broadly classified into two categories. These are:
1. Organizational business processes and
2. Operational’ business processes.



Each of the levels of the business processes management are explained here.
A. At the highest level, the strategy of the company is specified, which describes its longterm
concepts to develop a sustainable competitive advantage in the market. 
B. At the second level, the business strategy is broken down to operational goals. These
goals can be organized, so that each goal can be divided into a set of sub-goals.
C. At the third level, ‘organizational’ business processes can be found. Organizational
business processes are high-level processes that are typically specified in textual form by their
inputs, their outputs, their expected results and their dependencies on other organizational
business processes.
Informal and semiformal techniques are used at these high levels.
While organizational business processes characterize coarse-grained business functionality,
typically there is multiple operational business processes required that contribute to one
organizational business process.

The structure of organization-level business process management

D. ‘Operational’ Business Processes are the basis for developing implemented business
processes. Implemented business processes contain information on the execution of the
process activities and the technical and organizational environment in which they will be
executed.

1.5 BPM Implementation
As the business process may cover different people working in different departments, the
organization should also consider allocating issues such as process owners, process
managers, and the method of measuring the effectiveness and efficiency of a business
process.
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1.5.2 Need for a BPM implementation
Thus BPM will be the mechanism to:
♦ Create the long-term future positioning of the business 
♦ Create short-term cost effectiveness 
♦ Initiate continuous improvement from the base of the current
♦ Introduce a knowledge of product and customer profitability;
♦ Re-engineer the business radically 
♦ Address the cultural barriers that prevent effective cross-functional 
♦ role for managers and empowered staff.

1.5.3 Automation of the functional units
The consumer is often confronted with poor customer service due to broken processes,
inefficient processes and manual processes – that is, the customer is often confronted with the
silos of the organization.

1.5.4 Challenges in implementing BPA
How can any organization cope with these increased demands in an environment where, at
the same time:
♦ The number of interfaces with the customers is growing (e.g. phone, fax, email, sms,
pda, etc.)
♦ The product, service and price options have increased the complexity of the business
♦ Most organizations have a whole suite of ‘build and buy’ systems and applications, often
each with its own data format
♦ Budgets are being cut.

one simple interface with the organization would be preferable:
♦ Marketing – what product or service do you have to offer?
♦ Sales – please treat me as one single client
♦ Delivery – please provide the product or service as quickly as possible.

1.5.5 BPM Technology
BPM technology can complement existing (and future) investments in applications. BPM provides an independent process layer, linking the various independent applications needed to execute a single end-to-end business process.
BPM = process and organization (including people) as well as technology

1.5.6 Value Chain Automation
It is defined as a chain of activities that a firm operating in a specific industry performs in order to deliver a valuable product or service for the market.
Six business functions of the value chain:
♦ Research and development
♦ Design of products, services, or processes
♦ Production
♦ Marketing and sales
♦ Distribution
♦ Customer service

Value Chain Analysis is a useful tool for working out how we can create the greatest possible
value for our customers.


1.5.7 Business Process Automation (BPA): Benefits & Risks
The key benefits and risks of BPA are given below:
Benefits
♦ Saving on costs: 
♦ Staying ahead in competition: 
♦ Fast service to customers: Risks
♦ Risk to jobs: 
♦ False sense of security: 

1.6 Accounting Systems Automation
An Accounting Information System which is known as AIS is defined as a system of collection,
storage and processing of financial and accounting data that is used by decision makers.

1.6.1 Basic Functions of an Accounting Information System (AIS)
(i) Collect and store data: Collect and store data about organization’s business activities
and transactions by capturing transaction data from source documents and posting data
from journals to ledgers.
(ii). Record transaction: Record transactions data into journals.
(iii) Safeguarding organisational assets: Provide adequate controls to ensure that data are
recorded and processed accurately by safeguarding organizational assets (data and
systems).

1.6.2 Processing Cycles of an Accounts BPM
Financing cycle, revenue cycle, expenditure cycle, human resource and the general ledger & reporting systems and the flow of data between them. These systems are discussed as follows:
(i) Financing Cycles: A transaction processing cycle combines one or more types of
transactions having related features or similar objectives.
(ii) Revenue Cycle: It includes transactions surrounding the recognition of revenue involving
accounts like Sales, Accounts Receivable, Inventory and General Ledger.

[image: ]

(iii) Expenditure Cycle: It includes transactions surrounding the recognition of expenditures
involving accounts like Purchases, Accounts Payable, Cash Disbursements, Inventory
and General Ledger.
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(vi) Data Processing Cycle: It may be noted, that all the above cycles of processing
involves data processing activities which has been updated and stored. The stored
information has details about the resources affected by the event and agents who
participated in the activity. If the process of updating of the data stored is periodic

The data files stored in the system typically include the following:
• Transaction file which is a collection of transaction input data - normally temporary in nature.
• Master file which is a collection of data that are of a more permanent or continuing interest.
• Reference (table) file contains data that are necessary to support data processing.

1.7 Impact of IT on BPM and Risks of failure of IT
Organizations that utilize BPM systems to accomplish IT enabled business process change, gain from the following capabilities:
♦ Closer business involvement in designing IT enabled business processes,
♦ Ability to integrate people and systems that participate in business processes,
♦ Ability to simulate business processes to design 
♦ Ability to monitor, control, and improve business processes in real time
♦ Ability to effect change on existing business processes 

1.7.1 Benefits of BPMS
BPMS, as a technology, can deliver endless benefits to any sized organization but more
importantly these benefits are unique to a company:
(a) Automating repetitive business processes
(b) BPMS works by 'loosely coupling' with a company's existing applications: 
(c) Operational Savings: 
(d) Reduction in the administration involved in Compliance and ISO Activities: 
(e) Freeing‐up of employee time:


1.7.2 Business Risks of failure of IT
Some of the other reasons for failure of BPMS include:
♦ Superficial or deficient executive involvement
♦ Deficient project management
♦ Breakdown in gap analysis
♦ Limited options for customization of the BPM software is required
♦ Not flexible enough 
♦ Failure to identify future business needs
♦ Inadequate assessment of the need for change management
♦ Persistent compatibility problems with the diverse legacy systems of the partners.
♦ Resources not available when desirable
♦ Software fails to meet business needs
♦ System may be over-engineered when compared to the actual requirements.
♦ Technological obsolescence.


1.7.3 Information as a Business Asset
1. For information to be used effectively - and therefore to maximize its strategic value - it must be available as a shared, easily accessible service within an organization by continuous updating the old database system. Information becomes an asset fro an organization.
2. useful, digital, accessible, relevant, accurate, trust-worthy, searchable, understandable, spatially enabled and shareable at the time when required. Information can be treated as valuable commodity if it can be used effectively.
3. Information that is accurate and encompassing will allow decision-makers to better an organization’s performance.
4. To achieve operational performance


1.8 Business Process Reengineering
Business processes need to be re-engineered so as enhance efficiencies or due to change in
the processing systems or mechanism. 
“BPR is the fundamental rethinking and radical redesign of processes to achieve dramatic improvement, in critical, contemporary measures of performance such as cost, quality, service and speed”

1.8.1 BPR Success factors
These factors are:
(i) Organization wide commitment: 
(ii) BPR team composition: 
(iii) Business needs analysis: 
(iv) Adequate IT infrastructure: 
(v) Effective change management: 
(vi) Ongoing continuous improvement:


1.9 Approaches to Mapping Systems
Process mapping is a visual description of the flow of activities in a process. It describes the
sequence of activities that make up a process, from its starting point to its end point
These are:
1. Entity Relationship Diagrams;
2. Data Flow Diagrams;
3. Systems Flow diagrams;
4. System outline charts; and
5. Decision Trees/Tables, etc.

1.9.1 Entity Relationship Diagrams
An Entity-Relationship (ER) diagram is a data modeling technique that creates a graphical
representation of the entities, and the relationships between entities, within an information
system.
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1.9.2 Data Flow Diagrams
Data flow diagram (DFD) is a graphical representation of the flow of data through an
information system. DFDs may be partitioned into levels that represent increasing information
flow and functional detail.
The four major DFD components are as follows:
(i) Entity: An entity is the source or destination of data.
(ii) Process: The process is the manipulation or work that transforms data, performing
computations, making decisions (logic flow),
(iii) Data Store: A data store is where a process stores data between processes for later
retrieval by that same process or another one.
(iv) Data Flow: Data flow is the movement of data between the entity, the process and the
data store. Data flow portrays the interface between the components of the DFD.

1.9.3 Systems Flow Diagrams
A system flowchart is a concrete, physical model that documents, in an easily visualized,
graphical form, the system’s discrete physical components (its programs, procedures, files,
reports, screens, etc.).
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	5. Introduction to Flowcharting



5.1 Programming Process
The set of detailed instructions which outline the data processing activities to be performed by
a computer is called a program
Computer-programming process may be sub-divided into six
Separate phases.
(i) Program analysis -
(ii) Program design-
(iii) Program Coding -
(iv) Program debugging -
(v) Program documentation-
(vi) Program maintenance -
5.2 Program Analysis-
Program analysis is an important step in computer programming in which the computer
Programmer seeks the answer to the question “What is the program supposed to do?” Thus,
First of all the programmer has to define the problem
5.3 Flowcharts
For many applications, a simple list of the steps that comprise an algorithm is sufficient for stating the problem in a clear and unambiguous manner
Thinking and accidental omissions of intermediate steps.
Flowcharts can be divided into 4 categories as below and as such they may be likened to the
Geographical map with regard to the extent of detail :
1. System outlines charts (Global map) These charts merely lists the inputs, files processed and outputs without regard to any sequence whatever.
2. System flowcharts (National map) It is designed to present an overview of the data flow through all parts of a data processing system.
3. Run flowcharts (State map) these are prepared from the system flowcharts and show the
Reference of computer operations to be performed. The chart expands the detail of each
compute box on the system flow chart showing input files and outputs relevant to each run and
The frequency of each run.
4. Program flowcharts (District Map)

5.3.1 Sales Order Processing system: A computer-based sales order processing system characterised by the following possibilities of integration :
1. Sales accounting and sales analysis are integrated with accounts receivable operation and records.
2. Credit functions can be integrated as far as possible into the overall flow of automated processing.
3. The sales application is closely related to inventory control processing.


5.3.2 Benefits of flowcharts:
The benefits of flowcharts are elucidated below :-
(i) Quicker grasp of relationships -
(ii) Effective Analysis -
(iii) Communication
(iv) Documentation -
(v) Efficient coding -
(vi) Orderly check out of problem
(vii) Efficient program maintenance -
5.3.3 Limitations of flowcharts
The limitations of flowcharts are as given below :
(i) Complex logic
(ii) Modification –

5.4 Program Flowcharts
The program flowcharts are the most detailed and are concerned with the logical/arithmetic
operations on data within the CPU and the flow of data between the CPU on the one hand and
the input/output peripherals on the other.

5.4.1 Logical/Arithmetic operations
1. Addition
2. Subtraction
3. Multiplication
4. Dividation
5. Transfers
6. Print
7. Comparision
8. Feed

5.5 Examples on Program Flow Charting
Numerous examples on program flowcharting follow.
1. Process of Programming: Set of instructions used in processing of data performed by
the computer is called program. The various phases of Computer Programming are-
1.1 Program analysis: Determines the Input, Output and Processing of data.
1.2 Program designing: Determines the function to be performed using flow chart and file layout.
1.3 Program coding: Conversion of logic of the program outlined in the flowchart which describes program statement or instruction by using rules concerning format and syntax.
1.4 Program debugging: A process of finding errors in program and ratifying them using diagnostic routine.
1.5 Program documentation: Includes Program specification, Program descriptions, Test data, Operational manual and finally, Maintenance documentation.
1.6 Program maintenance: Modification, Re-writing and restructuring of program, based on requirements of business data processing application subjected to the continued changes in near future.
2. Program Analysis
2.1 Algorithm: An effective method for solving a problem expressed as a finite sequence of instructions.
3. Flow Chart: A diagram that shows sequence of steps to solve a particular problem. It is a
logical flow of step which shows sequence of operations of a program by using symbols and
interconnecting lines.
3.1 Four types of Flowchart: System outlines chart, System flowchart, Run flow chart,
Program flowchart.
3.2 Benefits of Flowchart: Quicker grasp of relationships, Effective analysis,
Communication, Documentation, Efficient coding, Orderly check out of problem, Efficient
program maintenance.
3.3 Limitations of Flowcharts: Complex logic, Modification, Reproduction, Link between conditions and actions, Standardization, Loss of technical details, Lack of transformation between one level of design to another level of design.
4. Program Flowchart: Concerned with logical/arithmetic operations on data within CPU and the flow of data between the CPU and Input/output peripherals.
4.1 Arithmetical and logical operation: Addition, Subtraction, Multiplication, Division, Transfer, Comparison, Printing and Feed.
1.9.4 System Outline Charts
These charts merely list the inputs, files processed and outputs without regard to any sequence
whatever..
1.9.5 Decision Trees/Tables
A Decision Table also termed as an inference or logical tree or decision tree is a collection of
a basis (condition) and a conclusion (action). In its tree-like representation, the premises and
conclusions are shown as nodes, and the branches of the tree connect the premises and the
conclusions.
They provide unique capabilities to supplement, complement, and substitute for
♦ traditional statistical forms of analysis (such as multiple linear regression)
♦ a variety of data mining tools and techniques (such as neural networks)
♦ recently developed multidimensional forms of reporting and analysis found in the field of
business intelligence









2. Information Systems and IT Fundamentals


2.1 Introduction
Information Systems (IS) are the foundation for conducting business today. For many enterprises, existence without extensive use of information systems is inconceivable In the past, people could rely on manual processes to make decisions because they had limited amounts of information to process.
The business enterprises initially used IT for various data processing functions. Now, we see a
completely transformed working environment with IT playing a major role in almost all spheres of activities. We also need to understand various computing technologies and their components to truly
appreciate the working of Information Systems.Those enterprises that leverage IT for competitive advantage often differ from their competitors in two ways:
 They view IT as a strategic business enabler instead of viewing it as a cost component.
 They work to maximize the efficiency of their IT operations so that they can focus their resources to providing value and responding to rapidly changing business conditions. If we look at the reasons for the all-pervasive use of IT for business, they would be:  Communication Capabilities;  Data and Information Management; and  Automated Processes.

2.2.1 Communication Capabilities
IT provides resources to enterprises to communicate quickly and effectively. With these communication capabilities, enterprises can now integrate their business functions and segments spread across different geographical areas. Enterprises these days are equipped with email, video conferencing equipment and internal chat rooms which provide an efficient way to communicate and conduct business.
Over the years, a number of other communication tools have evolved, allowing staff to communicate using live chat systems, online meeting tools and video-conferencing systems. Voice Over Internet Protocol (VOIP) telephones and smart-phones offer even more high-tech ways for employees to communicate. Similarly WhatsApp Messenger is a cross-platform mobile messaging application which
allows us to exchange messages without having to pay for SMS.Recently many companies have started using a special kind of software, known as Teamware, Collaboration Software or Groupware. This software allows collective and collaborative working of teams from different geographical locations on an online and real-time basis.
2.2.2 Data and Information Management
The days of large file rooms, rows of filing cabinets and the mailing of documents are fast
fading away.
IT also enables Information Security, which is a broad term encompassing the protection of information from accidental or intentional misuse by persons inside or outside an enterprise. Authentications and passwords limit access to confidential information.
2.3 Importance of IT in Auditing
2.3.1 Auditing in IT Environment
Traditional methodology of audits had an audit trail which assisted the auditors in conducing
and documenting the audit. However, the distinction in concepts between a manual
environment and a computer based environment

Auditing in a computerized environment would depend on the scope and objective of audit.


The Audit Objectives
The objectives of Audit would vary depending on the type, purpose objective and scope of audit. 
·  Existence: 
·  Authorization: 
·  Valuation: 
·  Cutoff: 
·  Compliance: 
·  Operational: 
·  Participating in specifying and designing computer control and other features for systems to be installed;
·  Determining whether efficient use is made of the organization’s Computer resources; 
·  Determining whether Computer system used accomplishes the business objectives and goals.


Differences in audit procedures are given as follows:
·  Study Technical Aspects: 
·  Use Unique Techniques: 
·  Audit Software Usage: 

2.3.2 IT Risks and Issues
Regulations are making it mandatory for auditors to review the structure and systems of
governance and risk management which is embedded in IT in most enterprises.
A key challenge in implementing IT is:
“Higher the technology, Greater is the need for controls”. Hence, it becomes critical for
enterprises to implement IT not only with right security but also to create business value.
Technology risks are faced by enterprises that are heavily driven by and dependent on
technology, especially where the types of technology used are rare and keep changing. When
the technology used fails or becomes obsolete, the enterprise may not be able to continue
with its business. Some of the issues that these enterprises have to deal with are following:
· What type of process will the enterprise use to identify the business and technology risks
· What are the risks faced by the enterprise when it makes changes to a critical system 

2.3.3 Need for Controls in Information Systems
It has increased the ability to capture, store, analyze and process tremendous amounts of data and information by empowering the business decision maker. Today’s dynamic global enterprises need information integrity, reliability and validity for timely flow of accurate information throughout the organization.
Information Systems control procedure may include the following:
·  Strategy and direction;
·  General Organization and Management;
·  Access to IT resources, including data and programs;
·  System development methodologies and change control;
·  Operation procedures;
·  System Programming and technical support functions;
·  Quality Assurance Procedures;
·  Physical Access Controls;
·  Business Continuity Planning(BCP) and Disaster Recovery Planning (DRP);
·  Network and Communication;
·  Database Administration; and
·  Protective and detective mechanisms against internal and external attacks.

2.3.4 Special features of auditing in an IT environment
Computer based Information Systems contains four interdependent elements: Hardware, Software, People and Procedures. All these four elements interact to process or convert data into information.
The awareness required by an Auditor for auditing in a IT environment are to:
·  know the Methodology of Audit so to ensure that the standards, proper usage of common procedures and techniques in the performance of audits is adhered to.
·  understand the steps and techniques necessary to plan, perform and complete the Audit.


2.3.5 Impact of IT on Risks and Controls
thus, increasing amount of potential damage or risk of exposure.  Ready access to terminals as computerized Information Systems are highly distributed  On-line processing of data and validation checks would help the prospective perpetrator in guessing passwords   Appropriate controls are not resident within the computer systems to detect   The greatest exposure of all is a failure to recognize risks or potential impacts of those risks.

The four major areas in which controls have been affected are:
· Realignment of functions data entry 
· Changes in custody of files and documents. 
· Transfer of responsibilities Single action by user 
· Decline of accountability Traditional functions, 

2.3.6 Auditors’ Concern
The increased risks and changes in traditional control functions lead to a shift in the auditors concern. The key concerns of auditor are as follows:
·  Develop and apply new criteria in evaluating control weaknesses in Computerized Information Systems (CIS);
·  Tailor testing techniques to the CIS under study; and
·  Use computers to perform some portions of audit examination.


2.4 Overview of Business Process Automation
Business Process Automation (BPA) may be defined as the automation of business processes. In other words, it may be defined as removing the human element from existing business processes by automating the repetitive or standardized process components.

we can also visualize the following IT processes, which are usually involved in a typical
business enterprise:
·  Database access and changes: 
·  File replication and data backup: 
·  Systems and event log monitoring: 
·  Job scheduling: 
·  Application integration: 
·  File transfers: 
·  Printing: 



BPM and BPA are complementary technologies and concepts, but we can use BPA to make
existing processes more efficient, not only at enterprise level but even for desktop users’

BPA solutions feature three critical pillars – Orchestration, Integration, and Automation.
BPA application ties up the following activities:
·  Integration: BPA allows applications and operating systems not only to read data that the systems produce.
· Orchestration: The process of orchestration enables the ability to bring tasks that exist across multiple computers 
· Automation: Orchestration and integration unite with automation to deliver the capability to provide a rules-based process of automatic execution that can span multiple systems and enable a more effective, nimble and efficient business process.

The steps involved in any BPA are as follows:
1.  Step 1: Define why we plan to implement BPA?
2.  Step 2: Understand the rules/ regulation under which it needs to comply with?
3.  Step 3: Document the process, we wish to automate.
4.  Step 4: Define the objectives/goals to be achieved by implementing BPA.
5.  Step 5: Engage the business process consultant.
6.  Step 6: Calculate the ROI for project.
7.  Step 7: Development of BPA.
8.  Step 8: Testing the BPA.

2.5 Overview of Computing
defines “Computing as any goal-oriented activity requiring, benefiting from or creating computers. Thus, computing includes designing and building hardware and software systems for a wide range of purposes; processing, structuring, and managing various kinds of information; doing scientific studies using computers; making computer systems behave intelligently; creating and using communications and entertainment  media; finding and gathering information relevant to any particular purpose, and so on. The list is virtually endless, and the possibilities are vast.

It defines five sub-disciplines of the computing field, which are briefly explained here: Computer Science: It refers to the scientific and practical approach to computation and its applications. 
Computer Engineering: It refers to the discipline that integrates several fields of electrical engineering and computer science required to develop computer hardware and software.
 
Information System (IS): It refers to the study of complementary networks of hardware and software that enterprises, employees or individuals use to collect, process, create, store and distribute data.

Information Technology (IT): It refers to the application of computers and telecommunications to store, retrieve, transmit and manipulate data in for processing of information in enterprises.

Software Engineering: It refers to the application of a systematic, disciplined, quantifiable approach to the design, development, operation, and maintenance of software, and the study of these approaches, which is primarily the application of engineering to software.

2.6 Computing Technologies
Brief overview of some of the key computing technologies is given as follows:
2.6.1 Server
From a hardware perspective, a server is a computer (Hardware) or device on a network dedicated to run one or more services (as a host), to serve the needs of the users of other computers on a network.
There are different types of servers, based on the nature of service they provide. 
·  File server: This is a computer and storage device dedicated to storing files. Any user on
· the network can store files on the server.
·  Print server: This is a computer that manages one or more printers.
·  Network server: This is a computer that manages network traffic.
·  Database server: This is a computer system that processes database queries.
·  Application Server: This is a program that handles all application operations between users and an enterprise's backend business applications or databases.
·  Web Servers: Web servers are computers that deliver (serves up) web pages. 
·  Mail Server: Mail servers move and store mail over corporate networks.

2.6.2 Popular Computing Architecture
In Computer Engineering, Computer Architecture can be defined as the science and art of
selecting and interconnecting hardware components to create computers that meet functional,
performance and cost goals.
Computer architecture includes at least three main subcategories:
(i) Instruction Set Architecture (ISA)
Instruction set is the set of machine code instructions that the processor can carry out.
CPU (Processor), the centre piece of the computer’s architecture, is in charge of executing the instructions of the currently loaded program.

Instruction Set Architecture is the abstract model of a computing system that is seen by a machine language programmer including the instruction set; memory address modes; processor registers; and address and data formats.

Fixed and Variable length Instructions Instructions are translated to machine code. In some architecture, all machine code instructions are the same length i.e. fixed length

Classification of Instruction Sets
An important aspect of computer architecture is the design of the instruction set for the
processor. The instruction set chosen for a particular computer determines the way that
machine language programs are constructed.

· Complex Instruction Set Computer (CISC): If the control unit contains a number
of micro-electronic circuitry to generate a set of control signals and each microcircuitry
is activated by a micro-code, this design approach is called CISC design.
Examples of CISC processors are: Intel 386, 486, Pentium,

· Reduced Instruction Set Computer (RISC): To execute each instruction, if there is
separate electronic circuitry in the control unit, which produces all the necessary signals,
this approach of the design of the control section of the processor is called RISC design.
Examples of RISC processors: IBM RS6000, MC88100 processors etc.

RISC vs CISC – An Example of multiplication of two numbers in memory..

CISC Approach

RISC Approach


(ii) Micro Architecture
Micro Architecture, also known as Computer Organization, is a lower level detailed
description of the system that is sufficient for completely describing the operation of all
parts of the computing system, and how they are inter-connected and inter-operate in
order to implement the ISA.

(iii) System Design
It includes all of the other hardware components within a computing system such as:
1. System interconnects-Computer buses and switches: Computer Bus is a communication system that transfers data between components inside a computer,
2. Memory controllers and hierarchies: The Memory Controller is a digital circuit which manages the flow of data going to and from the main memory and can be a separate chip or integrated into another chip.
3. CPU off-loads mechanisms - Direct Memory Access (DMA): Direct Memory Access (DMA) is a feature of modern computers that allows certain hardware subsystems within the computer to access system memory independently of the central processing unit (CPU).
4. Issues-multi-processing, virtualization, software features etc.
· Multiprocessing is the use of two or more Central Processing Units (CPUs)
within a single computer system to allocate tasks between them.
· Hardware Virtualization or Platform Virtualization refers to the creation of
a virtual machine that acts like a real computer with an operating system.

[image: ]




2.6.3 Emerging Computing Models
This section provides brief overview of emerging computing technologies whose impact on enterprises will be felt increasingly in the near future..
(I) Cloud Computing: development platforms, servers, storage, and software, over the Internet, often referred to as the "cloud."

A. Cloud Computing Environment
The cloud computing environment can consist of multiple types of clouds based on their deployment and usage
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· Community Clouds: This is the sharing of computing infrastructure in between
organizations of the same community. 
· Hybrid Clouds: It is maintained by both internal and external providers. It is a
composition of two or more clouds (Private, Community or Public).

B. Cloud Computing Architectural Considerations Cloud Computing Architecture refers to the components and subcomponents that typically consist of a front end platform (fat client, thin client, mobile device), back end platforms (servers, storage), a cloud based delivery, and a network (Internet,
Intranet, Intercloud).

A cloud computing architecture consists of two parts - Front End and a Back End that connect to each other through a network, usually the Internet. The front end is the side the computer user, or client, sees. The back end is the “cloud” section of the system.
· Front End: The Front End of the cloud computing system comprises of the client’s devices (or it may be a computer network) and some applications are needed for accessing the cloud computing system. 
· Back End: Back End refers to some physical peripherals. In cloud computing, the back end is cloud itself which may encompass various computer machines, data storage systems and servers. Groups of these clouds make a whole cloud

There are some set of rules, generally called as Protocols which are followed by this server and it uses a special type of software known termed as Middleware that allow computers that are connected on networks to communicate with each other.

C. Service Models of Cloud Computing
The service models are dynamically changing as cloud providers come out with new
offerings focused on being competitive, increase market share, each with the aim to
becoming one-stop shop.



These are given as follows:
1) Infrastructure as a Service (IaaS): It is the foundation of cloud services. It provides clients with access to server hardware, storage, bandwidth and other fundamental computing resources.

2) Software as a Service (SaaS): It includes a complete software offering on the cloud. Users can access a software application hosted by the cloud vendor on pay-per-use basis.
3. Platform as a Service (PaaS): It provides clients with access to the basic operating software and optional services to develop and use software applications

4. Network as a Service (NaaS): It is a category of cloud services where the capability provided to the cloud service user is to use network/transport connecting services.

5.Communication as a Service (CaaS): CaaS has evolved in the same lines as SaaS. CaaS is an outsourced enterprise communication solution that can be leased from a single vender.

(II) Mobile Computing: Mobile Computing, is the use of portable computing devices (such
as laptop and handheld computers) in conjunction with mobile communications
technologies to enable users to access the Internet and data on their home or work
computers from anywhere in the world.

Mobile computing involves Mobile Communication, Mobile Hardware and Mobile
Software; these are discussed as follows:
· Mobile Communication: Mobile Communication refers to the infrastructure put in place to ensure that seamless and reliable communication goes on.

· Mobile Hardware: Mobile Hardware includes mobile devices or device components that receive or access the service of mobility.
· Mobile Software: Mobile Software is the actual program that runs on the mobile hardware.

A. Business Applications of Mobile Computing
Mobile devices provide the capability to conduct business anywhere and enable users to seamless communicate and access information whether they are in the office or anywhere.

B. Mobile Computing Concerns
Major concerns relating to mobile computing are given as follows:
· Mobile computing has its fair share of security concerns as any other technology.
· Dangers of misrepresentation - Another problem plaguing mobile computing are credential verification.
· Power consumption: When a power outlet or portable generator is not available, mobile computers must rely entirely on battery power.
· Potential health hazards.
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2.7.1 Application Software
Application software includes all those computer software that cause a computer to perform useful tasks beyond the running of the computer itself. 
The different types of application software are:
·  Application Suite: Has multiple applications bundled together. 
·  Enterprise Software: Addresses an enterprise's needs and data flow in a huge distributed environment. E.g. ERP Applications like SAP.
·  Enterprise Infrastructure Software: Provides capabilities required to support enterprise software systems. E.g. email servers, Security software.
·  Information Worker Software: Addresses individual needs required to manage and create information for individual projects within departments. E.g. Spreadsheets, CAAT (Computer Assisted Audit Tools)etc.
·  Content Access Software: Used to access contents and addresses a desire for published digital content and entertainment. 
·  Educational Software: Holds contents adopted for use by students. 
·  Media Development Software: Addresses individual needs to generate and print electronic media for others to consume. E.g. Desktop Publishing, Video Editing etc.

benefits of Application Software are:
·  Addressing User needs: 
·  Less threat from virus
·  Regular updates: 
·  Development is costly: 
· Infection from Malware:


2.7.2 Hardware
Hardware is the tangible portion of our computer systems; something we can touch and see.
(i) Input devices are devices through which we interact with the systems and include devices like Keyboard, Mouse and other pointing devices, Scanners & Bar Code,
(ii) Processing devices include computer chips that contain the Central Processing Unit and main memory.
It consists of three functional units:
· Control Unit (CU): CU controls the flow of data and instruction to and from memory, interprets the instruction and controls which tasks to execute and when.
· Arithmetic and Logical Unit (ALU): Performs arithmetic operations such as addition, subtraction, multiplication, and logical comparison of numbers: Equal to, Greater than, Less than, etc.
· Registers: These are high speed memory units within CPU for storing small amount of data (mostly 32 or 64 bits). Registers could be:

(iii) Data Storage Devices refers to the memory where data and programs are stored. Various types of memory techniques/devices are given as follows:
(a) Internal memory: This includes Processer Registers and Cache Memory. Processor Registers: Registers are internal memory within CPU, which are very fast and very small. Cache Memory: There is a huge speed difference between Registers and Primary Memory (discussed in lower section).

b) Primary Memory/Main Memory: These are devices in which any location can be accessed by the computer’s processor in any order (in contrast with sequential order). These are primarily of two types:

Random Access Memory (RAM)
1.  Volatile in nature means Information is lost as soon as power is turned off.
2.  This is Read Write memory.
3.  Information can be read as well as modified. Read Only Memory (ROM)
4.  This is non volatile in nature (contents remain even in absence of power).
5.  Usually, these are used to store small amount of information for quick reference by CPU.
6.  Information can be read not modified.
7.  Generally used by manufacturers to store data & programs like translators that is used repeatedly.
(c) Secondary Memory: CPU refers to the main memory for execution of programs,
but these main memories are volatile in nature and hence cannot be used to store
data on a permanent basis in addition to being small in storage capacity.
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(iv) Output Devices: Computers systems provide output to decision makers at all levels in an
enterprise to solve business problems, the desired output may be in visual, audio or digital
forms.



Various types of Output Devices are:
· Cathode-Ray Tube (CRT): 
· Liquid Crystal Display (LCDs): 
· Laser Printer: 
· Ink-jet Printer: 
· Plotter: 
· Speakers: Gives an audio output.

2.7.3 System Software
System software is computer software that is designed to operate the computer hardware and
to give and maintain a platform for running application software. One of the most important
and widely used system software is computer operating systems.
An Operating System (OS) is a set of computer programs that manages computer hardware
resources and acts as an interface with computer applications programs.
Operating systems used nowadays are Windows 7, Windows 8, Linux, UNIX, etc.


A variety of activities are executed by Operating systems which include:
·  Performing hardware functions: Application programs to perform tasks have to obtain input from keyboards, retrieve data from disk & display output on monitors.
·  User Interfaces: An important function of any operating system is to provide user interface.
·  Hardware Independence: Every computer could have different specifications and configurations of hardware.
·  Memory Management: Memory Management features of Operating System allow controlling how memory is accessed and maximize available memory & storage.
·  Task Management: Task Management feature of Operating system helps in allocating resources to make optimum utilization of resources.
·  Networking Capability: Operating systems can provide systems with features & capabilities to help connect computer networks.
·  Logical access security: Operating systems provide logical security by establishing a procedure for identification & authentication using a User ID and Password. It can log the user access thereby providing security control.
·  File management: The operating system keeps a track of where each file is stored and who can access it, based on which it provides the file retrieval.


2.7.4 Network Links
Computer Network is a collection of computers and other hardware interconnected by communication channels that allow sharing of resources and information.
In real world, we see numerous networks like Telephone/ mobile network, postal networks etc.
If we look at these systems, we can analyze that networks could be of two types:
·  Connection Oriented networks: Wherein a connection is first established and then data     is exchanged like it happens in case of telephone networks.
·  Connectionless Networks: Where no prior connection is made before data exchanges.

These real world networks have helped model computer networks. Each of these networks is
modeled to address the following basic issues:
·  Routing: It refers to the process of deciding on how to communicate the data from source to destination in a network.
·  Bandwidth: It refers to the amount of data which can be sent across a network in given time.
·  Resilience: It refers to the ability of a network to recover from any kind of error like connection failure, loss of data etc.
·  Contention: It refers to the situation that arises when there is a conflict for some common resource in a network.

The following are the important benefits of a computer network:
·  Distributed nature of information: 
·  Resource Sharing
·  Computational Power: 
·  Reliability
·  User communication: 

2.7.5 Database Management Systems (DBMS)
Every enterprise needs to manage its information in an appropriate and desired manner. The
enterprise has to do the following for this:
·  Knowing its information needs;
·  Acquiring that information;
·  Organizing that information in a meaningful way;
·  Assuring information quality; and
·  Providing software tools so that users in the enterprise can access information they require. Even this simple system helps us do various operations on the files, such as:
·  Adding new files to database,
·  Deleting existing files from database,
·  Inserting data in existing files,
·  Modifying data in existing files,
·  Deleting data in existing files, and
·  Retrieving or querying data from existing files.

Some other related aspects of DBMS are given as follows:
(i) Data, Databases, Data Models: The word Data is derived from Latin meaning “to give”, thus Data is given facts from which additional facts can be inferred. as under:
·  Database: This is a collection of Files.
·  File: This is a collection of Records.
·  Record: This is a collection of Fields.
·  Field: This is a collection of Characters.
·  Characters: These are a collection of Bits.

Some prominent database models are:
(i) Hierarchical Database Model,
(ii) Network Database Model,
(iii) Relational Database Model, and
(iv) Object Oriented Database Model

A. Hierarchical Database Model: In a hierarchical database model, records are logically
organized into a hierarchy of relationships. A hierarchically structured database is arranged
logically in an inverted tree pattern.
The top parent record in the hierarchy is called the root record
Records that “own” other records are called parent records.
 B. Network Database Model: The network model is a variation on the hierarchical model, to the extent that it is built on the concept of multiple branches (lower-level structures) emanating from one or more nodes (higher-level structures), while the model differs from the hierarchical model in that branches can be connected to multiple nodes. The network model is able to represent redundancy in data more efficiently than in the hierarchical model.
C. Relational Database Model: A third database structure is the relational database mode. Both the hierarchical and network data structures require explicit relationships, or links, between records in the database. Both structures also require that data be processed one record at a time. The relational database structure departs from both these requirements.
Three key terms are used extensively in relational database models: relations, attributes, and domains.
D. Object Oriented Data Base Model: It is based on the concept that the world can be modeled in terms of objects and their interactions. Objects are entities conveying some meaning for us and possess certain attributes to characterize them and interacting with each other.


An Object-Oriented Database Management System (OODBMS) helps programmers make objects created in a programming language behave as a database object. Object-oriented programming is based on a series of working objects.
(ii) Advantages of a DBMS
Major advantages of DBMS are given as follows:
 Permitting data sharing: 
·  Minimizing Data Redundancy
·  Integrity can be maintained: 
·  Program and file consistency: 
·  User-friendly: 
·  Improved security: 
·  Achieving program/data independence: 
·  Faster application development: 

(iii) Disadvantages of a DBMS
·  Cost: 
·  Security: 


2.7.6 People/Users
People are the most important element in most computer-based information systems. The people involved include users of the system and information systems personnel, including all the people who manage, run, program, and maintain the system.

[image: ]

[image: ]


2.8.1 Phase 1: System Investigation
This phase examines that ‘
feasibility study under dimensions
· Technical feasibility
· Economic feasibility: 
· Legal feasibility: 
· Operational feasibility: 
· Schedule feasibility: 

2.8.2 Phase 2: System Analysis
This phase examines that ‘What must the Information System do to solve the problem’?
System analyst would be gathering details about the current system and will involve:
· Interviewing staff: 
· Examine current business: 
· Sending out questionnaires: 
· Observation of current procedures: 


2.8.3 Phase 3: System Designing
This phase examines that ‘How will the Information System do that it must do to obtain the
solution to the problem’? This phase specifies the technical aspects of a proposed system in
terms of:
· Hardware platform: 
· Software: 
· Outputs: 
· Inputs: 
· User interface: 
· Modular design: 
· Test plan: 
· Conversion plan: 
· Documentation: 

2.8.4 Phase 4: System Implementation
This phase examines that ‘How will the Solution be put into effect’? This phase involves the
following steps:
· In Installation, there are following major activities:
· Installing the new hardware

In Conversion, there are following major activities:
· Direct Changeover
· Parallel Conversion: 
· Phased Conversion: 
· Pilot Conversion: 

2.8.5 Phase 5: System Maintenance and Review
This phase evaluates results of solution and modifies the system to meet the changing needs.
Post implementation review would be done to address:
· Programming amendments,
· Adjustment of clerical procedures,
· Modification of Reports, and
· Request for new programs.

System maintenance could be with following different objectives:
· Perfective Maintenance: 
· Adaptive Maintenance: 
· Corrective Maintenance: 

2.9 Recent Technologies/Devices
As we said earlier that technology is evolving in nature and accordingly, various new technologies, which effect enterprises, are given in the following sections.

2.9.1 Bluetooth
Bluetooth is a wireless technology standard for exchanging data over short distances up to 50 meters (164 feet) from fixed and mobile devices, creating Personal Area Networks (PANs) with high levels of security. It is a feature which is used every day through a number of compatible devices.
Few devices that utilize Bluetooth technology are as follows:
· Keyboards and mice,
· Printers,
· Cell phones and headsets,
· PDAs (Personal Digital Assistants),
· Desktop and laptop computers,
· Digital cameras, and
· Remotes: replacing IR (infrared).

2.9.2 Wi-Fi
Wi-Fi is the name of a popular wireless networking technology that uses radio waves to provide wireless high-speed Internet and network connections. Wi-Fi networks have limited range. A typical wireless access point might have a range of 32 meters (120 ft.). The Wi-Fi Alliance, the organization that owns the Wi-Fi (registered trademark) term specifically defines Wi-Fi as any "wireless local area network (WLAN) products that are based on the Institute of Electrical and Electronics Engineers' (IEEE) 802.11 standards. Wi-Fi can be less secure than wired connections because an intruder does not need a physical connection.
Wi-Fi networks use radio technologies called 802.11 to provide secure, reliable, fast wireless connectivity. A Wi-Fi network can be used to connect electronic devices to each other, to the Internet, and to wired networks (which use Ethernet technology).

2.9.3 Laptop: Notebook
Laptop is a small, portable computer and small enough that it can sit on a lap. The laptop was originally designed to be similar to a desktop, but be small and light enough that it could be used while sitting in our lap. Notebook is an extremely lightweight personal computer. Notebook computers typically weigh less than 3 Kg and are small enough to fit easily in a briefcase. Notebook computers use flat-panel technologies, to produce a lightweight and nonbulky

2.9.4 Tablet Computer or Tablet
A Tablet Computer or simply tablet is a one piece general-purpose computer contained in a single panel. Its distinguishing characteristic is the use of a touch screen as the input device.
·  Input Method: 
·  Size: 
·  Battery Life: 
·  Storage Capacity: 
·  Performance: 
·  Software: 
·  Wireless: 

2.9.5 SmartPhone
A SmartPhone is a mobile phone built on a mobile operating system, with more advanced computing capability connectivity than a feature phone. A smart phone could be considered to be the combination of the traditional PDA and cellular phone, with a bigger focus on the cellular phone part.  Modern smart phones also include high-resolution touch screens and web browsers that display standard web pages as well as mobile-optimized sites. High-speed data access is provided by Wi-Fi and mobile broadband.

2.9.6 Touchpad
A Touchpad is a pointing device featuring a tactile sensor, a specialized surface that can translate the motion and position of a user's fingers to a relative position on screen. Touchpads are a common feature of laptop computers, and are also used as a substitute for a mouse where desk space is scarce. 

2.9.7 iPad
The iPad runs a version of iOS. iOS is designed for finger based use and has none of the tiny features which required a stylus on earlier tablets. Apple introduced responsive multi touch gestures, like moving two fingers apart to zoom in. iOS uses less power, and so gives better battery life than the Intel devices used by Windows tablets.

2.9.8 iPod The iPod is a line of portable media players designed and marketed by Apple Inc. The first line was released on October 23, 2001, about 8½ months after iTunes (Macintosh version) was released. Its most recent redesigns were announced on September 12, 2012. There are four current versions of the iPod: the ultra-compact iPod Shuffle, the compact iPod Nano, the touch screen iPod Touch, and the hard drive-based iPod Classic.

2.9.9 Ultra-Mobile PC (UMPC)
An Ultra-Mobile PC is a small form factor version of a pen computer, a class of laptop whose specifications were launched by Microsoft and Intel in spring 2006. UMPCs are smaller than subnotebooks, have a TFT display measuring (diagonally) about 12.7 to 17.8 cm (5 to 7 inch screen), are operated like tablet PCs using a touch screen or a stylus, and can also have a physical keyboard. There is no clear boundary between subnotebooks and ultra-mobile PCs.

2.9.10 Android
Android is a Linux-based operating system designed primarily for touch screen mobile devices such as smart phones and tablet computers. Android was built to enable developers to create compelling mobile applications that take full advantage of all a handset has to offer. Android powers devices from some of the best handset and tablet manufacturers in the world, like Samsung, HTC, Motorola, Sony, Asus and more. Android devices come in all shapes and sizes, with vibrant high-resolution displays and cameras, giving the flexibility to choose the one that’s just right for a user.








3 .Telecommunications and Networks
3.1 Introduction
3.2 Networking an Enterprise
The Internet and Internet-like networks inside the enterprise are called Intranets, between an enterprise and its trading partners are called Extranets
By using such networks, companies can perform more effectively as they can:
♦ Collaborate more creatively;
♦ Manage their business operations and organizational resources more effectively; and
♦ Compete successfully in today’s fast changing global economy.
3.3 Trends in Telecommunication
Major trends are occurring in the field of telecommunications and these have a significant
impact on management decisions.

3.3.1 Industry Trends
Some of the major industry trends are:
♦ Telecommunications networks and services are available 
♦ Explosive growth of the Internet and the World Wide Web has created 
♦ Business firms have dramatically increased their use of the Internet 

3.3.2 Technology Trends
Now-a-days, technology is moving towards:
♦ Open systems with unrestricted connectivity
♦ Increased industry and technical moves towards building client/server networks based on
open system architecture.
♦ Change from analog to digital network technologies
♦ Change in communications media. 
 offer significant advantages in terms of:
• Reduced size and installation effort
• Greater communication capacity,
• Faster transmission speeds, and
• Freedom from electrical interference.

3.3.3 Business Application Trends
Some of the today’s application trends are:
♦ The trend toward more vendors, services, Internet technologies, 
♦ Telecommunications networks are playing a vital 
♦ Telecommunications functions have become an integral part of local and global computer
networks that are used to dramatically

• Lock in customers and suppliers,
• Shorten business lead times and response times,
• Support electronic commerce,
• Improve the collaboration of workgroups,
• Develop new products and services,
• Share resources,
• Cut costs, and
• Develop online operational processes.

3.4 The Business Value of Telecommunications
Information technology, especially in telecommunications-based business applications, helps
company overcome barriers to business success. 
♦ Overcome geographic barriers: capture information about business transactions from
remote locations.
♦ Overcome time barriers: Provide information to remote locations immediately after it is
requested.
♦ Overcome cost barriers: Reduce the cost of more traditional means of communication.
♦ Overcome structural barriers: Support linkages for competitive advantage.

3.5 Telecommunication Network
Telecommunications is a highly technical, rapidly changing field of information systems
Technology


3.5.1 Need and Scope
Here are some of the advantages of a computer network in an organization:

(i) File Sharing - 
(ii) Resource Sharing - 
(iii) Remote Access - 
(iv) Shared Databases -
(v) Fault Tolerance - 
(vi) Internet Access and Security – 

3.5.2 Telecommunication Network Model
Generally, a communication network is any arrangement where a sender transmits a message
to a receiver over a channel consisting of some type of medium.
t it consists of five basic categories of components: 
A. Terminals: Terminals are the starting and stopping points in any telecommunication
network environment. 
B. Telecommunications Processors: Telecommunications Processors support data
transmission and reception between terminals and computers by providing a variety of control
and support functions. 
♦ Network Interface Card (NIC): Network Interface Card (NIC) is a computer hardware
component that connects a computer to a computer network. 
♦ Modems: A MODEM is a device that converts a digital computer signal into an analog
telephone signal (i.e. it modulates the signal) and converts an analog telephone signal
into a digital computer signal (i.e. it demodulates the signal) in a data communication
system. 
♦ Multiplexers: A multiplexer is a communications processor that allows a single communications channel to carry simultaneous data transmissions from many terminals.
♦ Internetwork Processors: Telecommunications networks are interconnected by specialpurpose
• Switch - Switch is a communications processor that makes connections between telecommunications circuits in a network 
• Router – Router is a communications processor that interconnects networks based on different rules or protocols, 
• Hub – Hub is a port-switching communications processor. 
• Bridge – Bridge is a communications processor than connects numerous Local Area Networks (LAN
• Repeater – Repeater is a communications processor that boosts or amplifies the signal before passing it to the next section of cable in a network.
• Gateway – Gateway is a communications processor that connects networks that use different communication architectures.
C. Telecommunications Media/Channels: Telecommunications channels are the part of a telecommunications network that connects the message source with the message receiver.
♦ Guided Media: Guided Transmission Media uses a "cabling" system that guides the data signals along a specific path. The data signals are bound by the "cabling" system. Guided Media is also known as Bound Media. 
• Twisted-Pair Wire: Twisted-pair is ordinary telephone wire, consisting of copper wire twisted into pairs
• Coaxial Cable: This telecommunications media consists of copper or aluminum wire wrapped with spacers to insulate and protect it.
• Fiber Optics: This media consists of one or more hair-thin filaments of glass fiber wrapped in a protective jacket. Signals are converted to light form and fired by laser in bursts.

♦ Unguided Media: Unguided Transmission Media consists of a means for the data signals to travel but nothing to guide them along a specific path. The data signals are not bound to a cabling media and as such are often called Unbound Media
• Terrestrial Microwave: Terrestrial microwave involves earthbound microwave systems, which transmit high-speed radio signals in a line-of-sight path between relay stations spaced approximately 30 miles apart. 
• Radio Waves: Wireless networks do not require any physical media or cables for data transmission
• Micro Waves: Microwaves are radio waves with wavelengths ranging from as long as one meter to as short as one millimeter, or equivalently, 
• Infrared Waves: Infrared light is used in industrial, scientific, and medical applications. Night-vision devices using infrared illumination allow people or animals to be observed without the observer being detected. 
• Communication Satellites: Communication satellites use the atmosphere (microwave radio waves) as the medium through which to transmit signals
D. Computers: In a telecommunications networks, computers of all sizes and types are connected through media to perform their communication assignments. 
E. Telecommunications Control Software: This consists of programs that control telecommunications activities and manage the functions of telecommunications networks.
♦ Network Management: Telecommunications software packages provide a variety of communication support services. 
• Traffic management– manages network resources and traffic to avoid congestion and optimize telecommunications service levels to users.
• Security– provides authentication, encryption, and auditing functions, and enforces security policies.
• Network monitoring– troubleshoot and watch over the network, informing network
administrators of potential problems before they occur.
• Capacity planning– surveys network resources and traffic patterns and users’ needs to determine how best to accommodate the needs of the network as it grows and changes.

3.6 Types of Telecommunications Networks
There are many different types of telecommunications networks which can be classified on the
basis of different factors like: Area Coverage Based, Functional Based, Ownership-based and Media-based etc

3.6.1 Area Coverage Based Classification
A. Local Area Network (LAN)
Local area networks are telecommunications networks that connect informationprocessing
devices within a limited physical area.

Some of the characteristics of LANs include the following:
• LANs use a variety of telecommunications media, 
• To communicate over the network, a PC usually has a circuit board called a network interface card.
• Most LANs use a powerful microcomputer with a large disk capacity as a file server
• LANs allow end users in a workgroup to communicate electronically; 
Further LAN provides:
(i) Security - 
(ii) Expanded PC usage through inexpensive workstation 
(iii) Distributed processing – 
(iv) Electronic mail and Message Broadcasting- 
(v) Organizational Benefits – 
(vi) Data management benefits-
(vii) Software cost and up-gradation – 
B. Metropolitan Area Network (MAN):  The term MAN is sometimes used to refer to networks which connect systems or local area networks within a metropolitan area (roughly 40 km in length from one point to another). A MAN interconnects computer resources in a geographic area or region larger than that covered by a large LAN but smaller than the area covered by a WAN.

C. Wide Area Network (WAN): Wide Area Networks are telecommunications networks that
cover large geographic areas with various communication facilities such as long distance
telephone service, satellite transmission, and under-sea cables. These networks cover
areas such as:
• Large city or metropolitan area
• Whole country
• Many countries and continents
Examples of WANs are interstate banking networks and airline reservation systems.
3.6.2 Functional Based Classification
A. Client-Server Networking
Client/Server (C/S) Networks: Client/server networks have become predominate
information architecture of enterprise computing.

the business need buy appropriate allocating the application
processing between the client and the server processors.
• Client: A client is a single-user workstation that provides a presentation services and the appropriate computing, connectivity and the database services relevant t the business need. Client computers can be classified as Fat Client, Thin Client or Hybrid Client.

􀂾 Fat / Thick Client: A fat client or thick client is a client that performs the bulk of any data processing operations itself, and does not necessarily rely on the server.

􀂾 Thin Client: Thin clients use the resources of the host computer. A thin client generally only presents processed data provided by an application server, which performs the bulk of any required data processing.


􀂾 Hybrid Client: A hybrid client is a mixture of the above two client models. Similar to a fat client, it processes locally, but relies on the server for storing] persistent data.

• Server: A server is one or more multi-user processors with share memory providing computing, connectivity and the database services and the interfaces relevant to the business need


Working of a Client/Server Network: A typical Client/Server architecture has been
• Servers are typically powerful computers running advanced network operating systems. 
• End user Personal Computer or Network Computer workstations are the Clients.
• Clients are interconnected by local area networks and share application processing with network servers
• Either the client platform or the server platform can be upgraded without having to upgrade the other platform.
• The server is able to service multiple clients concurrently; in some client/server systems, clients can access multiple servers.
• Action is usually initiated at the client end, not the server end.
• The network system implemented within the client/server technology is commonly called by the computer industry as Middleware. Middleware is all the distributed software needed to allow clients and servers to interact. General Middleware allows
for communication, directory services, queuing, distributed file sharing, and printing.

Some of the prominent characteristics of C/S architecture are as follows:
• Service: 
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Disadvantages
The major disadvantages of peer-to-peer networks are as below:
(i) There can be problem in accessing files if computers are not connected properly.
(ii) It does not support connections with too many computers as the performance gets
degraded in case of high network size.
(iii) The data security is very poor in this architecture.
C. Multi-Tier Architecture
A tier is a distinct part of hardware or software.
a. Single Tier Systems/ One-Tier architecture
A single computer that contains a database and a front-end (GUI) to access the database is known as Single Tier System..


Advantages: A single-tier system requires only one stand-alone computer.

Disadvantages :-A single tier system is impractical for an organization which requires two or more users to interact with the organizational data stores at the same time.

b. Two Tier Systems
A two-tier system consists of a client and a server. A two-tier architecture is a software
 architecture in which a presentation layer or interface runs on a client, and a data layer or data structure gets stored on a server.


The advantages of Two-Tier systems are as follows:
• The system performance is higher because business logic and database are physically close.
• Since processing is shared between the client and server, more users could interact with system.
• By having simple structure, it is easy to setup and maintain entire system smoothly. The disadvantages of Two-Tier systems are as follows:
• Performance deteriorates if number of users is greater than 100.
• There is restricted flexibility and choice of DBMS, since data language used in server is proprietary to each vendor.

c. n-tier Architecture
n-tier architecture is a client–server architecture in which presentation, application processing, and data management functions are logically separated.

Three Tier Architecture
Three-tier architecture is a client-server architecture in which the functional process logic, data access, computer data storage and user interface are developed and maintained as independent modules on separate platforms.

The three tiers in three-tier architecture are:
i. Presentation Tier: Occupies the top level and displays information related to services available on a website. This tier communicates with other tiers by sending results to the browser and other tiers in the network.
ii. Application Tier: Also called the middle tier, logic tier, business logic or logic tier, this tier is pulled from the presentation tier. It controls application functionality by performing detailed processing.
iii. Data Tier: Houses database servers where information is stored and retrieved. Data in this tier is kept independent of application servers or business logic.

The following are the advantages of Three-Tier systems:
• Clear separation of user-interface-control and data presentation from application-logic:
• Dynamic load balancing
• Change management: 
The disadvantages of Three-Tier systems are as below:
• It creates an increased need for network traffic management
• Current tools are relatively immature 
• Maintenance tools are currently inadequate for maintaining server libraries. 

3.6.3 Ownership Based Classification
A. Public Data Network: A public data network is defined as a network shared and
accessed by users not belonging to a single organization. 
The Internet is an example of a Public Data Network.
B. Private Data Network: Private data networks provide businesses, government agencies
and organizations of all sizes a dedicated network to continuously receive and transmit
data critical to both the daily operations and mission critical needs of the organization.

C. Virtual Private Networks (VPN): Many companies have offices and plants scattered
over many cities, sometimes over multiple countries.

This demand soon led to the innovation of VPNs (Virtual Private Networks), which are
overlay networks on top of public networks but with most of the properties of private
networks. They are called ‘‘virtual’’ because they are merely an illusion, just as virtual.
Many organizations use Virtual Private Networks (VPNs) to establish secure intranets
and extranets.

3.7 Network Computing
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3.7.1 Netwo ork Topology
A. Star Network: The star network, a popular network configuration, involves a central unit
that has a number of terminals tied into it.  
The characteristics of a star network are:
• It ties end user computers to a central computer.
• The central unit in the star network acts as the traffic controller among all the other computers tied to it. 
• A star network is well suited to companies with one large data processing facility shared by a number of smaller departments

Advantages of the star network include:
• Several users can use the central unit at the same time.
• It is easy to add new nodes and remove existing nodes.
• A node failure does not bring down the entire network.
• It is easier to diagnose network problems through a central hub.

Disadvantages of the star network are:
• The whole network is affected if the main unit “goes down,” and all communications stop.
• the star are heavily dependent on the central host computer. If it fails
• Cost of cabling the central system are very high.
B. Bus Network: In a bus network, a single length of wire, cable, or optical fiber connects a number of computers. 
The features of a bus network are as follows:
• All communications travel along this cable, which is called a bus.
• Bus networks have a decentralized approach.
Advantages of bus network include:
• There is no host computer or file server, easy to use and understand.
• If one of the microcomputers fails, it will not affect the entire network.
• Requires the least amount of cable to connect the computers 
• Is easy to extend. 
• A repeater can also be used to extend a bus configuration.
Disadvantages of bus network include:
• Heavy network traffic can slow a bus 
• Each connection between two cables weakens the electrical signal.
• The bus configuration can be difficult to troubleshoot.
C. Ring Network: A ring network is much like a bus network, except the length of wire,
cable, or optical fiber connects to form a loop. The characteristics of a ring network are:
• Local computer processors are tied together sequentially in a ring with each device being connected to two other devices.
• A ring network has a decentralized approach.
• When one computer needs data from another computer, the data is passed along the ring.
• Considered more reliable and less costly than star networks because if one computer fails, the other computers in the ring can continue to process their own work and communicate with each other.
Advantages of ring network include:
• Ring networks do not require a central computer to control activity nor does it need a file server.
• Each computer connected to the network can communicate directly with the other computers in the network by using the common communication channel, and each computer does its own independent applications processing.
• The ring network is not as susceptible to breakdowns as the star network, because when one computer in the ring fails, it does not necessarily affect the processing or communications capabilities of the other computers in the ring.
• Ring networks offer high performance for a small number of workstations or for larger networks where each station has a similar workload.
• Ring networks can span longer distances than other types of networks.
• Ring networks are easily extendable.
Disadvantages of ring network are:
• Relatively expensive and difficult to install.
• Failure of one computer on the network can affect the whole network.
• It is difficult to troubleshoot a ring network.
• Adding or removing computers can disrupt the network.
D. Mesh Network: In this structure, there is random connection of nodes using
communication links. A mesh network may be fully connected orconnected with only partial links. 
Advantages of mesh network are as under:
• Yields the greatest amount of redundancy in the event 
• Network problems are easier to diagnose.
Disadvantage of mesh network is its high cost of installation and maintenance

3.7.2 Transmission Technologies
A given transmission on a communication channel between two machines can occur in several different ways. 
The transmission is characterized by:
♦ the direction of the exchanges
♦ the transmission mode: the number of bits sent simultaneously
♦ synchronization between the transmitter and receiver


A. Serial versus Parallel Transmission: The transmission mode refers to the number of
elementary units of information (bits) that can be simultaneously translated by the
communications channel. There are two modes of transmitting digital data. These
methods are Serial and Parallel Transmission.



	
SERIAL TRANSMISSION
	
PARALLEL TRANSMISSION


	In this, the data bits are transmitted
serially one after another.

	In this, the data bits are transmitted
simultaneously.


	Data is transmitted over a single
wire.

	Data is transmitted over 8 different
wires.


	It is a cheaper mode of transferring
data.
	It is relatively expensive mode of
transferring data.


	It is useful for long distance data
transmissions.

	Not practical for long distance
communications as it uses parallel
paths, so cross talk may occur.


	It is relatively slower
	It is relatively faster.





B. Synchronous versus Asynchronous Transmission: As in serial connections, wherein
a single wire transports the data, the problem is how to synchronize the transmitter and receiver


	ASYNCHRONOUS TRANSMISSION
	SYNCHRONOUS TRANSMISSION

	Each data word is accompanied by
start and stop bits.

	Allows characters to be sent down
the line without start-stop bits.


	Extra Start and Stop bits slow down
the transmission process relatively.

	Transmission is faster as in absence
of start and stop bits, many data
words can be transmitted per
second.


	3 It is relatively cheaper.
	The synchronous device is more
expensive to build as it must be
smart enough to differentiate
between the actual data and the
special synchronous characters.


	More reliable as the start and stop
bits ensure that the sender and the
receiver remain in step with one
another.

	Chances of data loss are relatively
higher.


	It is less efficient.
	It is more efficient.





C. Transmission Modes: There are three different transmission modes characterized according to the direction of the exchanges:
• Simplex Connection: A simplex connection is a connection in which the data flows in only one direction
• Half-duplex Connection: A half-duplex connection (sometimes called an alternating connection or semi-duplex) is a connection in which the data flows in one direction or the other, but not both at the same time.
• Full-Duplex Connection: A Full-duplex connection is a connection in which the data flow in both directions simultaneously. 

D. Transmission Techniques: A communication network consists of a collection of devices (or nodes) that wish to communicate and interconnect together. The primary objective in any communication network is simply moving information from one source to one or more destination nodes.

Three common switching techniques are Circuit Switching,
Packet Switching, and Message Switching.
(i) Circuit Switching: A Circuit Switching network is one that establishes a fixed bandwidth circuit (or channel) between nodes and terminals before the users may communicate, as if the nodes were physically connected with an electrical circuit.

(ii) Packet Switching: It is a sophisticated means of maximizing transmission capacity of networks. 
(iii) Message Switching: In message switching, end-users communicate by sending each other a message, which contains the entire data being delivered from the source to destination node.  This characteristic is often referred to as Store-and-Forward. Electronic mail (e-mail) and voice mail are examples of message switching systems.

3.7.3 Network Architectures and Protocols
Network Architecture: Network architecture refers to the layout of the network, consisting of the hardware, software, connectivity, communication protocols and mode of transmission, such as wired or wireless. The diagram of the network architecture provides a full picture of the established network with detailed view of all the resources accessible.
This is accomplished by the use of:
♦ Standard protocols,
♦ Standard communications hardware and software interfaces, and
♦ Standard multilevel interface between end users and computer systems.
Protocols: A protocol is the formal set of rules for communicating, including rules for timing of
message exchanges, the type of electrical connection used by the communications devices

A. The OSI Model
The International Standards Organization (ISO) is working on the establishment of a standard
protocol for data transmission.
Seven layers of OSI include:
♦ Layer 7 or Application Layer: The application layer of OSI layer architecture is closest
to the end user, which means that both the OSI application layer and the user interact
directly with the software application. 
♦ Layer 6 or Presentation Layer: This layer at times referred as Syntax Layer also, is usually a part of an operating system, that converts incoming and outgoing data from one presentation format to another .
♦ Layer 5 or Session Layer: This layer sets up, coordinates, and terminates conversations, exchanges, and dialogs between the applications at each end. 
♦ Layer 4 or Transport Layer: This layer also ensures reliable and transparent transfer of data between user processes, assembles and disassembles message packets, and provides error recovery and flow control. 
♦ Layer 3 or Network Layer: The Network Layer provides the functional and procedural means of transferring variable length data sequences from a source to a destination via one or more networks, while maintaining the quality of service requested by the Transport Layer
♦ Layer 2 or Data Link Layer: The Data Link Layer responds to service requests from the Network Layer and issues service requests to the Physical Layer. 
♦ Layer 1 or Physical Layer: The Physical Layer is a hardware layer which specifies mechanical features as well as electromagnetic features of the connection between the devices and the transmission. 
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3.8.1 Threats and Vulnerabilities
Threat: A threat is anything that can disrupt the operation, functioning, integrity, or availability
of a network or system. Network security threats can be categorized into four broad themes:
♦ Unstructured Threats - These originate mostly from inexperienced individuals using
easily available hacking tools from the Internet.
♦ Structured Threats - These originate from individuals who are highly motivated and technically competent and usually understand network systems design and the vulnerabilities of those systems.
♦ External Threats - These originate from individuals or organizations working outside an organization, which does not have authorized access to organization’s computer systems or network.
♦ Internal Threats - Typically, these threats originate from individuals who have authorized access to the network.

Vulnerability: Vulnerability is an inherent weakness in the design, configuration, or implementation of a network or system that renders it susceptible to a threat.
The following facts are responsible for occurrence of vulnerabilities in the software:
♦ Software Bugs – 
♦ Timing Windows – 
♦ Insecure default configurations 
♦ Bad Protocols – 
♦ Trusting Untrustworthy information – 
♦ End users – 

3.8.2 Level of Security
The task of a Security Administration in an organization is to conduct a security program which
is a series of ongoing, regular and periodic review of controls exercised to ensure
safeguarding of assets and maintenance of data integrity. 
Security programs involve the following eight steps –
(i) Preparing project plan for enforcing security: 
(ii) Asset identification: 
(iii) Asset valuation: 
(iv) Threat identification: 
(v) Threats probability of occurrence assessment: 
(vi) Exposure analysis: 
(vii) Controls adjustment: 
(viii) Report generation outlining the levels of security to be provided for individual
systems, end user, etc.: 


3.8.3 Network Security Protocols
Network Security Protocols are primarily designed to prevent any unauthorized user,
application, service or device from accessing network data. This applies to virtually all data
types regardless of the network medium used.

Cryptography: Cryptography is the practice and study of techniques for secure
communication in the presence of third parties (called Adversaries).
Encryption: In Cryptography, encryption is the process of encoding messages (or information) in such a way that eavesdroppers or hackers cannot read it, but only authorized parties can.
♦ Plaintext - It is the message that is to be encrypted,. It is transformed by a function that is parameterized by a key.
♦ CipherText - It is the output of the encryption process that is transmitted often by a messenger or radio.
♦ Encryption Model - The intruder may hear and accurately copies down the complete ciphertext. However, unlike the intended recipient, he does not know what the decryption key is and so cannot decrypt the ciphertext easily.
The art of breaking ciphers, known as Cryptanalysis, and the art of devising them (cryptography) are collectively known as Cryptology.
There are two basic approaches to encryption:
(i) Hardware encryption devices are available at a reasonable cost, and can support high speed traffic. 
(ii) Software encryption is typically employed in conjunction with specific applications. Certain electronic mail packages

Some of the popular network security protocols include Secure Shell (SSH), Secure File
Transfer Protocol (SFTP), Secure Hypertext Transfer Protocol (HTTPS) and Secure
Socket Layer (SSL) etc..
♦ SSH - Secure Shell is a program to log into another computer over a network, to execute commands in a remote machine, and to move files from one machine to another.
♦ SFTP – The SSH File Transfer Protocol (also known as Secure FTP and SFTP) is a
computing network protocol for accessing and managing files on remote file systems.
♦ HTTPS – Hypertext Transfer Protocol Secure (HTTPS) is a communications protocol for secure communication over a computer network, with especially wide deployment on the Internet.
♦ SSL – It is essentially a protocol that provides a secure channel between two machines operating over the Internet or an internal network.

3.8.4 Network Security Techniques As data is shared and organizations become connected to the outside world, the possibility of data exposure to vendors, service providers, and trading partners is significantly increased.

1. Firewall: Firewall is a device that forms a barrier between a secure and an open
environment when the latter environment is usually considered hostile, for example, the
Internet.
2. Message authentication makes sure that a message is really from whom it purports to be and that it has not been tampered with.
3. Site Blocking is a software-based approach that prohibits access to certain Web sites that are deemed inappropriate by management. For example, sites that contain explicit objectionable material can be blocked to prevent employee’s from accessing these sites
4. IDS Technologies: An Intrusion Detection System (IDS) is a device or software
application that monitors network or system activities for malicious activities or policy
violations and produces reports to a Management Station.
Primary IDS technologies are defined as follows:
• Network Intrusion Detection (NID): Network Intrusion Detection System is
placed on a network to analyze traffic in search of unwanted or malicious events on
the wire between hosts.
• Host-based Intrusion Detection (HID): Host-based Intrusion Detection systems
are designed to monitor, detect, and respond to user and system activity and
attacks on a given host.
• Hybrid Intrusion Detection: Hybrid Intrusion Detection systems offer
management of and alert notification from both network and host-based intrusion
detection devices.
• Network-Node Intrusion Detection (NNID): Network-Node Intrusion Detection was
developed to work around the inherent flaws in traditional NID.





3.9 Network Administration and Management
In computer networks, network management refers to the activities, methods, procedures,
and tools that pertain to the operation, administration, maintenance, and provisioning of
networked systems.
♦ Operation deals with keeping the network (and the services that the network provides) up  and running smoothly.
♦ Administration deals with keeping track of resources in the network.
♦ Maintenance is concerned with performing repairs and upgrades
♦ Provisioning is concerned with configuring resources in the network to support a givenservice.

A common way of characterizing network management functions is FCAPS—Fault,
Configuration, Accounting, Performance and Security.

3.10 The Internet Revolution
The Internet is the largest ‘’network of networks’’ 
Some distinguishing features of the Internet include:
♦ The Net does not have a central computer system or telecommunications center.
♦ The Net does not have a headquarters or governing body.
♦ The Internet is growing rapidly.
3.10.1 Networks and the Internet
A computer network is two or more computers linked together to share information and/or
resources. There are several types of computers networks, but the types most important to the
topic of accounting information systems are local area network (LAN), the internet, extranet,
and intranet.
3.10.2 Internet Applications
Internet can be used as a very effective media for various applications such as:
♦ E-mail, browsing the sites on the World Wide Web, and participating in special interest newsgroups are the most popular Internet applications.
♦ Electronic commerce transactions between businesses and their suppliers and customers can also performed with online web applications.
♦ The Internet provides electronic discussion forums and bulletin board systems formed and managed by thousands of special-interest newsgroups.
♦ Other applications include downloading software and information files and accessing databases provided by thousands of businesses, governments, and other organizations.
♦ The Internet allows holding real-time conversations with other Internet users.
♦ The Internet allows gathering information through online services using web browsers and search engines.
♦ Internet browser software enables millions of users to surf the World Wide Web by clicking their way to the multimedia information resources stored on the hyperlinked pages of businesses, government, and other websites.
3.10.3 Business Use of the Internet
Business uses of the Internet include:
♦ Strategic business alliances
♦ Providing customer and vendor support
♦ Collaboration among business partners
♦ Buying and selling products and services
♦ Marketing, sales, and customer service applications
♦ Growth of cross-functional business applications
♦ Emergence of applications in engineering, manufacturing, human resources and accounting.
♦ Enterprise communications and collaboration
♦ Attracting new customers with innovative marketing and products.
♦ Retaining present customers with improved customer service and support.
♦ Developing new web-based markets and distribution channels for existing products.
♦ Developing new information-based products accessible on the Web.

3.10.4 Intranet
An intranet is a network inside an organization that uses Internet technologies such as web
browsers and servers, TCP/IP network protocols, HTML hypermedia document publishing and
databases
The Business Value of Intranets: Intranet applications support communications and collaboration, business operations and management, web publishing, and Intranet management. 
♦ Communications and Collaboration: Intranets can significantly improve communications and collaboration within an enterprise.
♦ Web Publishing: The advantages of developing and publishing hyperlinked multimedia documents to hypermedia databases accessible on World Wide Web servers has moved to corporate intranets.
♦ Business Operations and Management: Intranets are being used as the platform for
developing and deploying critical business applications to support business operations
and managerial decision making across the internetworked enterprise.
3.10.5 Extranets
Extranets are network links that use Internet technologies to interconnect the intranet of a
business with the intranets of its customers, suppliers, or other business partners.
♦ Establish direct private network links between themselves,
♦ Use the unsecured Internet as the extranet link between its intranet and consumers and
others

Business Value of Extranets
The business value of extranets is derived from several factors:
♦ The web browser technology of extranets makes customer and supplier access of
intranet resources a lot easier and faster than previous business methods.
♦ Extranets enable a company to offer new kinds of interactive Web-enabled services to
their business partners. 
♦ Extranets enable and improve collaboration by a business with its customers and other
business partners.
♦ Extranets facilitate an online, interactive product development, marketing, and customer focused process that can bring better designed products to market faster.

Companies can use an extranet to do the following tasks:
♦ Share product catalogs exclusively with wholesalers or those "in the trade",
♦ Collaborate with other companies on joint development efforts,
♦ Jointly develop and use training programs with other companies,
♦ Provide or access services provided by one company to a group of other companies, and
♦ Share news of common interest exclusively with partner companies.

This dynamic environment presents clear business needs, which can be summarized as the Five Rules of the Extranet which are as follows:
♦ Be as flexible as the business: An extranet must be driven by the demands of the
market, not the limitations of technology. 
♦ Deploy in "Internet time": To deploy an extranet, companies shouldn't have to roll out a
new infrastructure or go through a major re-architecting of their applications. 
♦ Protect the interests of the data owner: Extranet services need to be deployed in a
fast and flexible way, but with the complete assurance that only the correct users can
access the right services. 
♦ Serve the partner as a customer: An extranet presents a very important and delicate
balance: providing customer service to key partners (who might also be customers) in a
competitive environment with mission-critical resources at risk. The final solution must be
an extranet without compromise. 
♦ Drive information to the decision-maker: An extranet must provide a central means to
measure progress, performance, and popularity. 



3.11 Electronic Commerce
            Electronic commerce is the process of doing business electronically. It refers to the use of technology to enhance the processing of commercial transactions between a company, its
customers and its business partners.
3.11.1 Benefits of e-Commerce Application and Implementation
E-Commerce presents immense benefits to individual organizations, consumers, and society
as a whole.
♦ Reduction in costs 
♦ Reduction in errors, time, and overhead costs 
♦ Reduction in costs to suppliers 
♦ Reduction in time to complete business transactions
♦ Creation of new markets through the ability to easily .
♦ Easier entry into new markets.
♦ Better quality of goods as specifications are standardized and competition is increased
♦ Faster time to market as business processes are linked.
♦ Optimization of resource selection as businesses form cooperative teams 
♦ Reduction in inventories and reduction of risk of obsolete inventories as the demand for goods and services 
♦ Reduction in overhead costs through uniformity
♦ Reduction in advertising costs.


3.11.2 Risks involved in e-Commerce
The risks associated with e-Commerce are multi-faceted. Given below is a sample listing of
risks of e-Commerce:
♦ Problem of anonymity: 
♦ Repudiation of contract: 
♦ Lack of authenticity of transactions: 
♦ Data Loss or theft or duplication: 
♦ Attack from hackers: 
♦ Denial of Service: 
♦ Non-recognition of electronic transactions: 
♦ Lack of audit trails: 
♦ Problem of piracy: 

3.11.3 Types of e-Commerce
There are four general classes of e-Commerce applications:
(a) Business-to-Business (B2B) e-Commerce
(b) Business-to-Consumer (B2C) e-Commerce
(c) Consumer-to-Business (C2B) e-Commerce
(d) Consumer-to-Consumer (C2C) e-Commerce
(e) Business-to-Government (B2G) e-Commerce
(f) Business-to-Employee (B2E) e-Commerce
A. Business-to-Business (B2B) e-Commerce
B2B refers to the exchange of services, information and/or products from one business to another.
B. Business-to-Consumer (B2C) e-Commerce
It is defined as the exchange of services, information and/or products from a business to a consumer, as opposed to between one business and another
Advantages of B2C E-Commerce include:
(i) Shopping can be faster and more convenient.
(ii) Offerings and prices can change instantaneously.
(iii) Call centers can be integrated with the website.
(iv) Broadband telecommunications will enhance the buying experience.
C. Consumer-to-Business (C2B) e-Commerce
In C2B e-Commerce model, consumers directly contact with business vendors by posting their project work online so that the needy companies review it and contact the consumer directly with bid. The consumer reviews all the bids and selects the company for further processing. Some examples are guru.com, rentacoder.com, getacoder.com, freelancer.com.
D. Consumer-to-Consumer (C2C) e-Commerce
C2C e-Commerce is an Internet-facilitated form of commerce that has existed for the
span of history in the form of barter, flea markets, swap meets, yard sales and the like.
C2C e-Commerce sites provide a virtual environment in which consumers can sell to one
another through a third-party intermediary.
E. Business-to-Government (B2G) e-Commerce
B2G e-Commerce, also known as e-Government, refers to the use of information and communication technologies to build and strengthen relationships between government and employees, citizens, businesses, non-profit organizations, and other government agencies.
F. Business-to-Employee (B2E) e-Commerce
B2E e-Commerce, from an intra-organizational perspective, has provided the means for a business to offer online products and services to its employees.
3.11.4 Key aspects to be considered in implementing e-Commerce

Other key aspects to be consideredare:
♦ Implementing appropriate policies, standards and guidelines
♦ Performing cost benefit analysis and risk assessment to ensure value delivery
♦ Implementing the right level of security across all layers and processes

3.12 Mobile Commerce
M-commerce (mobile commerce) is the buying and selling of goods and services through
wireless handheld devices such as cellular telephone and personal digital assistants (PDAs)
Known as next-generation e-commerce
The industries affected by m-commerce include:
♦ Financial services, which includes mobile banking  as well as brokerage services
♦ bill payment and account reviews can all  be conducted from the same handheld device.
♦ Service/retail, as consumers are given the ability to place and pay for orders on-the-fly.
♦ Information services, which include the delivery of financial news, sports figures 

3.13 Electronic Fund Transfer
Electronic Funds Transfer (EFT) represents the way the business can receive direct deposit of
all payments from the financial institution to the company bank account. Once the user signs
up, money comes to him directly and sooner than ever before. 
These are some examples of EFT systems in operation:

♦ Automated Teller Machines (ATMs): Consumers can do their banking without the
assistance of a teller, or to make deposits, pay bills, or transfer funds from one account
to another electronically. 
♦ Point-of-Sale (PoS) Transactions: Some debit or EFT cards (sometimes referred to as
check cards) can be used when shopping to allow the transfer of funds from the
consumer’s account to the merchant’s. 
.
♦ Preauthorized Transfers: This is a method of automatically depositing to or withdrawing
funds from an individual’s account, when the account holder authorizes the bank or a
third party (such as an employer) to do so. 
♦ Telephone Transfers: Consumers can transfer funds from one account to another
through telephone instructions rather than traditional written authorization or instrument.


4 .Business Information Systems


4.2 Information Technology as a Key Business Enabler & Driver
we are living in the ‘Information Age’. Information is a significant resource to an
organization.
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4.3 Information Systems
Information: First of all, we should be able to distinguish between Data and Information. Data
is a raw fact and can take the form of a number or statement such as a date or a
measurement.
System: The system can be defined as “a group of mutually related, cooperating elements
working on reaching a common goal by taking inputs and producing outputs in organized
transformation processes.”
Information System: Information System (IS) is a combination of people, hardware, software,
communication devices, network and data resources that processes (can be storing,
retrieving, transforming information) data and information for a specific purpose..
4.3.1 Components of Information System
The main aim and purpose of each information system (definition of information system) is to
convert the data into information which is useful and meaningful. This process consists of four
basic concepts:
(i) People, hardware, software, and data are four basic resources of information systems;
(ii) Human resources consist of end users and IT specialists; hardware involves machines
and media; software resources consist of programs and procedures; and data resources
includes data, model, and knowledge base;
(iii) A process is used to convert data into information for end users;
(iv) Information processes consist of input, processing, output, storage, and control processes..
Business Information System: Business Information Systems (BIS) may be defined as
systems integrating information technology, people and business.
4.4 Organisations, Information Systems and Business Processes
Business Process: A business process is an activity or set of activities that will accomplish a
specific organization goal.
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	A business process:
i. Has a Goal
ii. Has specific inputs
iii. Has specific outputs
iv. Uses resources
v. Has a number of activities that are performed in some order
vi. May affect more than one organizational unit. Horizontal organizational impact.
vii. Creates value of some kind for the customer. The customer may be internal or external.



In order to be able to compete successfully in the modern business environment, information
systems must be able to:
♦ have large capacity for storage of information and also provide faster access;
♦ provide support for decision making;
♦ grant a competitive edge;
♦ ensure fast and accurate processing of data and make it available as and when required;
♦ offer faster communication and exchange of information across the value chain;
♦ reduce information redundancy;
4.5 Information Systems and their Role in Businesses
· Enhancing the effectiveness of information systems always results in better management of business processes.
· Many business organizations obtain a competitive advantage by employing new information systems.
· utilization of IS was merely on routine job and task centric, later on it become information centric




4.6 Types of Information Systems
♦ Strategic Level Systems: For strategic managers to track and deal with strategic issues, assisting long-range planning. A principle area is tracking changes in the external conditions (market sector, employment levels, share prices, etc.) and matching these with the internal conditions of the organization.
♦ Management-Level Systems: Used for the monitoring, controlling, decision-making, and administrative activities of middles management. Some of these systems deal with predictions or “what if…” type questions. e.g. “What would happen to our profits if the completion of the new production plant was delayed by 6 months?” Tracking current progress in accord with plans is another major function of systems at this level.
♦ Knowledge-Level Systems: These systems support discovery, processing and storage of knowledge and data workers. These further control the flow of paper work and enable group working.
♦ Operational-Level Systems: Support operational managers tracking elementary
activities. These can include tracking customer orders, invoice tracking, etc. Operationallevel
systems ensure that business procedures are followed.
Who uses Information Systems?
♦ Strategic Level: These are senior managers or Top-level managers that hold the titles
such as Chief Executive Officers, Chief Financial Officers, Chief Operational Officers,
Chief Information Officers and Chair Person of the Board, President, Vice President and
Corporate Head Managers take decisions that will affect the entirety of the organization.
♦ Management Level: These are Middle Managers that are in the levels below top
managers and hold the job titles like General Manager, Regional manager etc. Middle-
level Managers are responsible for carrying out the goals set by Top Management. They
do so by setting goals for their department and other business units.
♦ Knowledge Level: These include knowledge and data workers who are selected,
recruited and trained in a special manner than the non-knowledge workers.
♦ Operational Level: These include Operational Managers or supervisors that are
responsible for the daily management of the line workers who actually produce the
product or offer the service.
4.6.1 Transaction Processing System (TPS)
The detonation of e-business and Web-based commerce which we in general call E-commerce
and the long-lasting expansion of the global economy are placing ever-greater demands on
transaction processing systems
A Transaction Processing System (TPS) may be defined as a type of information system
that collects, stores, modifies and retrieves the day-to-day data transactions of an enterprise.
Most of the Transaction Processing Systems include one or additional of the following attributes:
♦ Access Control - TPS: Most Transaction Processing Systems come with access control
to put a ceiling on users to only those allowed to accomplish so.
♦ Equivalence - TPS: Transactions are processed in the similar format every time to
ensure that full effectiveness is achieved.
♦ High Volume Rapid Processing - TPS: In most of the transaction processing, the
foremost issue is momentum. The instantaneous processing of transactions is
noteworthy to the success of certain industry such as banking.
♦ Trustworthiness - TPS: A TPS system is designed to be robust and trustworthy. The
system is capable to process transactions very rapidly yet at the same time conduct
several checks to make certain that the data integrity is preserved.
4.6.2 Office Automation Systems (OAS)
The Office Automation Systems (OAS) is amalgamation of hardware, software, and other
resources used to smooth the progress of communications and augment efficiency. Office
automation refers to the use of computer and software to digitally generate, collect, store,
manipulate, and relay office information needed for accomplishing basic tasks and goals.
In meticulous, it in addition comprises the following activities:
♦ Exchange of information;
♦ Management of administrative documents;
♦ Handling of numerical data; and
♦ Meeting planning and management of work schedules.
Diagrammatical view
An Office Automation Model consists of:
(a) Information and communication
- No data
(b) Computer and non-computer applications
(c) "Other problem solvers"
- Internal
- Environmental
4.6.3 Knowledge Management System (KMS)
The world is moving swiftly in the direction of a knowledge-based system as enterprises adapt
more and more cost-cutting measure.
Knowledge Management Systems (KMS) refer to any kind of IT system that stores and
retrieves knowledge, improves collaboration, locates knowledge sources, mines repositories
for hidden knowledge, captures and uses knowledge, or in some other way enhances the KM
process. KMS treats the knowledge component of any organization’s activities as an explicit
concern reflected in strategy, policy, and practice at all levels of the organization.
There are two broad types of knowledge—Explicit and Tacit
♦ Explicit knowledge: Explicit knowledge is that which can be formalized easily and as a
consequence is easily available across the organization. Explicit knowledge is articulated,
and represented as spoken words, written material and compiled data. This type of
knowledge is codified, easy to document, transfer and reproduce. For example – Online
tutorials, Policy and procedural manuals.
♦ Tacit knowledge: Tacit knowledge, on the other hand, resides in a few often-in just one
person and hasn’t been captured by the organization or made available to others. Tacit
knowledge is unarticulated and represented as intuition, perspective, beliefs, and values
that individuals form based on their experiences. It is personal, experimental and contextspecific.
It is difficult to document and communicate the tacit knowledge. For example –
hand-on skills, special know-how, employee experiences.
A. Link between Information and Knowledge
A close and firm link between information and knowledge has always existed.
♦ Information is piecemeal, fragmented, particular, whereas knowledge is structured,
coherent, and often universal.
♦ Information is timely, transitory, perhaps even short-lived, whereas knowledge is of
enduring significance.
♦ Information is a flow of messages, whereas knowledge is a stock, largely resulting from
the flow, in the sense that the “input” of information may affect the stock of knowledge by
adding to it, restructuring it, or changing it in any way.
♦ Information is acquired by being told, whereas knowledge can be acquired by thinking.
Thus, new knowledge can be acquired without new information being received.
B. Understanding the Importance of Knowledge Management
The new millennium is seeing the emergence of a knowledge society where the only
differentiator between success and failure, for individuals, societies and corporations, is the
knowledge they acquire and use.
C. Why Knowledge?
Knowledge is a sum total of “What everybody knows” about the community world. It is a
gathering of values, wisdom, education, experience, morals, and dissemination.
Knowledge Discovery and Data Mining (KDD) fundamentally deals with ways and means of
capturing and making obtainable knowledge of the experts to others, in electronic form.

There are confident factors that show “why knowledge has gained so much momentum in
recent times”. These are as discussed:
♦ Altering Business surroundings
♦ Burgeon Connections: 
♦ Globalization
♦ Modification in Organizational composition: 


D. Difference between Information and Knowledge
Information is “know what” despite the fact that knowledge is “know-how.” Information is “what
is” at the same time as knowledge is “what works.” Information that helps achieve an action
well again is knowledge.
4.6.4 Management Information System (MIS)
Management Information System is an old management tool, which has been long used by
people for superior management and scientific decision making.
Definitions of MIS

♦ Management Information System is an integrated, user-machine system for providing
information to support operation, management and decision-making functions in an
organization.
A. MIS is an Integrated Application
MIS is an integrated information system that serves all departments within an enterprise.
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C. Some Examples of MIS
♦ Airline reservations (seat, booking, payment, schedules, boarding list, special needs,
etc.)
♦ Bank operations (deposit, transfer, withdrawal) electronically with a distinguish payment
gateways
♦ Integration of department with the help of contemporary software’s like ERP
♦ Logistics management application to streamline the transportation system
♦ Train reservation with the help of IRCTC
4.6.5 Decision Support Systems (DSS)
♦ A Decision Support System (DSS) is a computer-based information system that supports
business or organizational decision-making activities. DSSs serve the management,
operations, and planning levels of an organization (usually mid and higher management)
and help to make decisions,
DSS has four basic components:
(a) The user: The user is usually a manager with an unstructured or semi-structured
problem to solve and may be at management - level of an organization.
(b) One or more databases: Databases contain both routine and non-routine data from both
internal and external sources.
(c) Planning languages: Planning languages can either be general-purpose or specialpurpose
allowing users to perform routine tasks and specific tasks respectively.
(d) Model Base: Model base is the brain of the DSS as it performs data manipulations and
computations with the data provided to it by the user and the database.

The early Framework of Decision Support System consists of four phases:
♦ Intelligence - Searching for conditions that call for decision.
♦ Design - Inventing, developing and analyzing possible alternative actions of the solution.
♦ Choice - Selecting a course of action among those.
♦ Implementation - Adopting the selected course of action in decision situations.
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4.7 Specialised Systems
Specialized Systems provide comprehensive end to end IT solutions and services (including
systems integration, implementation, engineering services, software application customization
and maintenance) to various corporations in India

4.7.1 Enterprise Resource Planning (ERP)
The perception of an integrated information system starts on the factory floor. Manufacturing
software developed during the 1960s and 1970s,
Enterprise Resource Planning (ERP) systems integrate internal and external management
information across an entire organization—taking on finance/accounting, manufacturing, sales
and service, customer relationship management, etc. ERP systems automate this activity with
an integrated software application.
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4.7.2 Customer Relationship Management (CRM)
Customer Relationship Management (CRM) emerged in the information technology
community in mid-1990s. The Management Guru’s had quoted in their thought provoking
statements that “Customer is the sovereign and decisive in a modern day businesses”.
	“The Customer Is Always Right -So Always Be Right about Your Customers”



A. CRM may be defined as a business process in which client relationships; customer loyalty
and brand value are built through marketing strategies and activities.
A. CRM may be defined as a business process in which client relationships; customer loyalty
and brand value are built through marketing strategies and activities. CRM allows businesses
to develop long-term relationships with established and new customers while helping
modernize corporate performance.
	Table 4.7.2: CRM Mechanisms
Customer: The customer is the source of the company’s profit and future growth. 
Relationship: The relationship between a company and its customers involves continuous bidirectional communication and interaction. 
Management: CRM is not only an activity of marketing department; rather it involves
continuous corporate change in the culture and process.




these three words have been interpreted as:
⇒ Customer is a ‘Human Being’,
⇒ Relationship is the ‘Feeling’ and
⇒ Management is’ Management Tact’ respectively.
B. Benefits of CRM
CRM establishes the benefits of generating customer loyalty, raising a market intelligence
enterprise, and an integrated relationship. Preserving existing customers and providing
enhanced services to accomplish the loyalty is expressed as CRM.
C. Why CRM?
The business now-a-days suffer with a dilemma of customer’s disconcert, and contemporary
marketing efforts from the closing business rivals, which accomplish in attracting new
customers.shows another expression of the old Pareto Rule "80/20 rule" which emphasize that most organizations find that approximately 20% of their customer base generates 80% of the profits.
4.7.3 Supply Chain Management (SCM)
In simple terms, SCM is a chain that starts with customers and ends with customers. Supply
Chain Management may be defined as the process of planning, implementing and controlling
the operations of the supply chain with the purpose of satisfying the customer's requirement
as efficiently as possible. Supply Chain spans all movement and storage of raw materials,
Work-in-process, inventory and finished goods from the point of origin to the point of
consumption.
A. Components of SCM
Referring to the Fig. 4.7.7, the main elements of a supply chain include.
(a) Procurement/Purchasing—begins with the purchasing of parts, components, or
Services.
(b) Operations - The second major element of supply chain management system
is operations. Having received raw materials, parts, components, assemblies, or services
from suppliers,
(c) Distribution - The third element of the supply chain management system is distribution.
Distribution involves several activities—transportation (logistics), warehousing, and
customer relationship management (CRM). The first and most obvious is logistics—the
transportation of goods across the entire supply chain.
(d) Integration - The last element of supply chain management is the need for integration. It
is critical that all participants in the service chain recognize the entirety of the service
chain.
Relationship between ERP, CRM and SCM
CRM and SCM are two categories of enterprise software that are widely implemented in
corporations and non-profit organizations. While the primary goal of ERP is to improve and
streamline internal business processes, CRM attempts to enhance the relationship with
customers and SCM aims to facilitate the collaboration between the organization, its suppliers,
the manufacturers, the distributors and the partners.

4.7.4 Human Resource Management Systems (HRMS)
People are the most valuable asset of an enterprise and substantial time and endeavour has
to be spent in managing the human resources.

A Human Resources Management System (HRMS) is a software application that coalesce
many human resources functions,
Key Integration Points:
Compensation Management: It is very well that “Historical compensation data can be
used to guide future compensation and reward decisions”.
♦ Recruiting & Hiring: New hire information, including resume/CV data, can be
automatically populated into the employee system-of-record.
♦ Succession Planning: Historical information regarding past positions and career
progression can be used to guide future succession decisions.
♦ Workforce Management: Integrated across the strategic Human Capital Management
(HCM) solution, Workforce Management provides powerful tools to effectively manage
labour rules, ensure compliance, and control labour costs and expenses.
♦ Payroll & Benefits: As an integrated service into the strategic cloud HCM solution

There are certain benefits
♦ Bringing industry best practices to the HR functions
♦ HRMS lets you assess and utilize the human resource potential completely.
♦ The solution increases the operational efficiency and productivity of the HR department;
♦ Reduces HR administrative costs
♦ Increases employee engagement and satisfaction
♦ Ensures seamless flow of information between employees, supervisors, managers and
administrators;
♦ Improves leadership development and succession;
♦ Enhances data integrity within the enterprise;
♦ Enables to meet compliance and audit requirements.

4.7.5 Core Banking System (CBS)
Banks can no longer continue to use legacy applications
CORE stands for "Centralized Online Real-time Environment".
The various elements of
core banking include:
♦ Making and servicing loans;
♦ Opening new accounts;
♦ Processing cash deposits and withdrawals;
♦ Processing payments and cheques;
♦ Calculating interest;
♦ Customer relationship management (CRM) activities;
♦ Managing customer accounts;
♦ Establishing criteria for minimum balances, interest rates, number of withdrawals allowed
and so on;
♦ Establishing interest rates; and
♦ Maintaining records for all the bank’s transactions.
Core Banking System may be defined as the set of basic software components that manage
the services provided by a bank to its customers through its branches (branch network). In
other words, the platform where communication technology and information technology are
merged to suit core needs of banking is known as Core Banking Solutions (CBS).


Examples of major core banking products include Infosys’ Finacle, Nucleus FinnOne and
Oracle's Flexcube application (from their acquisition of Indian IT vendor i-flex).
(A) Infosys’ Finacle
Finacle core banking solution is a comprehensive, agile, componentized yet integrated
business solution, addressing all the core needs of banks, in easy-to-configure modules.
The key modules of Finacle 
(a) Enterprise customer information: 
(b) Consumer banking: 
(c) Corporate banking: 
(d) Trade finance: 
(e) Customer analytics: 
(f) Wealth management: 
(g) Islamic banking: 
(h) Payments: 
(i) Origination: 
(j) Dashboards: 


(B) Nucleus FinnOne: The Nucleus FinnOne banking suite, made and marketed by Indiabased
Company Nucleus software, comes with a wide variety of integrated applications that
cover different aspects of global web banking.

(C) Oracle's FLEXCUBE: Oracle FLEXCUBE helps banks transform their business model
from disparate operations towards centralization of key functions, such as accounting,
customer information, and management information.


Oracle FLEXCUBE empowers universal banks with:
♦ Superior Web experience through self-service and assisted channels
♦ Improved bank staff productivity with intuitive, role-based dashboards
♦ Comprehensive transaction banking capabilities and straight-through-processing (STP)
♦ Improved risk management and reporting
4.7.6 Accounting Information System (AIS)
The theme of Accounting Information System (AIS) combines a general business background with a spotlight on Business information systems and accounting to prepare learners for specialized careers in accounting, auditing, consulting, business analysis and management. Today's accounting professionals are predictable to lend a hand organizations recognize enterprise risks and make available declaration for information systems.

Table 4.7.5: Key components of Accounting Information System
1 People AIS helps various system users that include accountants, consultants, business analysts, managers, chief financial officers and auditors etc. from different departments within a company to work together.
2 Procedure and Instructions
These include both manual and automated methods for collecting, storing, retrieving and processing data.
3 Data Refers to the information pertinent to the organization's business practices that may include sales orders, customer billing statements
4 Software These are the computer programs that provide quality, reliability and security to the company's financial data that may be stored, retrieved, processed and analyzed.
5 Information Technology Infrastructure This include hardware such as personal computers, servers, printers, surge protectors, routers, storage media, and possibly a backup power supply used to operate the system.
 6 Internal Controls -These are the security measures such as passwords or as complex as biometric identification to protect sensitive data against



Thus it is clear that:
♦ AIS are a system that brings together, records, stores, and processes data to fabricate information for decision makers.
♦ AIS can use extremely developed technology, be a trouble-free paper-and-pencil system,
or be something in amid. Technology is just a tool to engender, uphold, or get enhanced a system.
♦ AIS mandate is to accumulate additionally store data about events, resources, and agents.
♦ Make available sufficient controls to make certain that the entity’s resources (including
data) are obtainable when needed, as well as truthful and dependable.
♦ Transform that data into information with the intention that management can exercise to
make verdict about events, resources, and agents.

4.8 Artificial Intelligence
Artificial Intelligence (AI) is the vicinity of computer science focusing on creating machines that
can fit into place on behaviors that humans regard as intelligent.
“customized program for a specific application” mindset and begin finding new ways to recycle code for new applications.

4.9 Expert System
An Expert System (ES) is a computerized information system that allows non-experts to make
decisions comparable to those of an expert. Expert Systems are used for complex or illstructured
tasks that require experience and specialized knowledge in narrow, specific subject
areas.

(a) Knowledge Base: This includes the data, knowledge, relationships, rules of thumb
(heuristics), and decision trees used by experts to solve a particular problem
(b) Inference Engine: This program contains the logic and reasoning mechanisms that
simulate the expert logic process and deliver advice.
(c) User Interface: This program allows the user to design, create, update, use and
communicate with the expert system.
(d) Explanation facility: This facility provides the user with an explanation of the logic the
ES used to arrive at its conclusion.
(e) Database of Facts: This holds the user's input about the current problem.


Types of Expert System problem domains
♦ Expert systems are designed to deal with imprecise data or problems that have more than one solution.
♦ Using a technique called fuzzy logic; 
♦ A neural network uses computer circuitry 

Expert Systems can be Example-based, Rule-based or Frame-based.
♦ In Example-based system, developers enter the case facts and results. 
♦ Rule-based systems are created by storing data and decision rules as if-then rules. 
♦ Frame based systems organize all the information (data, description, rules etc.) about a
topic into logical units called frames, which are similar to linked records in data files.

4.10 Business Intelligence
There are many definitions of Business Intelligence (BI).
(a) BI is essentially timely, accurate, high-value, and actionable business insights, and the
work processes and technologies used to obtain them.


4.10.1 Business Intelligence Tools
Business Intelligence tools are a type of software that is designed to retrieve, analyze and
report data. BI is basically just getting important business information to decision makers when
they need it

Some of the key Business
Intelligence tools are given as follows:
♦ Simple Reporting and Querying: This involves using the data warehouse to get
response to the query: “Tell me what happened.” The objective of a BI implementation is
to turn operational data into meaningful knowledge. 
♦ Business Analysis: This involves using the data to get response to the query: “Tell me
what happened and why.” Business analysis refers to presenting visualizing data in a
multidimensional manner.

♦ Dashboards: This involves using the information gathered from the data warehouse and
making it available to users as snapshots of many different things with the objective of
getting response to the query: “
♦ Scorecards: This involves providing a visual representation of the enterprise strategy by
taking critical metrics and mapping them to strategic goals throughout the enterprise.
♦ Data Mining or Statistical Analysis: This involves using statistical, artificial
intelligence, and related techniques to mine through large volumes of data and providing
knowledge without users even having to ask specific questions.


4.10.2 Business Reporting through MIS and IT
Prior to talking about business reporting in an MIS and IT perspectives it would be justified if
we throw a light on the term business reports.
Business reports are routinely assigned to facilitate us to:
♦ Accomplish conclusions about a trouble or issue.
♦ Demonstrate short and apparent communication skills.
♦ Endow with recommendations for upcoming accomplishing.
♦ Exhibit our analytical, reasoning, and evaluation skills in identifying and weighing-up
potential solutions and outcomes.
♦ Pertain business and management theory to a practical situation.
♦ Scrutinize obtainable and potential solutions to a problem, situation, or question.
Benefits for micro-businesses and small to medium enterprises
♦ Paperless lodgement – 
♦ Electronic record keeping – 
♦ Pre-filled forms 
♦ Ease of sharing 
♦ Secure AUSkey authentication – 
♦ Same-time validation – 

Benefits for large business
♦ A single reporting language to report to government: eXtensible Business Reporting
Language(XBRL) – 
♦ Reduce costs 
♦ Streamline the process of aggregating data 
♦ Increased access to comparable performance information – 
♦ Secure AUSkey authentication – 
♦ Same-time validation
4.11 Importance of Access and Privilege Controls
In order to safeguard software systems, procedures are developed and implemented for
protecting them from unauthorized modification, disclosure or destruction to ensure that
information remains accurate, confidential, and is available when required.
These are discussed as follows:
♦ Identity Management: Identity management consists of one or more processes to verify
the identity of a subject attempting to access an object.
♦ Authentication: Identity management and authentication are inseparable. Identity
management includes assigning and managing a subject’s identity.
♦ Authorization: Once a resource or network verifies a subject’s identity, the process of
determining what objects that subject can access begins.
♦ Accountability: Each step from identity presentation through authentication and
authorization is logged.

4.11.1 Approaches to Access Control
There are two major approaches to establish access controls, which are given as under:
♦ Role-based Access Control (RBAC): RBAC largely eliminates discretion when
providing access to objects. Instead, administrators or automated systems place subjects
into roles.

♦ Rules-based Access Control (RAC): RAC differs from RBAC methods because it is
largely context-based. RBAC, for example, enforces static constraints based on a user’s
role.

4.12 Payment Mechanisms
e-Commerce will have a direct bearing on the validity of the information to individuals,
corporations or the country’s economic interests and reputation. The validity of the transaction
price, period, and the number of hours as part of the agreement is particularly vital.
Payment gateway is fundamentally a service used to process credit card transactions when orders are accepted online from clients. In a way, it represents a physical POS (Point-of-sale) terminal, which is set in every retail outlet these days. Payment gateways use a special code for acquiring sensitive information like credit card numbers, so that information passes securely.
Major types of Electronic Payments
A. Credit Cards: In a credit card transaction, the consumer presents preliminary proof of his
ability to pay by presenting his credit card number to the merchant. 
How a credit card is processed?
Step 1: Authorization – This is the first step in processing a credit card.  the sale.
Step 2: Batching – This is the second step in processing a credit card. At the end of a
day, the merchant reviews all the day’s sales to ensure they were authorized and signed
by the cardholder. 
Step 3: Clearing – This is the third step in processing a credit card
Step 4: Funding –This is the fourth and final step in processing a credit card. After
receiving payment from the issuer, minus interchange fees, the acquirer subtracts its
discount fee and sends the remainder to the merchant.


B. Electronic Cheques
following two systems have been developed to let consumers use electronic
cheques to pay Web merchants directly.
(a) By the Financial Services Technology Corporation (FSTC): The FSTC is a
consortium of banks and clearing houses that has designed an electronic cheque.
(b) By CyberCash: An electronic cheque has all the same features as a paper cheque.
It functions as a message to the sender’s bank to transfer funds, and, like a paper
cheque, the message is given initially to the receiver who, in turn, endorses the
cheque and presents it to the bank to obtain funds

C. Smart Cards
Smart cards have an embedded microchip instead of magnetic strip. The chip contains
all the information a magnetic strip contains but offers the possibility of manipulating the
data and executing applications on the card. 
Three types of smart cards are as follows:
♦ Contact Cards – Smart cards that need to insert into a reader in order to work,
such as a smart card reader or automatic teller machines.
♦ Contactless Cards – Contactless smart cards don’t need to be inserted into a Reader
♦ Combi/Hybrid Cards – Combi cards contain both technologies and allow a wider range of applications.
D. Electronic Purses
Electronic Purse Card is yet another way to make payments over the net. It is very
similar to a pre-paid card. For Eg: Bank issues a stored value card to its customer, the
customer can then transfer value from his/her account to the card at an ATM, a personal
computer, or a specially equipped telephone. The electronic purse card can be used as
an ATM card as well as a credit card.

A typical On-line transaction
Terminology Used in figure and certain sub-functions:
♦ Advertising; the company communicates its products and services (catalogue),
♦ Billing; the company produces the invoice,
♦ Delivering; the seller delivers to the buyer
♦ Offering; the company offers specific goods and services,
♦ Paying; the buyer pays the seller by giving a payment instruction, matching; the seller
matches the payment information (the authorization results and the actual crediting of
account) with the orders and feeds the result into the back-office,
♦ Resolving; the seller and buyer try to resolve delivery or payment issues related to the
purchase.
♦ Selling; the company agrees with the customer on the content of a specific order,


5. Business Process Automation through Application Software
5.1 Introduction
IT will open out new vistas of commerce breaking all barriers and boundaries. This has made the concept of “Geography is History” as true. The rapid growth in communication technology
making it faster and reliable coupled with its integration with IT has truly made the world today
a global village making true the concept, “The Network is the Computer”
5.2 Business Applications
Business is defined as a person’s regular occupation or commercial activity, a person’s concern. Application, 
Business Application as a computer program used to fulfill a person’s need for regular occupation or commercial activity.
5.2.1 Types of Business Applications
Classification is an effort to categorize numerous types of business applications on a logical basis. Let us understand the basis of the above classification.
♦ Nature of processing: This is the way an application updates data, say in batch processing, there is a time delay in occurrence and recording of transaction
♦ Source of application: The name of category is self-explanatory, as it tells the source
from where application has been bought. TALLY, is a purchased application
♦ Nature of business: This classification is based on the users for whom the application has
been developed.
♦ Functions covered: A business application may be classified based on business
function it covers.
5.2.2 Business applications based on nature of application
It is clear from the above discussion that the categorization can be extended based on an
individual’s understanding and perception of application under review. 
♦ Accounting Applications: Accounting applications range from application software such
as TALLY and wings to high-and applications such as SAP and Oracle Financials. 
♦ Office Management Software: These applications help entities to manage their office
requirements like word processors (MS Word), 
♦ Compliance Applications: Enterprises need to comply with applicable laws and
regulations. India has taken a long stride in adopting e-compliance for its citizens with
government promoting e-filing of documents, e-payments taxes, 
♦ Customer Relationship Management Software: These are specialized applications
catering to the need of organizations largely in FMCG (Fast-Moving Consumer
Goods) categories. 
♦ Management Support Software: These are applications catering to decision-making
needs of the management. They may be further classified based on the level of
management using them
♦ ERP Software: These applications called as Enterprise Resource Planning software,
which are used by entities to manage resources optimally and to maximize the three Es
i.e. Economy, Efficiency and Effectiveness of business operations.

♦ Product Lifecycle Management Software: These business applications are used by
enterprises that launch new products and are involved in development of new products.

♦ Logistics Management Software: For large logistics managing companies, these are
key business applications. 
♦ Legal Management Software: In India, a lot of effort is being put to digitize the legal
system. Government of India, is keen to reduce the pendency in courts. 
♦ Industry Specific Applications: These are industry specific applications focused on a
specific industry sector. 

5.3 Business Process Automation
A business process is a set of activities that are designed to accomplish specific
organizational goals. To better understand a business process, the activities may be arranged
in the form of a flowchart or process matrix.
5.3.1 Why BPA?
the primary reasons for automation by enterprises are:
♦ Cost Saving: Automation leads to saving in time and labour costs.
♦ To remain competitive: To provide the level of products and services as offered by
competition.
♦ Fast service to customers: This was not the initial reason for adaption of BPA but
gradually business managers realized that automation could help them to serve their
customers faster and better.

Objectives of BPA
♦ Confidentiality: 
♦ Integrity: 
♦ Availability: 
♦ Timeliness: 

5.3.2 How to go about BPA?
The steps to go about implementing business process automation are depicted here in Fig.
5.3.1. One important point to remember is that not all processes can be automated at a time.
The best way to go about automation is to first understand the criticality of the business
process to the enterprise.
Let us discuss the key steps in detail.
(i) Step 1: Define why we plan to implement a BPA?
The primary purpose for which an enterprise implements automation may vary from enterprise
to enterprise. A list of generic reasons for going for BPA may include any or combination of
the following:
♦ Errors in manual processes leading to higher costs.
♦ Payment processes not streamlined, due to duplicate or late payments, missing early pay
discounts, and losing revenue.
♦ Paying for goods and services not received.
♦ Poor debtor management leading to high invoice aging and poor cash flow.


5.3.2 How to go about BPA?
Let us discuss the key steps in detail.
(i) Step 1: Define why we plan to implement a BPA?
♦ Errors in manual processes leading to higher costs.
♦ Payment processes not streamlined, due to duplicate or late payments, missing early pay
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(iii) Step 3: Document the process, we wish to automate
At this step, all the documents that are currently being used need to be documented. 
♦ What documents need to be captured?
♦ Where do they come from?
♦ What format are they in: Paper, FAX, email, PDF etc.?


(iv) Step 4: Define the objectives/goals to be achieved by implementing BPA
 When determining goals, remember that goals need to be
SMART:
♦ Specific
♦ Measurable: 
♦ Attainable:
♦ Relevant: 
♦ Timely: 

(v) Step 5: Engage the business process consultant
This is again a critical step to achieve BPA. To decide as to which company/ consultant to
partner with

(vi) Step 6: Calculate the RoI for project
The right stakeholders need to be engaged and involved to ensure that the benefits of BPA
are clearly communicated and implementation becomes successful

(vii) Step 7: Developing the BPA
Once the requirements have been document, ROI has been computed and top management
approval to go ahead has been received, the consultant develops the requisite BPA.
(viii) Step 8: Testing the BPA
Once developed, it is important to test the new process to determine how well it works and
identify where additional “exception processing” steps need to be included


5.3.3 Case studies on automation of business processes
(i) Case 1: Automation of purchase order generation process, in a manufacturing
entity
Various steps of automation are given as follows:
Step 1: Define why we plan to go for a BPA?
Step 2: Understand the rules / regulation under which needs to complied with?
Step 3: Document the process, we wish to automate.
Step 4: Define the objectives/goals to be achieved by implementing BPA
Step 5: Engage the business process consultant
Step 6: Calculate the ROI for project
Step 7: Developing the BPA
Step 8: Testing the BPA

(ii) Case 2: Automation of employee attendance
Various steps of automation are given as follows:
Step 1: Define why we plan to go for a BPA?
Step 2: Understand the rules/regulation under which needs to comply with?
Step 3: Document the process, we wish to automate.
Step 4: Define the objectives/goals to be achieved implementing BPA
Step 5: Engage the business process consultant
Step 6: Calculate the RoI for project
Step 7: Developing the BPA
Step 8: Testing the BPA





5.3.4 Applications that help entity to achieve BPA
Many applications are available today that help enterprise to achieve business process
automation. Few applications may be simpler, others may be more complex based on nature
of process being considered. Some of them are mentioned below:
♦ TALLY: It is an accounting application that helps entity to automate processes relating to
accounting of transactions. It also helps to achieve automation of few processes in
inventory management. The latest version has been upgrad

5.3.4 Applications that help entity to achieve BPA
Many applications are available today that help enterprise to achieve business process
automation. Few applications may be simpler, others may be more complex based on nature
of process being considered. Some of them are mentioned below:
♦ TALLY: It is an accounting application that helps entity to automate processes relating to
accounting of transactions. 
♦ SAP R/3: It is ERP software, which allows an entity to integrate its business processes.
ERP stands for Enterprise Resource Planning, which aims at better utilization of the
resources and helps entity achieve better business performance. 
♦ MS Office Applications: These are various office automation systems made available
by Microsoft Corporation which include MS Word, MS Excel, MS PowerPoint, MS
Access, etc. 
♦ Attendance Systems: Many attendance automation systems are available in the market.
The application helps entity to automate the process of attendance tracking and report
generation. It has features such as supervisor login access, holiday pay settings, labour
distribution, employee scheduling and rounding, employee view time card, overtime
settings, battery-backed employee database and optional door/gate access control.
♦ Vehicle Tracking System: A lot of applications have been developed that allow entity to
track their goods while in transit

♦ Automated Toll Collection Systems: As India progresses through creation of the
golden quadrilateral project, many toll booths have been built to collect tolls. 
♦ Department Stores Systems: There has been huge development in the retail sector in
India. 
♦ Travel Management Systems: Many business processes specific to this industry have
been automated, including ticket booking for air, bus, train, hotel, etc.
♦ Educational Institute Management Systems: India probably produces maximum
number of engineers, doctors, MBAs and CAs across the world. A lot of automation has
been achieved, including student tracking and record keeping. 
♦ File Management System: With increasing inventory of office files and records, many office
automation systems have been developed. 
♦ Other Systems: The banking systems, the railway reservations systems and stock
exchange systems are good examples of business process automations achieved.
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5.5.1 Importance
Enterprises need to be aware of ‘what information is required for effective delivery of products
or services’. 
5.5.2 Information Delivery Channel: How to choose one?
When choosing appropriate delivery channels, consider the following suggestions:
♦ More than just the intranet: It is rarely sensible to have a goal of “increasing intranet
Usage
♦ Understand staff needs & environment: Job roles and work environments will have a
major impact upon the suitability of delivery channels. 
♦ Traditional Channel need to be formalized: Instead of attempting to eliminate existing
information sources in favour of the intranet, it may be more beneficial to formalize the
current practices.

5.5.3 Product Delivery Channels: How to choose one?
The way customer response is changing the way business operates. 

5.6 Controls in BPA
Control is defined as policies, procedures, practices and organization structure that are
designed to provide reasonable assurance that business objectives are achieved and
undesired events are prevented or detected and corrected.
Control Objectives
Major control objectives are given as follows:
♦ Authorization – 
♦ Completeness –
♦ Accuracy – 
♦ Validity – 
♦ Physical Safeguards and Security – 
♦ Error Handling – 
♦ Segregation of Duties – 

Controls may either be Application Controls or Internal Controls.
(I) Application controls: Application controls are the controls on the sequence of
processing events. These controls cover all phases of data right from data origination to
its final disposal. Application controls cover transactions as they recorded in each stage
of processing into master, parameter and transaction files and include controls relating to
transmission and distribution of output through display, electronic media or printed
reports.

(II) Internal controls: SA-315 defines the system of internal control as the plan of enterprise
and all the methods and procedures adopted by the management of an entity to assist in
achieving management’s objective of ensuring, as far as practicable, 

(i) Boundary Controls: The major controls of the boundary system are the access control
mechanisms. 
Boundary control techniques include:
· Cryptography: There are programs that transform data into codes 
· Passwords: User identification by an authentication mechanism with personal
characteristics like name, birth date
· Personal Identification Numbers (PIN): The personal identification number is
similar to a password assigned to a user by an institution based on the user

· Identification Cards: Identification cards are used to store information required in
an authentication process. 
(ii) Input Controls: These are responsible for ensuring the accuracy and completeness of
data that are input into an application system. 
 Input control techniques are:
· Source Document Control: In systems that use physical source documents to
initiate transactions, careful control must be exercised over these instruments.
Source document fraud can be used to remove assets from the enterprise.
• Data Coding Controls: These controls are put in place to reduce user error during data feeding.
Few types of error may include:
· Addition: Addition of an extra character in a code. e.g. 12345 coded as 712345;
· Truncation: Omission of characters in the code. e.g. 12345 coded as 2345;
· Transcription: Recording wrong characters. 12345 coded as 82345;
· Transposition: Reversing adjacent characters. 12345 coded as 21345; and
· Double transposition: Reversing characters separated by one or more characters
i.e., 12345 is entered as 23145.

♦ Batch Controls: These controls are put in place at locations where batch
processing is being used. 
♦ Validation Controls: These controls validate the accuracy/correctness of input
data. 
There are following levels of input validation controls, which are given as under:
Level 1: Field Interrogation
1. Limit Check: It may be applied to both the input data and the output data. 
2. Picture Checks: These check against incorrect input format. 
3. Valid Code Checks: These checks are made against predetermined transactions
codes, tables or order data to ensure that input data are valid. The predetermined
4. Check Digits: A customers’ account number or any other numeric digits are
checked for transcription and transposition errors.
5. Arithmetic Check: Arithmetic check is performed in different ways to validate
the results of other computations of the values of selected data fields.
6. Cross Checks: These may be employed to verify fields appearing in different
files to see that the results tally. For example, the quantity received, quantity
invoiced by the supplier and quantity ordered may be compared. It may also be
necessary to put check on the units of quantity.


Level 2: Record Interrogation
1. Sequence Checks: These are exercised to detect any missing transactions,
off serially numbered vouchers or erroneous sorting.
2. Format Completeness Checks: These are used to check the presence and
position of all the fields in a transaction. This check is particularly useful for
variable data field records.
3. Redundant Data Checks: these are used to check for fields that are repeated
in two of more records.
4. Password: These are used to authorize users to access, read and write
information.
(iii) Process Controls: Data processing controls perform validation checks to identify errors
during processing of data. 
• Run-to-run Totals: These help in verifying data that is subject to process through
different stages. If the current balance of an invoice ledger is ` 250,000 and the
• Reasonableness Verification: Two or more fields can be compared and cross
verified to ensure their correctness. 
• Edit Checks: Edit checks similar to the data validation controls can also be used at
the processing stage to verify accuracy and completeness of data.
• Field Initialization: Data overflow can occur, if records are constantly added to a table or if fields are added to a record without initializing it
• Exception Reports: Exception reports are generated to identify errors in data processed. 
• Existence/Recovery Controls: The check-point/restart logs, facility is a short-term backup and recovery control that enables a system to be recovered if failure is temporary and localized.

(iv) Output Controls: Output controls ensure that the data delivered to users will be presented, formatted and delivered in a consistent and secured manner. 
• Storage and Logging of Sensitive and Critical Forms: Pre-printed stationery should be stored securely to prevent unauthorized destruction or removal and usage. 
• Logging of Output Program Executions: When programs, used for output of data, are executed, they should be logged and monitored. In the absence of control over such output program executions, confidentiality of data could be compromised.
• Controls Over Printing: It should be ensured that unauthorized disclosure of information printed is prevented. 
• Report Distribution and Collection Controls: Distribution of reports should be made in a secure way to avoid unauthorized disclosure of data. 
• Retention Controls: Retention controls consider the duration for which outputs should be retained before being destroyed. 
• Existence/Recovery Controls: These controls are needed to recover output in the
event that it is lost or destroyed. If the output is written to a spool of files or report
files and has been kept, then recovery is easy and straight-forward. 
(v) Database Controls: Protecting the integrity of a database when application software acts as
an interface to interact between the user and the database are called the update controls.
• Sequence Check Transaction and Master Files: Synchronization and the correct sequence of processing between the master file and transaction file is critical to
• Ensure all records on files are processed: While processing the transaction file records mapped to the respective master file the end-of-file of the transaction file with respect to the end-of-file of the master file is to be ensured.
• Process multiple transactions for a single record in the correct order: Multiple
transactions can occur based on a single master record. 


5.7 Emerging Technologies
Various emerging technologies/concepts are given in the following sections:
5.7.1 Network Virtualization
In IT, Virtualization is the process of creating logical computing resources from available
physical resources. 
Major applications of the concepts of the virtualization are given as follows:
♦ Server Consolidation: Virtual machines are used to consolidate many physical servers into fewer servers, which in turn host virtual machines. Each physical server is reflected as a virtual machine "guest" residing on a virtual machine host system. This is also known as “Physical-to-Virtual” or 'P2V' transformation.
♦ Disaster Recovery: Virtual machines can be used as "hot standby" environments for physical production servers. This changes the classical "backup-and-restore" philosophy, by providing backup images that can "boot" into live virtual machines, capable of taking over workload for a production server experiencing an outage.
♦ Testing and Training: Hardware virtualization can give root access to a virtual machine. This can be very useful such as in kernel development and operating system courses.
♦ Portable Applications: Portable applications are needed when running an application from a removable drive, without installing it on the system's main disk drive. 
♦ Portable Workspaces: Recent technologies have used virtualization to create portable workspaces on devices like iPods and USB memory sticks.

5.7.2 Grid Computing
Grid Computing is a computer network in which each computer's resources are shared with
every other computer in the system. 
Why need Grid Computing?
♦ Civil engineers collaborate to design, execute, & analyze shake table experiments.
♦ An insurance company mines data from partner hospitals for fraud detection.
♦ An application service provider offloads excess load to a compute cycle provider.
♦ An enterprise configures internal & external resources to support e-Business workload.
♦ Large-scale science and engineering are done through the interaction of people,
heterogeneous computing resources, information systems and instruments, all of which
are geographically and organizationally dispersed.

5.7.3 Cloud Computing
 Cloud Computing is the use of various services, such as software development platforms, servers, storage, and software, over the Internet, often referred to as the "cloud."

(i) Characteristics of Cloud Computing The following is a list of characteristics of a cloud-computing environment. Not all characteristics may be present in a specific cloud solution. However, some of the key characteristics are given as follows:
♦ Elasticity and Scalability: 
♦ Pay-per-Use: 
♦ On-demand: 
♦ Resiliency: 
♦ Multi Tenancy: 
♦ Workload Movement: 
A third reason could be regulatory considerations for certain types of workloads.
(ii) Cloud Service Models

Cloud Computing Service Models - Software as a
Service (SaaS), Platform as a Service (PaaS) or Infrastructure as a Service (IaaS), 
♦ Software as a Service (SaaS): SaaS features a complete application offered as a
service on-demand. A service provider hosts the application at its data centre over the

(iii) Advantages of Cloud Computing If used properly and to the extent necessary, working with data in the cloud can vastly benefit all types of businesses. Mentioned below are some of the advantages of this
technology:
• Cost Efficient: 
• Almost Unlimited Storage: 
• Backup and Recovery: 
• Automatic Software Integration:-
• Easy Access to Information: 
• Quick Deployment: 
(iv) Disadvantages of Cloud Computing
 Major disadvantages are given as follows:
• Technical Issues: 
• Security in the Cloud: 
• Prone to Attack: 
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