CHAPTER 3: PROTECTON OF INFORMATION SYSTEMS
INFORMATION SYSTEM SECURITY
Information Security refers to:
· Protection of  valuable assets.
· Against loss, destrucisto or illegal access, modification and/or disclosure
· By means of  physical( such as locks CCTV, insurance etc) as well as logical & technical safeguards( such as password, encryption, firewall etc)
Information Security Objectives
1. Protection of the interests of those relying  on the information.
2. Maintain confidentiality, integrity, & availability, often coined as CIA:
· Confidentiality:  Access to data, information & other computer resources should be restricted to appropriate users.
· Integrity: Data is processed accurately & completely.
· Availability : Information & systems are available at all reqd time.
Note:, Corrective & Supportive) are typically evaluated on whether they address these core information security tenets. These 3 principles are considered the most imp within the realm of security.  Security controls( Detective, Preventive,Corrective & Supportive) are typically evaluated on whether they address these core information security tenets.
3. Develop Recovery Framework  for recovery or to continue in case of a disaster like flood, earthquake etc.
What Information is Sensitive?
By definition, sensitive information is  one which is critical in making decisions, hence, it should be protected highly.  Sensitive information may be in 3 forms, namely;
1. Business Operations: aims to provide competitive advantage eg. Business Process, Product Formula, Client’s list.  Leakage  of such info can result in substantial loss.
2. Strategy Plans: refer to policies made for survival in the market eg. R&D, Marketing Decisions etc.  If such information are made public, competitors may counter launch another plan to fail the organization’s plans.
3. Financial Information: Eg. Cost structure, salary & wages  range.  If such information falls in the hands of competitors /rivals, they can steal/fail those areas & can release their products accordingly.
INFORMATION SECURITY POLICY
· Is the high level statements of management intent, expectations & direction about how to protect a company’s information assets.
· Is a document that describes an orgn’s information security controls & activities.
· Acts as a guide for the entire orgn. to know what is to be protected & how it will be protected.  
· Provides instructions reg acceptable( an unacceptable) practices & behavior.
Information Security Policy defines  information security, its overall objective & its importance.
Major Information Security Policies are:  (IMP)
1. User Security Policy:  sets out responsibilities & reqmts for all IT System Users
a. General User Security Policy: sets out security terms of referene for users, line managers & system owners.
b. Acceptable Usage Policy::defines acceptable usage of email & Internet services.
2. Organizational Security Policy: 
a. Policies, procedures, practices & enOrganisatonal Information Security Policy: sets out group policy for the security of its information assets & the IT systems processing this information.
b. Network & System Security Policy: deals with system & network security & applies to IT dept users.
c. Information Classification Policy: is the policy for classification of information.
3. Conditions fo Connection Policy: is the  group policy for connecting their networks.  It applies to all organizations.
COMPONENTS OF SECURITY POLICY  (IMP)  MEMORY CODE: “ PILE AUDIT BASICS
A good security policy should clearly state the folg:
1. PURPOSE & Scope of the Policy & the intended audience.
2. Incident  response mechanism & incident reporting.
3. Legal compliance.
4. Environmental & Physical Security.
5. Access control & Identity Management
6. Underlying Technical Policy..
7. Development & Maintenance Controls relating to system
8. IT Operations management
9. Technologies & computing structure’s description
10. Business Continuity Planning.
11. Auditing & other monitoring reqmts.
12. Security Orgn Structure
13. IT Communications
14. Classification & Inventory of assets.
15. Security Infrastructure Security policy document maintenance & compliance rqmts.
INFORMATION  SYSTEMS CONTROLS
These are Policies, procedures, practices & enterprise structure that provide reasonable assurance that:
· Business objectives will be achieved and
· Undesired events are prevented or detected & corrected.



Integrated Components of Internal Control  (IMP) 
1. Control Environment:  helps in establishing the control context in which a specific accounting system & control procedure must  operate.  It encompasses  such factors as:
· Management’s philosophy & operating style
· Integrity & ethical values of employees
· Functional method of the audit committee
· Methods to plan & monitor performance & so on.
2. Control Activities:  consist of elements that ensure
· Transactions are authorized
· Adequate documents & records are maintained
· Assets & records are safeguarded
· Independent checks occur.
3. Monitoring:  helps management  to  ensure that Internal controls operate reliably over time.
4. Risk Assessment: this component consists of:
a) Risk Identification: includes examining external factors such as  technological developments competition & economic  changes and  internal factors such as personnel quality, nature of the entity’s activities & characteristics of information system processing.
b) Risk Analysis: It involves 
· Estimating the significance of  the risk
· Considering how to manage the risk.
5. Information & Communication: this component helps information system to identify, capture & repot financial & operating information that is useful to control the orgn’s activities.
IMPACT OF TECHNOLOGY ON INTERNAL CONTROLS
Technology does not affect  the  basic objectives of internal control: however, it affects how these objectives must e achieved.  These are as follows:
Internal Controls & control objectives

Categories of Controls(Internal)  IMP
1. FUNCTIONAL CONTROLS
· Accounting Controls : To ensure assets safeguarding & reliability of financial records.
· Operational Controls: To ensure operational activities are contributing to business objectives
· Administrative Controls : To ensure compliance with management policy & operational efficiency.
2. NATURE OF IS RESOURCES
· Physical Access Controls :  ensure the physical security of information assets.
· Logical (Technical ) Access Controls:  ensure the confidentiality,integrity, availability & authorized use of information assets, such as  operating systems controls, networking controls etc.
· IS Operational Controls : focus on day-to-day operation, administration & management of IS.eg helpdesk operations, IS infrastructure management etc.
· IS Management Controls: ensure the integrity, accuracy & reliability o the IS eg IS management, administration, Steering Committee etc.
· Environmental controls:  controls relating for housing IT resources  eg power, UPS, air conditioning etc.
· SDLC Controls: controls relating to planning, design, development, testing implementation & post implementation, change management of changes to application & other software etc.
3. OBJECTIVES OF CONTROLS  (Imp)
· Preventive Controls: designed to prevent unwanted activities & ensure that events proceed as intended.  They prevent an error, omission or malicious act form occurring.  These controls provide a clear understanding about:
· Vulnerability of the assets
· Probable threats &
· Necessary controls for avoiding probable threats.
Example: anti-virus software, Firewalls, Segregation f duties & authorization of transactions, Edit/Validation checks, Documentation etc.

· Detective Controls: they signal an alert or terminate a function & stop further processing when the system is violated or an error occurs.  They detect & report the occurrence of error, irregularity o r  other malicious act..   They provide a clear understanding of:
· Permitted Activities
· Established mechanism to report unlawful events to appropriate person
· Surprise Checks by Supervisor.
Example: Internal audit function, monitoring expenditure against budgeted amount, audit trail control, bank reonciliation & cash counts, operational checks, Hash totals, Error messages, Intrusion detection systems ,Check points in production jobs.

· Corrective Controls: may perform an alert or terminate a function, but they also reverse the effects of an unwanted activity, such as attacks or errors..  They perform the folg. Controlling functions:
· Get feedback from prevented & detective controls
· Reduce the impact of the threat
· Identify the cause of problem.
· Minimize the chances of re-occurrence of the problem.
Example:  Backup procedure, Investigation of budget variances & report violations, Re-run procedures, Disaster Recovery Planning/Business Continuity Planning.

Compensatory Controls:A reliable control system can be achieved only at a cost & it will also affect some operational efficiency.  If such constraints exist,  it is advisable to implement at least compensatory measures which may although not be as efficient as appropriate control, however, they can reduce the probability of the threats to the assets.  Such measures are called compensatory controls.


CONTROL TECHNIQUES
Control Techniques refer to measures implemented by management  to ensure the fulfillment of the control objective.
1. ORGANIZATIONAL CONTROLS
These controls are concerned with management’s authority to make decision in respect of authorization of transactions & protecting costly IS/IT resources.  Organizatonal control techniques include documentation of:
i. Reporting responsibility & authority of each function: should be clearly defined.
ii. Definition of responsibilities & objectives of each function: 
· Providing information/report to Sr. management on the IS resources.
· Implementing activities & functions that support company’s strategic plan.
· Planning for expansion of IS resources.
· Effective & efficient utilization of IS resources.
iii. Policies & procedures: 
Policies: High Level blueprint of the management’s intent & direction.  Policies do not change very often.  Documented policies should exist for:
Memory Code:  I’m  Dr. Soap
IS Resources- use of
Microcomputer- use of
Data Security
Reviewing, evaluating & purchasing hardware/software
System development methodology
On-line security
Application program change
Physical security
Procedures & Practices: Procedures spell out how the policy & stds will actually be implemented in an operating environment.
iv. Job descriptions : define the functions & responsibilities of positions throughout the orgn.  Job procedures  establish instructions on how to do the job & policies  define the authority of the employee.
v. Segregation of duties.(SoD) M. IMP
A method of working whereby tasks & authority are apportioned between different members of staff in order to reduce  the scope for error & fraud.
SoD is a good way to ensure that no single person should have total control of a sensitive transaction for example, the person making the change is not the same person approving the change.  This will help defend against various fraud  such as:
· Theft of assets like funds, IT equipment, the data & programs
· Modification of data leading to misstated & inaccurate financial statements &
· Modification of programs in order to perpetrate irregularities like rounding down salami.
Critical factors to be considered in segregation of duties in a computerized IS are:
· Nature of business operations
· Managerial policy
· Organizational Structure with job description and
· IT resources deployed  such as: Operating system, Networking, Database, Application software,Technical software available.
Examples of SoD : 
· Systems software programming group from the applciaiton programming group
· Database admn group form other data processing activites
· Computer hardware operations from the other groups
· Systems analyst function from the programming function

2. MANAGEMENT CONTROLS:  These controls are adopted by the management to ensure that, Information Systems(IS)
· Function correctly  and
· Meet the strategic business objectives.
Scope of Management Controls includes:
· Framing high level IT policies  procedures & stds 
· Establishing a sound internal controls framework within the orgn.
The Control considerations while reviewing management conrols in an IS system:
· Responsibility: Sr. Mgmt should be responsible fos the IS
· IT Steering Committee shall comprise of user representatives from all areas of the business.  Used to convey the current business reqmts.
· IT organizational structure should be prescribed with all staff adequately informed  on their roles & responsibilities.

3. FINANCIAL CONTROLS: ensure integrity of accounting & financial reporting systems.  A few techniques are:
Authorization: i.e obtaining permission to perform some act. Eg. Access to assets, passing accounting & application entries.
Budgets: i.e budget vs actual performance.  Helps to identify & analyze differences for a cause & effect resolution.
Cancellation of documents: to prevent re-use.  Done by marking documents with a “ paid”/”processed” stamp or by punching a hole.
Documentation: includes written/typed explanations of ac tions taken.
Dual Control: entails having two people simultaneously access an asset. Eg. the depositories of banks’ 24-hr teller machines should be accessed & emptied with two people present.  Dual Access divides the access function between 2people.  Once access is achieved, only one person handled the asset.  Eg in case of ATMs, 2 tellers would open the depository vault door together, but only one would retrieve the deposit envelopes.
Input/output verification: i.e  comparing the information provide by a computer system with input documents.
Safekeeping: i.e. physically securing assets, such as computer disks, under lock & key, in  vault ec.
Segregation of duties: i.e. assigning similar functions to separate people.  For eg. The responsibilities for making financial entries to the application & to the general ledger should be separated.
Sequentially numbered documents: i.e working documents with preprinted sequential numbers, which enables the detection of missing documents.
Supervisory review: refers to review of specific work by a supervisor.  Also involve signing-off on the documents by the supervisor, in order to provide evidence that the supervisor at least handled them.

4. DATA PROCESSING ENVIRONMENT CONTROLS:  These controls are related to hardware & software & include procedures exercise din the IS environment.s.  This includes on-line transaction systems, database  a dministration, media library, application program change control, the data center.

5. PHYSICAL ACCESS CONTROLS:  Physical Access controls prevent  illegal entry into IS facilities & ensure that all personnel who are granted access f the system have proper authorization.  The authorization given by the management may be:

· Explicit: eg door lock  for which management has auhorized us to have a key; or
· Implicit : eg. A job description which confirms the need to access confidential reports & documents.
Folg can be the threats in an orgn due to improper physica l access:
i. Unauthorized person getting access in restricted areas in the orgn.
ii. Employees gaining access to unauthorized areas within the orgn.
iii. Damage, theft or embezzlement of equipment.
iv. Abuse of systems resources
v. Improper disposal of computer & hardware devices.
Sources of physical access threat can be from:
i. Thieves
ii. Hackers
iii. Former employees
iv. Competitors
v. Ignorant persons
vi. Disgruntled employees
vii. Employees on strike
viii. Employees under suspension or termination.
Infrastructure to be protected
i. Computer Room                                                       vi    Firewalls
ii. Server Room                                                            vii   Operators Console
iii. Network devices(witches & routers)                         viii   Disposal sties
iv. Telecommunicaiton equipments                               ix    Back-up storage media
v. LAN                                                                           x    UPS room
Physical Access Control Mechanism:  (M.IMP) Physical Access control is a three step process:
1. Identification:  describes a method where the user gives his identification to the system
2. Authentication:  The system authenticates the user on the basis of some information given by the user.  For this purpose the user can use the folg mechanism
	Remembered Information
	Name, account number, password

	Object possessed by the user
	Badges, smart cards, key

	Personal characters
	Finger prints, voice prints, signature



3. Authorization  The system authorizes the user or various resources.  This authorization can be:
· Ticket  oriented approach:  it assigns users a ticket for each resource they are permitted to access.  It operates via a row in the matrix.
· List-oriented approach: it associates each resource has a list of users who can access the resources.
Physical Access Control Techniques
1. Locks on doors
· Cipher Locks : also known as programmable locks, are keyless & use keypads for entering a pin number or password.
· Bolding Door Locks: special metal key used to gain entry
· Electronic Door Locks: a magnetic or embedded chip-based plastic card key or token having special code is entered into Sensor Reader.
· Biometric Door Locks: use combination of human characteristics as the key to the door such as voice, retina, fingerprint, signature etc.
2. Physical Identification Medium
· Personal Identification Number(PIN): is user inserts a card & enters a PIN, the entry will be matched with the available database & then entry will be permitted.
· Plastic Cards: used for identification purpose
· Identification Badges: Special identiication badges for employees, visitors, with separate colours for each.
3. Maintenance of log
· Manual Logging :  all visitors are asked to sign visitor’s log/register
· Electronic Logging: combination of electronic & biometric security systems.
4. Other Measures
· Security Guards: with video cameras & locked doors
· Video Cameras : placed at specified locations & monitored by security guards.
· Dead man doors : set of two doors.  The outer door must shut before the inner door will open
· Controlled single point entry: incoming personnel use only a Single Entry Point which is monitored by a receptionist & security guards.
· Security alarm: linking alarm system at different places so that security personnel should be able to her the alarm when activated.
· Visitor entry through escorts:  a responsible employee should escort all visitors.
· Boundary fencing

6. LOGICAL ACCESS CONTROLS:  are implemented to ensure that access to systems, data & programs is restricted to authorized users so as t safeguard information against unauthorized use, disclosure or modification, damage or loss.
7. SDLC CONTROLS: (System Development Life Cycle): these are functions & activities that are generally performed manually that control devpt. Of application systems, either through in-house design & programming pr package purchase.
8. BCP CONTROLS: (Business Continuity Planning):  these controls are related to having an operational &  tested IT continuity plan, which is in line with the overall business continuity plan & its related business reqmts so as to make IT services available as reqd & to ensure a minimum impact on business in the event of a major disruption.
9. APPLICATION CONTROL TECHNIQUES:  these include the programmatic routines within the application program code.  The objective of application controls is to ensure that data remains complete, accurate & valid during its input, update & storage.
USER CONTROLS:  (Application System Controls)
From the users’ perspective, it is the application that drives the business logic.  Users’ controls are exercised for system effectiveness & efficiency. These are:
1. Boundary Controls:  llink the authentic users to the authorized resources.
	Class of information used in boundary cotnrol
	Type of input

	Personal Information
	Name, date of birth, Acc No. password, PIN

	Personal Characteristics
	Signature,finger printl voice, retina

	Personal objects
	ID card, bade, key, token


Three Step Process for boundary control:
Step 1: Identification
Step II: Authentication
Step III: Authorizaiton
Boundary Control Techniques:
· Cryptography((M.IMP)
Cryptography is  an effective way of protecting sensitive information.  Provides security for data in motion & at rest.  Cryptography transforms(encrypts) data into cryptograms(ciphertext)  Clear text is the readable version of a message.  After an encryption process, the resulting text is referred to as ciphertext.
The three techniques of cryptography are: 
Transposition( flipped/shifted alphabet)
Substitution( replace text with a key-text)
Product cipher: (combination of transposition & substitution- the most secure encryption)

· Passwords : 
a) A sequence of characters used to prove one’s identity.
b) Used during a logon process & should be highly protected.
· Personal Identification number(PIN)
a) A type of password or customer selected number that verify the authenticity of the individual.
b) PINs are often shred, stolen, guessed or otherwise compromised. 
c) They are one of the weakest authentication mechanisms.
· Identification cards:  are used to:
· Store information reqd in an authentication process &
· To identify a user
2. Input Controls: Ensure the accuracy & completeness of data & instruction input into an application system.
Existence & Recovery Controls:  might be necessary to reprocess input data in the event master files are lost, corrupted or destroyed.  
3. Processing Controls : Data processing controls perform validation checks to identify errors during processing of data.
4. Output Controls:  These controls ensure that the data delivered to users will be presented, formatted & delivered in a consistent & secured manner & the confidentiality & integrity of the output is maintained.
5. Database Controls: To protect the integrity of a database:
· Update controls:
· Sequence check of transaction & master files
· Ensure all records on files are processed
· Processing of multiple transactions kor a single maser record in the correct order.
· Maintain a suspense account.
· Report Controls
· Control over standing data: standing data refers to information that is somewhat static.(  Eg. Customer’s name, bank interest calculation etc)  Because these  values do not frequently change, an alteration should be controlled & should require authorization.
· Print Run-to-Run control Totals: identify errors or irregularities like record dropped erroneously from a transaction file, wrong sequence
· Print Suspense Account Entries: Similar to the update controls, the suspense account entries are o be periodically monitored.
· Recovery controls: Backup & recovery strategies are used to restore failure in a database.  Backup strategies are implemented using prior version & log of transactions or changes to the data base.  Recovery Strategies involve roll-forward or the rollback methods.
CONTROLS OVER DATA INTEGRITY  (IMP)
IInformation Classification( Imp)
Information Classification helps differentiate little(or no) value, and highly sensitive & confidential information.
Information can be classified as:
a. Top Secret  : Eg: Pending Mergers, Investment strategies.Security Needed: Highest Possible control
b. Highly Confidential Eg.Business Plan, customer’s list  Security Needed: Very High
c. Proprietary: Eg. Project Plan, operational procedures  Security Needed: High
d. Internal Use only Eg. Internal Memos, minutes of meeting.  Security Needed: Controlled but normal
e. Public Documents: Eg. Annual report, press release.  Security Needed: Minimal
Data Integrity Controls
The primary objective is to:
· Prevent, detect & correct transactions processing errors.
· Prevent unauthorized/unwanted modification of information
There are 6 categories of integrity controls:
	Category
	Threats/ Risks
	Controls

	Source Data Controls
	Incomplete or inaccurate source data input
	Good form design, segregation of duties, check digit verification, pre-printed forms wherever possible etc.

	Input validation routines
	Invalid/inaccurate data in computer-processed transaction files
	Edit checks, field check, sequence check, validity,, missing data check,etc., maintain error logs.

	Online Data Entry controls
	Invalid/ Inaccurate input through on-line terminals
	Edit checks; Field, validity, limit, rage etc.  User IDs & passwords; prompting operators  during data entry etc.

	Data Processing & storage controls
	Inaccurate or Incomplete data in computer-processed master files.
	Monitoring data entry by data control personnel reconciliation of system updates with control accounts, exception reports, conversion controls.

	Output controls
	Inaccurate or incomplete computer output
	Visual review of computer outputs, secure storage & distribution of outputs error or exception reports.

	Data transmission controls
	Unauthorized access to data moving on a network or to the system itself, network system failures/errors.
	Network monitoring, alternate routing etc.



Data Integrity Policies.
1. Disaster Recovery: to ensure continuity o the corporate business in the event of an outage.
2. Offsite Backup Storage: backups older than 1 month must be sent offsite for permanent storage.
3. Software Testing:  all software must be tested in a suitable test environment before installation on production systems.
4. Virus-Signature Updating: virus signatures must be updated immdtly when they are made available from the   vendor.
5. Environment Divisons:  into development, test & production is reqd for critical systems.
6. Version Zero Software: must be avoided whenever possible to avoid undiscovered bugs.
7. Quarter end & Year End Backups: must be done separately from the normal schedule for accounting purposes.
Data Security
In order to evaluate adequacy of data security controls, an IS auditor should seek to answer folg types questions:
i. Who is responsible for the accuracy of the data?
ii. Who is permitted to update data?
iii. Who is permitted t read & use the dtaa?
iv. Who is responsible for determining who can read & update the data.
v. Who controls the security of the data?
vi. If IS System is outsourced, what security controls & protection mechanism does the vendor have in place to secure & protect data?
vii. Contractually liability to protect the sensitive information.
LOGICAL ACCESS CONTROLS: are system-based mechanisms used to designate who or what is to have access to a specific system resource & the type of  transactions & functions that are permitted.
Logical Access Paths
1. Online Terminals : To access an online terminal, the user has to provide a valid logon-ID & password.
2. Operator Console: access to operator console must be restricted by:
· Keeping the operator console at a place which is visible to all.
· Keeping the operator console in a protected room accessible to selected personnel.
3.  Dial-Up Ports: user at one location can connect remotely to another computer via telecommuniciaton media.
4. Telecommunication Network: a number of computer terminals, PCs, etc are linked to the host computer through network or telecommuniciaton lines.  Its security is similar to online terminals.
Issues & Revelations related to logical access
Intentional or accidental exposures of logical access control encourage technical exposures & computer crimes.  These are:
1. Technical Exposures : include unauthorized implementation or modification of data & software.  They include:
i. Data Diddling: refers to the alteration of existing data.  In other words, unauthorized modification in the input data.
2. Bombs: Piece of bad code in a program, deliberately planted by an insider or supplier of program
a. Logic Bombs:  executes a program, or string of code when a certain e vent happens or a date & time arrives.  Eg. If a user accesses his bank account software, a logic bomb may be initiated & a program may be triggered to copy the user’s account number & transaction codes.
b. Time Bombs: Programmers can install time bombs in their program to disable the software upon a predetermined date.  Eg. Free trial evaluation versions of software use the time bomb mechanism to disable their program after the trial period.
3. Trojan horse: an illicit coding contained in a legitimate program & causes an illegitimate action.Eg. A user  may download a game file from the internet, install it, & begin playing the game.  Unbeknown to the user, the application may also install a virus or install a utility allowing an attacker to gain unauthorized access to the system remotely, all without the user’s knowledge.
4. Worms : are malware that self-propagates( i.e. spreads independently)  I can travel independently through the network & infect systems.
5. Rounding down: refers to rounding of small fractions of a denomination & transferring these small fractions into an unauthorized account.  Eg. Computer rounds down all interest calculations to 2 decimals places but nothing is transferred to customers’ account, balance of faction is transferred to the account of miscreant.
6. Salami Techniques:  used for  the commission of financial crimes.  The attacker commits several small crimes with the hope that the overall larger crime will go unnoticed. Eg. Slices off small amount from various bank accounts & transfer this to special account of wrongdoer, amount transferred is generally too small that customer never bothers to ask for detail of charges.
7. Trap Doors: loopholes in program to gain access into the system.
: 
2. Computer Crime Exposures: Computer crimes generally result in Loss of customers, embarrassment to management & legal actions against the organizations. These are:  (Memory code: FILES)
ii. Financial Loss: may be direct( like loss of electronic funds) or indirect( like expenditure twds repair of damaged electronic components)
iii. Industrial espionage: perpetrator can blackmail or industrial espionage over the data security breach.
iv. Legal Consequences: orgn will be exposed to lawsuits from investors & insurers if there are no proper security measures.
v. Loss of credibility: security violations can damage business’s integrity &credibility.
vi. Embarrassing information, Disclosure of confidential information:  this may spoil reputation of the orgn.
vii. Sabotage: deliberate destruction of property.( physical or information assets)
viii. Spoofing: where the attacker forges the origin of a message as an attempt to disrupt or control a system.

3. Asynchronous Attacks: Numerous ransmisiosns must wait for the clearance of the line before data can be transmited.  Data that is waiting to be transmitted are liable kto unauthorized access called asynchronous attack.  These are:
i. Data Leakagte: Leakagae of information by  means of dumping files to paper or stealing compute reports & tape
ii. Wire Tapping: Spying on information being transmitted.
iii. Piggybacking: an intruder can gain unauthorized access to a system by using someone else’s legitimate credentials or access rights.
iv. Shut down of computer/ Denial of Service: attacker sends multiple service requests until they eventually overwhelm the system, causing it to freeze, reboot & ultimately not be able to carry out regular tasks.





ENVIRONMENTAL CONTROLS
Environmental controls provide a safe environment for personnel & equipment.  Eg Power, HVAC, Fire Safety are considered environmental controls.
1. IS Resources- Categories
· Hardware & media
· Information Systems Infrastrsuctusre
· Computer rooms & server room
· Printer rooms & storage areas
· Cabling ducts, Power source
· Heating, ventilation & air conditioning(HVAC)
· Important Documentation
· Supplies
· People.
2. Evironmental Exposures 
a) Natural Disasters( earthquake, volcanao, hurricane)
b) Electric surges
c) Water damage
d) Bomb attack
e) Air conditioning failure
f) Radiation
g) Electric shock
h) Power spikes
i) Dust,smoke
j) Fire.
3. Controls for Evironmental Exposures
a) Water Detectors
b) Hand held fire extinguishers
c) Manual fire alarm
d) Smoke detectors
e) Sprinkler system( Wet-pipe sprinkler, Dry-pipe sprinkler)
f) Strategically locating the computer srver room
g) Regular fire inspection
h) Fire proof walls, floors & ceilings
i) Electrical surge protector
j) UPS
k) Power from two sub-stations
l) Emergency power off
m) Concealed protective wiring
n) Prohibition against eating, drinking & smoking
o) Emergency evacuation plans

CYBER FRAUDS
Cyber Frauds refers to any type of deliberate deception kfor unfair or unlawful giant ht occurs ionline.  The most common form is online credit card theft.  
Types of Cybre Frauds:   On basis of functionality, these are 2 types:
1. Pure Cyber Frauds: which are borne out of use of technology & exists only in cyber world.  Eg. Website hacking.
2. Cyber Enabled Frauds: which can be committee din physical world also but with use of technology; the size, scale & location of frauds changes.  Eg. Withdrawal of money from bank account using PIN numbers.
Major reasons behind the rise of cyber frauds
· Failure of internal control system
· Failure of orgns to update themselves to new set of risk
· Smart fraudsters- people who are able to target the weaknesses in system, lacunae’s in internal controls.
Cyber Attacks (IMP)
1. Phishing:  Fake web-site
2. Network Scanning: Find out weakness in network
3. Virus, Malicious code, or Malware:  Virus/Trojans
4. Spam: Sending bulk e-mail for advt.purpose.
5. Website Compromise/Malware Propagation:  includes defacement of website or hosting malware
6. Others.
· Cracking :Crackers are hackers with malicious intentions
· Eavesdropping: means listening pvt communication
· E-mail Forgery: sending email messages that look as if someone else sent it.
· E-Mail Threats: sending a threatening message to try & get recipient to do something that would make it possible to defraud him.
· Scavenging: Gaining access to confidential information by searching corporate records.
Impact of Cyber Frauds on Enterprises
1. Financial Loss
2. Legal Repercussions
3. Loss of credibility or Competitive Edge
4. Disclosure of Confidential, Sensitive or Embarrassing Information
5. Sabotage
Techniques to Commit Cyber Frauds
1. Hacking: deliberate gaining of unauthorized access to a computer system.
2. Cracking: hackers with malicious intentions.  Crackers attempt to illegally or unethically break into a system without authorization.
3. Data Diddling: Changing data before, during or after it is entered.
4. Data Leakage: unauthorized copying of company data.
5. Denial of Service Attack: sending specially crafted queries to a web server in order to cause it to malfunction & stop working.
6. Internet Attack: using internet to disrupt electronic commerce
7. Logic/Time Bombs: a program designed to cause damage when some computer/network event has occurred.
8. Masquerading: pretending to possess an identify under false pretense.
9. Password Cracking: intruder penetrates a system’s defense, steals file containing valid passwords, decrypts them & uses them to gain access to system resources.
10. Piggybacking: gaining unauthorized access into a facility by following an authorized person.
11. Round Down:
12. Scavenging: gaining access  to confidential information by searching corporate records.
13. Social Engineering: practice of tricking employees into giving confidential or sensitive information that could then be used against him or his company.
14. Super Zapping: refers to unauthorized use of special system programs to bypass regular sytem controls & perform illegal acts.
15. Trap Doors/Back doors: hidden software-access mechanism that allows  a user to bypass security checks to log in.
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