CHAPTER 2
Q1) Discuss important characteristics of Computer based Information Systems in brief?

ANS) 1. All systems work for predetermined objectives and the system is designed and developed accordingly.

2. In general, a system has a number of interrelated and interdependent subsystems or components. No subsystem can function in isolation; it depends on other subsystems for its inputs.

3. If one subsystem or component of a system fails; in most of the cases, the whole system does not work. However, it depends on "how the subsystems are interrelated".

4. The way a subsystem works with another subsystem is called interaction. The different subsystems interact with each other to achieve the goal of the system.

5. The work done by individual subsystems is integrated to achieve the central goal of the system. The goal of individual subsystem is of lower priority than the goal of the entire system.

Q2) What do you understand by TPS? Briefly discuss the key activities involved in a TPS.
ANS) Major activities involved in a TPS are given as follows:

1. Capturing data and organizing in files or databases;

2. Processing files/databases using application software; 

3. Generating information in the form of reports; and 

4. Processing queries from various quarters of the organization.

Q3) What are the principal components of a TPS? Discuss in brief.
ANS) 1. Inputs

2. Processing

3. Storage

4. Outputs 

Q4) Explain basic features of a TPS in brief.
ANS) 1. Large volume of data

2. Automation of basic operations

3. Benefits are easily measurable

4. Source of input for other systems

Q5) What do you understand by MIS? Discuss major characteristics of an effective MIS?
ANS) 1. Management Oriented

2. Management Directed

3. Integrated

4. Common Data Flows

5. Heavy Planning Element

6. Sub System Concept

7. Common Database

8. Computerized

Q6) Briefly discuss major misconceptions about MIS.
ANS) 1. Any computer based information system is a MIS.

2. Any reporting system is MIS.

3. MIS is a management technique.

4. MIS is a bunch of technologies.

5. MIS is an implementation of organizational systems and procedures. It is a file structure.

6. The study of MIS is about use of computers.

7. More data in reports generated results in more information to managers.

8. Accuracy plays vital role in reporting.

Q7) "There are various constraints, which come in the way of operating an MIS". Explain any four such constraints in brief.
ANS) 1. Non-availability of experts, who can diagnose the objectives of the organization and provide a desired direction for installing a system, which operates properly. This problem may be overcome by grooming internal staff, which should be preceded by proper selection and training.

2. Experts usually face the problem of selecting which sub-system of MIS should be installed and operated first. The criteria, which should guide the experts, depend its need and importance.

3. Due to varied objectives of business concerns, the approach adopted by experts for designing and implementing MIS is no-standardized.

4. Non-cooperation from staff is a crucial problem, which should be handled tactfully. This can be carried out by organizing lectures, showing films and also explaining to them the utility of the system. Besides this, some staff should also be involved in the development and implementation of the system to buy-in their participation.

Q8) What are major limitations of MIS? Explain in brief.
ANS) 1. The quality of the outputs of MIS is basically governed by the quality of input and processes.

2. MIS is not a substitute for effective management, which means that it cannot replace managerial judgment in making decisions in different functional areas. It is merely an important tool in the hands of executives for decision making and problem solving.

3. MIS may not have requisite flexibility to quickly update itself with the changing needs of time, especially in fast changing and complex environment.

4. MIS cannot provide tailor-made information packages suitable for every type of decision made by executives. 
5. MIS takes into account mainly quantitative factors, thus it ignores the non-quantitative factors like morale and attitude of members of organization, which have an important bearing on the decision making process of executives or senior management.

6. MIS is less useful for making non-programmed decisions. Such decisions are not routine and thus require information, which may not be available from existing MIS.

7. The effectiveness of MIS is reduced in enterprises, where the culture of hoarding information and not sharing with other is prevalent.

8. MIS effectiveness decreases due to frequent changes in top management, organizational structure and operational team.

Q9) What is Decision Support System (DSS)? Explain the key characteristics of a DSS in brief.
ANS) 1. This supports decision making and occurs at all levels of management.

2. Instead of helping individuals working on independent tasks, it should be able to help groups in decision making.

3. It should be flexible and adaptable. I.e. it should be able to fit itself in the style of a particular manager and ready to change according to changes in the environment.

4. DSS focuses on decisions rather than data and information.

5. It should be easy to use. A user should not need to have knowledge of computer programming to generate reports that help in decision making.

6. DSS can be used for solving structured problems.

7. DSS should be user-friendly.

8. DSS should be extensible and evolve over-time.

9. DSS is used mainly for decision making rather than communicating decisions and training purposes. 

10. The impact of DSS should be on decision where the manager's judgment is essential and there is sufficient structure suitable for using computer systems.

Q10) Discuss various examples of DSS in Accounting?
ANS) 1. Cost Accounting System

2. Capital Budgeting System

3. Budget Variance Analysis System

4. General Decision Support System

Q11) What is EIS? Explain major characteristics of an EIS.
ANS) 1. EIS is a Computer-based-information system that serves the information need of top executives.

2. EIS enables users to extract summary data and model complex problems without the need to learn query languages statistical formulas or high computing skills.

3. EIS provides rapid access to timely information and direct access to management reports.

4. EIS is capable of accessing both internal and external data.

5. EIS provides extensive online analysis tool like trend analysis, market conditions etc.

6. EIS can easily be given as a DSS support for decision making.

Q12) "There is a practical set of principles to guide the design of measures and indicators to be included in an EIS". Explain those principles in brief.

ANS) 1. EIS measures must be easy to understand and collect. Wherever possible, data should be collected naturally as part of the process of work. An EIS should not add substantially to the workload of managers or staff.

2. EIS measures must be based on a balanced view of the organization's objective. Data in the system should reflect the objectives of the organization in the areas of productivity, resource management, quality and customer service.

3. Performance indicators in an EIS must reflect everyone's contribution in a fair and consistent manner. Indicators should be as independent as possible from variables outside the control of managers.

4. EIS measures must encourage management and staff to share ownership of the organization's objectives. Performance indicators must promote both team-work and friendly competition. Measures will be meaningful for all staff, people feel that they, as individuals, can contribute to improving the performance of the organization.

5. EIS information must be available in the organization. The objective is to provide everyone with useful information about the organization's performance. Information that must remain confidential be part of EIS.

6. EIS measures must evolve to meet the changing needs of the organization.

Q13) What is an Expert System? Discuss some of the business implications of Expert Systems in brief
ANS) 1. Accounting and Finance

2. Marketing

3. Manufacturing

4. Personnel

5. General Business

Q14) Describe the major benefits of Expert Systems in brief.
ANS) 1. Expert Systems preserve knowledge that might be lost through retirement, resignation or death of an acknowledged company expert.

2. Expert Systems put information into an active-form so that it can be summoned almost as a real-life expert might be summoned.

3. Expert Systems assist novices in thinking the way experienced professionals do.

4. Expert Systems are not subjected to such human fallings as fatigue, being too busy, or being emotional.

5. Expert Systems can be effectively used as a strategic tool in the areas of marketing products, cutting costs and improving products.

Q13) Discuss some of the important implications of Information Systems in business.
ANS) 1. Information Systems help managers in efficient decision-making to achieve organizational goals.

2. An organization will be able to survive and thrive in a highly competitive environment on the strength of a well-designed Information system.

3. Information Systems help in making right decision at the right time i.e. just on time.

4. A good Information System may help in generating innovative ideas for solving critical problems.

5. Knowledge gathered though Information systems may be utilized by managers in unusual situations.

6. Information System is viewed as a process; it can be integrated to formulate a strategy of action or operation. 
Q14) What is Information? Briefly discuss its attributes?
ANS) 1. Availability

2. Purpose/Objective

3. Mode and format

4. Current/Updated

5. Rate

6. Frequency

7. Completeness and Adequacy

8. Reliability

9. Validity

10. Quality

11. Transparency

12. Value of information
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CHAPTER 3 
Q1) Discuss various types of Information Security polices and their hierarchy? 

Ans) 1. Information Security Policy 2. User Security Policy 3. Acceptable Usage Policy 4. Organizational Information Security Policy 5. Network & System Security Policy 6. Information Classification Policy 7. Conditions of Connection Q2) What are the key components of a good security policy? Explain in brief. Ans) 1. Purpose and Scope of the Document and the intended audience; 2. The Security Infrastructure; 3. Security policy document maintenance and compliance requirements; 4. Incident response mechanism and incident reporting; 5. Security organization Structure; 6. Inventory and Classification of assets; 7. Description of technologies and computing structure; 8. Physical and Environmental Security; 9. Identity Management and access control; 10. IT Operations management; 11. IT Communications; 12. System Development and Maintenance Controls; 13. Business Continuity Planning; 14. Legal Compliance; 15. Monitoring and Auditing Requirement Q3) Discuss five interrelated components of internal controls. Ans) 1. Control Environment 2. Risk Assessment 3. Control Activities 4. Information and Communication 5. Monitoring Q4) What do you understand by Financial Controls? Explain major financial control techniques in brief. Ans) 1. Authorization 2. Budgets 3. Cancellation of documents 4. Documentation: 5. Dual control 6. Input/ output verification 7. Safekeeping 8. Sequentially numbered documents 9. Supervisory review Q5) What do you understand by Boundary Controls? Explain major boundary control techniques in brief. Ans) 1. Cryptography 2. Cryptography 3. Cryptography 4. Identification Cards 5. Identification Cards Q6) Briefly explain major update and report controls with reference to database controls in brief. Ans) Major update controls are given as follows 1. Sequence Check between Transaction and Master Files 2. Ensure All Records on Files are processed 3. Process multiple transactions for a single record in the correct order 4. Maintain a suspense account Major Report controls are given as follows 1. Standing Data 2. Print Run-to-Run control Totals: 3. Print Suspense Account Entries 4. Existence/Recovery Controls Q7) What do you understand by classification of information? Explain different classifications of information Ans) 1. Top Secret 2. Highly Confidential 3. Proprietary 4. Internal Use only 5. Public Documents Q8) Briefly explain major data integrity policies ANS) 1. Virus-Signature Updating 2. Software Testing 3. Division of Environments 4. Offsite Backup Storage 5. Quarter-End and Year-End Backups 6. Disaster Recovery Q9) What do you understand by asynchronous attacks? Explain various forms of asynchronous attacks in brief. Ans) 1. Data Leakage 2. Wire-tapping 3. Piggybacking: 4. Shutting Down of the Computer/Denial of Service Q10) Explain some of the key ways to control remote and distributed data processing applications in brief. Ans) 1. Remote access to computer and data files through the network should be implemented. 2. Having a terminal lock can assure physical security to some extent. 3. Applications that can be remotely accessed via modems and other devices should be controlled appropriately. 4. Terminal and computer operations at remote locations should be monitored carefully and frequently for violations. 5. In order to prevent unauthorized users from accessing the system, there should be proper control mechanisms over system documentation and manual 6. Data transmission over remote locations should be controlled. The location which sends data should attach needed control information that helps the receiving location to verify the genuineness and integrity. 7. When replicated copies of files exist at multiple locations it must be ensured that all identical copies contain the same information and checks are also implemented to ensure that duplicate data does not exist. Q11) Discuss the three processes of Access Control Mechanism, when a user requests for resources. Ans) 1. Identification 2. Authentication 3. Authorization Q12) Discuss Locks on Doors with respect to physical access controls in brief. Ans) 1. Cipher locks (Combination Door Locks) 2. Bolting Door Lock 3. Electronic Door Locks Q13) Discuss major dimensions under which the impact of cyber frauds on enterprises can be viewed. Ans) 1. Financial Loss 2. Legal Repercussions 3. Loss of credibility or Competitive Edge 4. Disclosure of Confidential, Sensitive or Embarrassing Information 5. Sabotage: Q14) Discuss major techniques to commit cyber frauds in brief. ANS) 1. Hacking 2. Cracking 3. Data Diddling 4. Data Leakage 5. Denial of Service (DoS) Attack 6. Internet Terrorism 7. Logic Time Bombs 8. Masquerading or Impersonation 9. Password Cracking 10. Piggybacking 11. Round Down: 12. Scavenging or Dumpster Diving 13. Social Engineering Techniques 14. Super Zapping 15. Trap Door

CHAPTER 4
Q1) Discuss the objectives of Business Continuity planning.
Ans)
1. Provide for the safety and well-being of people on the premises at the time of disaster;

2. Continue critical business operations;

3. Minimise the duration of a serious disruption to operations and resources (both information processing and other resources);

4. Minimise immediate damage and losses;

5. Establish management succession and emergency powers;

6. Facilitate effective co-ordination of recovery tasks;

7. Reduce the complexity of the recovery effort

8. Identify critical lines of business and supporting functions

Q2) Describe the methodology of developing a Business Continuity Plan. Also enumerate its
      eight phases.
Ans)
1. Providing management with a comprehensive understanding of the total efforts required to develop and maintain an effective recovery plan;

2. Obtaining commitment from appropriate management to support and participate in the effort;

3. Defining recovery requirements from the perspective of business functions;

4. Documenting the impact of an extended loss of availability to operations and key business functions;

5. Focusing appropriately on disaster prevention and impact minimisation, as well as orderly recovery;

6. Selecting business continuity teams that ensure the proper balance required for plan development;

7. Developing a business continuity plan that is understandable, easy to use and maintain; and

8. Defining how business continuity considerations must be integrated into on-going business planning and system development processes in order that the plan remains viable over time

he eight phases are given as follows:
i. Pre-Planning Activities (Business Continuity Plan Initiation),

ii. Vulnerability Assessment and General Definition of Requirements,

iii. Business Impact Analysis,

iv. Detailed Definition of Requirements,

v. Plan Development,

vi. Testing Program,

vii. Maintenance Program, and

(viii)Initial Plan Testing and Plan Implementation.

Q3) While developing a Business Continuity Plan, what are the key tasks that should be covered in the second phase ‘Vulnerability Assessment and General definition of Requirement’?
Ans)
1. A thorough Security Assessment of the computing and communications environment including personnel practices; physical security; operating procedures; backup and contingency planning; systems development and maintenance; database security; data and voice communications security; systems and access control software security; insurance; security planning and administration; application controls; and personal computers.

2. The Security Assessment will enable the project team to improve any existing emergency plans and disaster prevention measures and to implement required emergency plans and disaster prevention measures where none exist.

3. Present findings and recommendations resulting from the activities of the Security Assessment to the Steering Committee so that corrective actions can be initiated in a timely manner.

4. Define the scope of the planning effort.

5. Analyze, recommend and purchase recovery planning and maintenance software required to support the development of the plans and to maintain the plans current following implementation.

6. Develop a Plan Framework.

Q4) What are the major documents that should be the part of a Business Continuity Management system? Explain in brief.
Ans)
1. The business continuity policy;

2. The business impact analysis report;

3. The risk assessment report;

4. The aims and objectives of each function;

5. The activities undertaken by each function;

6. The business continuity strategies;

7. The overall and specific incident management plans;

8. The business continuity plans;

9. Change control, preventative action, corrective action, document control and record control

10. processes;

11. Local Authority Risk Register;

12. Exercise schedule and results;

13. Incident log; and

14. Training program.

Q5) Discuss the maintenance tasks undertaken in the development of a BCP in brief.
Ans)
1. Determine the ownership and responsibility for maintaining the various BCP strategies within the enterprise;

2. Identify the BCP maintenance triggers to ensure that any organizational, operational, and structural changes are communicated to the personnel who are accountable for ensuring that the plan remains up-to-date;

3. Determine the maintenance regime to ensure the plan remains up-to-date;

4. Determine the maintenance processes to update the plan; and

5. Implement version control procedures to ensure that the plan is maintained up-to-date.

Q6)Briefly explain various types of system’s back-up for the system and data together? Or explain briefly data back-up techniques?
Ans
1. Full Backup

2. Incremental Backup

3. Differential Backup

4. Mirror back-up

Q7) A company has decided to outsource its recovery process to a third party site. What are the issues that should be considered by the security administrators while drafting the contract?
Ans)
1. How soon the site will be made available subsequent to a disaster;

2. The number of organizations that will be allowed to use the site concurrently in the event of a disaster;

3. The priority to be given to concurrent users of the site in the event of a common disaster;

4. The period during which the site can be used;

5. The conditions under which the site can be used;

6. The facilities and services the site provider agrees to make available;

7. Procedures to ensure security of company’s data from being accessed/damaged by other users of the facility; and

8. What controls will be in place for working at the off-site facility

Q8) Describe contents of a Disaster Recovery and Planning Document.
Ans)
1. The conditions for activating the plans, which describe the process to be followed before each plan, is activated.

2. Emergency procedures, which describe the actions to be taken following an incident which jeopardizes business operations and/or human life. This should include arrangements for public relations management and for effective liaisoning with appropriate public authorities e.g. police, fire, services and local government.

3. Fallback procedures, which describe the actions to be taken to move essential business activities or support services to alternate temporary locations, to bring business process back into operation in the required time-scale.

4. Resumption procedures, which describe the actions to be taken to return to normal business operations.

5. A maintenance schedule, which specifies the process for maintaining the plan.

6. Awareness and education activities, which are designed to create an understanding of the disaster recovery process.

7. The responsibilities of individuals describing who is responsible for executing which component of the plan. Alternatives should be nominated as required.

8. Contingency plan document distribution list.

9. Detailed description of the purpose and scope of the plan.

10. Contingency plan testing and recovery procedure.

11. List of vendors doing business with the organization, their contact numbers and address for emergency purposes.

12. Checklist for inventory taking and updating the contingency plan on a regular basis.

13. List of phone numbers of employees in the event of an emergency.

14. Emergency phone list for fire, police, hardware, software, suppliers, customers, back-up location, etc.

15. Medical procedure to be followed in case of injury.

16. Back-up location contractual agreement, correspondences.

17. Insurance papers and claim forms.

18. Primary computer centre hardware, software, peripheral equipment and software configuration.

19. Location of data and program files, data dictionary, documentation manuals, source and object codes and back-up media.

20. Alternate manual procedures to be followed during the period of disruption such as manual preparation of invoices.

21. Names of employees trained for emergency situation, first aid and life saving techniques.

22. Details of airlines, hotels, supplies and transport arrangements.
CHAPTER 5
Q1)Discuss the key characteristics of Waterfall Model in brief. Also explain its major weaknesses.

ANS) Key characteristics of Waterfall Model are given as follows:

1. Project is divided into sequential phases, with some overlap and splash back acceptable between phases.

2. Emphasis is on planning, time schedules, target dates, budgets and implementation of an entire system at one time.

3. Tight control is maintained over the life of the project through use of extensive written documentation, as well as through formal reviews and approval/signoff by the user and information technology management occurring at the end of most phases before beginning the next phase.

Though it is a highly useful model but it suffers from various weaknesses too. Experts and practitioners identify a number of weaknesses including the following:

1. It is criticized to be Inflexible, slow, costly, and cumbersome due to significant structure and tight controls.

2. Project progresses forward, with only slight movement backward.

3. There is a little to iterate, which may be essential in some situations.

4. It depends upon early identification and specification of requirements, even if the users may not be able to clearly define ‘what they need early in the project’.

5. Requirement inconsistencies, missing system components and unexpected development needs are often discovered during design and coding.

6. Problems are often not discovered until system testing.

7. System performance cannot be tested until the system is almost fully coded, and under capacity may be difficult to correct.

8. It is difficult to respond to changes, which may occur later in the life cycle, and if undertaken it proves costly and are thus discouraged.

9. It leads to excessive documentation, whose updation to assure integrity is an uphill task and often time-consuming.

10. Written specifications are often difficult for users to read and thoroughly appreciate.

11. It promotes gap between users and developers with clear division of responsibility

Q2) Describe major strengths of Prototyping model.
Ans)
1. It improves both user participation in system development and communication among project stakeholders.

2. It is especially useful for resolving unclear objectives; developing and validating user requirements; experimenting with or comparing various design solutions, or investigating both performance and the human computer interface.

3. Potential exists for exploiting knowledge gained in an early iteration as later iterations are developed.

4. It helps to easily identify, confusing or difficult functions and missing functionality.

5. It enables to generate specifications for a production application.

6. It encourages innovation and flexible designs.

7. It provides for quick implementation of an incomplete, but functional, application.

8. It typically results in a better definition of users’ needs and requirements than traditional systems development approach.

9. A very short time period is normally required to develop and start experimenting with a prototype. This short time period allows system users to immediately evaluate proposed system changes.

10. Since system users experiment with each version of the prototype through an interactive process, errors are hopefully detected and eliminated early in the developmental process. As a result, the information system ultimately implemented should be more reliable and less costly to develop than when traditional systems development approach is employed.

1. It enhances risk avoidance.

2. It is useful in helping for optimal development of a given software withiterations based on project risk.

3. It can incorporate Waterfall, Prototyping, and Incremental methodologies as special cases in the framework, and provide guidance as to which combination of these models best fits a given software iteration, based upon the type of project risk. For example, a project with low risk of not meeting user requirements but high risk of missing budget or schedule targets would essentially follow a linear Waterfall approach for a given software iteration. Conversely, if the risk factors were reversed, the Spiral methodology could yield an iterative prototyping approach.

Major weaknesses of Spiral model are given as follows:

1. It is challenging to determine the exact composition of development methodologies to use for each iteration around the Spiral.

2. It may prove highly customized to each project, and thus is quite complex and limits reusability.

3. A skilled and experienced project manager is required to determine how to apply it to any given project.

4. No established controls exist for moving from one cycle to another cycle. Without controls, each cycle may generate more work for the next cycle.

5. There are no firm deadlines, cycles continue with no clear termination condition leading to inherent risk of not meeting budget or schedule.

Q4) What do you understand by agile model of software development? Also explain its major strengths and weaknesses in brief.
Ans) Strengths: Major strengths of agile model identified by the experts and practitioners include the following:

1. Agile methodology has the concept of an adaptive team, which enables to respond to changing requirements.

2. The team does not have to invest time and efforts and finally find that by the time they delivered the product, the requirement of the customer has changed.

3. Face to face communication and continuous inputs from customer representative leaves little space for guesswork.

4. The documentation is crisp and to the point to save time.

5. The end result is generally the high quality software in least possible time duration and satisfied customer.

· Major weaknesses identified by the experts and practitioners include the following:

1. In case of some software deliverables, especially large ones, it is difficult to assess the efforts required at the beginning of the software development life cycle.

2. There is lack of emphasis on necessary designing and documentation.

3. Agile increases potential threats to business continuity and knowledge transfer. By nature, Agile projects are extremely light on documentation because the team focuses on verbal communication with the customer rather than on documents or manuals.

4. Agile requires more re-work and due to lack of long-term planning and the lightweight approach to architecture, re-work is often required on Agile projects when the various components of the software are combined and forced to interact.

5. The project can easily get taken off track if the customer representative is not clear about the final outcome.

6. Agile lacks attention to outside integration.

Q5) State and briefly explain the stages of System Development Life Cycle (SDLC).
Ans)

1. Preliminary  investigation,

2. Requirements analysis or systems analysis,

3. Design of system,

4. Development of software,

5. Systems testing, and

6. Implementation and maintenance

Q6) What are the possible advantages of SDLC from the perspective of IS Audit?
Ans)

1. The IS auditor can have clear understanding of various phases of the SDLC on the basis of the detailed documentation created during each phase of the SDLC.

2. The IS Auditor on the basis of his/her examination, can state in his/her report about the compliance by the IS management with the procedures, if any, set by management.

3. If the IS Auditor has technical knowledge and ability to handle different areas of SDLC, s/he can be a guide during the various phases of SDLC.

4. The IS auditor can provide an evaluation of the methods and techniques used through the various development phases of the SDLC.

Q7) What are the major aspects that need to be kept in mind while eliciting information to delineate scope?
Ans)

1. Different users may represent the problem and required solution in different ways. The system developer should elicit the need from the initiator of the project (alternately called champion or executive sponsor of the project). Addressing his concerns should be the basis of the scope.

2. While the initiator of the project may be a member of the senior management, the actual users may be from the operating levels in an organization. An understanding of their profile helps in designing appropriate user interface features.

3. While presenting the proposed solution for a problem, the development organization has to clearly quantify the economic benefits to the user organization. The information required has to be gathered at this stage. For example, when a system is proposed for Road tax collection, data on the extent of collection and defaults is required to quantify benefits that will result to the Transport Department.

4. It is also necessary to understand the impact of the solution on the organization- its structure, roles and responsibilities. Solutions, which have a wide impact, are likely to be met with greater resistance. ERP implementation in organizations is a classic example of change management requirement. Organizations that have not been able to handle it may have a very poor ERP implementation record with disastrous consequences.

5. While economic benefit is a critical consideration when deciding on a solution, there are several other factors that have to be given weightage too. These factors are to be considered from the perspective of user management and resolved. For example, in a security system, how fool proof it is, may be a critical factor.

Q8) Discuss in detail, how the analysis of present system is made by the system analyst?
                                                                         Or
A Company is offering a wide range of products and services to its customers. It relies heavily on its existing information system to provide up to date information. The company wishes to enhance its existing system. You being an information system auditor, suggest how the investigation of the present information system should be conducted so that it can be further improved upon.
ANS)
1. Review historical aspects

2. Analyze inputs

3. Review data files maintained:

4. Review methods, procedures and data communications

5. Analyze outputs

6. Review internal controls

7. Model the existing physical system and logical system

8. Undertake overall analysis of present system

Q9) Explain two primary methods, which are used for the analysis of the scope of a project in SDLC.

Ans)

1. Reviewing Internal Documents

2. Conducting Interviews

Q10) What are the major objectives of system requirements analysis phase in the SDLC?
Ans)

1. To identify and consult stake owners to determine their expectations and resolve their conflicts;

2. To analyze requirements to detect and correct conflicts and determine priorities;

3. To gather data or find facts using tools like - interviewing, research/document collection, questionnaires,  observation;

4. To verify that the requirements are complete, consistent, unambiguous, verifiable, modifiable, testable and traceable

5. To model activities such as developing models to document Data Flow Diagrams, Entity- Relationship Diagrams; and

6. To document activities such as interview, questionnaires, reports etc. and development of a system (data) dictionary to document the modeling activities.

Q11) If you are the Project Manager of a Software Company with the responsibility for developing a break-through product, combining state of the art hardware and software; will you opt for prototyping as a process model for a product meant for the intensely competitive entertainment  market?
Ans)

Prototyping as a process model will be inappropriate and hence inadvisable for the following reasons:

1. Prototyping requires user involvement. Here, users are consumers of the product who are diffused and may not be inclined to join in.

2. When we try to test the product with the involvement of customers, confidential or critical information might get leaked to the competitors on our line of thinking. The element of surprise and also the opportunity to capture the market will be lost.

3. Prototyping requires significant time for experimenting. Since the product is meant for the intensely competitive entertainment market, the project manager may not have that much time to experiment, and the competitor may capture the market by entering the market in advance.

Q12) Describe briefly four categories of major tools that are used for system development.
1.   Components and flows of a system,

2.   User interface,

3.   Data attributes and relationships, and

4.   Detailed system process.

Q13) Bring out the reasons as to why organizations fail to achieve their Systems Development Objectives?
User Related Issues:

1. Shifting User Needs

2. Resistance to Change

3. Lack of User Participation

4. Inadequate Testing and User Training

Developer Related Issues:

1. Lack of Standard Project Management and System Development Methodologies

2. Overworked or Under-Trained Development Staff

Management Related Issues:
1. Lack of Senior Management Support and Involvement

2. Development of Strategic Systems

New Technologies:
Q14) Discuss major characteristics of a good coded program in brief.
ANS)
1. Reliability

2. Robustness

3. Accuracy

4. Efficiency

5. Usability:

6. Maintainability:

Q15) What is Unit Testing? Explain five categories of tests that a programmer typically performs on a program unit.
1. Functional Tests

2. Performance Tests

3. Stress Tests

4. Structural Tests

5. Parallel Tests

Q16) Explain different changeover strategies used for conversion from old system to new system
ANS)

1. Direct Implementation / Abrupt Change-Over

2. Phased Changeover

3. Pilot Changeover

4. Parallel Changeover

Q17) Discuss briefly, various activities that are involved for successful conversion with respect to a computerized information system.
ANS)

Activities involved in conversion: Conversion includes all those activities which must be completed to successfully convert from the existing manual system to the computerized information system. Fundamentally these activities can be classified as follows:

1. Procedure conversion;

2. File conversion;

3. System conversion;

4. Scheduling personnel and equipment; and

5. Alternative plans in case of equipment failure.

CHAPTER 6
 Q1) Discuss the issues relating to the performance of evidence collection and understanding the reliability of controls. Ans) 1. Data retention and storage 2. Absence of input documents 3. Non-availability of audit trail 4. Lack of availability of output 5. Audit evidence 6. Legal issues Q2) Explain the set of skills that is generally expected of an IS auditor. Ans) 1. Sound knowledge of business operations, practices and compliance requirements; 2. Should possess the requisite professional technical qualification and certifications; 3. A good understanding of information Risks and Controls; 4. Knowledge of IT strategies, policy and procedural controls; 5. Ability to understand technical and manual controls relating to business continuity; and 6. Good knowledge of Professional Standards and Best Practices of IT controls and security. Q3) Explain major types of IS Audits in brief. Ans) 1. Systems and Application 2. Information Processing Facilities 3. Systems Development 4. Management of IT and Enterprise Architecture 5. Telecommunications, Intranets, and Extranets Q4) Explain major stages of IS Audits in brief. Ans) 1. Scoping and pre-audit survey 2. Planning and preparation 3. Fieldwork 4. Analysis 5. Reporting 6. Closure Q5) What are the key steps that can be followed for a risk-based approach to make an audit plan? Explain in brief. Ans) 1. Inventory the information systems in use in the organization and categorize them. 2. Determine which of the systems impact critical functions or assets, such as money, materials, customers, decision making, and how close to real time they operate. 3. Assess what risks affect these systems and the likelihood and severity of the impact on the business. 4. Based on the above assessment, decide the audit priority, resources, schedule and frequency. Q6) An important task for the auditor as a part of his/her preliminary evaluation is to gain a good understanding of the technology environment and related control issues. Explain major aspects that should be considered in this exercise. Ans) 1. Analysis of business processes and level of automation, 2. Assessing the extent of dependence of the enterprise on Information Technology to carry on its businesses i.e. Role of IT in the success and survival of business, 3. Understanding technology architecture which could be quite diverse such as a distributed architecture or a centralized architecture or a hybrid architecture, 4. Studying network diagrams to understand physical and logical network connectivity, 5. Understanding extended enterprise architecture wherein the organization systems connect seamlessly with other stakeholders such as vendors (SCM), customers (CRM), employees and the government, 6. Knowledge of various technologies and their advantages and limitations is a critical competence requirement for the auditor. For example, authentication risks relating to e- mail systems, and 7. Finally, Studying Information Technology policies, standards, guidelines and procedures. Q7) What do you understand by SCARF technique? Explain various types of information collected by using SCARF technique in brief. Ans) 1. Application System Errors 2. Policy and Procedural Variances 3. System Exception - 4. Statistical Sample 5. Snapshots and Extended Records 6. Profiling Data 7. Performance Measurement Q8) Describe major advantages of continuous audit techniques. Ans) 1. Timely, Comprehensive and Detailed Auditing 2. Surprise test capability 3. Information to system staff on meeting of objectives 4. Training for new users Q9) Describe major disadvantages and limitations of Continuous Audit techniques. Ans) 1. Auditors should be able to obtain resources required from the organization to support development, implementation, operation, and maintenance of continuous audit techniques. 2. Continuous audit techniques are more likely to be used if auditors are involved in the development work associated with a new application system. 3. Auditors need the knowledge and experience of working with computer systems to be able to use continuous audit techniques effectively and efficiently. 4. Continuous auditing techniques are more likely to be used where the audit trail is less visible and the costs of errors and irregularities are high. 5. Continuous audit techniques are unlikely to be effective unless they are implemented in an application system that is relatively stable. Q10) Explain three major ways by which audit trails can be used to support security objectives Ans) 1. Detecting Unauthorized Access 2. Reconstructing Events 3. Personal Accountability Q11) Discuss two main categories of Data Management Controls in detail Ans) 1. Access Controls 2. Back-up Controls: a) Dual recording of data b) Periodic dumping of data c) Logging input transactions d) Logging changes to the data Q12) Explain major risks relating to personal computers. Also explain the security measures that could be exercised to overcome those risks Ans) Major risks relating to personal computers are given as follows: 1. Personal Computers (PC) are small in size and easy to connect and disconnect, they are likely to be shifted from one location to another or even taken outside the organization for theft of information. 2. Pen drives can be very conveniently transported from one place to another, as a result of which data theft may occur. Even hard disks can be ported easily these days. 3. PC is basically a single user oriented machine and hence, does not provide inherent data safeguards. Problems can be caused by computer viruses and pirated software, namely, data corruption, slow operations and system break down etc. 4. Segregation of duty is not possible, owing to limited number of staff. 5. Due to vast number of installations, the staff mobility is higher and hence becomes a source of leakage of information. 6. The operating staff may not be adequately trained. 7. Weak access control: Security software that provides log-on procedures is available for PCs. Most of these programs, however, become active only when the computer is booted from the hard drive. Disc locks are devices that prevent unauthorized individuals from accessing the floppy disk or pen drive of a computer. The security measures that could be exercised to overcome these aforementioned risks are given as follows: 1. Physically locking the system; 2. Proper logging of equipment shifting must be done; 3. Centralized purchase of hardware and software; 4. Standards set for developing, testing and documenting 5. Uses of antimalware software; and 6. The use of personal computer and their peripherals must be controlled Q13) Explain three levels of input validation controls in detail Ans) Field Interrogation 1. Limit Check 2. Picture Checks 3. Valid Code Checks 4. Check Digit 5. Arithmetic Checks 6. Cross Checks Record Interrogation 1. Reasonableness Check 2. Valid Sign 3. Sequence Check File Interrogation 1. Version Usage 2. Internal and External Labeling 3. Data File Security 4. Before and after Image and Logging 5. File Updating and Maintenance Authorization 6. Parity Check Q14) Discuss major processing controls in brief. Ans) 1. Run-to-run Totals 2. Reasonableness Verification 3. Edit Checks: 4. Field Initialization 5. Exception Reports Q15) Discuss major audit issues of operational layer with reference to application security audit. Ans) 1. User Accounts and Access Rights 2. Password Controls 3. Segregation of Duties: eg: a) Record keeper of asset must not be asset keeper. b) Cashier who creates a cash voucher in system, must not have right to authorize payments. c) Maker must not be checker
CHAPTER 7
Q1) Explain the objectives of the Information Technology Act 2000.
Ans)
1. To grant legal recognition for transactions carried out by means of electronic data interchange and other means of electronic communication commonly referred to as “electronic commerce” in place of paper based methods of communication;

2. To give legal recognition to Digital signatures for authentication of any information or matter, which requires authentication under any law;

3. To facilitate electronic filing of documents with Government departments;

4. To facilitate electronic storage of data;

5. To facilitate and give legal sanction to electronic fund transfers between banks and financial  institutions;

6. To give legal recognition for keeping of books of accounts by banker’s in electronic form; and

7. To amend the Indian Penal Code, the Indian Evidence Act, 1872, the Banker’s Book Evidence Act, 1891, and the Reserve Bank of India Act, 1934.

Q2) What is the vision of National Cyber Security Policy 2013? Also explain its major objectives.
Ans)

1. To create a secure cyber ecosystem in the country, generate adequate trust & confidence in IT systems and transactions in cyberspace and thereby enhance adoption of IT in all sectors of the economy;

2. To create an assurance framework for design of security policies and for promotion and enabling actions for compliance to global security standards and best practices by way of conformity assessment (product, process, technology, & people);

3. To strengthen the Regulatory framework for ensuring a Secure Cyberspace ecosystem;

4. To enhance and create National and Sectorial level 24*7 mechanisms for obtaining strategic information regarding threats of ICT infrastructure creating scenarios for response, resolution and crisis management through effective predicative, protective, response and recovery actions;

5. To enhance the protection and resilience of Nation’s critical information infrastructure by operating a 24*7 National Critical Information Infrastructure Protection Center(NCIIPC) and mandating security practices related to the design, acquisition, development and operation of information resources;

6. To develop suitable indigenous security technologies through frontier technology research, solution oriented research, proof of concept, and pilot development of secure ICT products/processes in general and specifically for addressing National Security requirements;

7. To improve visibility of the integrity of ICT products & services and establishing infrastructure for testing & validation of security of such products;

8. To create a workforce of 500,000 professionals skilled in cyber security in the next 5 years through capacity building, skill development and training;

9. To provide fiscal benefits to businesses for adoption of standard security practices and processes;

10. To enable protection of information while in process, handling, storage & transit so as to Safeguard privacy of citizen’s data and for reducing economic losses due to cybercrime or data theft;

11. To enable effective prevention, investigation and prosecution of cybercrime and enhancements of law enforcement capabilities through appropriate legislative intervention;

12. To create a culture of cyber security and privacy enabling responsible user behavior & actions through an effective communication and promotion strategy;

13. To develop effective public private partnerships and collaborative engagements through technical and operational collaboration and contribution for enhancing the security of cyberspace and

14. To enhance global cooperation by promoting shared understanding and leveraging relationships for furthering the cause of security of cyberspace.

Q3) Explain the key activities falling in the ‘Do Phase’ of Information Security Management System (ISMS).
Ans)

1. Writing a risk treatment plan – describes who, how, when and with what budget applicable controls should be implemented;

2. Implementing the risk treatment plan;

3. Implementing applicable security controls;

4. Determining how to measure the effectiveness of controls;

5. Carrying out awareness programs and training of employees;

6. Management of the normal operation of the ISMS;

7. Management of ISMS resources; and

8. Implementation of procedures for detecting and managing security incidents.

CHAPTER 8
Q1) Discuss the major goals of Cloud Computing in brief.
Ans
1. To create a highly efficient IT ecosystem, where resources are pooled together and costs are aligned with what resources are actually used;

2. To access services and data from anywhere at any time;

3. To scale the IT ecosystem quickly, easily and cost-effectively based on the evolving business needs;

4. To consolidate IT infrastructure into a more integrated and manageable environment;

5. To reduce costs related to IT energy/power consumption;

6. To enable or improve "Anywhere Access" (AA) for ever increasing users; and

7. To enable rapid provision of resources as needed.

Q2) full forms
Ans)

1. Infrastructure as a Service (IaaS),
2. Platform as a Service (PaaS),
3. Software as a Service (SaaS),
4. Network as a Service (NaaS), and
5. Communication as a Service (CaaS )

Q3) Explain, in brief, the characteristics of Cloud Computing.
Ans)

1. High Scalability

2. Agility

3. High Availability and Reliability

4. Multi-sharing

5. Services in Pay-Per-Use Mode

6. Virtualization

7. Performance

8. Maintenance

Q4) Briefly discuss the advantages of Cloud Computing.
Ans)

1. Cost Efficiency

2. Almost Unlimited Storage

3. Backup and Recovery

4. Automatic Software Integration

5. Easy Access to Information

6. Quick Deployment

Q5) Discuss any four challenges to Cloud Computing in brief.

Ans)

1. Confidentiality

2. Integrity

3. Availability

4. Architecture

Q6) Explain some of the tangible benefits of mobile computing.

Ans)

1. It provides mobile workforce with remote access to work order details, such as work order location, contact information, required completion date, asset history relevant warranties/service contracts.

2. It enables mobile sales personnel to update work order status in real-time, facilitating excellent communication.

3. It facilitates access to corporate services and information at any time, from anywhere.

4. It provides remote access to the corporate Knowledgebase at the job location.

5. It enables us to improve management effectiveness by enhancing information quality, information flow, and ability to control a mobile workforce.

Q7) ‘The work habits of computer users and businesses can be modified to minimize adverse impact on the global environment’. Discuss some of such steps, which can be followed for Green IT.
Ans)

Major steps, which can be followed for Green IT, are given as follows.

1. Power-down the CPU and all peripherals during extended periods of inactivity.

2. Try to do computer-related tasks during contiguous, intensive blocks of time, switching off hardware at other times.

3. Power-up and power-down energy-intensive peripherals such as laser printers according to need.

4. Use Liquid Crystal Display (LCD) monitors rather than Cathode Ray Tube (CRT) monitors.

5. Use notebook computers rather than desktop computers whenever possible.

6. Use the power-management features to turn off hard drives and displays after several minutes of inactivity.

7. Minimize the use of paper and properly recycle waste paper.

8. Dispose of e-waste according to central, state and local regulations.

9. Employ alternative energy sources for computing workstations, servers, networks and data centers.

Note: Please refer ICAI Study Material and Practice Manual for the Complete coverage of the syllabus.

