


SPECIAL 30 QUESTION OF CA FINAL ISCA FOR NOVEMER 2013
CHAPTER :1
1. Attributes or characteristics of good information System (RTP MAY06,NOV.11) ,and define CBIS(MAY2011)
2. Discuss Information System and it’s role in business. (MAY2010,RTPM-13)
3.SHORT NOTE (A)MIS characteristics and pre-requisite (B)TPS (C)DSS components and characteristics (D)Factor on which information requirement of executive depend.(e) OAS (Office automation system)
CHAPTER: 2
4. Some general reason of failure to achieve a system development objective.(LCD-IN-ROLL)***
5.Define system design characteristics and factor normally considered while designing input output of system.
6.Define unit and Integration Testing. 
7.Post implementation review (PIR) And System Maintenance(4types)*****
8.Short notes.(A)method of validating proposal(4Types) (b)Advantage and Dis-Advantage of Application package (C)CASE tools.*** (D)system development tools(E)program debugging process(F)feasibility study(g)SRS document   
CHAPTER:3
9.Audit of physical access and environment control??
10.while reviewing a client control system IS auditor will identify 3 components of internal control & Auditor categories of control (4Control)
11.There are number of general question that an Auditor will need to consider for quality control.
12.Short notes (A)Change management control policy & procedure(B) 3 process of access control mechanism (C)data encryption std.(DES) (D) 3ways to hacker hack system (E)Audit trails(F) six important data integrity control (G)types of logical access paths and asynchronous attack (i)Explain data privacy and techniques*****
CHAPTER:4
13.Explain test effectiveness of IS control (refer Q.N.5 p.m.)(*****)
14.documention and appropriateness of control testing (IMP)
15.Short note(A)Define CIS and advantage disadvantage(B)OS review and review of control(C)multiyear testing plan(D)explain audit testing and  reporting 
CHAPTER: 5
16.Thearts to the computer environment (MAY 2010.11,AND RTP) And define Threat and Residual risk.
17.Process of Risk information risk management process(6 steps)
18.Short note(A)Risk management Strategies*****(B)Risk Ranking*****(C)3- Common risk mitigation tech.                                 (D)Risk Classification (2 types)    (E) Types of information(TCP-IP)
CHAPTER: 6
19.Explain the software and data back up tech .AND 4 types of Alternatives processing facility arrangement.*****
20.short note (a)DRP document manual(B)types of disaster recovery sub plans,4type(C)Importance of taking an insurance Type of insurance(D)As auditor what control measure will you check to minimize threats risk in system.
CHAPTER: 7
21.define ERP? And Feature and Benefit of ERP.*****
22.Why company under take ERP 5 reason & evaluation of ERP package(***)
23.Short notes(A)BPR(B)post implementation scenarios(c)challenges involved in ERP implementation
     (D) How will establish and implement CSF and KPI in organization
CHAPTER: 8
24.Four phases of information security management system(ISMS)
25.COBIT-5, principle, benefit, enablers of COBIT-5
26.ITIL v3 library consists of 5 books AND sys trust and web trust.	
CHAPTER: 9
27.Types of information security policies and their hierarchy.(m.imp.)
28.Short notes(A)Content of IS Audit Report(B)component of security policies(C)Information assets                                classification (D)Audit working paper and document(E) Physical and Environment Security
CHAPTER: 10
29.Authnitication of electric record in IT ACT 2008(digital sign. and HASH function)
30.Short notes(A)Electric governance (sec.4-10)(B)duties of subscriber(C)imp. Section 7,11,15,18,58,85,87,43-47.
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