" A NEW APPROACH TO TEACHING, A NEW STYLE, A NEW EFFORT "

CHAPTER – 6

BCP & DRP

STORY
Bill Gates went to Harvard University from 1973-to 1975, dropping out of school to pursue a career in computer software programming.. But his friends went for higher education.Bill Gates wanted his business should continue properly, if it fails others will make fun of him. For continuing the business in proper manner, BG’s developed a Business Continuity Plan. He made a deep study about the OBJECTIVES & GOALS Of BUSINESS CONTINUITY PLAN and he learned about he METHODOLOGY OF DEVELOPING BUSINESS CONTINUITY PLAN .After developing BCP he framed various PHASES IN BUSINESS CONTINUITY PLAN.
My dear friends, he achieved both. But,  in the initial stage many disasters happened while developing softwares due to the negligence of his personal manager. A big disaster that happened in the organization was SINGLE POINT FAILURE .BG’s was very disappointed. He understood his mistake. He made a market research & learned about various TYPES OF DISASTER RECOVERY TESTING & DISASTER RECOVERY PLANS. As we all know  BG’s is very brilliant, he applied these Disaster Recovery testing and plans  to overcome single point failure. BG’s didnt sleep for many nights, he developed PROCEDURAL PLAN TO RECOVER FROM DISASTER and executed the STEPS FOR RECOVERING FROM DISASTER.
BG’s asked the KPMG auditors to conduct a IS Audit. The auditors explained the AUDIT TOOLS for disaster recovery.  
BG’s understood there should be backup techniques. He realized that if there is backup of datas then even if single point failure will not cause loss of data. He called up all the employees in his organization and gave some tips. He explained to all his employed about the BACKUP TIPS FOR DISASTER RECOVERY. After this,  various S/W & BACKUP TECHNOLOGIES were implemented and Various CONTROL MEASURES WERE DEVELOPED TO MINIMISE THREATS IN COMPUTERISED ENVIRONMENT. ALTERNATIVE PROCEDURAL  FACILITY ARRANGEMENTS were also made to overcome single point failures
At last BG’s made a BUSINESS IMPACT ANALYSIS, ie impact created by disaster on business. The loss caused due to  negative impact was indemnified by the INSURANCE company.

BG’s came through all these tough situations and as we all know , he is a billionaire and his friends who went for higher education are now his employees in Microsoft.

QUESTION – 1                                                    OBJECTIVES & GOALS OF BCP                                                   
What are the objectives and goals of Business Continuity Plan???

ANSWER

First - Explain what is BCP

“MANTRA TO REMEMBER”

– IF you identify the CRIME done by PM(personal manager) of Bill Gates. You can easily achieve the objectives and goals of BCP.

· I – Identify weakness & implement a disaster prevention program

· F – Facilitate efficient co-ordination of recovery tasks

· C – Continue critical business operation

· R – Reduce the complexity of the recovery effort

· I – Identify critical lines of business

· M – Minimise immediate damages & losses

· E – Establish management succession 

· P – Provide for the safety & well being of the people in the premises at the time of disaster

· M – Minimise the duration of serious disruption to operations

QUESTION-2                                          METHODOLOGY OF DEVELOPING BCP                                     
“MANTRA TO REMEMBER”

BG’s PROVIDED MANAGEMENT WITH COMPREHENSIVE UNDERSTANDING about ODI(its not one day international) for FOCUSING, SELECTING, DEVELOPING & DEFINING the methodology of developing a BCP.
· P – Providing management with comprehensive understanding of the total efforts required to develop & maintain an effective recovery plan
· O – Obtaining commitment from appropriate management to support & participate in the effort

· D – Defining requirements of recovery plan from the perspective of business function

· I – Impact of loss happened to key business function are documented
· FOCUSING appropriately on disaster prevention & impact minimization

· SELECTING business continuity teams that ensure the proper balance required for development

· DEVELOPING a BCP that is understandable, easy to use and maintain

· DEFINING how BCP must be integrated into on going business plan

QUESTION – 3                                                                 PHASES IN BCP

What are the phases in BCP?

ANSWER

1. Preplanning Activity

2. Vulnerability Assessment

3. Business Impact Analysis

4. Defining Detailed Requirements

5. Business Continuity Plan DEVELOPMENT
6. Business Continuity Plan TESTING Program

7. Business Continuity Plan MAINTENANCE Program

8. Business Continuity Plan IMPLEMENTATION
QUESTION –4                                                              SINGLE POINT FAILURE
Explain briefly about single points of failure analysis
ANSWER

The objective is to identify any Single point of failure within the organizations infrastructure. Here components have NO STANDBY and hence if they fail it will affect the availability of resources.

Many organisations have failed to implement risk mitigation strategies. One common area of risk from SPF is the TELECOMMUNICATION INFRASTRUCTURE.

Example : if a large network has only one router and there is no backup router and assumes if this router fails it will cause the entire network to halt. 

To ensure SPF in an organization  Technology Risk Assessment has to be performed 
The objectives of risk assessment are to –

MANTRA TO REMEMBER  - ID – ID

· I – Identify IT risks

· D – Determine the level of risks

· I – Identify the risk factors

· D – Develop risk mitigation strategies
QUESTION – 5                                                 DISASTER RECOVERY TESTING

Explain Disaster Recovery Testing and its types

ANSWER

“MANTRA TO REMEMBER”

AMC is required because FULL test is often required for Disaster recovery. AMC will help to save cost.
· A – A HYPOTHETICAL TEST – to verify the existence of all necessary procedures & actions .Must be conducted regularly

· M – MODULE TEST – Combination of components. Module test is supposed to be done after each component be individually tested before being included in a module
· C – COMPONENT/UNIT TEST – Smallest set of instructions within the recovery plan which enables specific processes to be performed. Designed to verify the accuracy of individual procedure.

· F – FULL TEST – Verifies whether each componed in every module is warkable
QUESTION –5                                       TYPES OF DISASTER RECOVERY PLANS 
Explain 4 types of Disaster Recovery Plans

ANSWER

MANTRA TO REMEMBER –  I BET there are only 4 dRp’s

1. B- Backup Plan – Type of backup(online/offline) – frequency – procedures(manual/automatic) site – personnel responsibilty
2. E – Emergency Plan – actions that should be undertaken at the time of disaster
3. T – Test Plan – This plan identifies the deficiencies in Backup plan, Emergency plan and Recovery plan
4. R – Recovery Plan – sets out manner for recovery of H/W, S/W & other IT facilities – standby site facilities.
QUESTION –6 – AUDIT TOOLS FOR DISASTER RECOVERY                                                






Explain Audit tools & techniques used for DRP

ANSWER

“MANTRA TO REMEMBER”

BG’s PAID a huge amount to kpmg for explaining the audit tools  

· P – Penetration testing – used to locate vulnerabilities
· A – Automated tools – makes it possible to review large computer systems in a short time period. Can be used to find threats and vulnerabilities such as weak password, lack of integrity etc…
· I – Internal control Auditing – Includes inquiry, observation & testing. Detects illegal acts, errors, irregularities etc…
· D – Disaster & security checklists -  a check list can be used against which system can be audited. Check list should be based on DRP
QUESTION –7                             DISASTER RECOVERY PROCEDURAL PLAN                                            







What do you understand by the term Disaster? What procedural plan do you suggest for Disaster Recovery?
ANSWER

Disaster can be defined as an INCIDENT, which JEOPARDIZES business operation and/or human life. It could be due to sabotage(human or natural)

PROCEDURAL PLAN FOR DISASTER RECOVERY

“MANTRA TO REMEMBER”
FEED in the CD that PRIME importance should be given to kpmg, as they are Very Important Persons. They only explained the Disaster Recovery Procedural Plans

· F- Fall back procedures

· E – Emergency Procedures

· E – Emergency phone list for fire, police, H/W, S/W supplies , customers etc…
· D – Details of backup location and contractual agreement

· C – Condition for activating the plan – describing the process to be followed before activating each plan

· D – Documentation of testing & recovery procedures

· P – Phone number of employees in the event of emergency

· R – Responsibility & roles of individuals – describing responsibilities

· I – Insurance papers & claims forms

· M – Medical procedure to be followed in case of injury

· E – Employee training & awareness program

· V – Vendors contact details who supply critical resources

· I – Inventory of Assets at the site

· P – Plan schedule for maintenance – specifies how & when the plan to be tested & the process of maintaining plan

QUESTION -8                                         STEPS FOR DISASTER RECOVERY 

What are the steps involved in Disaster Recovery Test Plan?
ANSWER

“MANTRA TO REMEMBER” -- SD – STAT – BCA – D
1. S – Setting Objectives

2. D –Defining the boundaries

3. S – Scenerio

4. T – Test Criteria
5. A – Assumption

6. T – Test Prerequisites

7. B – Briefing session

8. C – Check Lists

9. A – Analysing the test

10. D – Debriefing session

QUESTION – 9                                                               BACKUP TIPS FOR DRP

What are the BACKUP TIPS for Disaster Recovery?
ANSWER

“MANTRA TO REMEMBER”

– Disaster and Ducks starts with D… Therefore, as Ve know, DUCKS are the backup tips for Disaster Recovery.
· V- Verify backup to ensure back up is taken properly

· D – Draw up a simple plan regarding the responsibilities in case of emergency

· U – Use the VSC service ( Volume shadow copy) in windows server

· C – Create a reference point to restore change

· K – Keep backup record of “what” was backed up , “when” it was backed up

· S – Step by step guideline outlining sequence for retrieval & restoration of data.

QUESTION – 10                              SOFTWARE & DATA BACKUP TECHNIQUES
“MANTRA TO REMEMBER”

-  DIM light is required for FULL  data backup.Therefore, DIM light is one of the best technique for FULL data back up…
1. D- Differential Back-up – Stores files that have changed since the last full backup

2. I -  Incremental Back- up 
3. M – Mirror backup- Identical to full backup. Exception , files are not compressed in ZIP files & cannot be protected with a password.

4. F – Full backup
QUESTION – 11 CONTROL MEASURE WERE DEVELOPED TO MINIMISE THREATS
As a system auditor what control measures will you check to minimize threats, risks & exposures in a computerized system?
ANSWER

“MANTRA TO REMEMBER”

– The system auditor of kpmg was Mr. DULL, an expert in system audit. Mr. DULL of kpmg has put a HALT to threats, risks & exposures in a computerized system
· D – Disgruntled Employees

· U – Unauthorise users attempt to gain access to the system & system resources

· L – Lack of Integrity

· L – Lack of Confidentiality

· H – Hackers & Computer crimes

· A – A hostile software … Eg – virus, norms, Trojan horses etc…

· L  - Lack of System Availability

· T – Terrorism & Industrial espionage

QUESTION – 12 ALTERNATIVE PROCEDURAL  FACILITY ARRANGEMENTS
What are the Alternate Processing Facility Arrangements?
ANSWER

“MANTRA TO REMEMBER”

– COLD SITE – WARM SITE – HOT SITE(Cold and Hot sites at the extremes)

QUESTION – 13                                                BUSINESS IMPACT ANALYSIS,
Explain the significance of BIA  phase on developing a BCP. (OR) What analysis should  be done for understanding the degree of potential loss ( such as reputation, damage, regulation effects) of an organization ? Enumerate the tasks to be undertaken in this analysis. In what ways the information can be obtained for this analysis.
ANSWER

“MANTRA TO REMEMBER”

–  System auditor of KPMG said to BG’s, I have taken doctorate in BIA. I am a DOCTOR, I can explain the impact happened to business.
I – DOCTOR

· I – Impact to the organization in the event of disaster to be determined. Eg : financial reputation etc…

· D – Dependencies & interdependencies of CBP ( Critical Business Process) & the order in which they must be restored should be identified

· O – Organisational risks should be identified to minimize potential threats that my lead to disaster

· C – CBP should be identified

· T – Threats/risks to CBP are to be identified

· O – Optimum allowable downtime for each CBP are to be identified

· R – Right quantity and type of resources required for recovery from disaster to be identified

QUESTION – 14                                                                       INSURANCE
Write notes on Insurance. What are the different kinds of insurance

ANSWER

The purpose of insurance is a mechanism of risk mitigation to spread the economic cost and the risk of loss from an individual or business to a large number of people. This is accomplished through the use of an insurance policy. Insurance is generally divided into two general classes as first party and third party insurance. First party insurance identifies claims by the policy holder against their own insurance. Third party insurance is designed to protect against claims made against the policyholder and his insurer for wrongs committed by the policy holder.

(a) First – party insurances – Property Damages : Perhaps the oldest insurance in the world is that associated with damage to property. It is designed to protect the insured against the loss or destruction of property. This form often defines loss as “physical injury  or destruction of tangible property.

(b) First – party insurances – Business Interruption : Due to technical failures like loss of IS, data (or) communications.  It can be mitigated by including information technology in business recovery, disaster plans.
(c) Third – Party Insurance – General Liability : Designed to protect the insured from claims of wrongs committed up on others. If the insureds computer damages another partys computer, data connectivity , then the insured my be held liable.
(d) Thirds Party Insurance – Directors & Officers : Liability arising from any wrongful acts committed in the course of their duties as officers due to errors & omissions. These policies are taken to compensate the officers Co. for any losses payable by the Co. for the acts of its officers.
Policies  usually can be obtained to cover the following resources –

· B- Business Interruption Policy

· E – Extra Expenses

· E – Errors & Omissions

· F – Fidelity Coverage 

· S/w reconstruction

· H/w facilities

· Valuable paper and records
OUT OF THE STORY LINE 
QUESTION – 16 TYPES OF BACKUP MEDIA AND  5 FACTORS FOR SELECTION OF BACK UP MEDIA

TYPES OF BACKUP MEDIA
D – DISK DRIVE
R – REMOVABLE DISK

A – AUTOLOADER TAPE SYSTEMS

F – FLOPPY DISK

T – TAPE DRIVE

C – COMPACT DISC

D – DIGITAL AUDIO TAPE

Z- ZIP DRIVERS

5 FACTORS FOR SELECTION OF BACKUP MEDIA

· SPEED

· RELIABILITY

· CAPACITY

· EXTENSIBILITY

· COST
