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1. Information System Customs

System – set of interrelated components operating collectively to accomplish common goals.
Computer based IS – is a system which is a collection of people, HW, SW, data, & procedures that interacts to provide timely information to authorized people who need it.
System

Elements                        Interactive behaviour       Degree of human interaction        Working/output

Abstract  Physical           open           closed                manual       automated    deterministic probabilistic

Classification:
· Physical system – set of tangible elements operating together to accomplish objectives
· Abstract system (a.k.a conceptual system) – orderly arrangement of interdependent ideas – moral values/ ethics
Types:
· Deterministic/probabilistic system
· Closed / relatively closed/ and open system
Open system – a system that interacts freely with its environment by taking inputs & returning outputs. It changes itself, to match with the changes in the environment.
Closed system – a system that does not interact with the environment nor changes with the change in environment.
Entropy – it is the quantitative measure of disorder in the system. Open system requires more negative entropy than a relatively closed system.
Manual systems – where data collection, manipulation, maintenance, & final reporting are carried out absolutely by human efforts.
Automated system – the above tasks are carried out by computers/ microprocessors
Deterministic system – operates in a predictable manner wherein the interaction among the parts is known with certainty.
Probabilistic system – it can be described in terms of probable behaviour, but a certain degree of error is always attached to the prediction of what the system will do.
System environment – elements surrounding the system that are outside the system & interact with the system
Interfaces – interconnections & interactions between subsystems are termed as interfaces.
Boundary – features which define & delineate a system from its environment.
Subsystem – refer to part/ building blocks of larger system
Supra system – refers to the entity formed by a system & equivalent systems with which it interacts.

Principles/methods to be followed while constructing a system from its subsystem
1. Decomposition – break / decompose a complex system into smaller identifiable blocks (subsystems). There should be functional cohesion among components.
2. Simplification – refer to organizing subsystems in such a manner so as to reduce the number of interactions. Simplification is done through group of sub systems which interact with each other & then a single interface with other subsystems.
3. Decoupling – if 2 subsystems interface, integration has to be done thoroughly. Resources are temporarily held in buffers/spools till next process is ready to accept it, making available surplus/slack resources to meet extended processing requirements & making subsystems self reliant & reduce dependency on other subsystems.
4. Preventing system entropy (unavailability) – entropy prevented through inputs to repair, replenish, & maintain systems. Such maintenance systems are called negative entropy.
5. System stress & system change – stress is a force transmitted by systems supra system. It causes system to change to enable supra system to better achieve its goals.

Impact of stress on system

Adapt to accommodate system stress                                             Be inert to stress & ultimate decay
                 & hence survive


	
Structural change                                  Process change

Information – data put to meaningful use / context.
Characteristics: timeliness, purpose, mode & format, redundancy, rate, frequency, completeness, reliability, cost-benefit analysis, validity, quality [3RTP2CV, QofMF]

Concept of value of information

= Value of ‘change in decision/behaviour’ caused by information   LESS  cost of obtaining information
= (outcome of new decision caused by information LESS outcome of old decision) LESS cost of obtaining information


Executive – a manager at top of organizational hierarchy or at a level close to it, who is able to influence the course, the organisation takes. It varies from company to company.


Kinds/classification of decisions/activities of executives
	Strategic planning
	Tactical planning
	Fire fighting
	Control over
organisation

	General long range direction of organisation

	As to how, when, where, & what issues are to be addressed to achieve strategic plans
	Major problems which a company faces need to be addressed by top executives. Such problems may require alteration to organizational plans.
	To be done in addition to planning to ensure that organisation is proceeding according to the plan

	Responsibility of CEO
	
	
	


	

Types/categories of information required by executives

Environmental information                  Competitive information                       Internal information(e.g.)
 Government policies                           Industry demand                                  Sales project
 Factors of production                          Demand of products of Co                 Budgets
 Technological environment                  Competitive data                                  Policies
 Economic Trend



Characteristics of information used by executives in decision making [FILL H]
a. Future oriented                                       d. Lack of structure
b. Informal source                                      e. High degree of uncertainty
c. Low level of detail

Factors determining information requirement of executives

Operational function                    Types of decision making                   Levels of management activities    

                                  Programmed                   Non programmed Strategic           Tactical     Supervisory
                                      decision                          decision              level                  level             level

Operational function   – grouping of several functional units based on related activities into subunits is termed as operational function. Information requirement depends on operational function

Programmed / structured decision – decisions that are made by referring to predetermined set of procedures, precedent, techniques, & rules. Made in respect of familiar, routine, recurring problems

Non-programmed decision – decisions made on situations & problems which are novel & non-repetitive & about which not much information is available. Not made by applying any standard procedures, rules, or guidelines. They are solved using managerial intelligence, experience, & judgment.

Strategic level (top) – concerned with macro level decisions, i.e. strategic decisions impacting organisation as a whole – mission, objective, strategies, etc. Such decisions are critical to success of organisation. Much analysis & judgment are required. It can be compared to non-programmed decisions.       

Tactical level (middle) – make tactical/operational/specific decisions required to implement strategic decisions.  They plan, organize, control, & lead activities of other managers.

Supervisory level (lower): – co-ordinate work of others, who are not managers. They ensure that specific tasks are carried out effectively.

Business information system
– Data / information flows among components of business.
Information system can be classified into 3, upon their focuses on the kind of activities in a business enterprise. 
Information System


Operations support system            Management support system                       Office automation system
            (OSS)                                                      (MSS)
                                                                                


TPS         MIS              ERPS         DSS               EIS                      ES

I. Operations Support System
Objective is to improve operational efficiency of the enterprise. They use internal data, primarily for managers at lower level.


1. Transaction processing system (TPS) 
It is the 1st level (lowest level) of systems which capture basic data as it originates from various business functions like billing, cash payment, etc. The data so captured are processed & forms the base for other systems like MIS, DIS, etc. It works on the typical processing cycle – i.e. input, process, storage, & output. Input take form of invoices, vouchers, bills etc which help in basic data capture. Processing can be manual / computer based & takes the form of journals & registers. Storage is a sort of summary of transactions in the form of ledgers, etc. outputs take the form of trial balance, statements, etc. TPS is transaction oriented, involves large volume of data, & thus requires greater storage capacity.
Features:
i). It is an effort to capture every detail which could have a monetary impact, thus the volume is quite large.
ii). Billing & other activities constitute core functions of day to day operations & TPS aims to automate such functions.
iii). Time saving, reduced no. of errors, better quality of data
iv). Forms base for other systems like DSS, MIS, etc. Without TPS, data for managerial decision making may not be available.

2. Management Information System (MIS) 
Managers require right information at the right time in right quantities to make decisions. It is possible by establishing a special system to ensure flow of correct information called MIS. It use result of transaction processing & other information & assist management in decision making & problem solving. It supports routine decisions.
It identifies information needs, collect relevant information, process the same to be useful to management, & disseminate it at the right time. Functions of MIS are determination of information needs; data gathering & processing; evaluation, indexing, abstraction; dissemination; storage; information usage.

Characteristics of effective MIS 
☺Management oriented                                           ☺Common data flow
☺Management directed                                            ☺Common database
☺Integrated                                                              ☺Concept of sub system
☺Heavy planning element                                         ☺Computerized

Misconceptions / myths about MIS
a. Study of MIS is about use of computers [may/may not]
b. More data (quantity) means more information to users [relevance matters, not quantity]
c. Accuracy of reporting is of vital importance [true at lower level, fairly correct presentation of relevant data is adequate]

Pre-requisites of an effective MIS: 
Database: It is a super file which consolidates data records stored in many data files. The data in database is to be organized in such a way that access to the data is improved and redundancy & duplication is reduced. It should be user-oriented, common data source for all users, controlled by a separate authority called database administrator with the help of separate software called DBMS.
Qualified System and management staff: MIS should be manned by qualified officers who are experts in their fields & should understand views of their fellow officers. The organizational management comprise of two categories of officers (i) System and Computer experts and (ii) Management experts. Management experts should clearly understand the concepts and operations of a computer. Their whole hearted support and cooperation will help in making MIS an effective one.
Top management support: Obtain their support by presenting all facts, stating the benefits of implementing MIS, & change the attitude of management & get full support.
Control and Maintenance of MIS: Control is the process of ensuring that MIS is operating as it was designed to operate. Sometimes users develop their own procedures or shortcut methods, which reduces its effectiveness. Management at each level in the organization should build in checks to counter such activities. Maintenance refers to improvement & fine tuning of MIS to ensure that it continues to meet management needs. Every change procedure should be properly documented
Evaluation of MIS: An effective MIS should be capable of meeting the information requirements of its executives in future as well. The capability can be maintained by evaluating the MIS and taking appropriate timely action. The evaluation of MIS should take into account the following points:
• Examining the flexibility to cope with future expected & unexpected information requirements;
• Ascertaining feedback of the users and designers about the capabilities and deficiencies of the system; and
• Guiding the appropriate authority about the steps to be taken to maintain effectiveness of MIS.

Constraints in operating MIS & solutions
Major constraints which come in the way of operating an information system are:
• Non-availability of experts, who can identify the objectives of the organization and provide direction to set up an MIS → Select proper internal staff & provide training.
• Problem of selecting the sub-system of MIS to be installed and operated upon → should be guided by criteria of need & importance of a function for which MIS can be installed 1st.
• Experts adopt non-standardized approach in designing and implementing MIS → need to arrive at standardisation for an industry as a whole
• Lack of staff cooperation → educate staff & involve them in system development & implementation
• High turnover of experts in MIS → creating conducive work environment & pay according to industry benchmark
• Difficulty in quantifying the benefits of MIS & hence difficult compared with cost →MIS should be looked as a tool to fight out competition & the state of uncertainty surrounding business.

Impact/ effects of using computers for MIS
1. Increased speed of processing/retrieval
2. Scope of analysis widens
3. Complexity of system design & operation increased
4. Integrates the working of different information sub-system
5. Increases the effective of information system
6. More comprehensive information
7. Scope of using information system has expanded

Limitations of MIS 
• The quality of the outputs of MIS is governed by the quantity of input and processes.
• MIS is not a substitute for effective management. It cannot replace managerial judgment. It is only a tool for decisions making & problem solving.
• It may not be flexible enough to adapt to fast changing/ complex environment.
• It may not provide customised packages to meet every need of executives.
• May not factor non quantitative factors like morale and attitude of members of the organization.
• May not provide information for non-programmed, non routine & unstructured decisions. 
• Information hoarding and not sharing may reduce effectiveness of MIS
• Structural changes in organisation tend to decrease effectiveness of MIS

3. ERP System – (e.g. SAP, oracle, etc)
An ERP system is a fully integrated business management system that integrates the core business &  &  process, to provide an organisation a structured environment in which decisions concerning demand, supply, operational, personnel, finance, logistics etc are fully supported by accurate & reliable real time information. It stream line & integrate operation processes & information flows in the company to synchronise the 5 major resources of an organisation – men, money, machine, material & market. It integrates various business processes like business system, production, maintenance, quality control, marketing, finance, personnel, and consolidation of business operations.
Characteristics: flexible, modular & open, integrated, best business practices.
Features: (i) allows automatic introduction of latest technology, (ii) provides multi-platform, multi-currency, multi-facility, multi-code manufacturing, multi-lingual facilities, (iii) provides complete integration of the system, (iv) bridges the information gap across the organisation, (v) eliminates most of business problems like cash/inventory/quality management, customer service, etc, (vi) it has end t end supply chain management to optimize the overall demand & supply of data, (vii) perform core activities & increases customer service, (viii) provide organisation wide integrated information system covering all functional areas, (ix) supports strategic & business planning, operational planning & executive activities.
Benefits: (i) better use of organisations resource, (ii) low operating cost, (iii)proactive decision making, (iv) decentralized decision making, (v) enhanced customer satisfaction, (vi) flexibility in business operations.
Limitations: (i) provide current status only, can’t look into past to identify trends & patterns
(ii) Methods used in ERP applications are not integrated with other operational/divisional systems. They don’t include external intelligence.

II. Management Support System
It focuses on managerial use of information resources & provides information based on internal & external data using various data analysis tools to managers for planning & decision making.

1. Decision Support System 
 It is a system that assists mangers in solving difficult/ unique/ non recurring/semi-structured and unstructured problems in their own way. It supports human decision-making, rather than replacing it. A DSS is not intended to make decisions for managers, but rather to provide managers with a set of capabilities that enables them to generate the information required by them in making decisions. [Programmed decision making systems replace human decision making system & are used to make routine/ structured decisions]. While the DSS can be of use at the tactical level, it is the strategic level that could make best use of it.

Goals/Applications/Properties/Characteristics: 
i. DSS supports Semi-structured and Unstructured Decisions – Unstructured decisions and semi structured decisions are made when information obtained from a computer system is only a portion of the total knowledge needed to make the decision. DSS is well adapted to help with semi structured and unstructured decisions. A well designed DSS helps in decision making process with the depth to which the available data can be tapped for useful information. Steps in using DSS to solve a problem:
a) Define & formulate problem
b) Fit the problem into DSS model
c) Obtain results from DSS model
d) Reformulate problem
The parameters should be modified & then run till the desired cash flow is reached.

ii. Flexible enough to adapt to changing needs – managers don’t know their need in advance & also the needs keep changing. Hence capabilities and tools are provided by DSS to enable users to meet their own output needs & also to support spontaneous questions of managers.

iii. Easy to learn and use – DSS software tools employ user-oriented interfaces such as grids, graphics, non-procedural fourth – generation languages (4GL), natural English, and easily read documentation. It  is easier for users to conceptualize and perform the decision-making process. Usually it is built by users, rather than by computer programmers.

Components of a DSS: 
a. Users – usually a manager with an unstructured or semi-structured problem. He is required to have a thorough understanding of the problem and the factors to be considered in finding a solution. It is not necessary for him to have computer/programming knowledge to use DSS, because DSS typically use planning language for communication which & hence can concentrate on what should be achieved rather than how the system will process it.

b. Databases – DSS usually contain one or more databases. It contains both routine and non-routine data from both internal and external sources. Decision support system users may construct additional databases themselves. 

c. Planning Languages (interaction medium/ dialogue medium) – Two types of planning languages that are commonly used in decision support systems are:
 General purpose planning languages– allow users to do routine tasks. The languages in most electronic spreadsheets are good examples of general-purpose planning languages. These languages enable user to do budgeting, forecasting, etc. E.g. electronic spread sheet
 Special purpose planning languages –are more limited in what they can do, but they usually do certain tasks better & in-depth than the general-purpose planning languages. E.g. SAS, SPSS, and Minitab.

d. Model Base –It is the ‘brain’ of the decision support system because it performs data manipulations and computations of data. Most model bases are custom-developed & do some types of mathematical functions

Tools for DSS: any DSS tool should support database query, modelling, data analysis, data display.
a. Database software Languages – support database query & report generation. E.g. SQL, Dbase IV
b. Model based decision support software – enable managers to design models incorporating business rules & assumptions. E.g. Lotus 1-2-3, foresight
c. Statistical software – supports people using statistical analysis functions like market analysis & research scholars. This software does a lot of ‘number crunching’ & hence typically run on mainframes. E.g. SAS, SPSS.
d. Display based decision support software – this software has capabilities of generating graphic outputs like pie charts & graph & is hence very effective in management presentation. E.g. SAS graph, MS-Excel graphs.

Examples of DSS in Accounting: Cost Accounting System, Capital Budgeting System, Budget Variance Analysis System, General Decision Support System

2. Executive Information System (EIS) (a.k.a Executive support system ESS)
Strategic levels of management pushed DSS to lower levels of management because technical knowledge is needed to build models & there was some difficulty in use. Hence EIS was introduced. It is a DSS, designed to meet the special information needs of top level managers. It is also known as ESS as they provide additional facility like e-mail. EIS is a tool that provides direct on-line access to timely, accurate, and actionable information in a useful & accessible format, i.e. a system which is designed to be used by executives with limited time/ skills & little knowledge about use of computers. 
Most Executive Decisions falls into 1 of the 3 classes: - Strategic Planning, Tactical planning, and Fire fighting and Control


Purposes of an EIS:
(i) The primary purpose – provides managers an insight into organizational structure, its work flows, and how it interacts with the external environment. 
(ii) A secondary purpose – it allows timely access to information which supports managerial learning process.
(iii) A third purpose – has the ability to focus towards specific business problems. Some mangers see this as an opportunity to discipline subordinates. Some subordinates fear the directive nature of the system and spend a great deal of time trying to outfit or discredit it. Neither of these behaviors is appropriate or productive. Rather, managers and subordinates can work together to determine the root causes of issues highlighted by the EIS about the aspects of a business that are of particular interest to the senior manager.

Characteristics/ features
♣ Customized to meet executive information needs
♣ Can access data about specific issues as well as general reports
♣ Provide on-line analysis tools like trend analysis, exception reporting
♣ Have access to internal & external data
♣ User friendly & easy to use
♣ Screen based report can be directly used without any assistance
♣ Graphic & pictorial representation
♣ Enable users to extract summary data without learning query language/high computing skills.

Contents of EIS – EIS should contain information of interest to executives.
Guidelines for framing what data, measures, & indicators to be included in EIS:
♫ Measures should be easy to understand & collect. Data should be collected as a part of work process & no separate effort should be taken.
♫ It should not add work load / burden to managers/ staff
♫ Should reflect a balanced view considering organizational objectives in areas of productivity & resource management.
♫ Indicators should exclude variables which are outside the control of managers
♫ Indicators should create an environment where managers & staff can work as a team to achieve organizational goals.
♫ People should be made to feel that, as individuals they can contribute to organizational improvement.
♫ Information generated by EIS should be available to everyone. Confidential/classified information should not form part of EIS.
♫ Should be flexible.

5 characteristics of type of information used in executive decision making are:
(a) Lack of structure, (b) high degree of uncertainty, (c) future orientation, (d ) informal source, (e) low level of detail.

EIS differ from Traditional IS in the following ways:
 Information is presented by pictorial/graphical means
 Information is presented in summary format

Executive Decision Making Environment: Three main sources of information: Environmental, Competitive, and Internal.
Commercially available EIS Products: Commander EIS, Command Centre, Executive Edge, and Express EIS



3. Expert system
To replace the need for human experts in areas where expertise is scarce & hence expensive 
E.g. rocket/ nuclear science, oil drilling. It is specific to the given area & cannot be genaralised. It is resulted from academic research in the field of artificial intelligence (AI). It is a highly developed DSS that utilized knowledge possessed by an expert to share a problem. It provides decision makers with the type of advice that they would normally receive from experts.

Business Application of ES: accounting & finance, marketing, manufacturing, personnel, general business.
Need for ES: Expert labour is expensive & scarce. They handle few factors at a time.

Characteristics
a) Availability of subject matter experts to communicate & built knowledge base.
b) Tasks handled should be complex enough that it cannot be handled by a normal processing system
c) Focus should be on a single domain

Components
a) Knowledge base (KB) – stores rules, data & relationships that are used to solve problems
b) Inference engine – (forward chaining mechanism & backward chaining mechanism) handles the processing. Data input is obtained from the users, uses the available data in the KB, & comes out with decision.
c) Knowledge Acquisition subsystem – provides basis for obtaining & building data required for KB. Provides methods for data capture & organize the same.
d) The User interface – provides medium through which user interacts with ES. It takes the form of menus, dialog box, place for data entry, etc.

Benefits
i) Reduce risk associated with knowledge loss due to expert’s death, resignation, etc
ii) Ready access to data on a real time basis.
iii) Not subject to limitations like human beings (emotional, fatigue, busy, etc)
iv) Helpful in making strategic decisions in areas of marketing products, cutting costs & improving products. E.g. pricing of an insurance product, etc

III. Office Automation System
It is the newest & most rapidly expanding computer based information system. OAS refers to a process of automation/ computerizing routine office jobs like data capture from mails, data generation like document generation, creating, storing, & retrieval of files for day to day use, tracking of resource utilization, employee login-logout, etc.

Benefits
a) Improves quality of internal & external communication
b) Reduce turn-around time, i.e. time gap between information generation & receipt by recipient.
c) Reduces the time, energy, & money spent on routine tasks.

Categories of computer based OAS / Types of OAS
1. Text processors – these are next step to type writers – starting from word pad, note pad to word or any open text processor. Basically it is used to automate office communications like letters, memos, circulars etc. Have inbuilt features to check spelling, grammar, & facilitate organized storage & easy retrieval of files, & act like desktop publisher when combined with advanced printers.
2. Electronic Document Management System – these are electronic forms of storing office documents like letters, application forms, etc. Facilitates indexed storage & retrieval over network & avoid physical travel of document/ person. Such systems could be linked to other office automation products.
3. Tele/Video conferencing – audio/ video content is taken from one end to another person’s physically located in different places & cutting the barrier of distance, time, & travel. Quality of communication is enhanced with features like storage, playback, etc. e.g. net meeting.
4. Electronic message communication system – refers to transmission of messages over a network like mail, FAX, etc.
a) Electronic mail
b) Facsimile
c) Voicemail











































2. SYSTEM DEVELOPMENT LIFE CYCLE
METHODOLOGY

System development: refers to the process of examining a business situation with the intent of improving it through better procedures & methods. 2 major components of system development are:
· System analysis: process of gathering & interpreting facts, diagnosing problems, using the information to recommend improvements to the system.
· System design: process of planning a new system or one to replace / complement an existing system 

Reasons why organisations fail to achieve their system development objective
1. Lack of support/ involvement from senior management in IS development.
2. Shifting user needs
3. Development of strategic decisions
4. New technologies
5. Lack of standard project management & system development methodologies
6. Overworked / under trained development staff
7. Resistance to change
8. Lack of user participation
9. Inadequate testing & user training

System development methodology
It is a formalized, standardized, documented set of activities used to manage a system development project. It refers to the framework that is used to structure, plan, & control the process of developing an information system
Various approaches to system development
1. Traditional/waterfall/sequential approach – linear framework type
2. Prototyping approach – iterative framework type
3. Incremental approach – combination of linear & iterative framework type
4. Spiral development approach – combination of linear & iterative framework type
5. Rapid Application Development (RAD) – iterative framework type
6. Agile development approach 

Traditional/waterfall/sequential approach – In traditional approach of the systems development, activities are performed in sequence. It involves basically six phases, viz. Preliminary investigation, requirement analysis, system design, system development, system testing and system implementation & maintenance. When traditional approach is used, managers and users interact with system analysts, system designers and application programmers during various phases. Tight control is maintained over the life of the project & approval is done for every stage, then the next stage is considered. It is suitable for large applications like TPS
Strength: 
· Ideal for supporting less experience project teams/managers & project team whose combination fluctuates
· Sequential order helps to ensure quality, reliability, adequacy,  maintainability of development software
· Progress of system development is measurable
· Conserves resources
Weakness: 
· Inflexible, slow, costly, time consuming, high waiting time, consume more resources
· Difficulty to specify all requirements at once
· Problems can’t be detected until system testing & testing can’t be done till product is fully available
· Changes can’t be accustomed as & when requires, i.e. after one stage is completed we can’t revert back
· Lack of user participation till it gets over

(ii) Prototyping approaches: It is used to develop small systems like DSS, MIS, & expert system. The goal is to develop a small / pilot version called a prototype of part or all of a system. It can be built quickly with lesser cost & with the intention of modifying/replacing it by a full-scale & fully operating system. Requirements are specified in each stages. Users are allowed to work with the prototype, their suggestions are incorporated & a revised prototype is developed. This process goes on till all requirements are incorporated. Final prototype can be either refined/turned into a real system or scrapped & the knowledge used to build the real system. 4 steps in prototype are (a) identify IS requirement, (b) develop the initial prototype, (c) test & revise, (d) obtain user sign off of the approved prototype.
Strength:
· Especially useful for resolving unclear objectives
· Improved user participation & communication among stakeholders
· Provides flexibility & improved innovation
· Knowledge gained from one application can be used for other prototype
· Less time for development & implementation
· Immediate execution is possible
· Highly interactive
· Less expensive
· Make use of expertise of both user & analyst, ensuring better analysis & design.
Weakness:
· Approval process & controls are not strict
· User requirement can change at any stage
· Difficult to document identification of non functional elements
· Successful only if user devotes time to check & evaluate
· Extensive time taken for testing will delay the project
· Result in behavioural problems & dissatisfaction among users as all requirements cannot be accommodated

(iii) Incremental model: it is a method of software development where the model is designed, implemented, & tested incrementally (a little more is added each time) until the product is finished. The product is defined as finished when it satisfies all of its requirements. The product is composed into a number of components, each of which are designed & built separately. Each component is delivered to the client when it is complete. Allows partial utilisation of product & avoid a long development time. It creates a long initial capital outlay. It is a combination of waterfall & prototype. Requirements can be specified either fully/ upto a specified level alone.
Strength: 
· Knowledge gained in each increment can be used in later increment
· Moderate control throughout the product life
· More flexible – less costly to change scope & requirements
· Helps to mitigate risks earlier in the project
· Easy to monitor & implement
· Errors can be localised & corrected with every increment
Weakness: 
· Project will not be able to cover all aspects
· Projects may overlap
· Waiting time is very high
· Interfaces between modules are difficult to define
· As series of small increments are built there is an inherent risk that software might deviate from overall business objective.

(iv) Spiral model/spiral life cycle: combination of prototyping & waterfall. It is intended for large, expensive, & complicated projects. It is used for game development. Steps: (a) initial requirements are defined (by interviewing both internal & external users), (b) preliminary design is created (analyse all alternatives for developing a cost-effective project, resolve all possible risk, & choose a final strategy), (c) an initial prototype of the design is generated (representing an approximation of characteristics of the final product), (d)subsequent prototypes are developed by a fourfold procedure – (i) evaluate 1st prototype in terms of strength, weakness, & risk, (ii) define requirements of 2nd prototype, (iii) plan & design the 2nd prototype, (iv) construct & test the 2nd prototype. Repeat this process till the final prototype is complete
Strength:
· Enhance risk avoidance
· Useful in helping to select the best methodology to follow for development of a given software iteration based on project risk.
· Gives best yield since the model can accommodate full set of details
Weakness:
· Difficult to determine the exact composition of the development methodologies
· Highly customised, complex, limiting reasonability
· Requires skilled & experienced project manager
· No established controls
· No firm deadlines
· Risk of project overruns – time & cost

(v) Rapid Application Development – this methodology uses minimum planning in favour of rapid prototyping. The lack of extensive pre planning generally allows software’s to be written much faster & makes it easier to change requirements. Key objective is for fast development & delivery of a high quality system at a relatively low investment cost. Project is broken into smaller segments & thus provides more ease of change during the development process. It uses a series of proven application development technique with well defined methodologies. Generally include Joint Application Development (JAD) where users are intensively involved in system design.
Strength:
· Produce systems quickly & at low cost
· Dramatic saving in time, money, & human effort
· Quick initial reviews are possible & acceptability is high
· Encourage customer feedback
· amenable to design changes even as the project progress
· operational version of application is available earlier than other methods 
Weakness:
· more speed & low cost may lead to lower overall system quality
· may end up with more requirements than needed
· well defined interfaces are required
· software re-use would be difficult
· design may become inconsistent
· may violate programming standards

(vi) Agile methodologies: it attempts to minimise the risk by developing software in short time boxes called iterations. Each iteration is like a miniature software project of its own, & includes all tasks necessary to release the mini-increment of new functionality: - planning, requirement analysis, design, coding, testing, & documentation. It advocates the principle: - “Build short, built often” ,i.e. the given project is broken up into sub projects & each sub project is developed & integrated into the already delivered system. Customers get continuous delivery of useful & usable systems. Development team also gets continuous feedback. Popular agile methodologies – Scram, XP (extreme programming), crystal, FDD (feature-driven development). Characteristics – time bound, people oriented, user iterative model, modular development, incremental approach that minimises risks & facilitate functional additions.-

Stages in SDLC
I. Preliminary investigation –This activity consists of three stages: request clarification, feasibility study and request approval. Before any system investigations can be considered, the system request must be examined to determine what the originator wants. Thereafter, the analyst tries to determine whether the system requested is feasible or not.
Aspects of technical, economic, and operational feasibility of the system are covered in the feasibility study. The third part of the investigation relates to approval of the request. Not all requested systems are desirable or feasible. Based on the observations of the analyst, the management decides which system should be taken up for development.
The basic activities performed during this stage are – 
a) Define scope of study – it is done when users/managers come across a problem or opportunity and submit a formal request for a new system to the steering committee. If the need is genuine, a system analyst is assigned to make a preliminary investigation. It relates to the collection of information that permits members to evaluate the merit & feasibility of project request. Analyst should understand the project request, determine the size of the project, feasibility of alternative approaches, assess cost & benefits of alternative approaches, & report finding to management.
b) Conducting the Investigation: analyst should collect data by – reviewing internal documents, and conducting interviews.
c) Identifying Viable Options  
d) Testing Project’s Feasibility – a process of evaluating alternative systems through cost/benefit analysis so that most feasible & desirable system can be selected for development.
· Technical Feasibility – ascertain whether the proposed system is feasible with existing/expected computer hardware & software technology – is the technology needed available? Is the proposed project has required technical capacity?
· Economic Feasibility – evaluating all incremental cost & benefits expected if implemented –return on investment?
· Behavioural – is the solution going to bring any adverse effect on quality of work life?
· Resource – are human resources reluctant for the solution?
· Financial – is the solution viable financially?
· Operational Feasibility – ascertain the view of workers, employees, customers, & suppliers about use of computer facility – how will the solution work? 
· Schedule/time Feasibility – involves design teams estimating on how long it will take a new/revised system to become operational & communicating this information to the steering committee – can the system be delivered on time?
· Legal Feasibility – concerned with whether the new system will conflict with proposed system – is the solution valid in legal terms?
e) Estimating costs & benefits – identifying possible costs (development, operational, & intangible cost) & benefits.( Tangible & intangible benefits)
f) Reporting results to management – based on this management decides what to do next.

II. Requirement/system analysis – determining user’s needs, features which new system should possess. If traditional method of system development is followed, focus should be on user needs, in-depth study of application area, strength, & weakness of existing system, & reporting results to management. 
1) Fact finding techniques/methods by which information can be gathered about requirements:
a) Documents – easy to collect. Ensure that they are current, up-to-date, & authentic. E.g. manuals, input forms, output forms, procedure manuals, organisational charts, etc.
b) Questionnaires – to be filled by users & managers
c) Interviews – users & managers are interviewed by analysts. It provides a complete picture of problems & opportunities.
d) Observation – visit users in his work area & watch the activities. Surprise visits provide a clear picture of work environment & to determine why request for a new environment was originated.
· If prototyping approach is adopted: observation is must. Only by observing how users react to new system, improvement/modification can be made
· If traditional approach is adopted: observation is not mandatory but is recommended to gauge reactions.
2) Analysis of the present system – involves detail investigation of the existing system, its work flows, & environment in which it is operating, to fully understand about the existing system & its problems. Areas  to be covered are: [4R UMAA]
a) Review historical aspects – a brief organisational history, major turning points/milestones, historical review of organisational charts, review system changes – successful & unsuccessful ones.
b) Analysis of inputs – understand the origin/source of information, nature of each input, its components, who initiated/authorised/completed it, & how it got distributed. Be aware that output of one system is the input of another.
c) Review data files maintained – note down file size, location, no. of people accessing them/ no. of times it is being accessed within a given time, review online & offline data files & should consider cost of data retrieval & processing. Analyst should also obtain information on common data files.
d) Review methods, procedures, & data communication – to understand how each job is done, what equipments are used, where is the location of operation. To find & eliminate unnecessary tasks & to suggest ways of improvement. Understand the current data communication network & its components. This understanding will help to alter the network when the new system is installed.
e) Analyse outputs – to get an idea on how well they suit organisational needs. Understand what information is needed, who needs it, why needed, when & where it is needed. Identify redundant/carry over reports to eliminate it in the new system.
f) Review internal control – to understand the essential parts of & framework of the system, & to identify the weaknesses that have to be removed in the new system.
g) Model the existing physical system & logical system – logic of input, process, output, controls, etc of existing system should be properly documented & depicted using system flow charts. The physical flow of existing system should be depicted using a data flow diagram. It helps to organise facts, comprehend details & problems of existing system, & disclose gaps & duplication in existing system.
h) Undertake overall analysis of existing system – thorough analysis of present work volumes (no. of vouchers/transaction per day), current personnel requirements, the present benefits & cost
3) Systems analysis of proposed systems – after analysis of the existing system, the proposed system specification should be clearly defined. It should also address the shortcomings in the present system, & incorporate the strength of the present system.

System development tools
1) Components & flow of a system – it helps the system analyst to document the data flow among major activity areas. E.g. system flow charts, data flow diagrams, system component matrix
2) User interface – helps in designing interface between the user & computer system. E.g. layout forms & screens, dialogue flow diagram
3) Data attributes & relationship – data resources in information system are defined, catalogued & designed by this category of tools. E.g. data dictionary, entity relationship diagrams, file layout forms, grid charts.
4) Detailed system process – used to help the programmer develop detailed procedures & processes required in the design of a computer program. E.g. decision trees/ decision tables. Decision trees/tables use a network / a tabular form to document complex conditional logic involved in choosing among alternates. 
Decision table – it is constructed with the help of decision boxes of flowcharts. It will have conditions & its relevant actions. Every decision table has 4 parts – condition stub, action stub, condition/rule makers, action entries. 
Decision tree – it is a support tool that uses a tree like graph or model of decisions & their possible consequences. It is commonly used in operations research, specifically in decision analysis to help identify a strategy most likely to reach a goal & to calculate conditional probabilities.
System charts – document the purpose, structure, & hierarchical relationship of the modules of the program.

Some of the tools in details:
a) System flow chart – it is a graphic diagramming tool. It captures flow of data media & information processing procedures taking place within an information system. It is a graphical representation of physical information system. Variety of labelled symbols connected by arrows is used to show sequence of processing. In helps in better communication, problem analysis, documentation, etc. But not easy to depict complex program. Any change in data flow will need a redo to whole flow chart. May not convey details.
b) Data flow diagrams – it is a graphic diagramming tool. It graphically describes the flow of data within an organisation. It is used to document existing systems & to plan & design new ones. It can be subdivided into lower levels to provide greater details.
c) Layout forms & screens – it consist of electronic displays / pre-printed forms on which heading, data, & information can be designed. It is used to design source documents, input/output & storage records, files & output displays & reports.
d) System component matrix – it views the information system as a matrix of components which show how input, processing, output, storage, & controls are achieved & how hardware, software & peoples can convert data into information. 
e) CASE tools [Computer Aided Software Engineering] : used to automate activities that humans do to develop a system, used to generate the data flow diagrams, system flow charts. It can be used to create requirement specifications with graphic generators.
f) Data dictionary: it contains data about data (called Meta data). It is a computer file that contains descriptive information about data items in the files of information system.  Some information it contains are:
(i) Codes describing the data length, data type and range.
(ii) Information about source documents used to create the data.
(iii) Names of the computer files storing the data item.
(iv) Identity of individuals/programs permitted to access the data.
As a new data field is added / deleted, the data dictionary is updated. It has variety of uses. It serves as an aid to documentation and is also used as a security tool to restrict access to certain data for specified employees/programs. It helps accountants and auditors in tracing audit trails and in planning the flow of transaction data through the system. Finally, it serves as an important aid in investigating or documenting internal control procedures.

III. Systems design 
1. Basic activities involved in system design phase
a) Review system’s information & functional requirements
b) Develop a model for new system
c) Report results to management
Various activities involved in design phase are:
a) Architectural design/software architecture – involves breaking up the complete software into modules & sub modules & setting up their hierarchy, interfaces etc.
b) Data flow design – it involves capturing of information through various modules of the software.  It involves mapping of existing information flows  & changes to be addressed as a part of the new system
c) Database design – it involves decisions like centralisation/decentralisation of databases, internal structuring of databases etc. It involves choice of various schema.
d) Design of user interface – UI is the medium through which user interacts with the application software. It involves various aspects like screen design, graphic/colour display etc.
e) Physical design – it follows logical design. Design specifications instruct programmers what is to be done. They then write programs to accept input, process, produce reports, and store the data in the files.
2. Points to be noted while designing outputs
a) Content – only required information should be given in the outputs, else may waste too much time in identifying the relevant information needed
b) Form – it’s the way content is presented to the users. It should be as per the requirement of individual users. Usually require both summary & detailed information to be presented in relative terms. E.g. text, graph, audio, video, etc. 
c) Output volume:
· If volume of data is heavy – preferred to have a high speed printer/rapid retrieval display unit.
· If volume is unusually high – cost of printing is high, so look for an alternate output media like computer output microfiche.
d) Timeliness – refers to when users require output – periodically/on request. Outputs cannot be generated until certain inputs are available. Hence it is important that data is inputted to computer in time.
e) Media – refers to the physical devices like paper, video display, & tapes/disks used for input, output & storage. Organisations have to choose the medium best suited to their users requirements. 
f) Format – manner in which data is physically arranged in the output. 
Earlier design tools like printer chasing charts were used to design outputs. Currently 4GLs can be used to develop report prototypes quickly.
3. Points to be noted while designing system inputs – input design consist of developing specifications & procedures for basic data preparation & entry into computer system. Review information collected in requirement analysis phase to identify the weakness in the existing system which needs to be addressed by the new system. Quality of input determines the quality of output. While designing an input form, the analyst should consider its effectiveness, accuracy, ease of use, consistency, simplicity, & attractiveness.
a) Content – analyst has to decide type of data that has to be collected to get the desired output. New systems require new information from new data source & hence use new documents for collecting information.
b) Timeliness – timely output requires timely inputs. Plan of actions need to be planned as to when various inputs will enter the system.
c) Media – medium selected should be based on the application to be computerised.
d) Format – it can be generated using application generators & sometimes may require the assistance of professional programmers
e) Input volume – refers to amount of data to be entered at one time. In real time systems input volume is less, while in batch processing systems the input volume is heavy.
4. Data storage – analyst along with DBA determine how data is stored, methods to access/retrieve it, methods of conversion of data to the required formats. Two approaches to data storage are:
a) Individual file approach –  stores data in individual files – one file for each application. It is used when each transaction is processed to update a record in a master file. They provide for sequential/random/indexed-sequential access.
b) Centralised database approach – a single database is shared by many users for a variety of applications. It is used when the purpose of information system is management decision making & multiple applications share the same data. All updations takes place to a single database & hence reduce data duplication.
5) Design of data communications – system analyst has to select:
· Communication channels: selected based on the rate of transmission. E.g. leased line, dialup line.
· Communication control devices: includes devices like modems, switches, multiplexers, etc.
6) System manual – / job specification manual is a diagrammatic representation like flowcharts containing description of activities to be carried out. It contains an overview of the existing system, description of the proposed system, description of various files to be maintained, estimates regarding probable time involved in development, proposed controls & audit trails, etc.
7) Reporting results of design phase to management – development team should give a report to management consisting of description of proposed system, brief description of observations required analysis phase, recommended design for the new system, resultant change in cost & benefit, further activities to be carried out as a part of development effort.

IV. Development of software 
Points to be considered while acquiring hardware:
1. Obtain latest technology as far as possible – more recent the technology, better the performance, & lower the price
2. Consider storage space, execution speed of input/output/processing components – performance of systems mainly depends upon speed of input/output devices & storage capacity. Hardware to be obtained should be evaluated from these angles.
3. Software supplied by manufacture – suppliers made provide a special purpose package suited for a particular industry like insurance, hospital management systems, etc. Superiority of softwares may not be strong enough to decide in favour of one manufacturer 
4. Provision for compatibility & scalability – a more advanced system of the series is preferable since it allows programs to be carried over (cost of new programming is saved) & allows to use a series of other machines as back up (helps in BCP)
5. Machine selection (configuration) Vs. Vendor selection – once vendor is selected, the need is to select the right combination/configuration of the hardware. A properly selected machine with provision for future expansion can save lot of cost. 
A. Acquiring software
1) Advantages of buying the application software from a vendor
a) Rapid implementation. It would take months/yrs if developed in-house
b) Low risk as the product is already available & organisation is aware of the features it is going to get at what price. If developed in-house, long development time leads to uncertainty regarding quality & costs.
c) Product quality is good as vendors have specialists with lots of experience. In-house programmers have to work on a wide range of applications & may not have expertise
d) Cost per customer will be low as vendors sell products to various sellers. While in-house development will incur hidden costs.
e) Vendors may provide a complete set of documentation & user training along with software.

2) Steps in selecting a computer system (hardware & application software)
a) Prepare design specification of the proposed system/system to be acquired
b) Prepare & distribute a request for proposal/request for information to various selected vendors
c) Evaluate the vendors proposals
d) Ask the remaining vendors whose proposals have not been rejected to present their products
e) A further detailed analysis of the proposals are made
f) Evaluate alternates against benchmarks/pre-set standards (called as bench mark test)
g) Mark a final selection of the equipment.

3) Factors to be considered while validating vendor proposals
a) System performance/efficiency Vs. Its costs
b) Cost benefit analysis of each proposed system
c) Maintainability of each proposed system – capability to alter to changing business requirements
d) Compatibility of the proposed system with the existing system
e) Vendor support – user training, system implementing, maintenance, testing, back-ups, support/help-desk facility

4) Methods of validating the proposal
After desired characteristics are identified they are ranked & listed in descending order of importance. It is followed by validating vendor’s proposal against the listed down criteria. Some approaches to validate the vendor’s proposal are:
a) Checklists: for the vendor to give response
b) Point scoring analysis: evaluation committee assigns points for each evaluation criteria based on its relative importance. After this each vendor’s package is awarded points, the vendor with the highest point total wins the contract.
c) Public evaluation reports: done by some consultancy agencies who compare the performance of various SW & HW & publish these reports, used by companies who want to invest in SW, HW. 

B. Developing application software in-house
Six stages involved in development of application software in-house:
1. Program analysis – the programmer finds out the outputs required, inputs available, & the processing required to get the desired output. He decides whether the proposed application can be programmed/ should be programmed/ shelved since it is not technically feasible.
2. Program design – analysts depicts the design of main functionalities of the program.
3. Program coding – involves writing program instruction /statements (called program codes) from the program logic depicted in the previous step. For this they use various programming languages. Characteristics of a good programming effort are:
a. Simplicity
b. Efficient utilisation of storage space
c. Minimum processing time
d. Reliability
e. Ease of use
f. Accuracy of processing & efficiency in processing
4. Debugging the program developed – means correcting the syntax errors in programming language & also diagnostic errors. It is carried out so that the program complies without any problem & can be successful converted from source code into machine code. In consists of the following steps: inputting the source program into the compiler → complier finds out the errors in programming → correct the errors thrown out → re-submit the source program to the compiler. Compiler can be of two types: 
· Interactive compilers – checks source program & throws out errors in a screen/print a report. Programmer corrects the error, re-submit till all errors are corrected & program fully complied. It results in time saving.
· Batch compilers – throw out errors only after entire compiling over. Take several days.
Some methods of debugging the program:
a) Use of structured walkthroughs – mental execution of the program by the programming team.
b) Testing the program
c) Review the program code to adhere to standards/quality
5. Documenting the program developed – writing manuals for users containing procedures & guidelines
6. Program maintenance – business application programs are subject to continuous change/modifications due to changing business requirements. A set of programmers called maintenance programmers do this job.

Some program design tools
1. Program flow charts – most commonly used design tool. it uses block symbols for depicting the logic in sequence. It depicts the logical flow of steps through which a computer program should proceed in order to solve a problem. It is suited for representing abstract user problems. It is difficult to translate flow charts into structured codes. It may not provide a broad view of how the program is organised.
2. Pseudo codes – it represents program logic in plain English statements instead of graphical symbols. It represents program logic more accurately than flow charts. So programmers prefer this over flow charts. Users also understand these codes better than program flow charts. It serve as documentation to indicate what the program is doing. it is suited for transaction processing & information retrieval programs. It doesn’t allow branching statements.  
3. Structure charts – similar to organisational charts & helps in organising problems. It organise each programming tasks into well defined modules. Higher level modules represents control portion of program, & lower level module represent actual task of the program. it shows all the logical functions of a program. It doesn’t give the program logic & order in which tasks are executed.
4. 4GL (4th generation languages) tools – it automate the manual tasks & hence ensure that work performed by different team members are consistent.
5. Object oriented programming & design tools – provide a means of increasing programmer productivity & reducing application backlogs. Helps to decrease application development time. It brings out a model which describes the object, classes, & their relationship with one another.

V. Systems testing
System has to be tested before it is installed in a live area. Prepare a test data according to the test plan →Process the test data using the new system→ Check all the test results →Discuss the results with users/operators/systems personnel.
Parallel run as a method of system testing: involves keying in data into both old & new system & then comparing the data files & outputs. The outputs of both new & old systems should be reconciled. In majority of the cases the problems in the old system would surface.

VI. System Implementation
Four aspects/areas to be covered in system implementation stage:
1) Equipment installation
a) Preparing site of installation – appropriate location should be found out to provide an operating environment that will meet vendor’s requirement like temperature, humidity, dust control, etc. A bad layout will reduce the productivity of the entire organisation. Space planning should be done considering space required for equipments, people & space for movement of equipment & people. 
b) Installing the equipment – by manufacturer, connected to power source, & connected to communication lines.
c) Checking the equipment – Equipment should be tested under normal testing conditions. Routine test should be done by vendor. Implementation team has to run extensive tests to ensure that it is working in proper condition.
2) Training of personnel (system operators & end users) in use of new system:
· Training system operators – system operators are responsible for keeping the equipment running & for providing support services. They are able to handle all possible operations – both routine & extra ordinary. Areas of training should include how to switch on new equipment, what are its normal operations, common problems that may arise, contact persons in case of emergency.
· Training users – includes fundamentals like how to use an equipment, trouble shooting, data handling, editing, coding, designing queries, deleting records. They are trained in system maintenance activities like preparing disks, loading paper in printer, changing printer cartridge
3) Conversion procedures – changing from old to new system includes careful planning.
Various conversion strategies /methods:
a) Direct changeover/ plunge method – old system is dropped & new system is put to use on a specified date. Can be adopted only if extensive testing is done beforehand. Adaptation is easy, but it is risky. Cannot compare the results with new system. Users may resist to use since it is unfamiliar system
b) Parallel conversion – running old & new system in parallel at the same time. Results are compared with that of old system. If reliable over a period of time, old system is stopped & new system is put to use. Any error in new system can be corrected since data is available from both systems.  Users feel secure as they are not faced with abrupt change. But running both systems is costly & increase employee work load.
c) Gradual conversion – combines the good feature of above two methods. Volume of transaction gradually increases as new systems phase in. Users can use the new system gradually & there is a possibility of detecting & correcting errors without much system downtime. It is time consuming & not best for small & simple systems.
d) Modular prototype conversion – involves modular, operational prototypes to change from old to new systems. Each module is modified, accepted, & put to use gradually. Thorough testing is done before put to use & users become familiar before put to use. Too many prototypes & hence not feasible.
e) Distributed conversion/PILOT run – involves full implementation of system in one branch of organisation using any of above methods. Problems can be identified & controlled in one location rather than affecting all locations. But success in one branch does not mean success in others as each branch may have its own problems.

Activities involved in conversion:
a) Procedure conversion – operation procedures should be documented. Written operating procedures should be supplemented by oral communication during training. Brief meetings should be held to inform employees whenever a change takes place & revisions to operating procedure should be issued as quickly as possible. Qualified people should be present to answer user doubts during training. Change control procedures should be in place to monitor changes.
b) Fire.rle conversion – it should be started long before programming & testing are completed. Cost & related problems of file conversion are more significant than file types. Files may require character translation that is acceptable to the new system. Medium of data storage may have to be converted from floppy discs to mass storage files for providing online database. Re-arrangement of data fields may be necessary for efficient programming. File conversion programs have to be tested. Control measures should be generated. 
c) System conversion – daily processing is shifted from existing information system to new one. A cut-off date is established so that database & other data requirements can be updated to cut-off point. May continue with old system for some time to check outputs of both systems & reconcile differences if any. Old system can be dropped as soon as data programming group is satisfied with the new system’s performance. 
d) Scheduling of personnel & equipment – system manager should co-ordinate with departmental heads of those units which are using new equipment. Draw up the master schedule for subsequent month. Based on it, draw up daily schedules. Organisation can track the time gap between query & execution of request by a system. Personnel operating the system should also be scheduled.
e) Fail-over/back-up/alternate plans if equipment fails – involves continuing business operations in case of system failure till it is set right. A documented manual should be prepared containing what are the critical jobs, how it can be handled in case of equipment failure, where are other back-up/compatible equipment located, who is responsible for each area in case of emergency, what is the minimum level of performance in case of emergency.
4) Evaluation of new system – it is a method to obtain feedback on value of information & performance to decide what adjustments need to be made to the new system & factors need to be considered while developing IS in future. System should be evaluated to know whether system is operating properly & whether users are satisfied with the reports/outputs. Methods of evaluation:
a) Development evaluation – to see if system was developed within schedule & within budgeted amount. It requires schedules & budgets to be developed in advance & that record of actual cost & performance be kept.
b) Operation evaluation – it is evaluating HW, SW, & personnel to see if they are capable of performing their duties & whether they do actually perform them. It will be easy if a criterion of evaluation was done clearly in advance. 
c) Information evaluation – evaluation is carried out to verify the extent to which information system is able to generate information to meet the decision making needs. Information evaluation is difficult & it cannot be conducted in a quantitative manner. Information system is evaluated on the basis of user satisfaction. The more frequently a decision makers information needs are met by the system, the more satisfied he tends to be with the system.

VII. System /software Maintenance
Broad categories of maintenance are:
1. Schedule maintenance – maintenance efforts which can be anticipated & which are planned for. E.g. implementing new tax rates in payroll software after every budget.
2. Rescue maintenance – refers to previously unnoticed errors/bugs that were not anticipated & requires immediate attention.
3. Corrective maintenance – to correct errors/bugs noticed in a program.
4. Adaptive maintenance – to tune the software to changes in its environment with it interfaces.
5. Perfective maintenance – deals with accommodating to new/changed user requirements & concerns functional enhancement to system & activities to increase the system performance
6. Preventive maintenance – aimed to increase system’s maintainability like updating documents, adding comments, etc

3. Control Objectives
Control – set of policies, procedures, practices & organizational structures implemented to reduce risks to assets.
Control objectives – desired outcome to be attained by implementing a control procedure.

Need for control – driving factors
Information is an important asset of the organisation. Business will be affected if it is unavailable/ compromised. Hence control must be implemented to protect/safeguard information.
Driving factors: 
· Impact of error/frauds & cost of recovering them. Cost of error/fraud in the absence of control has to be compared by the organisation with the cost of controls.
· Need for appropriate information to facilitate decision making by managers.
· Monetary value of hardware & software
· Need to maintain confidentiality & integrity of sensitive data
· A well controlled IT environment contributes 

Role of information system managers as regards control are:
· Identifying, developing, & implementing appropriate & cost effective internal mechanism
· Periodic assessment of adequacy of internal controls
· Identify areas where controls could be strengthened
· Initiate corrective action if controls are found weak or if errors/ frauds have occurred.
· Keeping top management posted on status of internal controls through reports.

Impact of computerization on internal controls
1. It leads to concentration of software programs & data in a few machines & hence increases risk.
2. Though physical access controls are still required, the thrust would be more on logical access controls like passwords, encryption, etc.
3. The authorization would take the form of one user initiating the transaction online using his login ID & another user authorizing the same using his login ID
4. Skilled/ trained employees are required
5. Segregation of duties is achieved by enabling role based access/ restricting access privileges.
6. Unauthorised access to computer system can lead to destruction of assets
7. Incorrect decision making by management if accurate data is not available
8. Organizational cost of data loss/error is high
9. Important to maintain privacy
10. Centralization helps in operational efficiency, but the impact of threat is far greater

How to decide whether a control procedure is beneficial / not?
Control has two impacts on the organisation: it involves costs & slows down the operation process. So before choosing a control, organisation has to consider whether it is cost effective, & also has minimum negative impact on operational efficiency.

Cost Benefit Analysis using expected loss method
Find net difference in risk value, i.e. difference between expected value of risk without control & with control. It is compared with cost of control. If the result is a net benefit, control can be implemented





Impact of computerization on audit process
1. Change in audit trail & audit evidence
a) Data retention policy: depending on data retention policy of an organisation, past transactions may/may not be available for verification. Specific software may be needed to interpret data stored on the system. Data may not be as easy for auditing as in printed form.
b) Direct data entry/ lack of physical input documents: inputs are directly entered into system without any support documents. It results in non availability of physical documents.
c) Lack of visible audit trail: since events occurrence & data capture are simultaneous, events may exists only for a shorter period. So auditor will have to look for other sources for evidence
d) Reduction in printed outputs: audit may have to be carried out directly on data on the system
e) Automated/system generated transactions: certain computer programs are system generated for which audit evidence may not be available
f) Legal issues: in an online transaction, territorial jurisdiction issue may arise regarding place of origination, taxation, dispute resolution, etc, which is quite difficult to fix. Similarly admissibility of digital evidence in a court is a challenging issue.

2. Change in internal control environment
[Explained earlier]

3. High probability for unconventional errors & frauds (cyber crimes)
a) System generated transactions are difficult to trace & audit & it requires knowledge about the program functioning
b) Systematic errors: correct input with correct processing will always lead to correct output, & vice versa. Thus the impact is wide spread & needs to be corrected at the source rather than at the transaction level

4. Change in audit procedures
Auditor need to adopt computer based audit tools like ACL, IDEA, etc to gain sufficient evidence from computer environment to form his opinion on financial statements.

Components of control
1. Accounting control – to safeguard assets & to ensure the reliability of financial data. E.g. transaction authorization.
2. Operational control –to ensure that operational activities support the business objectives. E.g. use of stand-by generators.
3. Administrative control – to ensure compliance with management policies & efficiency of operations. E.g. giving visitors separate badges / escorted into the premises

Categories/Types of control (PDCC)
1. Preventive Controls: are those inputs which are designed to prevent an error, omission, or malicious act occurring. Predict/ detect problems before they arise & make adjustments. E.g. proper training, segregation of duties, access controls, firewalls, etc
2. Detective Controls: controls that detect & report the occurrence of an error, omission, or malicious act. E.g. review audit logs, CC TV monitoring of sensitive areas, echo control in telecommunication, periodic performance reporting with variances, duplicate checking of calculations, intrusion detection system, etc.
3. Corrective Controls: to minimise impact of a threat/ to correct an error once detected & to strengthen the processing system to prevent reoccurrence of the problem. Identify the cause, find solutions by detective control, obtain feedback from preventive & detective control, & correct error arising from a problem. E.g. BCP, back-up procedure, re run procedure, stand by server, water sprinkler or gas based fire suppression system, cleaning a file containing virus, etc
4. Compensatory Controls: cost of control should not be more than cost of the asset it protects. Sometimes due to constraints like financial, administrative, or operational constraints, organisations may not be able to implement appropriate controls. So it should atleast implement compensatory controls to reduce the risk of original/primary control not being there. It does not replace original controls & are not as effective as original control. E.g. segregation of duties.
5. Alternate Controls: these are controls which can replace a similar control. It can be looked up as either this control or that control. E.g. swipe card access to doors vs. security guards.

Examples of Controls
1. Organisational control – it is concerned with structuring/ organizing of IT department – i.e. job definitions/responsibilities, reporting responsibilities, segregation of duties, and formulation of IS policies & procedures (like step by step instruction)
2. Management Supervision control – management put series of controls & supervision mechanism to ensure that controls work. E.g. formulating policies like IT policy, IT security policy, reporting requirements, formulating IT steering & strategy committee, etc.
3. Audit trail control – refers to recording/logging of activities at operating system, network, software, user, & database level. E.g. application log contain details of transaction like who initiated, who authorized, date & time, etc. the objective is to detect unauthorised access/attempted access to system, to facilitate reconstruction of events in case of system failure,& to fix accountability.
Audit of the logging process: gain an understanding of the infrastructure, obtain details of level of auditing enabled in each component, ensure that logs enabled are in line with the security policy of the organisation, verify logs to ensure that they provide sufficient details to fix accountability, obtain details of – log retention policy, log monitoring process, & action taken on adverse events reflected in the log.

4. User controls/application level controls – to ensure that users submit correct data, identify, & correct processing errors, & proper distribution of outputs. It classifies control into:
a) Input controls – to ensure data brought into the system for processing are valid, accurate, & complete. Types of input controls are:
i) Source document controls – if physical source documents like vouchers are used to initiate a transaction, control should be exercised over it, else people may misuse them for fraudulent purpose. Documents must be pre-numbered & used as per sequence number. They must be audited.
ii) Data coding controls – to check the integrity of codes used for data processing. Check digits is a control measure by which control digits added to the code at the time of originally assigning codes, it allows checking the integrity of the code during subsequent processing. Errors affecting codes may be –
· Transcription errors – addition errors, truncation errors, substitution errors
· Transposition errors – single transposition errors, multiple transposition errors
b) Processing controls – to ensure accurate processing by application software. E.g.
i) Run-to-run controls – refers to using batch figures/ control totals to monitor a batch as it moves from one program module/procedure/run to another. It ensures that with each run the system processes the batch correctly & completely. Types of run-to-run controls are re-calculate control totals, transaction codes, sequence checks.
ii) Reasonableness verification – verifies whether values entered/ generated as part of processing are reasonable.
iii) Exception reports –application processing errors & data errors are identified using unique error codes for correction. These error codes & error display messages are appended by the programmers while developing/ coding a software. When software encounters that error condition, it throws up the relevant message
c) Output controls – refers to controls that ensure that system outputs are not lost, misdirected, corrupted, or privacy is not violated. Different control mechanisms are required for different types of outputs.
i) Control over spool files/cache files – processors complete their work faster than output devices. So there is a speed difference. Hence there is a need to temporarily hold the files before printing job is completed. This is referred to as Simultaneous Peripheral Operations Online (SPOOL). Same situation arises when multiple users execute print command on a common printer. Spool files need to be protected against unauthorised modifications.
ii) Exception reports – refers to variations thrown out by the system, when on scrutiny of input data/master files, conditions/validations are not satisfied. It may not be practical to verify exceptional reports with control totals. It depends on correct functioning of computer programs.
iii) Control over distribution of output – 
· If user department checks controls & acts on output reports → will know if it has received all the outputs
· If one department checks controls & a different department uses the output → procedures should be in place to ensure that user department receives all output → this will be enforced by usage of output registers/ sequential numbers.
iv) Retention control – the period upto which the outputs are retained is guided by the data retention policy of the organisation. This in turn is influenced by local laws.
v) Recovery/restoration controls – to ensure that organisation is able to recover / restore outputs lost
Audit of application controls:  it involves verification of controls pertaining to input, process & output. Generally it is done through a set of test cases designed by the auditor & it is carried out on the latest version of the software in the test environment. IS auditor has to understand the basic logic of the application software. He should identify aspects of processing which ought to be tested to identify where a risk of failure is high. He should prepare a set of test cases to observe the presence/ absence of various controls. The results of testing are compared with the expected results, & deviations if any are analysed. 
5. SDLC controls – these are controls all over the various phases of systems development, acquisition, & implementation to ensure that organisation has a robust development methodology covering all stages of SDLC thereby ensuring that SDLC projects support business objectives & improve efficiency & effectiveness of IS. The absence of this control would result in cost overruns & project failures. It includes the following key elements/ control elements: Strategic master plan, Project controls, Data processing schedule, System performance measurements, Post implementation review. SDLC controls in various stages of SDLC is explained below:
a) Preliminary investigation: controls to exist: justification for the new system should exist. Management should prioritise & acknowledge the need, various feasibility studies needs to be carried out. Acceptability by the stakeholders – those departments who would be impacted by this system.   Audit of preliminary investigation: verify whether problems/opportunity has been clearly documented with justification, has the management demonstrated the need for the new system, have user department participated in this stage, various documentation of various feasibility test.
b) Requirement Analysis: controls to exist: participation of user department in providing requirement specification, complete documentation of requirements, user &IT dept. sign off of the requirements
Audit of requirement analysis phase: interview users to know whether they were consulted while capturing requirements, review documentation, ensure user sign off to ensure they are committed to the requirements (that requirements are comprehensive & no additional commitments won’t come up during the execution stage), ensure IT dept. sign off in acknowledgment of the fact that requirements are capable of being delivered through a software.
c) System design: controls over design: adhere to generally accepted design standards, documentation of design, building controls as part of design, design freeze, review of final design by users.
Audit of design phase: verify whether all user requirements were translated into design, verify if processing & other controls are provided as part of design, ensure that configuration baseline is established, verify if final design is demonstrated to users, verify if various design alternates have been considered & a rationale for choosing a design is justified & documented.
d) System development/ system acquisition: controls: adherence to programming standards, initial testing of codes by programmers, codes to be free from back doors
Audit of system development: check for adherence to programming conventions, ensure programmers don’t have access to live environment, ensure proper documentation of the phase.
System acquisition: control: prepare a request for information (ROI) & request for proposal (RFP) document, evaluate alternate vendors, do a proof of concept (PoC) or visiting existing customers
Audit of program acquisition: verify whether REP document is comprehensive, verify if proposal from alternate vendors are considered, vendors chosen have satisfied the terms of REP, justification for choosing/not choosing a vendor was justified & documented, verify if vendor contract has been cleared by the legal dept
e) System testing:
Audit of testing process: verify existence of test plan, ensure test environment was segregated from live environment, verify whether all stakeholders are represented in testing process, are test results documented, & analysed, is a user acceptance test plan in place, etc.
f) Control over system implementation phase: controls: existence of an implementation plan, its formulation, clear cut strategy for data, & process migration, back-up plan incase implementation fails, scheduling implementation efforts so as to minimise down time.
Audit of program implementation: verify whether new software was installed properly, configuration set correctly prior to acceptance testing, verify the comprehensiveness of acceptance testing, whether management has committed sufficient resource, whether roles & responsibilities have been defined relating to testing, extend to which end users were involved in formulating test plan, is configuration management in place, segregation of duties, are audit trails enabled to track changes, has regression test carried out, etc
g) Post implementation review: audit of PIR: obtain views of users in dept. were software was installed & of other people involved in development effort, confirm if users requirements were met, if not reasons for deviation are explained, review change request, review the controls in-built into the system & whether they are adequately documented, verify whether service levels have been agreed, review adequacy of back up & restoration processes, etc

6. Change management controls – these controls are exercised over the program changes, hardware changes, etc. the objective is to ensure that only authorized changes are made & changes are tested before being deployed. E.g. review the need for system change, carry out impact analysis, prioritization of the change request to be carried out & ranked accordingly, procedures for emergency changes should be in place, all changes should be reviewed, monitored, & approved by IT management, appropriate access controls have to be implemented, changes have to be comprehensively tested prior to deploying in a live area, quality assurance is to be integrated, all related documents & procedures have to be updated.
Audit of change management controls: verify change control process, obtain a list of changes over time & compare it with documentation to ensure that these are approved changes, obtain sample reports detailing how changes were tested, verify access control, verify list of long-pending change requests, ensure that test & production environment are tested, carry out independent testing for critical changes, verify corresponding updates to documentation.

7. Authorization controls – controls data entering for processing to ensure that they are authorized by appropriate management & represents a true picture of business events. E.g. appropriate user privileges for entry & authorization of online transactions, controls to ensure that users cannot bypass the authorization process, affixing signatures to evidence authorization in case manual vouchers are used as base document.
Audit of authorization controls: ensure that changes cannot be effected after authorization, verify user access control list containing details of users who can authorize transactions to ensure that authority has been provided as per business requirements, ensure that a person initiating a transaction cannot himself authorize it (maker-checker concept), & verify who has the authority to override/ bypass an authorization.

8. Documentation controls – to ensure that system documentation relating to software, hardware, organisational policies & procedures as well as security are update & reflect current business status.
Audit of documented controls: verify whether documentation is adequate, verify whether documents have been updated to reflect changes, ensure that controls & security aspects are adequately documented, verify whether documents have been made available to users, and ensure that copies of critical documents are also available at the offsite/DR site

9. Quality controls – to ensure that verify aspects of project adhere to standards fixed & are fit for the intended purpose. Quality control is essential throughout all phases of SDLC to ensure that project meet its objectives.
Audit of quality control process: is software design process well defined & accepted by stakeholders & is as per acceptable standards/best practices; is there a quality assurance plan & team with defined responsibilities; is there a process for change & configuration management & is it automated; are proper version controls maintained; are test plans drawn; does configuration management process address all configurable items; is there a comprehensive implementation plan addressing implementation strategy. Are user acceptance test plan in place; do supervisory reviews address issues of timelines, cost budgets, continued viability of project, etc.

10. Data controls – the objective is to attain data integrity, confidentiality, & availability.
· Data integrity – no unauthorised modification of data should take place.
· Data confidentiality – there is no unauthorised access to data-either in storage/ in transit.
· Data availability – there should be no data loss or in case of loss, back-up should be available
1st & foremost a list of all data held by the organisation should be prepared. Classify data into sensitive & not very sensitive. Based on it, controls should be introduced – higher the sensitivity, higher the control
Classification of data: 
	
	CLASSIFICATION
	MEANING
	LEVEL OF CONTROL
	IMPACT IF DISCLOSED

	1
	Top secret
	highly sensitive data
	highest possible control
	Serious

	2
	Highly confidential
	Critical for ongoing operations, should not be copied/removed without proper authority
	Very high
	Serious impact on operational performance

	3
	Proprietary
	Specific to a given organisation
	High
	Things specific to org would be made public

	4
	Internal use only
	Meant only for internal circulation
	Controlled but normal
	Inconvenient but no financial loss

	5
	Public documents
	Meant for public access
	Minimal/nil
	Nil



Data Integrity Controls
To ensure that there is no unauthorised modification/alteration to data as they are entered processed & outputs gathered.
Various categories of integrity controls are:
i) Source data controls – control over source data to be entered into system for further processing. If absent, data input may be erroneous/inaccurate.
ii) Input validation routines – controls in application software to ensure inputs are valid. if absent, processing of wrong/erroneous input
iii) Online data entry controls – controls over online transaction entry like ATM. If absent, invalid transactions may enter processing through online data entry terminals 
iv) Data processing & storage controls – to ensure that data processing happens correctly & processed data is stored securely. If absent, updates to master files may be inaccurate /incomplete
v) Output controls – to ensure that outputs generated are accurate, reach only authorized personnel & protected from unauthorised access. If absent, incomplete output/improper distribution of output.
vi) Data transmission controls – controls over data in transit over networks & in removable media to prevent unauthorised access to data in transmission /network failures.
Audit of data controls: verify there is data inventory & classification policy, ensure methodology adopted for data classification is as per business requirements, verify whether complete data life cycle is covered, ensure controls address different aspects like confidentiality, integrity, & availability, verify whether access control mechanism is in place, verify whether there are any legal requirements for data protection 

11. Access controls – it regulate who / what have access to specific system resource, & their privileges/rights. Types of access controls:
a) Logical access control/technological control – designed to restrict users to authorized transactions / functions. E.g. User ID, password. Generally available logic access paths (different ways/channels to access a given resource) are – online terminals, operator console, batch job processing, dial-up ports, and telecommunication network.
Impact of logical access exposures – financial loss, legal liability, credibility issues-reputation risk, espionage-threat, privacy impact, sabotage, spoofing. Sources of threats include hackers, employees, competitors, etc. 
Type of logical access exposure/threat– data diddling, logic bombs, time bombs, Trojan horse, worms, rounding down, salami technique, trap doors, data leakage, wire-tapping, piggy backing/gate tailing, denial of service attack (DOS). 
Access control mechanism follows 3 broad steps:
· Identify the user- identify himself to system by typing user id & password
· Authenticate- system authenticate the user by comparing the password provided
· Authorization – once authenticated, resources user can access, & his privileges are enabled.

Audit of logical access controls: audit logic access controls at operating system level, application level, database level, or network level. Understand how access list was configured, verify how changes are made to access list & who is authorized to make such change, map users in access list with attendance/ HR records to verify if all users are current users, verify the user access creation process – privileges are provided with proper authorisation.

b) Physical access control – designed to protect the organisation from unauthorised entry. E.g. door locks, swipe card access, physical identification medium, tracking/logging of access, video cameras/CCTVs, security guards/manned entrances, controlled visitor access, bonded personnel, dead man doors, non advertising of sensitive facilities, controlled single point of entry
Audit of physical access controls: it primarily involves touring of information processing facility/data centre, communication rooms, off-sites/DR sites, etc so as to obtain an overall view of physical access restrictions. Assess the risk associated with an asset, threats & vulnerabilities; review existing controls, security plan, inventory list, etc; look beyond the raised floors & ceilings; ensure that all access points are secured; ensure that access tokens/swipe cards are deactivated when employees leave the organisation, review sample of access logs, sampling of user access creation, maintenance & deactivation process for physical access to facilities.

12. Environmental controls – environmental exposures are primarily caused due to fire, flood, electrical failure, water damage, etc. Some controls over environmental exposures are: Water Detectors, placement of the computer room,  Fire extinguishers, Manual Fire Alarms, Smoke detectors, Fire Suppression Systems, Regular Inspection by Fire department, Fireproof Walls, Floors and Ceiling in computer room, Electrical Surge Protectors/ UPS/Generator,  Emergency Power-off switch, Prohibitions against eating, drinking and smoking within the information processing facility, Fire resistant office materials, and Documented and tested emergency evacuation plans
 Audit of environmental controls: evaluate risk associated with environmental control failures – both man made & natural, review – existing controls, security policy, building layout plan, emergency evacuation plan, fire safety audit reports, drill reports, equipment conditioning reports, controls over power sources; interview personnel to evaluate their level of understanding & awareness on environmental issues, review test documents, observe mock drills, monitor reports of AC, temperature, etc

Security concepts/ controls & techniques
1. Encryption – for data protection. It refers to a process by which plain text is converted into cipher text. An algorithm is used to encrypt selected data stored in a database. A person cannot make any sense of encrypted data without knowing the algorithm. It is also used to protect data in transit. It is used to maintain the confidentiality. Encryption algorithm uses a key, which is a binary number, typically 56 to 128 bits in length. More bits in key, higher is the strength of encryption. Two approaches of encryption are:
· Private Key encryption: uses a single key for both encryption & decryption. More number of people knowing the key, greater is the risk.
· Public key encryption: uses 2 different keys, one for encryption & other for decryption of message. User need not share his private key, & hence reduced chance of misuse. It is comparatively costly.
Crypto system: refers to a suite of algorithms needed to implement a particular form of encryption & decryption.
Digital signature certificate: it is one of the methods to authenticate a user online. Parties involved are certifying authority, subscriber, & registering authority.

2. Firewalls – it is a collection of components (computers, routers, & software) that mediate access between different security domains. It provides perimeter security to organisations network from the external networks. Similar to security guards. All traffic between outside network & organisations intranet should pass through the firewall. It should be immune from attacks. The fire wall has a access list as per security policy which decides the permitted traffic. 
Functions of firewall:
· It can authenticate an outside user of internal network, verify his access rights.
· Can be used to block/restrict access of portion of intranet from internal access.



Types of firewall:
a) Packet filtering firewall: it has a filtering/screening router which has to be programmed to identify which packet from which source IP address should be allowed to which destination address IP address. It provides low cost, low security access controls. It is vulnerable IP spoofing attacks. It is designed for free flow of information, rather than to restrict it. No explicit authentication of outside users takes place & does not examine packet contents.
b) Stateful inspection firewall: it keeps track of destination IP address of each data packet that leaves the organisation’s internal network, in a place called state table. Whenever a response is received, it checks the state table to ensure that the request was originated from organisations internal network. This is an attempt to prevent any attack initiated from outside the organisations internal network. It ensures greater degree of efficiency than application firewalls. But it is more difficult to administer than application & packet filtering firewalls.
c) Proxy server firewall: it acts as an intermediary between internal & external IP addresses & block direct access to the internal network. Due to its limited capability, it is usually employed behind other firewall devices.  Proxy servers frequently cache requests & responses, providing potential performance benefits. Common proxy servers are domain name server (DNS), web server (HTTP), & mail server (SMTP).
d) Application level firewall: it does not permit direct exchange of information between internal & external networks. All requests from internet to corporate network are handled by the bastion host- which is heavily fortified. If there is a hack attack, only bastion host is compromised & not the entire network. It continues to examine each packet after the initial connection is established for specific application/ services. It can provide additional screening of packet payloads of commands, length, authorization, content, protocols, etc. the time required to read & interpret each packet slows the network traffic. It requires greater expertise to administer it properly.

Virtual private network (VPN): a collection of technologies that create secure connections/ tunnels over regular internet lines connections that can be easily used by anybody logging in from anywhere. It offers universal connectivity, security, & low cost.

3. Intrusion Detection System (IDS): it is a method of monitoring & if possible preventing attempts to intrude into or compromise the system & network resources. It is the system which warns of attempted unauthorised access – may take steps to prevent such activity. Types of IDS:
· Network based IDS (NIDS): it monitor traffic on the network & verify if the same falls within permitted parameters
· Host based IDS (HIDS): it run in the background of the systems being monitored – examine if the system activity is acceptable.

Data privacy issues
Protecting privacy in information systems requires the organisation to adopt technological controls, logging mechanisms, formulate & monitor privacy rules & ensure accountability of information in use. Two popular technologies for data protection are:
1. Policy communication: P3P – the platform for privacy preference-a standard for communicating privacy practices & comparing them to the preferences for individuals.
2. Policy enforcement: which takes the form of XACML – the extensible access control mark-up language, EPAL – the enterprise privacy authorization language or WS-privacy – web service privacy.
E.g. of data privacy policy – access control to data, display copyright practices, monitoring E-mails, policy on usage of customer data, data encryption.



Hacking
It is an attempt to gain access to the computer systems to obtain knowledge about the system and ‘how it works’. Hackers may not have any malicious intention. They are simply testing their skill on technical working of computers.
Those with an intention to cause damage are called crackers. They gain unauthorised access to computers by penetrating its access rights. They load unauthorised programs to target computer, monitor their activity & access data. They may create/modify/delete/steal data.

Control over malicious programs
Malicious programs – computer programs like virus, worms, Trojans, etc, written with an intention to cause damage to computer resources. It may lead to loss of data integrity/ confidentiality/availability, privacy violations, degradation of system performance, loss of computer/manpower time.

Virus: refers to a program which attaches itself to legitimate programs to penetrate the operation system. It attaches itself to a file, when this file is executed the virus searches for uninfected files & attaches itself to these files & spread to other applications. They replicate many times in the main memory & destroy data. They grow in geometric proportion & is difficult to trace its origin.

Anti-virus scanners are counter measures against virus attacks. It helps to detect, isolate, & remove virus. Anti-virus scanners can be of the following three types:
1. Scanners: it has a database of known virus bit patterns & compares the same with those on the system to identify the virus. It checks memory, start up files, program files, & system files for virus bit patterns. Its effectiveness depends on how update is its database of known viruses.
2. Active monitors & heuristic scanners: it verifies critical interrupt calls & operating system calls which resemble virus like action. It cannot differentiate between a genuine function of operating system & a virus action. Efforts may be wasted on false alarms & do not serve the purpose
3. Integrity checkers: it 1st calculates a hash/binary check data called cyclic redundancy check (CRC). After that when every time when program is called for execution, the CRC is compared to ensure that there are no changes to the program. The limitation is that when CRC is calculated for the 1st time, it is assumed that program is free from virus.

Control over malicious programs
1. Information security policy should address the issue of anti-virus management
2. Software should be bought from licenced vendors only & in sealed packs
3. Upgrades to software are tested for virus before being applied
4. In-house employee training to create awareness on threats
5. New software should be 1st installed on a standalone system, checked for virus, & then installed on LAN
6. Anti-virus scanners should be periodically upgraded
7. All external media should be disabled & access restricted
8. Hardware, software & applications should be periodically tested
9. Software development area should be free from virus as a part of SDLC
10. Back up procedure should be in place.






4. Testing – General & Automated Controls

Testing: it is a scientific process, performed to determine, whether controls ensure the system design effectiveness as well as the implemented system controls operational effectiveness. It is an important stage of SDLC. It aims to identify the correctness, completeness, and quality of software being developed.
Objectives:
· To unearth, error if any, in the software
· To verify that the software is working as per requirements/ specification.
Testing of controls is done by:
· Substantive testing: to ensure that processes are working as per design & ensure the reliable result
· Compliance testing: to ensure whether controls are working as designed. It results in adherence to management directives.
Causes of errors/ bugs
1. Errors associated with specifications/ requirements:
· Specifications not documented
· Specifications not comprehensive
· Constant change in specification
· Lack of proper communication to the development team
2. Errors associated with design:
· Improper design 
· Improper/ lack of communication
· Constant change in design
3. Errors associated with programming (i.e. writing of codes):
· Complexity of program language
· Lack of/ poor documentation
· Time/ cost pressures associated with delivery schedules
· Programmers quality

When to stop testing? The decision is based on factors like:
· Deadline for software release/ testing deadline
· % of successful test cases reached a critical number
· Test budget depleted
· The rate at which bugs are found is too small
· The risk in the project is under acceptable limit
· Beta or Alpha testing ends
· The extend of coverage of software is reasonable
· Testing is an on-going process. Practically the decision of stopping testing is based on the level of risk acceptable to management

Test strategy: defines the approach & methodology to testing. It should be specific (to test specific activities), practical (data & parameters selected), & justifiable (sample set of data).






Various types of Test Plans
Based on strategies adopted, various levels of tests are identified. 4 broad types of test plan are:

1) Unit test Plan
It details how individual units/ specific portions of software are to be tested. It tests basic input & output of units along with basic functionality. It addresses the flow/ sequence of testing, priority of test cases, their grouping, etc. It tests independent units as such. It also lists the tools to be used for testing, order of priority of software units to be tested, reporting, & re-testing approach, etc. It looks at each level of the units in isolation for both normal & abnormal business scenarios.


2) Interface Test Plan
It addresses how interfaces between various software modules would be tested. It classifies interfaces as internal & external interfaces & how they are triggered. It specifies the sequence in which modules are interfaced, i.e. dependencies/ priority of interfaces are clearly defined. It would detail out how each interface is linked, what is their order of priority in execution, etc.

3) System Test Plan
it is an overall plan for testing of software. It covers functional aspect of system & some special criteria like stress, volume, etc. It details out how functionalities/other aspects are to be tested, & priority for testing, etc.

4) Acceptance Test Plan
It is carried out by end user/ client who is ultimately going to use the system. It is client based, & there is no indication on how they would test. Components: performance testing, volume testing, stress testing, security testing, clerical process testing, back up & recovery testing, parallel operations.

Testing / Various types of Software Testing
Software testing is broadly classified into static testing & dynamic testing.
Static Testing – it is basically desk checking/ walk through where work is mapped to predetermined standard/ check list. It doesn’t involve any input/ output operations.
Dynamic Testing – involves giving inputs to software, observing its processing & verification of outputs. It basically validate/check the software.

1) Black box testing
It is associated with testing software component’s operating effectiveness without regard to any specific internal program structure, i.e. if input is given & output is alright, assumption is program logic is alright. It works towards identifying incorrect or missing functions, interface errors, errors in data structure/ access/ performance, etc.
Various methods to conduct black box testing are:
a) Equivalence partitioning – it divides inputs for software into classes, so that test cases can be selected from each class. The logic is to derive at a set of test cases which are representatives of each class of input so that errors associated with each class are identified. No. of test cases can be restricted to minimum, so that too many similar values are not picked from a single class. An equivalent class represents a set of valid or invalid states for input conditions.
b) Boundary value analysis (BVA) – it focuses on test cases at boundary values (i.e. edge of class). It focuses not only on input but also on output. 
· For range bound input/output – test cases should include both maximum & minimum values & cases just below & above max. & min. Values.
· For inputs/outputs specifying a no. of values – test cases should consider both maximum & minimum numbers & values just below & above these limits. 
· If internal data structure have prescribed boundaries, test cases to be designed to test them as well
c) Cause – effect graphing technique – it is a directed graph that maps a set of causes to set of effects. Cause is regarded as inputs of process & effect as output. Nodes representing causes will be on the left side of the graph & effect on the right side. There are 4 steps:
· Causes (input) & effects (action) are listed for a module & an identifier is assigned to each of them. 
· A cause-effect graph is developed
· The graph is converted into a decision table
· Decision table rules are converted into test cases

2) White box Testing
It assesses the effectiveness of program logic. Specifically test data are used to determine procedural accuracy. Its objective is to ensure that there are no errors in the logical paths of software. 
Condition testing – executes the logical condition in a program
Data flow testing – it selects paths according to the locations of definitions & uses of variables in a program.

Various methods to conduct white box testing are:
a) Basic path testing – it enables designer to derive at a logical complexity measure of a design & use it to define a basis set of execution paths in such a way that test cases on the basis set ensure that every statement in the software is tested atleast once.
b) Flow graph testing – these are graphs used to depict the control flow in a program & help to derive the basis set. Each node on the graph represents procedures, & edges between nodes represent control. An edge must terminate at a node, even if the node represents any useful procedure statements.
c) Loop testing – in software a loop is a sequence of statements/program codes which is specified once but which may be carried out/executed several times in succession. White box testing techniques focuses exclusively on whether the loops have been constructed validly. 4different classes of loops & their testing are:
i) Simple loops: where the max. no. of allowable passes through the loop is fixed. Testing methodology are – skip the loop entirely; pass through loop only once/twice, etc
ii) Nested loops – it is a loop within a loop, an inner loop within the body of an outer one. 1st pass of outer loop triggers the inner loop, which executes to completion. This is repeated until outer loop finishes. A break within inner/outer loop will interrupt the process
iii) Concatenated loops – if each loop is independent of others, it can be tested as simple loops. If they are not independent, then nesting approach is used.
iv) Unstructured loops – these are errors & hence required to be redesigned.

3) Unit testing
It is a method of testing the correctness of a particular module of source code. It focuses on the control structure of the design. It ensures that internal operation of the program performs according to the specification. The idea is to write test cases for every non-trivial function in the module so that each test case is separate from others if possible. This testing is mostly done by developers.
The goal is to isolate each part of program & show that the individual parts are correct. It provides a written contract that the piece must comply. 
The benefit of this testing is that:
· Encourages programmers to make changes to the code since it is easy to check if the unit is still working properly
· Simplifies integration. Unit tested modules are easy to integrate/interface. Helps to eliminate uncertainty. 
· Unit test documents fully explain how each unit/module works & it is easy for users to check if the unit meets their requirements.
Limitations: as it tests the functionality of units, there is a chance that it may not detect integration errors, performance issues / any macro level problems. It is effective if used as a supplement to other testing activities.

4) Regression Testing
It is the process of re-running a portion of test/test plan to ensure that changes/corrections have not introduced new errors. Regression testing/ retesting ensures that changes do not adversely impact the functionality of other segments. The same set of test cases is used every time the software undergoes a change to ensure that other results remain same.
It is used when there is a high risk that new changes may affect the unchanged areas of application system. Regression testing should be carried out after predetermined changes are incorporated in the application system/ if there is a high risk that loss may occur when changes are made to the system. 

5) Requirement Testing
It is a test to verify whether all user requirements are met. It ensures that the system performs well over the period & meets the organisation’s policies & needs. It also ensures that apart from user requirement, those of secondary users like information security officer, DBA, audit function, etc is also met. 
User requirement is the base to prepare the test case. Ensure that any error in the document is not carried is not carried over to the test cases. All application software’s, from requirement phases to maintenance phase has to be tested.
 
6) Error Handling Testing
It determines the ability of software to handle errors/ unexpected processing circumstances. Its objective is to ensure that software identifies all error conditions, responsibility & accountability is fixed, & procedures are in place to ensure that errors would be corrected properly. It ensures that correction process cannot be done without prior authority.
It is carried out at all stages of SDLC to reduce errors to acceptable level. Thus it helps in error management process of systems development & maintenance.

7) Manual Support System
It refers to all functions performed by people, while preparing data & using the data from automated processes. It aims to test comprehensiveness of the document & procedures, fixing support responsibilities, level of personnel training & interface between manual support & automated segments.

8) Inter-system or interface testing
Used when overall system has multiple modules & each module interfaces with various other modules. It is to ensure that there is proper co-ordination between unit-tested modules & the data & parameters passed between the applications is alright.

9) Control testing
To ensure that software processing is performed in accordance with management’s objective & there is no issue relating to control failure. Its objective is to ensure that data is processed accurately & completely, transaction authorisation exists, system has adequate & complete logging/ audit trail mechanism, processing meets user requirements.
1st a risk assessment is carried out to find areas with high control failures. Then testing is carried out with cases which represent abnormal business scenarios. Then a risk-control matrix is prepared.

10) Parallel testing
It is a process of feeding test data into 2 systems (original system & modified system) & comparing the results. The objective is to ensure that the new version performs correctly, & to identify Similarities & dissimilarities in processing between 2 systems.
This method is used when there is a doubt regarding the accuracy of the new software & when results between two versions are comparable.

11) Volume Testing
Studying the impact on application, by testing the incremental volume of data to determine the maximum volume of data the application can process. It is undertaken to find the level beyond which the performance starts to degrade.

12) Stress Testing
Studying the impact on software, by testing with the incremental number of concurrent users to determine the maximum number of concurrent users/ services the application can process.
Both volume & stress testing requires advance test set ups to stimulate the number of records  number of users.
13) Performance Testing
To measure the response time (time taken by system to respond to a user query) & throughput rates (the quantity of useful work done by the system per unit of time). It helps to determine various factors like how much application logic should be remotely executed, how much database updates must be done over the network, etc.

Concurrent Audits
It is the continual monitoring of the system to collect audit evidence even when data is processed on live area. In an on-line processing system, data preparation & processing takes place simultaneously, without leaving much audit trail. To overcome this, concurrent audit techniques are used to continuously monitor the system, & collect audit evidence while data are processed during regular processing hours. They report test results & store evidences for auditor’s review. It may be time consuming & difficult to use, but will be very effective if embedded when programs are developed. Concurrent audit technique use embedded modules. Four types of concurrent audit techniques are:
1) Snapshot Technique – it examines the way transactions are processed. In snapshot technique, selected transactions are marked with a special code, that triggers the snapshot processes. ‘Before image’ & ‘after image’ is captured to validate the processing. Auditor examines the image to ensure that the program logic is executed properly, its authenticity, accuracy, & completeness. The key area to focus is to:
· choose the right snapshot point, 
· deciding timing of capture, & 
· Time of reporting.
2) Integrated test facility technique (ITF) – a small set of fictitious records is placed in a master file. These dummy entries are processed along with regular records. Application software has to be programmed to recognise such transactions & invoke two updates – one for the live data & another for ITF dummy entries. They don’t affect the actual records. Employees are unaware of the testing being taking place. At the end of processing, the system collects ITF records & processing results. The auditor compares it with the expected results to verify if controls are working as desired. This is time consuming & costly. To remove the effect of ITF transactions:
· Software should be so programmed to recognise the ITF transactions & ignore them, or
· Submit additional inputs to reverse the effect 
· Submit less significant/material entries as a part of ITF so that impact on output is minimal.
3) System controlled audit review file (SCARF) –It uses embedded audit modules to continuously monitor transaction activities which the auditor feels is material/ significant. The data deemed important by auditor (e.g. above 20,000 in cash) are recorded in a SCARF file or audit log. Auditor takes print out of SCARF file to examine whether any transactions require follow up. SCARF may be used to collect application errors, procedural/policy variances, system exception/overrides, statistical sample, snapshots & extended records, system performance measurement, user/system profiling.
4) Continuous & intermittent simulation (CIS) – CIS technique embeds an audit module in the data base. CIS module examines all transactions that update the database. If a transaction is found significant, it independently processes the data (similar to parallel simulation), record the result & compare it with those obtained from database. If any variation is found, details are recorded in audit log. If serious errors/discrepancies are found, CIS may prevent the database from executing update process. The advantage of CIS is that it doesn’t require any modification to application software (no embedding is required) yet provides an online auditing capability.

Advantages of Continuous Auditing: 
Continuous auditing enables auditors to shift their focus from the traditional ‘transaction’ audit to the ‘system and operations’ audit.
• Timely, comprehensive, and detailed auditing: Evidence would be available more timely and in a comprehensive manner. The entire processing can be evaluated and analysed rather than examining the inputs and the outputs only.
• Surprise test capability: As evidences are collected from the system itself by using continuous audit techniques, auditors can gather evidence without the system and user staff being aware that evidence is being collected at that particular moment. This brings in the surprise test advantages.
• Information to system staff on meeting of objectives: can be used by system staff who can collect data to verify whether it meets the objectives of asset safeguard, data integrity, effectiveness, &efficiency.
• Training for new users: Using the ITFs new users can submit data to the application system, and obtain feedback on any mistakes they make via the system’s error reports.
• Increased quality of audit, & reduced cost & time.
• Ability to test larger amount of data faster & more efficiently.

Disadvantages/limitations of Continuous Auditing: 
• Resources are required to be obtained from the organisation to support development, implementation, operation, and maintenance of continuous audit techniques.
• Auditors need the knowledge and experience to use the modules
• Continuous auditing techniques are more likely to be used where the audit trail is less visible and the costs of errors and irregularities are high.
• Embedding presumes that the application software is stable – else it may also suffer from inefficiencies of the software

Hardware Testing
Hardware testing may be done to the entire system against the Functional Requirement Specification(s) (FRS) and/or the System Requirement Specification (SRS). Claims made by manufacturer/ supplier are to be tested. This techniques is of following types: Functional testing, User Interface testing, Usability testing, Compatibility testing, Model Based testing, Error exit testing, User help testing, Security testing, Capacity testing, Performance testing, Reliability testing, Recovery testing, Installation testing, Maintenance testing, Accessibility testing 
Few aspects that have to be verified as a part of hardware review are:
1. Review capacity management & performance evaluation procedures followed by organisation to determine whether there is a continuous review of performance & capacity, etc.
2. Review hardware acquisition plan to determine whether there is an approved criteria for acquisition & approval process, whether proper economic feasibility/ cost benefit analysis done prior to hardware acquisition, is hardware acquisition centralised to facilitate receiving best price, are documents relating to technical guarantees obtained, etc.
3. Review hardware change management process to determine whether changes are scheduled, does the change schedule provide adequate time for installation & testing, are related user & operational documents (BCP/DR) updated to reflect the change, the changes has satisfied the purpose of change etc.
4. Review preventive maintenance practices. Scheduled maintenance is carried out at set periodicity even if there is no hardware problem. Review must be done to check whether there is a schedule for the frequency of preventive maintenance. Ensure that frequency of visits is as per the agreed terms in software license agreement (SLA)/ contract. Verify if maintenance has any impact on live processing. Verify whether the preventive maintenance log is maintained. Ensure that AMC is effective from the date warranty period expires, etc.

System Software Review
Methods to review system software development, acquisition or change/maintenance:
1. Interview technical manager, system software developer & other personnel regarding why a particular process was selected, how it was approved, what are the test procedures adopted, who reviewed & approved the test results, what are the implementation procedures followed, whether requirements are documented.
2. Review feasibility study & selection process to verify if the proposed system objective & purposes are in sync with requirements 
3. Review cost/benefit analysis of system software to verify whether direct cost, soft cost (cost of maintenance), hardware upgradation costs, training & technical support cost, etc are factored
4. Review controls over installation & change controls to verify whether there is a written change control plan, changes are being tested & authorised prior to deployment in live area, impact analysis is carried out to ensure that changes don’t adversely affect other operations, changes are so timed to minimise disruptions to IS activities, changes are documented, vendors support the change, access to software library is restricted & monitored.
5. Review system documentation to ensure it covers aspects pertaining to installation, parameter values, definitions, logging, etc
6. Review authorisation documentation to determine whether all changes are properly authorised & attempted violations are reported & followed-up
7. Review system software security to consider whether access controls are robust to prevent user by-passing
8. Review database supported information system controls 

Network Review / control of network
Auditor should review controls over LAN to ensure that standards are in designing and selecting LAN architecture, & for ensuring that cost of procuring & operating the LAN do not exceed the benefits. Reviewer should identify LAN topology & network design, significant LAN components, network topology, LAN users, LAN administrator. In addition he should gain an understanding of functions performed by LAN administrator, company’s division/department procedures & standards relating to network, LAN transmission media & techniques.
1. Test of physical security over LAN
Physical access to critical components like file servers, communication rooms should be restricted. Review wiring, physical location, security over server, access control logs to server rooms & communication rooms, verify controls over LAN operating manuals & licenses, select at random a few access cards (of employees who are not authorised) & ensure they are not authorised to open server rooms.
2. Test of environmental controls over LAN
Clean electricity supply to LAN components, temperature & humidity control are as per manufacture specification, power back ups in the form of generator/UPS, etc, dust & smoke free environment, prohibiting eating/drinking within the server room, external back up media (CD, tape, DAT) are secured, fire extinguishers are present.
3. Test of logical security over LAN
Logical security decides who can access LAN components & their privileges. Ensure whether access is provided only based on written authorisations. Ensure changes to access rights are documented. Verify whether automatic terminal log off or inactivity time out is set. All administrative logins should be monitored & logged. Interview key users to obtain information about their level of knowledge about risk associated with LAN. Review sample security reports, check access restrictions. If LAN is linked to internet, attempt to enter the LAN unauthorisedly from external network link to verify the quality & effectiveness of access restrictions.






































5. Risk Assessment Methodologies & Applications

Risk – likelihood that the organisation would face a vulnerability being exploited or a threat becoming harmful.
Vulnerability – weakness in the system safeguards that expose the system to threat.
Threat – is an action, event or condition, where there is a compromise in the system, its quality & ability, to inflict harm to the organisation.
Exposure – the extent of loss the organisation has to face when a risk materialises.
Attack – intentional set of actions, designed to create a loss or to defeat its safeguards.
Likelihood – estimation of the probability that the threat will succeed in achieving an undesirable event.
Residual Risk – any risk still remaining after the counter measures are analysed & implemented. Organisation should consider these 2 areas– 
a. Acceptance of residual risk and
b. Selection of safeguards
Even when safeguards are applied, there will be still some residual risk. The risk can be minimized, but it can’t be totally eliminated. Residual risk must be kept at a minimal, acceptable level. As long as it is kept at an acceptable level, the risk has been managed.

Threats to Computerised Environment
1. Power failure                                                  6. Theft/destruction of computer resources
2. Communication Failure                                  7. Disgruntled employees
3. Down time due to technological failure          8. Abuse of access privileges by employees
4. Fire                                                                 9. Malicious Codes
5. Natural Calamity                                           10. Error

Threats due to Cyber Crimes
1. Embezzlement                                              5. Theft of propriety information
2. Fraud                                                            6. Vandalism/Sabotage
3. Virus                                                             7. Others
4. Denial of service
         

Risk Assessment
It is a critical step in disaster & BCP. It facilitates good contingency planning. It is the analysis of threat to resources (assets) & the determination of the amount of protection necessary to adequately to safeguard the resources so that the vital systems, operations & services can be resumed to normal status in the minimum level in case of a disaster. It is a useful technique to assess the risk involved in the event of unavailability of information to prioritise applications, identify exposures & develop recovery scenarios.
Areas to be focussed/ Steps involved:
1. Prioritisation (based on criticality of application to business)
2. Identifying critical applications
3. Assessing their impact on organisation
4. Determining recovery time-frame (RTO)
5. Assess insurance coverage
6. Identification of exposures & implications (probability & frequency of disaster)
7. Development of recovery plan


Risk Management
Risk can be classified into systematic & unsystematic risk.
Systematic risk: unavoidable risk. It would remain, no matter what technology is used. It can be reduced by designing management control process & doesn’t involve technological solutions.
Unsystematic Risk: are those which are peculiar to specific application/technology. It can be generally mitigated by using an advanced technology/system.

Steps in risk management process:
1. Identify the technology related risk under the scope of operational risk.
2. Assess the identified risks in terms of probability & exposure
3. Classify the risk as systematic & unsystematic
4. Identify various managerial actions that can reduce exposure to systematic risks & cost of implementing the same.
5. Look out for technological solutions available to mitigate unsystematic risk
6. Identify the contribution of technology in reducing the overall risk exposure
7. Evaluate technology, risk premium on the available solutions & compare the same with the possible loss from the exposure.
8. Match the analysis with the management policy on risk appetite & decide.

Risk Management Cycle: 
 (
Identify the Risk Area
RRr
)
 (
Assess the risk
)


 (
Re- evaluate the risk
)
 (
Develop Risk Management Plan
)


 (
Implement Risk & management Action
)



             Risk Assessment


             Risk mitigation


Risk Identification (Evaluation)
The purpose of risk evaluation is to identify the inherent risk of performing various business functions especially with regard to usage of information technology enabled services.

The 2 primary questions to be considered while evaluating the risk inherent in a business function are:
1. What is the probability that things can go wrong? (probability)
2. What is the cost if what can go wrong does go wrong? (exposure)

Purpose of risk evaluation
1. To identify the probability of failure & threat
2. To calculate the exposure, i.e. the damage/loss to assets.
3. Make control recommendations, keeping the cost-benefit analysis in mind.

Risk Evaluation Techniques
1. Judgement & Intuition: auditors have to use their judgment and intuition for risk assessment. This mainly depends on the personal and professional experience of the auditors and their understanding of the system and its environment, along with systematic education and ongoing professional updating is also required.
2. Delphi Approach: A questionnaire is prepared & distributed to a panel of experts & their independent opinion on cost, benefit; risk & justification for choosing the method are obtained. They are evaluated, if required further enquiries are made / further rounds of questionnaires are given. These opinions are compiled & estimates within a pre-determined acceptable range are accepted. The process is repeated 4 times to revise estimates falling beyond the range. Then a curve is drawn taking all the estimates as points on the graphs. The median is drawn and this is the consensus opinion.
3. Scoring: In this approach, the risks in the system and their respective exposures are listed. Weights are then assigned to the risks and to the exposures depending on the severity, impact of occurrence and costs involved. The product of the risk weight with the exposure weight gives the weighted score. The sum of these weighted score gives the risk and exposure score of the system. System risks and exposures are then ranked according to the scores.
4. Quantitative techniques: Quantitative techniques involve the calculating of an annual loss exposure value based on the probability of the event and the exposure in terms of estimated costs. This helps the organization to select cost effective solutions. It is the assessment of potential damage in the event of occurrence of unfavourable events, keeping in mind how often such an event may occur.
5. Qualitative techniques: it is by far the most widely used approach to risk analysis. Probability data is not required & only estimated potential loss is used. Most qualitative risk analysis methodologies make use of a number of interrelated elements. They are threat, vulnerability, & control.

Control: these are counter measures for vulnerability. There are 4 types of control.
1. Deterrent control – reduce the likelihood of deliberate attack
2. Preventive control – protects vulnerabilities & makes an attack unsuccessful
3. Corrective control – reduce the effect of an attack
4. Detective control – discover attacks & trigger preventative/ corrective controls

Risk Ranking
It is based on every organisations own parameters. 
Ranking 0 – no impact/interruptions in operations
Ranking 1 – noticeable impact/interruptions in operations for upto 8hrs.
Ranking 2 – damage to equipment/ facilities interruption in operation for 8-48 hrs
Ranking 3 – major damage to equipment/ facilities interruption in operation for more than 48hrs.

Assumptions used during Risk Assessment Process
1. Although impact ratings range from 1 and 3 in a given circumstance, ratings applied should reflect anticipated, likely/ expected impact on each area.
2. Each potential threat should be assumed to be localized to the facility being rated.
3. Although one potential threat will lead to another, no domino effect should be assumed.
4. If the result of the threat would not warrant movement to an alternative site (s), the impact should be rated no higher than ‘2’

Risk Mitigation Techniques
Mitigate – make less severe
They are applied according to the events losses & are measured & classified according to the loss type.
1. Insurance – An organization may buy insurance to mitigate risk, under which the loss is transferred from the insured entity to the insurance company in exchange of a premium. While selecting a policy one has to look into the exclusion clause to assess the effective coverage of the policy. The recognition of insurance mitigation is limited to 20% of the total operational risk capital charge calculated under the AMA.

2. Outsourcing – The organization may transfer some of the functions to an outside agency and transfer some of the associated risks to the agency. One must make careful assessment of whether such outsourcing is transferring the risk or is merely transferring the management process. 

3. Service Level Agreements – Some of risks can be mitigated by designing the service level agreement. This may be entered with the external suppliers as well as with the customers and users. The service agreement with the customers and users may clearly limit responsibility of the organization for any loss suffered by the customer and user due to the technological failure.

It must be recognized that the organization should not be so obsessed with mitigating the risk that it seeks to reduce the systematic risk - the risk of being in business. The risk mitigation tools available should not eat so much into the economics of business that the organization may find itself in a position where it is not earning adequate against the efforts and investments made























6. Business Continuity Planning & Disaster Recovery Planning

Business Continuity Planning:  Planning is an activity to be performed before the disaster occurs or it would be too late to plan an effective response. Business continuity covers the following areas: Business Resumption Planning, Disaster Recovery Planning, and Crisis Management.

Objectives and Goals of Business Continuity Planning
The primary objective is to enable an organization to survive a disaster and to reestablish normal business operations. In order to survive, the organization must assure that critical operations can resume normal processing within a reasonable time frame. The key objectives of the contingency plan should be to:
(i) Ensuring employee/ personnel safety
(ii) Continue critical business operations;
(iii)Minimise the duration of a serious disruption to operations and resources 
(iv) Minimise immediate damage / losses;
(v) Establish management succession and emergency powers;
(vi) Facilitate effective co-ordination of recovery tasks;
(vii) Reduce the complexity of the recovery effort;
(viii) Identify critical lines of business and supporting functions.
Therefore, the goals of the business continuity plan should be to:
(i) Identify weaknesses and implement a disaster prevention program;
(ii) Minimise the duration of a serious disruption to business operations;
(iii) Facilitate effective co-ordination of recovery tasks; and
(iv) Reduce the complexity of the recovery effort

Methodology & 8 phases in developing a BCP
The methodology for developing a business continuity plan can be sub-divided into eight different phases. The extent of applicability of each of the phases has to be tailored to the respective organization. The methodology emphasizes on the following:
• Providing management with a comprehensive understanding of the total efforts & resources required to develop and maintain an effective recovery plan;
• Obtaining commitment from appropriate management to support and participate in the effort;
• Defining recovery requirements for each business functions;
• Documenting the impact of an extended loss (BIA);
• Planning for disaster prevention and impact minimisation, & streamlining the recovery efforts;
• Constituting the BCP teams;
• Developing a business continuity plan that is understandable, easy to use and maintain; and
• Synchronisation of BCP with other business plans so that it is periodically updated & continues to be viable.
Eight phases
(i) Pre-Planning Activities (Business continuity plan Initiation)
(ii) Vulnerability/control Assessment and General Definition of what plan should address.
(iii) Business Impact Analysis (BIA)
(iv) Detailed plan Definitions
(v) Plan Development/formulation
(vi) Testing program for the plan
(vii) Plan maintenance Program
(viii) Testing and Implementation of Plan

Business Impact Analysis
(BIA) is essentially a means of systematically assessing the potential impacts resulting from various events or incidents. It enables the business continuity team to identify critical systems, processes and functions, assess the economic impact of incidents and disasters that result in a denial of access to the system, services and facilities, and assess the "pain threshold," that is, the length of time business units can survive without access to the system, services and facilities. (BIA) should be done for assessing the potential impacts resulting from various events or incidents. It is intended to help in understanding the degree of potential loss which could occur. It covers not only financial loss but also other losses due to reputation damage, regulatory effects, etc.
For BIA, the following tasks are to be undertaken:
1. Identify organizational risks, including single point failure risk & other infrastructure risks.
2. Identify key business processes.
3. Identify and quantify threats in relation to key business processes both in terms of downtime and financial loss.
4. Identify dependencies and interdependencies of key business processes and the order in which they must be recovered.
5. Identify the maximum allowable downtime for each business processes.
6. Determine the impact to the organisation in the event of a disaster, e.g. financial reputation etc.
The information for this analysis can be obtained in many ways, including:
1. Questionnaires,2. Workshops,3. Interviews, and 4. Examination of documents
The BIA Report should be presented to the Steering Committee. This report identifies critical service functions and the timeframe in which they must be recovered after interruption. The BIA Report should be used as a basis for identifying systems and resources required to support the critical services provided by information processing and other services and facilities.

Types of Plans
(Types of disaster recovery plans)
BCP has a set up plans as its components. A few plans are:
Emergency plan: It specifies the actions to be undertaken immediately when a disaster occurs. Management must identify situations that require the plan to be invoked for example, major fire, major structural damage, and terrorist attack. The actions to be initiated can vary depending on the nature of the disaster. A comprehensive vulnerability/control assessment would identify those situations that require the emergency plan to be invoked.
 When the situation that evokes the plan has been identified the four aspects of the emergency plan must be articulated. 
1st: the plan must show who is to be notified immediately when the disaster occurs - management, police, fire department, medicos, and so on. 
2nd:  the plan must show actions to be undertaken, such as shutdown of equipment, removal of files, and termination of power. 
3rd:  any evacuation procedures required must be specified. 
4th: return procedures (e.g., conditions that must be met before the site is considered safe) must be designated. In all cases, the personnel responsible for the actions must be identified, and the protocols to be followed must be specified clearly
The recovery strategies may be two-tiered:
• Business - Logistics, accounting, human resources, etc.
• Technical - Information Technology (e.g. desktop, client-server, midrange, mainframe computers, data and voice networks)
Recovery plan components are defined and plans are documented as Emergency plan, Backup-Plan and Recovery Plan. The organization’s recovery strategy needs to be developed for the recovery of the core business processes. In the event of a disaster, it is survival and not business as usual. 

Back-up plan: it addresses back-up issues of various IT resources like SW/HW, network, people, etc. It specifies the type (off line/online), frequency (1hr/1day), location (onsite/offsite) & procedure (manual/automated) of back-up, sites were resources can be assembled to restart operations (hot site, cold site, mirror site), personnel responsible for back-up, prioritizing the order of recovery, time frame for recovery of each item.
It should be periodically updated to accommodate the changes in technology & business process changes.
Recovery time objective (RTO) – refers to the acceptable down time in case of disruption of operations. It helps to determine the recovery strategy.
Recovery Point Objective (RPO) – effectively quantifies the permissible amount of data loss in case of interruptions. It helps to determine the frequency of back-ups.

Recovery Plan: it sets out procedures to restore full information systems capabilities. Constitute a recovery committee, specify their responsibilities, & provide guidelines. Indicate which application software is to be recovered first.

Test Plan: its purpose is to identify deficiencies in emergency, back-up or recovery plans. It must indicate a range of disasters & specify key indicators which must be achieved to deem the emergency, back-up, or recovery plans to be working properly. Phases of testing – desk checking, localized checking, full blown checking.

Threats & Risk Management 
(Control measures to minimise threats, risks, & exposure)
To minimize threats to the confidentiality, integrity, and availability of data and computer systems and for successful business continuity, the system auditor should evaluate potential threats to computer systems. Discussed hereunder are various control measures that will be checked by him to minimize threats, risks, and exposures in a computerized system:
(i) Lack of integrity : Control measures include security policy implementation, use of encryption techniques and digital signatures, application level control for inputs, processes and outputs, updated antivirus software,  implementation of user identification, authentication and access control techniques, backup of system and data, security awareness programs and training of employees, installation of audit trails.
(ii) Lack of confidentiality: Control measures include use of encryption techniques and digital signatures, implementation of logging of system and user activity, development of a security policy procedure and standard, employee awareness and training, requiring employees to sign a non-disclosure undertaking, implementation of physical and logical access controls, use of passwords and other authentication techniques, secure storage of important media and data files.
(iii) Lack of system availability: Control measures include implementation of software configuration controls, a fault tolerant hardware and software for continuous usage and asset management software to control inventory of hardware and software, insurance coverage, system backup procedure to be implemented, backup power supply.
(iv) Unauthorised access violation: Control includes identification and authentication mechanism such as login id, passwords, biometric mechanisms, smart cards, disallowing the sharing of passwords, encryption, user awareness on password security, updated antivirus, establishment of policies regarding sharing and external software usage, installation of intrusion detection tools and network filter tools such as firewalls,  installation of change detection tools.
(v) Disgruntled employees: Control measures to include installation of physical and logical access controls, monitoring of unsuccessful logins, use of disconnect feature on multiple unsuccessful logins, use of one time passwords, security awareness programs and training of employees, job rotation.
(vii) Hackers: Control measures to include installation of firewall and intrusion detection systems, change of passwords frequently, disabling of guest user accounts & vendor supplied default passwords, encryption installation of logging feature and audit trails for sensitive information.
(viii) Terrorism and industrial espionage: Control measures to include use of encryption, data classification, & labeling, use of network configuration controls, usage of real-time user identification, and installation of intrusion detection programs.

Single points of failure analysis: 
Single point of failure is defined as those IT components for which there is no failover, standby, or redundancy & hence if they fail, it would affect availability of that particular resource. The objective is to identify any single point of failure within the organization’s infrastructure. Single point’s of failure have increased significantly due to the continued growth in the complexity in the organization’s IS environment. Organizations have failed to respond to increase in the exposure from single point of failure by not implementing risk mitigation strategies. One common area of risk from single point of failure is the telecommunication infrastructure. To ensure single point failures are identified within the organizations IS architecture at the earliest possible stage, it is essential, as part of any project, a technology risk assessment be performed.
The objectives of risk assessment are to:
• Identify Information Technology risks
• Determine the level of risk
• Identify the risk factors
• Develop risk mitigation strategies

Types of system’s Back-ups:
When the back-ups are taken of the system and data together, they are called total system’s back-up. System back-up may be a full back-up, an incremental back-up, or a differential back-up.
(i) Full Backup: With a full back-up, every backup generation contains every file in the backup set. However, the amount of time and space such a backup takes prevents it from being a realistic proposition for backing up a large amount of data. This is the simplest form of backup with a single restoring session for restoring all backed-up files.
(ii) Differential Backup: It contains all the files that have changed since the last full backup. This is in contrast to incremental backup generation, which holds all the files that were modified since the last full or incremental backup. It is faster and more economical in using the backup space, as only the files that have changed since the last full backup are saved.
(iii) Incremental Backup: Only the files that have changed since the last full backup / differential backup / or incremental backup are saved. This is the most economical method, as only the files that changed since the last backup are backed up. This saves a lot of backup time and space. Normally, it is difficult to restore as you have to start with recovering the last full backup, and then recovering from every incremental backup taken since.
(iv) Mirror back-up: It is identical to a full backup, with the exception that the files are not compressed in zip files and they cannot be protected with a password. A mirror backup is most frequently used to create an exact copy of the backup data.

Alternate Processing Sites
A key element in minimising the threat of a disaster occurring in an organisation is “hardening” the organisation’s infrastructure from potential sources of risk one of it is alternate processing facility arrangements. A security administrator should consider the following backup options:
• Cold site: If an organisation can tolerate some downtime, cold-site backup might be appropriate. A cold site has all the facilities needed to install a mainframe system-raised floors, air conditioning, power, communication lines, and so on. The mainframe is not present, it must be provided by the organisation wanting to use the cold site. An organisation can establish its own cold-site facility or enter into an agreement with another organisation to provide a cold site facility.
• Hot site: If fast recovery is critical, an organisation might need hot site backup. All hardware and operations facilities will be available at the hot site. In some cases, software, data, and supplies might also be stored there. A hot site is expensive to maintain. They are usually shared with other organisations that have hot-site needs.
• Warm site: A warm site provides an intermediate level of backup. It has all cold site facilities plus hardware that might be difficult to obtain or install. For example, a warm site might contain selected peripheral equipment plus a small mainframe with sufficient power to handle critical applications in the short run.
• Reciprocal agreements: since cost of maintaining the above sites are very high, 2 or 3 organisations can tie up together to utilize their resources effectively by sharing the spare capacity or existing capacity during crises. In this case the officer needs to ascertain the availability of the site, i.e. within that time, security aspects, how many shares the site at a time, availability of resources, conditions when it can be used, etc.

Back-up devices/ type of back-up media : floppy disk , CD, tape drive, disk drive, removable disk, digital audio tape (DAT), optical juke box, USB flash drive, ZIP drive.

Disaster Recovery Plan
(Disaster recovery procedure plan document)
It addresses the recovery of IT infrastructure after a disaster. It is a sub-component of the overall BCP of an organisation. It includes the following areas: 
(i) The conditions for activating the plans, process to be followed before each plans are activated.
(ii) Emergency procedures - the actions to be taken after disaster to prevent threats to business operations and/or human life. 
(iii) Fallback procedures on how to move essential business activities to alternate processing sites to bring business process back into operation in the required time-scale.
(iv) A maintenance schedule, which specifies how and when the plan will be reviewed & testing.
(v) Employee training & awareness programs.
(vi) Roles & responsibilities of various personnel 
(vii) Contingency plan documentation. 
(viii) Vendor contact list.
(ix) Inventory of assets at primary processing site.
(x) List of phone numbers of employees in the event of an emergency.
(xi) Emergency phone list for fire, police, back-up location, etc.
(xii) Medical procedure to be followed in case of injury.
(xiii) Back-up location/ alternate processing site contractual agreement.
(xiv) Insurance papers and claim forms.
(xv) Alternate manual procedures to be followed such as preparation of invoices.
(xvi) Names of employees trained for emergency situation, first aid, and life saving techniques.

Kinds of Insurance
First party insurance: cover claims by policy holder against their own insurance. It includes property damage & business interruptions.
Third-party insurance: to protect claims against policy holder & its insurer for wrong committed by policy holder. It includes general liability and error & omission insurance covering directors, officers & professional liability.


DR Test plans & its components
A good DR plan is one which is frequently tested. DR test plans are of 4 types – 
1. Hypothetical test – to verify the existence of all necessary procedures & actions listed out in the plan.
2. Component/Unit test – to verify detail & accuracy of individual procedures within the recovery plan. 
3. Module test – to verify validity & functionality of recovery procedure when multiple components are combined.
4. Full test – verify each component in each module. 

Steps in DR plan are – setting objectives; defining boundaries; defining scenarios to be tested; test criteria; assumptions; test pre-requisite, hold employee briefing sessions prior to any test; prepare checklist; post test analysis; de-briefing session held after DR test.

Each team leader should maintain a log of actual activity which took place during the drill & it is used to prepare final report. The final DR Drill report would contain: An executive summary (listing only critical observations for top management to understand), objective result of drill, performance achieved, teams involved & their roles, conclusions & lessons learnt.

Audit of BCP/DR – checklist
Audit of BCP/DR is to ensure that the plan is working & recovery point & time objective would be met.
Audit tools and techniques used by a system auditor to ensure that the disaster recovery plan is in order, are briefly discussed below. Other audit techniques would include observations, interviews, checklists, inquiries, meetings, questionnaires, and documentation reviews.
(i) Automated Tools: Automated tools make it possible to review large computer systems for a variety of flaws in a short time period. They can be used to find threats and vulnerabilities such as weak access controls, weak passwords, lack of integrity of the system software etc.
(ii) Internal Control Auditing: This includes inquiry, observation, and testing. The process an detect illegal acts, errors, irregularities or lack of compliance of laws and regulations.
(iii) Disaster and security checklists: A checklist can be used against which the systems can be audited. The checklist should be based upon disaster recovery policies and practices, which form the baseline. Checklists can also be used to verify changes to the system from contingency point of view.
(iv) Penetration Testing: Penetration testing can be used to locate vulnerabilities.

 Sample check list: what are the back-up procedures followed? Is there a comprehensive test plan? Obtain & review existing BIA. Ensure copies of plans are available at alternate processing sites. How is BCP/DR plans updated? Interview key users. Is contact information of key personnel up to date? Has overall plan approved by senior management? etc.














7. Enterprise Resource Planning
ERP – it is a fully integrated business management system. It covers functional areas like logistics, production, finance, A/c’s, & HR. It organises and integrates operation processes & information flows to make optimum use of organisational resource. It promises one database, one application, one user interface for entire enterprise. ERP requires advance IT infrastructure. Most ERP works on 3 tier client-server (C/S) architecture. 
Characteristics/Features
Flexibility, modular & open, comprehensive, beyond the company, best business practices.
Features / facilities provided to business
1. Support various HW/SW platforms
2. Provide multi-platform, multi-facility, multi mode manufacture, multi-currency, multi lingual facilities.
3. Support business planning-updates information immediately
4. Provide for supply chain management-helps optimize demand & supply
5. Provide an integrated system, wherein all functional areas of business like manufacturing, selling, accounting, etc are covered.
6. Bridges information gap within organisation
7. Provide for better project management
8. Support latest technological development like EFT, EDI, E commerce, etc
9. Eliminate business problems like material storage, cash management, etc
10. Provide intelligent business tools like DSS, EIS, & data mining.

Benefits of ERP
1. Gives accounts payable person increased control over invoicing / payments – hence increase their productivity
2. Reduce paper documents – provide online formats for entry & retrieval of information.
3. Improves timeliness of information 
4. Greater accuracy of information with detailed content, better presentation.
5. Improved cost control.
6. Effective monitoring and quicker problem solving.
7. Helps to achieve competitive advantage.
8. Provide uniform customer database for all application.
9. Improves information access and management.
10. Supports variety of tax structures, invoicing schemes, multiple currencies etc.

Why companies undertake ERP
1. Integrate financial information
2. Integrate customer order information
3. Standardise & speed up manufacturing processes
4. Reduce inventory
5. Standardise HR inventory

Pre-requisites of ERP & IT Requirements
· Coherence between manual & automated processes
· Orientation & alignment of processes & structure
· Accuracy of master data
· Infrastructure
· Education & training of people
· Adaptation to cultural changes

IT Requirements
· On line instead of batch processing
· Client-server systems
· Relational database management system
· Graphical user interface
· Web-based applications

Implementation guidelines
Guidelines, which are to be followed before starting the implementation of an ERP package:
(i) Understanding the corporate needs and culture of the organization and adopting the implementation technique to match these factors.
(ii) Do a business process redesign exercise prior to starting the implementation.
(iii) Establish a good communication network across the organization.
(iv) Provide a strong and effective leadership so that people down the line are well motivated.
(v) Finding an efficient and capable project manager.
(vi) Creating a balanced team of implementation consultants who can work together as a team.
(vii) Selecting a good implementation methodology with minimum customization.
(viii) Training end-users.
(ix) Adapting the new system and making the required changes in the working environment to make effective use of the system in future.

ERP Implementation Steps/ Methodology
(i) Identifying the needs for implementing an ERP package.
· Why ERP package to be implemented
· Will it increase cost/reduce benefit
· Will it improve the delivery time of products
· Will there be increase in customer satisfaction
· Will it result in increased turnover & reduced manpower
· Will it result in high level integration among various business functions

(ii) Identifying present/ existing condition (‘As Is’ condition) – listing down various business functions & processes used to achieve them. They should be evaluated from the angle of –
· Total time taken by business processes
· No. of decision points existing in the present scenario
· No. of departments/locations of business processes
· Information flow

(iii) Deciding the desired situation (‘Would be’ business situation) – use concepts like benchmarking to ensure adherence to industry standards. Benchmarking is done for various factors like cost, service, & quality.
(iv) Business Process Re engineering – this is done in order to reduce business cycle time, reduce decision point to minimum, streamline information flows – reduce/ cut on unwanted flows 
(v) Evaluating various ERP packages – flexibility, comprehensive, integrated, beyond the Co, best business practices, new technology.
(vi) Deciding on a most suitable ERP package for implementation.
(vii) Installing the required hardware and networks for the selected ERP package.
(viii) Finalizing the Implementation consultants who will assist in implementation – considering skill, experience, & cost.
(ix) Implementing the ERP package
Risk & governance associated with implementing ERP
Risks
• Single point of failure: refers to the risk of running all data elements & applications within a single ERP – i.e. if ERP fails the complete organisation can come to a standstill as all processes would be affected.
• Structural changes: BPR associated with ERP implementation may necessitate structural changes wherein employees would have to adapt to new job descriptions, reporting hierarchy, etc.
• Job role changes: employees may require skill set upgrades & their roles may have to be re-defined to suit the functioning of the ERP
• Online real-time: ERP success depends on ability to make data available for processing on an online/ real-time basis-i.e. it would involve lot of network based data transfer online.
• Change management: employees will have to brace to consequential changes.
• Distributed computing experience: Inexperience with implementing and managing distributed computing technology may pose significant challenges.
• Increased system access: ERP will facilitate broader access to data which may pose risk if not managed properly.
• Dependency on external assistance: implantation support is sought from external agencies which may raise security issues.
• Program interfaces and data conversions: switch over to ERP requires large scale data migration & interfacing with varied application software which may create risks.
• Audit expertise: audit in ERP environment requires specific skills, due to the complexity associated with ERP. Auditors have to understand the working logic of the ERP & appreciate all its modules to conduct a comprehensive audit.

The governance issues in an ERP environment are:
• Single sign on: refers to a scenario wherein users have to login only once to access the different applications they are authorised to access.
• Data content quality: As applications are opened to external suppliers and customers, it would need to maintain the quality of data.
• Privacy and confidentiality:  management have to address issues pertaining to data privacy as personal information may have greater access in an ERP.

The challenges involved in ERP implementation are:
(i) Consultants, vendors and users have to work together to achieve the overall objectives of the organization.
(ii) Proper customization of package to the organization has to be in tune with the user’s needs and business objectives.
(iii) Roles and responsibilities of the employees have to be clearly identified, understood, and configured in the system.
(iv) Acceptance by employees for the new processes is critical for the success of the package.
(v) Package to be implemented in totality to achieve the maximum benefit.
(vi) Defining implementation methods to be followed 
(vii) Installation of hardware, software required for the package.
(viii) Selection of right kind of consultants.
(ix) Preparing the implementation guidelines.
(x) Post implementation monitoring of Key Performance indicators, Critical success factors etc.

Why do ERP project fail often?
Lack of user acceptance
Difficulty to customize
Inadequate assessment by organisation

Vendor’s (sample list of ERP vendors) – BAAN, R/3 (SAP), System21, Prism, Oracle applications, MEG/pro, Mapics, BPCS, etc

Myth/ fears on ERP implementations 
• Job redundancy.
• Loss of importance as information is no longer an individual prerogative.
• Change in job profile
• An organizational fear of loss of proper control and authorization.
• Increased stress caused by greater transparency.
• Individual fear of loss of authority.

Post implementation
After the implementation of ERP change may be required at the strategic level, business process change & change in organisation level. It requires a change in the thought process among employees. Key performance indicators (KPI) will have to be identified & measured. Even after ERP implementation, some processes may have to be continued in the old system/ manual process. To harvest benefits continuous monitoring & improvement is required. Organisation need to be prepared to accept change, by educating different layers of management on functionality of ERP product, its benefits & inherent limitations. 
Identify critical success factors (CSFs) for the Company,
Identify critical success factors for individual departments,
Identify performance measures to address CSF (KPI)
Organisation will have to develop new job description, modify organisation structure in line with ERP structure, training employees to upgrade their skill set to work in an ERP environment

ERP Audit
It is an emerging area. E.g. access control lists built into the ERP & security levels. Reason for an ERP audit may be lacuna (gap / missing part) in a system or as a part of continuous self improvement.

Business Process Reengineering (BPR)
Every company intending to implement ERP has to re-engineer its processes in order to suit to the ERP. This process is known as Business Process Reengineering (BPR). BPR is the fundamental rethinking and radical redesign of processes to achieve dramatic improvement in critical, contemporary measure of performance such as cost, quality, service, and speed. 
Radical Redesign refers to reinventing process and not just enhancing or improving.
Dramatic Improvement – Major improvements/break through aiming to achieve 80% to 90% reduction in costs
According to BPR philosophy, whatever you have been doing currently is wrong. It eliminates unnecessary process & aim to achieve TQM. There is no point in simplifying or automating a business process, which does not add any value to the customer; such business processes should be eliminated altogether.
Here, the business objectives of the enterprise such as profits, customer– satisfaction through optimal cost, quality, etc. are achieved by transformation of the business processes which may, or may not, require the use of IT. The concept of BPR when merges with the concept of IT, the business engineering emerges, which is the rethinking of Business Processes to improve speed, quality and output of materials or services. In other words, business engineering is the method of development of business processes according to changing requirements.


Business engineering
It was arisen out of merging of two concepts – IT and BPR. Business Engineering is the rethinking of Business Processes to improve speed, quality, and output of materials or services. The emphasis of business engineering is the concept of Process Oriented Business Solutions. It is enhanced with C/S technology. It aims to redesign company's value added chains, which are a series of business steps which when completed add value to organisation & customers. It is a method of development of business process according to changing requirements.

Business Management
ERP merge well with business management issues like TQM, BPR, mass customization. Object of ERP implementation is to put a common infrastructure in place to link/support organisations business plan & processes. If business process is not optimized, it may require a BPR.

Business modeling
Developing a business process model is the 1st step in implementing ERP. It consists of core business activities/ processes. It is a diagrammatic representation of various subsystems of business & their interconnection. Data model consists of 2 elements:
a. A diagram consisting of various business activities & their interactions
b. An underlying data model – listing their processes & related data entities

Key Planning / Implementation decisions to be taken
(Key decisions to be taken while considering ERP integration)
1. ERP/ not to ERP
2. Change business process to suit ERP/ vice versa
3. Implementation support to be handled in-house/ out source
4. All modules at one go (Bing bang) or phases implementation.

Other Implementations Approaches
1. Wave approach
2. Parallel implementation
3. Instant cutovers (flip the switch)

Treasury Cash Management: It allows the analysis of financial transactions for a given period. It identifies and records future developments for the purpose of financial budgeting.
In Treasury Cash Management, the company's payment transactions are grouped into cash holdings, cash inflows and cash outflows. It provides information on the sources and uses of funds, monitors and controls incoming and outgoing payments, supplies data required for managing short term market investment and borrowings, enables to know current cash position, enables analysis of liquidity, helps in cash management decisions, etc
In bank accounting, it helps in electronic banking and control functions for managing and monitoring of bank accounts. The liquidity forecast function integrates anticipated payment flows from financial accounting, purchasing and sales. Covers foreign currency holdings and foreign currency items







8. Information Systems Auditing Standards, Guidelines, Best practices

BS7799/ISO17799/ISO27001
It’s an international standard (UK) that sets out the requirements for formulation of an information security management system (ISMS). It helps to identify, manage, & minimize the range of threats to which an organization is subject to. 
It focuses on protecting the confidentiality, integrity, & availability of organization information. 
Implementing /adopting BS7799 results in reduced operational risk, increased business efficiency, & assurance to stakeholders that information security is being rationally applied. These benefits are achieved by choosing appropriate controls, formulating appropriate policies & procedures, creating security awareness among staff, proper supervision by management on effectiveness of information security, etc.
BS7799 has 2 parts – Part I-ISO17799 (code of practice on ISMS) & Part II- ISO27001 (Information Security Management Standard)
Code of practice on ISMS is a set of security controls, comprising best information security practices currently prevalent. It is business oriented & a good management tool rather than being concerned with technical details.
Information security management standard describes the requirement for information security system. In general, organizations shall establish & maintain documented ISM Standard addressing assets to be protected, organization approach to risk management, control objectives & control, and degree of assurance required.
Establishing Management Framework: This includes - formulating information security policy; define scope of ISMS; conducting risk assessment; defining acceptable level of risk; selection of appropriate controls; preparing a statement of applicability (SOA) detailing clauses that are applicable & not applicable with justification
Implementation: Effectiveness of procedures to implement controls to be verified while reviewing security policy and technical compliance.
Documentation: The documentation shall consist of evidence pertaining to management control; management framework summary, security policy, control objective, & SOA; implemented controls & procedures followed; ISMS management procedure

There are 10 focus areas in ISMS.
i) Security Policy – formulating an Info. Security policy is a logical starting point for implantation of controls. It must be implementable, it must suit organisations need and should balance cost of control & benefit of implementing it. It should 
· define the term ‘information security’, 
· cover a statement of management intending to support the goals & principles of information security 
· identify personnel responsible for implementing various aspects of security, 
· list procedures, guidelines & compliance requirements, 
· define what security incident is & it’s reporting mechanism, 
· formalise a periodic review process for updating the policy document
ii) Organisational security – a methodology need to be formulated to initiate, implement & control information security within the organisation. To achieve this, security policy needs to be formulated & approved.
iii) Asset classification & Control –
One of the most laborious but essential task is to manage inventory of all the IT assets, which could be information assets, software assets, physical assets or other similar services. These information assets need to be classified to indicate the degree of protection. The classification should result into appropriate information labeling to indicate whether it is sensitive/critical & what procedure, is appropriate to copy, store, transmit/destruction of the information asset.Inventory of assets to be maintained in an information asset register (IAR) covering databases, hardware, software licenses, etc. Register should identify who is responsible for each asset. It should state any special requirement for confidentiality, integrity or availability. The major advantage of keeping IAR is it provides a good back up. For administrative convenience, separate register may be maintained under the subject head of IAR e.g. ‘Media Register’ will detail the stock of software and its licenses. ‘Contracts Register’ will contain the contracts signed and other details.
iv) Personnel security – disgruntled employees, ill trained employees & employees with fraudulent intent are a threat to IT Assets. Policies like back-ground checks, hiring & firing policies, confidentiality agreements and periodic training & refresher programmes should be introduced to reduce this threat. It is ensured that service contracts & staff handbook are drawn up & agreed up on, temporary staff, contractors, 3rd party service provider staff, or any user with authorised access to information system are covered. 
v) Physical & environmental security – it is designed to prevent unauthorized access, damage and interference to business premises and information. Physical security includes physical security boundary, physical entry control (security guard, swipe card, etc), creating secure offices, rooms, & facilities, providing physical access controls, etc. Environment controls include securing power sources, protection from fire, flood, earthquake, electromagnetic interference (EMI), etc. Cost effective design and constant monitoring are two key aspects to maintain adequate physical security control. Supporting equipments like AC etc should be properly maintained. Physical controls may be difficult to manage as they rely to some extent on building structure, but good physical security can be very effective.
vi) Communications & operations management – communication deals with network & related services, while operation management is concerned about day to day running of processing facilities. Operations should be supported by properly documented procedures. Network management involves controls to achieve & maintain security in computer networks, remote monitoring of network components, ensuring confidentiality & integrity of data in transit over public networks, ensuring availability of network services, etc. The need for these controls is more, if organisation involves E-Commerce.
vii) Access control – access to IT resources should be controlled in line with business requirements & security policy of the organisation. It includes defining access control policy as a part of security policy, setting rules like who can access what, user management procedure (registration, privilege management), monitoring/tracking system usage, network access control, etc
viii) Systems development & maintenance – refers to the controls which have to be inbuilt into SDLC process & change management. It includes security requirement analysis; providing controls in every stage of processing cycle; control over system changes to ensure that only authorised changes go through; ensuring application software is free from unauthorised access like back door, Trojan etc which would later be exploited; considering use of cryptographic controls in software like digital signatures, key management, etc.
ix) Business continuity management – it is a set of procedures & policies designed to minimise the impact of business disruption caused due to security failures & other disasters. It includes identifying all events which could cause disruptions; preparing a strategy plan based on risk assessment; periodic testing of the plan; maintenance & re-assessment of the plan to ensure it is current & update in line with business requirements.
x) Compliance – focuses on compliance with applicable laws & regulations




Capacity Maturity Model (CMM) & its 5 Levels
It refers to a set of recommended practices in a number of key process areas that have shown to enhance software process capability. Gov. The Capability Maturity Model provides software organizations with guidance on how to gain control of their processes for developing and maintaining software and how to evolve towards a culture of software engineering and management excellence. It helps in selecting process improvement strategies.
A software process is a set of activities, methods, practices, etc that are used to develop and maintain software and its associated products like design, documents, codes, etc.
Software process maturity is the extent to which a specific process is explicitly defined, managed, measured, controlled, and effective. Maturity is an indicator for a potential for growth in capability and indicates both the richness of an organization's software process and the consistency with which it is applied in projects throughout the organization. 
This model has total five levels of maturity: 
Level 1-The Initial Level- at the Initial Level, the organization does not provide a stable environment for developing and maintaining software. At this Level, capability is a characteristic of the individuals, not of the organization. During a crisis of software success depends entirely on having an exceptional manager and an effective software team. But if someone leaves the project, it is difficult to handle the crises and a challenging task.

Level 2-The Repeatable Level- At this Level, policies for managing a software project and procedures to implement those policies are established. Planning and managing new projects is based on experience with similar projects. An effective process can be characterized as one which is practiced, documented, enforced, trained, measured, and able to improve. This Level makes the organizations to install basic software management controls. Software project standards are defined. The project's process is under the effective control of a project management system, following realistic plans based on the performance of previous projects.

Level 3-The Defined Level- At this Level, documentation for development and maintenance is prepared. This standard process is referred to throughout the CMM as the organization's standard software process, to help the software managers and technical staff performs more effectively. A group of experts standardize the process. An organization-wide training program is implemented to ensure that the staff and managers have the knowledge and skills required to fulfill their assigned roles. This process capability is based on a common, organization-wide understanding of the activities, roles, and responsibilities in a defined software process.

Level 4- The Managed Level- At the Managed Level, the organization sets quantitative quality goals for both software products and processes. Productivity and quality are measured for important software process activities across all projects as part of an organizational measurement program. An organization-wide software process database is used to collect and analyze the data available from the projects' defined software processes.
This level of capability allows an organization to product trend in process and product quality within qualitative limits. Because of the stability and measured data when some exceptional circumstance occurs, the special cause of variation can be identified and addressed. The software products are of predictably high quality.

Level 5- The Optimizing Level- The entire organization is focused on continuous process improvement. The organization has the means to identify weaknesses and strengthen the process proactively, with the goal of preventing the occurrence of defects. Data on the effectiveness of the software process is used to perform cost benefit analyses of new technologies and proposed changes to the organization's software process. In short, the cost of development is cut, best engineering practices are developed and used. Continuous improvement is done. Technology and process improvements are planned and managed as ordinary business activities.

Control Objectives for Information Related Technology (COBIT): The Information Systems Audit and Control Foundation (ISACF) developed the Control Objectives for Information and Related Technology (COBIT). It is a trademark of generally applicable information systems security and control practices for IT controls. Cobit framework work on the logic that, IT processes use IT resources & helps to achieve business objectives; so if IT processes are managed well, business objectives would be achieved.
COBIT, which consolidates standards from 36 different sources into a single framework, is having a big impact on the information systems profession. It provides managers, auditors, and IT users with a set of generally accepted measures, indicators, processes and best practices to assist them in maximizing the benefits derived through the use of IT & developing appropriate IT governance & control in a company. It -
(i) Helps managers to learn how to balance risk, and control investment in an information system environment.
(ii) Assure users of IT services that security and IT control provided by internal & 3rd parties are adequate, and
(iii) Guides auditors as they substantiate their opinions and as they provide advice to management on internal controls.
The framework addresses the issue of control from three points, or dimensions:
(1) Business Objectives- To satisfy business objectives, information must conform to certain criteria which the COBIT refers to as business requirements for information. The criteria are divided into seven distinct yet overlapping categories that map into the COSO objectives: effectiveness (relevant, pertinent, correct, consistent, usable and timely), efficiency, confidentiality, integrity, availability, compliance (with legal requirements) and reliability.
(2) IT resources- while include people, facilities, application systems, technology, facilities, and data. 
(3) IT processes- which are broken into four domains: planning and organization, acquisition and implementation, delivery and support, and monitoring. 
There are four domains identified for the high level classification: Planning and Organization, Acquisition and Implementation, Delivery and Report, Monitoring.

Plan and Organise
This domain covers strategy & tactics, and concerns the identification of the way IT can best contribute to achievement of the business objectives. The realization of strategic vision needs to be planned, communicated, & managed for different perspectives. Proper organization as well as technological infrastructure should be put in place.
Acquire and Implement
It covers identifying IT requirements, acquiring/developing the technology, and implementing it within the company’s current business processes. It also covers the changes in & maintenance of existing system, so as to make sure the solutions continue to meet the business requirements. 
Deliver and Support
It is concerned with the actual delivery of required services including service delivery, management of security & continuity, service support for users, & management of data & operational facilities. These support processes include security issues and training. 
Monitor and Evaluate
All IT processes need to be regularly assessed for their quality & compliance with control requirements. It addresses performance management, monitoring of internal control, regulatory compliance & providing governance. It deals with assessing the needs of the company and whether or not the current system still meets the objectives for which it was designed. 

Guidance on Control Report
The “Guidance on Control” report is a product of the Criteria of Control (CoCo) Board of The Canadian Institute of Chartered Accountants. CoCo is concerned with control in general & does not cover any aspect of information assurance. It can be looked at as prescriptive minimum requirements. It is useful in making judgments about designing, assessing and reporting on the control systems of organizations. CoCo can be seen as a model of controls for information assurance, rather than a set of controls.
It uses three categories of objectives: effectiveness and efficiency of operations, reliability of financial reporting, and compliance with applicable laws and regulations. CoCo states that the essence of control is purpose, capability, commitment, and monitoring and learning. These form a cycle that continues endlessly if an organization is to continue to improve. Four important concepts about control are as follows:
• Control is affected by people throughout the organization, including the BOD, management and all other staff.
• People who are charged with responsibility of achieving objectives should also be accountable for the effectiveness of control that supports achievement of those objectives.
• Organizations constantly interact and adapt to changes.
• Control can be expected to provide only reasonable assurance, and not absolute assurance.

Information Technology Infrastructure Library (ITIL) & its Framework

The IT Infrastructure Library (ITIL) is so named as it originated as a collection of books (standards) each covering a specific 'practice' within IT management. After the initial published works, the number of publications quickly grew to over 30 books. About 30books were consolidated into a number of logical sets. This basically includes: Service Support, Problem Management, Configuration Management, Release Management, Service Delivery, Service Level Management, Capacity Management, Security Management, ICT Infrastructure Management, Business Perspective, Application Management, and Software Asset Management.

SysTrust and WebTrust
SysTrust and WebTrust are two specific services developed by the AICPA that are based on the Trust Services Principles and Criteria. 
SysTrust engagements are designed to provide advisory services or assurance on the reliability of a system. WebTrust engagements relate to assurance or advisory services related to e-commerce system of an organization.
Only Certified Public Accountants (CPAs) may provide the assurance services of trust services and in order to issue Systrust or Webtrust reports, CPA firms must be licensed by the AICPA.
The following principles and related criteria have been developed by the AICPA/CICA for use by practitioners in the performance of Trust services engagements such as systrust and webtrust.
♦ Security: The system is protected against unauthorized access (both physical and logical).
♦ Availability: The system is available for operation and use as committed or agreed.
♦ Processing integrity: System processing is complete, accurate, timely and authorized.
♦ On-line privacy: Personal Information obtained as a result of e-commerce is collected, used, disclosed                        and retained as committed or agreed.
♦ Confidentiality: Information designated as confidential is protected as committed or agreed.

Each of these principles and criteria are organized and presented in four broad areas:
♦ Policies: The entity has defined and documented its policies relevant to the particular principle.
♦ Communications: The entity has communicated its defined policies to authorized users.
♦ Procedures: The entity uses procedures to achieve its objectives in accordance with its defined policies.
♦ Monitoring: The entity monitors the system and takes action to maintain compliance with its defined policies.

Health Insurance Portability & Accountability Act (HIPPA)
The Health Insurance Portability and Accountability Act (HIPAA) is a US Law meant to protect health insurance coverage for workers and their families when they change or lose their jobs. It requires the establishment of national standards for electronic health care transactions and national identifiers for providers, health insurance plans, and employers. It also addresses the security and privacy of health data.
The security rule issued under this Act lays down 3type of security safeguards that are to be complied-
Administrative Safeguards – Policies & procedures designed should clearly show how the entity will comply with the Act. Entities to whom HIPPA applies must adopt a written set of privacy procedures & designate a privacy officer responsible for policy formulation & implementation. Procedures must detail out employees/groups who would have access to protected health information (PHI). Procedures must provide for access authorisation, establishment, modification & termination (i.e. user management life-cycle). Entities must demonstrate ongoing training. If any process is outsourced, the outsourced entity should also fit into HIPPA framework. It must have a contingency plan to address data backup issues & disaster recovery procedures. Internal audit plan should be adopted with defined scope, frequency & periodicity of audits. Response mechanism for security breaches is to be operationalised.
Physical Safeguards – Control physical access to protect against inappropriate access to protected data. Controls should govern the introduction & removal of hardware & software from the network. Access to HW&SW should be limited to authorised individuals. Access to equipment containing health information should be carefully controlled & monitored. Define proper desktop usage policy. Contract & outsourced staff should also follow physical safeguards. Access control should address issues of security plans, maintenance records, visitor sign-in & escorts. 
Technical Safeguards – It covers control over computer systems & security of PHI data moving over network. Computers storing PHI data must be protected from intrusion using mechanisms like encryption, network segregation, etc. Entities should ensure integrity of data. It may use data integrity controls like checksum, key-verification, message authentication & digital signatures to ensure data integrity. If entity communicates with other entities, they should be authenticated. HIPPA documentation should be made available to Gov. Agencies to verify compliance. IT documentation should cover details of configuration. Risk analysis & management programs must be initiated & well documented.

SAS 70- Statement of Auditing Standards for Service Organizations:
SAS.70 is an internationally recognized auditing standard developed by AICPA. SAS.70 is the authoritative guidance that allows service organizations to disclose their control activities and processes to their customers and their customers' auditors in a uniform reporting format. It provides guidance to an independent auditor to issue an opinion on a service organisation’s description of controls. 
Service Auditor’s Reports: 
A formal report including the auditor's opinion ("Service Auditor's Report") is issued to the service organization at the conclusion of a SAS 70 examination.
One of the most effective ways a service organization can communicate information about its controls is through a Service Auditor's Report. There are two types of Service Auditor's Reports: Type I and Type II.
A Type I report describes the service organization's description of controls at a specific point in time (e.g. June 30, 2003). A Type II report not only includes the service organization's description of controls, but also includes detailed testing of the service organization's controls over a minimum six month period (e.g. January 1, 2003 to June 30, 2003).

	S. No.
	Report Contents
	Type I Report
	Type II Report

	1
	Independent service auditor’s report (i.e. opinion)
	Included
	Included

	2
	Service organization’s description of controls
	Included
	Included

	3
	Information provided by the independent service auditor; includes a description of the service auditor’s tests of operating effectiveness and the results of those tests.
	Optional
	Included

	4
	Other information provided by the service
organization (e.g. glossary of terms)
	Optional
	Optional


. 
In a Type I report, the service auditor will express an opinion on whether the service organization's description of its controls is a fair representation of its controls as on a particular date, and whether the controls are suitably designed to achieve specified control objectives. 
In a Type II report, the service auditor will express an opinion on the same items noted above in a Type I report, and whether the controls tested were operating with sufficient effectiveness to provide reasonable, but not absolute assurance that the control objectives were achieved during the period specified.
SAS.70 is generally applicable when an auditor ("user auditor") is auditing the financial statements of an entity ("user organization") that obtains services from another organization ("service organization"). Service organizations that provide such services could be application service providers, bank, trust departments, claims processing centres, Internet data centres, or other data processing service bureaus. In an audit of a user organization's financial statements, the user auditor obtains an understanding of the entity's internal control sufficient to plan the audit. Identifying and evaluating relevant controls is generally an important step in the user auditor's overall approach. If a service organization provides transaction processing or other data processing services to the user organization, the user auditor may be required to gain an understanding of the controls at the service organization.

Benefits to a service organization from having a SAS 70 Audit:
It demonstrates establishment of effectively designed control objectives & controls. It differentiates the service organization from its peers & also built trust with user organisations. A Service Auditor's Report ensures that all user organizations and their auditors have access to the same information. It does away the need for multiple audits as service auditor’s report can be produced to all audit requests from user organisations. Effective testing of its policies & procedures by control professionals provides scope for improvement.

Benefits of SAS 70 Audit to User Organisation:
User organizations that obtain a Service Auditor's Report from their service organization(s) receive valuable information regarding the service organization's controls and the effectiveness of those controls. The user organization receives a detailed description of the service organization's controls and an independent assessment of whether the controls were placed in operation, suitably designed, and operating effectively.


 







9. Drafting of IS Security Policy, Audit Policy, IS Audit Reporting – A Practical Perspective

Security relates to protection of valuable assets against loss, disclosure/damage.  
Safeguard against assets can be of 2 types:
☻Physical safeguards – locks, fences, insurance cover, etc. It is well understood & implemented by organisations. 
☻Logical/ technical safeguards – user identifiers, passwords, firewalls, etc. not very well understood

Security Objective: The objective of information system security is “the protection of the interests of those relying on information, and the information systems and communications that deliver the information, from harm resulting from failures of confidentiality, integrity, and availability”. For any organization, the security objective comprises three universally accepted attributes:
• Confidentiality: Prevention of the unauthorized disclosure of information.
• Integrity: Prevention of the unauthorized modification of information.
• Availability: Prevention of the unauthorized withholding of information.
The relative priority and significance of confidentiality, integrity, and availability vary according to the data within the information system and the business context in which it is used.

Points o be considered for better information protection: not all information has same value. Know where critical data resides. Develop an access control methodology. Protect information on stored media. Review hard copy outputs.

Protecting computer held information
Some basic rules – organisation should know what information is located where; value of information & difficulty to retrieve in case of loss, what are the access rights; who can access & what; what is turnaround time.
Types of Information Protection: The two basic types of information protection that an organization can use are given as follows:
1. Preventative Information Protection, and
2. Restorative Information Protection.
Preventative Information Protection: It is based on use of controls for protecting the information. These controls can be grouped into
• Physical controls - includes Doors, Locks, Guards, Floppy Disk Access Locks, Cables locking systems to desks/walls, CCTV, Paper Shredders, Fire Suppression Systems, etc. it provide physical security to IS. 
• Logical controls – using technical devices to prevent unauthorized access to information & include Passwords, File Permissions, Access Control Lists, Account Privileges, Power Protection Systems, and
• Administrative controls – include information security policy, Security Awareness, User Account Revocation, and Policy.
Restorative Information Protection: It is based on the use of measures to restore data in case of loss. It is based on the assumption that data loss may occur even with adequate security measures. Therefore measures should be adopted to restore critical data. It relies on back up methods, which include not only information back up, but also the entire system itself.  Therefore while designing restorative information protection plan, the wider issues should be taken in recovery process, loss of productivity during recovery period, the quality of data recovered, & testing the recovery plan.
Holistic Information Protection Approach: Protecting corporate information from harm/loss is not an easy task. Protection must be given holistically & give the organisations the appropriate level of security at an acceptable cost. Must plan for the unexpected & unknown events, expect worst events to happen & provide for recover from these events. 

Information Security Policy
It is a policy document that defines acceptable behaviours & reaction (DO’s & DON’T’s). It also defines organisations reactions if these behaviours are violated. It differs from organisation to organisation depending upon the system in place. A good security policy is the one that suggests procedures & policies that can prevent losses; helps in saving resources & increasing productivity; defines ways in which computer resources could be accessed & used. Security policy should be based on the security objective & support and complement the existing organizational policies. 
The security policy is a set of laws, rules, and practices that regulates how assets, including sensitive information are managed, protected, and distributed within the user organization. An information Security policy addresses many areas like data security, personal security, asset classification, who may access what information and in what manner, basis on which access decision is made, maximized sharing versus least privilege, separation of duties, who controls and who owns the information, and authority issues.
Role of IS Auditor: ensure that policy is accessible to all employees; verify whether employees are aware of its existing & understand its content; identify the owner of the policy who is responsible for its maintenance; verify if the policy document is updated as per changing risk scenarios,
Members of Security Policy: Security has to encompass managerial, technological, and legal aspects. Security policy broadly comprises the following three groups of management: Management members who have budget and policy authority, Technical group who know what can and cannot be supported, and Legal experts who know the legal ramifications of various policy charges.

Various types of Information Security polices
1. Information Security Policy – It defines Information Security, its overall objective and the importance.
2. User Security Policy – It defines responsibilities of various users as regards security.
3. Acceptable Usage Policy – It defines acceptable usage of email and Internet services.
4. Organizational Information Security Policy – This policy sets out the Group policy for the security of its information assets and the Information Technology systems processing this information. 
5. Network & System Security Policy – deals with security of network & telecommunication infrastructure.
6. Information Classification Policy - This policy sets out the policy for the classification of information
7. Conditions of Connection – This policy sets out the Group policy for connecting to their network. 

Components of Security Policy 
A good security policy should clearly state the following: 
Purpose and Scope: it deals with main objective of policy formulation – confidentiality, integrity & availability of IT resources. Policy is formulate to
• prevent unauthorised access to IT resources
• define scope, extend & period of applicability (statement of applicability)

Responsibility allocation: responsibility for the management of Information Security should be set out
• An owner would be appointed for each information asset.
• All staff should be aware of their responsibilities.
• Any new connection to the network should be authorised.
• A contact list containing emergency contact numbers needs be maintained.
• Risk assessments should be carried out whenever 3rd party access accesses organisation’s system..
• 3rd part access to IT infrastructure should be restricted & monitored.

Asset classification & security classification: 
• An inventory of assets must be maintained including physical, software and information assets. 
• A formal, documented classification scheme should be in place and all staff must comply with it.
• The originator or 'owner' of an item of information should provide a security classification, where appropriate.
• Access to data classified as ‘CONFIDENTIAL’ should be restricted.
• Exchanges of data and software between organizations must be controlled. 
• Appropriate procedures for information labelling and handling must be agreed and put into practice.
• Secure disposal procedure to be followed for media containing sensitive data.

Access control: 
• Access controls must be in place to protect system from unauthorized access. 
• Access to be granted as per business requirements on a need-to-know, need-to-do basis.
• System Owners are responsible for approving access users to systems and they must maintain records of who has access to a particular system and at what level. 
• Users should be granted access to systems only up to the level required to perform their normal business functions.
• User registration and de-registration process to be followed.
• Access rights must be deleted for individuals who leave or change jobs.
• Each user should have a unique user identifier (user id)
• PCs and terminals should never be left unattended whilst they are connected to applications or the network. 
• Passwords Policy needs to be specified.
• Mobile computing - When using mobile computing facilities, such as laptops, notebooks, etc., special care should be taken to ensure that business information is not compromised, particularly when the equipment is used in public places.

Incident handling: 
• List of what constitutes security incident should be defined.
• Specific procedures must be introduced to ensure that incidents are recorded and any recurrence is analyzed to identify weaknesses or trends.
• Incident reporting format should be formulated.
• Employees should be aware of the reporting mechanism.
• A mechanism to investigate security incidents & initiate corrective action to be taken

Business continuity management: 
• A BCP should be maintained, tested & updated periodically
• Employee awareness on BCP to be created. 
• A business impact assessment (BIA) should be conducted annually.
• Hardware vendors must support supply of stand by equipment in case of a disaster.
 
Security organization Structure: it defines the security responsibility of various individuals/groups.   

Physical and Environmental controls:  
• Physical security should be maintained across the organisation.
• Access to secure areas should be restricted to authorized staff only.
• Confidential data & assets must always be securely locked away when not in use.
• Computers must never be left unattended whilst displaying confidential or sensitive information or whilst logged on to systems.
• Separate loading/unloading area to be identified for the equipment.
• Environmental controls like temperature control, clean power supply, fire detection & suppression system should be in place.
• Any movement of SW/HW from premises should be with prior approval only.

System development & maintenance control
• Any new software development/changes thereto should incorporate security
• All controls to be identified & agreed prior to development of information systems

Audit Policy
Purpose of the Audit Policy
Purpose of the audit policy is to provide the guidelines to the audit team to conduct an audit of IT based infrastructure system. The Audit is done to protect entire system from the most common security threats including access to confidential data, unauthorized access of the department computers, password disclosure compromise, virus infections, denial of service attacks, open ports that may be accessed by outside, unrestricted modems, etc.
Audits may be conducted to ensure integrity, confidentially and availability of information and resources. The IS Audit Policy should lay out the objective and the scope of the Policy. An IS audit is conducted to:
• Safeguard Information System Assets
• Maintain Data Integrity
• Maintain Effectiveness
• Maintain Efficiency
• Comply with organizational policies, guidelines, circulars, etc.
An IS Audit policy lays down the periodicity of reporting & authority to whom they should report. It describes the minimum qualification required to conduct audit. It defines the extent of testing to be done & identifies the areas for compliance testing. It provides a format for non-disclosure agreement/ secrecy agreement which IS auditor should sign prior to commencement of audit. It specifies the access required for auditors to carry out the audit. It defines audit working papers & their format. A documented audit program would be developed to include audit objective; scope, nature & extend of testing; procedure for collecting, analyzing & interpreting audit evidence; Identification of technical aspects, risks, processes, and transactions
 
Scope of IS Audit
The scope of IS audit is to assess the efficiency & effectiveness of internal control and the quality of performance of information system. Information System Audit will examine and evaluate the planning, organizing, & directing processes and provides a reasonable assurance to management as to whether IS Audit will help to achieve objectives and goals. 
The scope of the audit would include:
• Data security 
• Application software controls
• Technological controls
• Facilities
• People

Items to be examined by IS Auditor
• IT mission statement and agreed goals and objectives for information system activities.
• Risk assessment measures adopted in order to understand the methodology adopted by management to address risk.
• IT strategy plan & its monitoring mechanism.
• IT budget and monitoring of variances/deviations.
• IT usage policy, protection policy and their monitoring & compliance.
• Major contract approval and monitoring of performance of the supplier.
• Monitoring of performance against service level agreements
• Procedures adopted for critical system acquisition.
• Impact of internet & other external connectivity on risk to IT set up.
• Prior audit, self-assessment reports on controls, internal and external audit reports, quality assurance reports or other reports on Information System.
• Business Continuity Planning, Testing thereof and Test results.
• Compliance with legal and regulatory requirements
• Appointment, performance monitoring and succession planning for senior information system staff 

Audit working papers & documentation
Working papers should record the audit plan, the nature, timing, & extent of auditing procedures performed, and the conclusions drawn from the evidence obtained. It should include all significant matters which require the exercise of judgment, together with the auditor’s conclusion thereon, should be included in the working papers. The form and content of the working papers are affected by the nature of the engagement, the nature and complexity of client’s business, the form of the auditor’s report and the nature and condition of client’s records and degree of reliance on internal controls.

In case of recurring audits, working paper files may be classified as permanent audit files containing information of importance to succeeding audits as well and current audit files containing information relating primarily to an audit of a single period.
The permanent audit file normally includes:- organizational structure, IS policies, IT background- its origin & growth, extracts of copies of important legal documents relevant to audit, auditor’s study of the internal controls related to the information system, copies of prior audit reports and observations, management representation letters issued to the auditor, if any.
The current file normally includes: - acceptance and the scope document, audit plan and audit program, a note on the nature, timing, and extent of audit procedures performed, and the results thereof. Copies of letters/ notes exchanged with client on matters of internal control weaknesses. Conclusion reached on significant audit aspects.

Working papers are the property of the auditor. The auditor may, at his discretion, make portions of, or extracts from his working papers available to the client. The auditor should adopt reasonable procedures for custody and confidentiality of his working papers and should retain them for a period of time sufficient to meet the needs of his practice and satisfy any pertinent legal and professional requirements of record retention.
Documentation – 
♣ Planning documentation – knowing resources (availability & cost of time, people & money)
♣ Gathering information – about recipient of documentation & subject being reported
♣ Organising information – deciding what to include & how to sequence it, selecting information required by the reader, organising documents, dividing it into sections & sub sections
♣ writing the documentation – use active voice, describe the consequence of a particular reader action, designing documentation from general to specific, adhering to a consistent style, format for presentation, preparing guidelines for generating online documentation
♣ Finalising documentation – 1st step is to find a reviewer, brief him on the audience & subject; generation of glossary & index

IS Audit Process
The objective of an IS Audit is to be able to identify the controls & be able to comment upon the level of risk existing - to be able to judge if risk is within acceptable levels. To carry out an IS Audit, the auditor is required to obtain certification from a professional body like ISACA, ICAI etc & also competence (backed by work experience). In addition he needs to have a thorough understanding of the infrastructure in place & of business processes. He should identify the risk ought to be present & the risk of their not being there.

Steps in IS Audit process:
• Scope of work definition: he should not commence his work, unless scope of work is clearly defined. Usually it is defined by the management, however he may be allowed to decide based on his own risk assessment.
• Pre-Audit planning: he prepare a detailed plan for each area of work – items/controls to be verified, audit procedures to be adopted, type of sampling required, allocation of audit resource etc. 
• Audit execution – Evidence gathering: he actually carries out the audit process – test of controls /substantive tests to obtain sufficient & reliable audit evidence, interview, observation etc.
• Analysis & interpretation: analyse the data collected to draw an audit opinion/ conclusion.
• Reporting: preliminary observations are discussed with the concerned department & final report is submitted to management/appointing authority. Report should clearly bring out control weaknesses observed impact of it & suggested remedial action.
• Follow-up: generally IS Audit observations are subject to a re audit process after necessary corrective actions are taken, to ensure that control weaknesses observed are rectified.

IS Audit Report & its contents
IS Audit report is a medium through which audit findings are communicated to the management. There are no set formats for IS audit report. However in general practice, IS Audit reports broadly includes-
(i) Cover and Title Page: describe the content of the audit, department audited, name & report date. The title page may also indicate the names of the audit team members.
(ii)Table of Contents: Lists the sections and sub-sections with page numbers. 
(iii) Executive Summary: It is a concise representation of major audit findings & recommendations thereof- meant for senior management. It should not normally exceed three pages, including the recommendations.
(iv) Introduction: It should specify –
• Context: description of entity under audit, its IT environment, IT changes, result of prior IT audits, etc. 
• Purpose: describes the objective of carrying out the audit.
• Scope: lists the period under review, the areas covered & those excluded from audit process.
• Methodology: describes sampling, data collection techniques and the basis for auditors' opinions. It also lists any weaknesses in the methodology. 
(v) Findings: constitute the main part of an audit report – all observations are detailed out.
(vi)Opinion: the auditor should express an audit opinion, if the audit assignment requires so.
(vii) Appendices: It is required for the better understanding of the report. It may include statistical data, quotes from publications, documents, and references.

Level of detail should be decided based on level of risk. Higher the risk, grater should be the details.
Commentary – where an auditor finds a control in place & also certain weakness, he should report it separately. Graphical representation should be used only if it adds to the understanding of the text.
Approach to Audit of Controls
Auditor may be required to review the presence & effectiveness of key controls both at application level as well as at general level. Such control reviews involves: 
• Understanding of existing IT infrastructure & key business processes: it is possible by interacting with IT department &users, reviewing existing documents like security policies, BCP/DR documents, organisational structure charts etc.
• Obtain an understanding of key controls:  he should gain clear understanding of controls so as to test their effectiveness. Controls are classified into 3 –
· Entity wide control – general controls applicable to complete organisation
· Network/operating system/IT infrastructure level control – general controls, but little more specific.
· Application level controls – focuses on controls in specific business application software & processes
• Evaluate the level of risk: he should evaluate level of risk of control failures. He should plan the nature & timing of audit based on this assessment
• Perform audit procedures/ test of controls: test design, operation & effectiveness of various controls & form an opinion. 
· Test of Entity wide general control – use procedures like observation, enquiry, inspection, etc.
· Test of controls at Network/operating system/IT infrastructure level – they are carried out to ascertain if general controls at these levels are functioning properly.
· Test of Application level controls – verifying the presence/absence of controls at software level.
• Documentation: documentation of audit work should be of such quality that it should enable another professional to re-perform the audit & arrive at the same conclusion. It should include his understanding of IT infrastructure & controls; list of controls covered; methods, procedure & audit techniques used; evidence gathered; conclusions as to whether significant material control weakness exist.


































10. Information Technology Amendment Act 2008

Applicability: whole of India & applies to any offense / contravention here under committed outside India by any person irrespective of nationality if the act/offense/contravention involves computer, computer system, or computer network located in India

Objectives of I.T Act 2000
1. To grant legal recognition to transactions carried out by means of EDI & E-commerce in place of paper based methods of communication.
2. To give legal recognition to digital signatures for authentication of any information / matters, which requires authentication under any law.
3. To facilitate electronic filing of documents with government departments
4. To facilitate electronic storage of data
5. To facilitate & give sanction to EFT between banks & financial institutions
6. To give legal recognition for keeping of books of accounts by banker’s in electronic form
7. To amend Indian Penal Code, RBI Act 1934, Indian evidence Act 1872, & Banker’s book evidence Act 1891.

Computer Network – means the interaction of one/ more computer/computer systems/ computer device through - 
(i) the use of satellite, microwave, terrestrial line, wire, wireless, or other communication media &
(ii) Terminals / a complex consisting of two / more interconnected computers/ communication device whether/not the interconnection are continuously maintained.

Computer System – means a device/ collection of devices, including input & output support devices & excluding calculators which are non programmable & capable of being used in conjunction with external files, which contain computer programs, electronic instruction, input data & output data, that performs logic, arithmetic, data storage, & retrieval, communication control, & other functions.

Asymmetric crypto system – means a system of a secure key pair consisting of a Pvt. Key for creating a digital signature & a public key to verify the digital signature.

Data means a representation of information, knowledge, facts, concepts, or instructions which are being prepared/ have been prepared in a formalized manner, & is intended to be processed in a computer system/ computer network & may be in any form or stored internally in the memory of the computer.

Digital signature – means authentication of any electronic record by a subscriber by means of an electronic method/ procedure in accordance with the provisions of the Act (sec 3).

Chapter II – Digital signature & Electronic signature

Sec 3 – digital signature is created in 2 steps
1. The electronic record is converted into a message digest using a mathematical function known as ‘hash function’, which digitally freezes the electronic record. Any tampering with the electronic content will immediately invalidate the digital signature.
2. The identity of the person fixing digital signature is authenticated through the use of a private key. The message can be verified by anybody who has the public key corresponding to the private key.



Sec 3A – electronic signature
A subscriber may authenticate any electronic record by such electronic signature/ electronic authentication technique which is considered reliable & may be specified in the 2nd schedule.
It is considered reliable if:-
1. Signature creation data /authentication data are within the context, in which they are used, linked to signatory or as the case may be, the authenticator & no other person.
2. The signature creation data/ authentication data were at the time of signing, under the control of the signatory/ authenticator & of no other person.
3. Any alteration to the electronic signature made after affixing such signature, is detectable
4. Any alteration to the information made after its authentication by electronic signature is detectable
5. It fulfills such other conditions as may be prescribed

Chapter III – Electronic governance (sec 4-10)

Sec.4 – Legal recognition of E-records
Where law requires that any information / matter should be in typewritten/printed form then such requirement shall deemed to be satisfied if it is in electronic form & is accessible so as to be usable for a subsequent reference. 

Sec.5 – Legal recognition of E-signature
Where any law provides that information/ any other matter shall be authenticated by affixing the signature of any person, then such requirement shall be satisfied if it is authenticated by means of digital signature affixed in such manner as may be prescribed by central government.

Sec.6 – Use of electronic records & E-signature in government & its agencies
It provides that the filing of any form, application or other documents, creation, retention or preservation of records, issue, or grant of any licence or permit or receipt or payment in government offices & its agencies may be done through the means of E-form as may be prescribed by the appropriate government. The appropriate government office has the power to prescribe the manner & format of E-records & the method of payment of fee in that connection.

Sec.6A – Delivery of services by service provider
Appropriate government may for the purpose of this chapter & for efficient delivery of services to the public through electronic means, authorize by order, any service provider, to set up, maintain, & upgrade the computerised facilities & perform such other services as it may specify, by notification in official gazette.
Service provider includes individual, Pvt. Agency, Pvt. Company, partnership firm, sole proprietorship firm, or any other body/agency granted permission by appropriate government.
Appropriate government may authorize the service provider to collect, retain, & appropriate service charges as may be prescribed by appropriate government. Appropriate Gov. may fix scale of service charge to be charged & collected by service provider. It may differ for different types of services.
Sec.7 – Retention of Electronic Records
Provides that document, records, or information which is to be retained for any specified period shall be deemed to have been retained if the same is retained in E-form, provided:
1. The information there in remains accessible so as to be usable subsequently 
2. The electronic record is retained in its original format or in a format which accurately represents the information contained.
3. The details which facilitate the identification of the origin, destination, date, & time of dispatch or receipt of such electronic records are available there in.
This section doesn’t apply to any information which is automatically generated solely for the purpose of enabling an electronic record to be dispatched or received. More over it is not applicable when law expressly provides retention of information in the form of electronic records.

Sec.7A – Audit of documents etc in electronic form
Any provision relating to audit of documents, records, or information under any law, shall be applicable to any document, records, or information processed & maintained in electronic form.

Sec.8 – Publication of rules, regulations, etc in electronic gazette
Where any law requires publication of any rule, regulation, order, bye-law, notification or any other matter in official gazette, it shall be deemed to be satisfied, if published in electronic form. If published in both print & electronic form, date of publication shall be the date which was 1st published in any form.

Sec.9 
Conditions stipulated u/s 6, 7, 8 shall not grant any right to insist that document should be accepted in E-form by any ministry/ department of CG/ state Gov.

Sec.10 –Power to make rules by CG i.r.o E-signature
CG may by rules prescribe:
1. Types of electronic signature
2. Manner & format in which electronic signature shall be affixed
3. Manner / procedures which facilitates identification of the person affixing electronic signature
4. Any other matter which is necessary to give legal effect to electronic signature.

Sec.10A – Validity of contracts formed through electronic means
Where in a contract formation, the communication of proposals, the acceptance of proposals, the revocation of proposals & acceptances, as the case may be, are expressed in electronic form or by means of an electronic record, such contract shall not be deemed to be unenforceable solely on the ground that such electronic form or means was used for that purpose.

Chapter IV– Attribution, acknowledgement & dispatch of E-records (sec 11-13)

Sec.11
An electronic record shall be attributed to the originator:
1. If it was send by the originator himself
2. By a person who has the authority to act on behalf of the originator w.r.t that E-record
3. By an information system programmed by/on behalf of the originator to operate automatically

Sec.12 – Acknowledgement of receipt
1) If nothing was stipulated by the originator, acknowledgement may be given by –
a) Any communication by addressee, automated/otherwise, or
b) Any conduct of addressee, sufficient to indicate the originator that the E-record has been received.
2) If originator has stipulated that E-record shall be binding only on receipt of an acknowledgment of such E-record by him, then unless the acknowledgment has been so received, E-record shall be deemed to have been never sent.
3) If originator has not so stipulated in (2) above & acknowledgment has not been received within stipulated/agreed/reasonable time, give notice to the addressee that no acknowledgment has been received by him & specify a reasonable time by which it must be received & if no acknowledgment is received within that aforesaid time limit, he may after giving notice to the addressee, treat the E-record as though it has never been sent.

Sec.13 
Place of dispatch & receipt of E-record – principal place of business of originator & addressee respectively. If no place of business, then usual place of residence
Time 
Despatch – when E-records enters a computer resource outside the control of the originator
Receipt – 
1) When E-records enters a computer resource of the addressee
2) If addressee designed a computer resource for receiving E-records
a) At the time when electronic records enters the designated computer resource
b) If electronic record is sent to a computer resource, which is not designated, then at the time when electronic record is retrieved by the addressee.

Chapter V– Secure Electronic records & secure electronic signature (sec 14-16)

Sec.14
Where any security procedure has been applied to an electronic record at a specific point of time, then such record shall be deemed to be a secure electronic record from such point of time to the time of verification.

Sec.15 – electronic signature is deemed to be secure, if:
1. Signature creation data, at the time of affixing signature, was under the exclusive control of signatory, & no other person.
2. Signature creation data was stored & affixed in such exclusive manner as may be prescribed.
In case of digital signature, signature creation data means the private key of the subscriber.

Sec.16 
CG may prescribe such security procedures & practices for the purpose of Sec.14&15 (secure E-records & digital signature) with regard to the commercial circumstances, nature of transaction, & such other related factors as it may consider appropriate.

Chapter VI– Regulation of certifying authorities (sec 17-34)

Sec.17 – controller
CG by notification may appoint a controller of certifying authorities for the purpose of the Act, such number of Deputy/Assistant controllers, other officers, & employees as it deems fit.
Controller shall discharge his function under this Act subject to the general control & direction of CG. DC/AC shall perform the functions assigned to them by the controller under the general superintendence & control of the controller.
Their qualifications, experience, T&C of service & place of H.O & branch will be prescribed by CG.

Sec.18 – functions which controller may perform i.r.o activities of the certifying authorities (CA)
1. Exercising supervision over the activities of CA
2. Certifying public keys of CA
3. Laying down the standards to be maintained by CA
4. Specifying qualification & experience of employees of CA
5. Specifying conditions subject to which the CA shall conduct their business
6. Specifying content of written, printed/visual material/ advertisement to be distributed /used i.r.o electronic signature certificate & public key.
7. Specifying the form & content of electronic signature certificate & the key
8. Specifying the form & manner in which accounts shall be maintained by CA
9. Specifying T&C for appointment & remuneration of auditors
10. Facilitating establishment of an E-system by a CA solely/ jointly with another CA & regulation of such system
11. Specifying the manner in which CA shall conduct its business with subscribers
12. Resulting any conflict of interests between CA & subscribers
13. Laying down the duties of CA
14. Maintaining a database containing the disclosure record of every CA, accessible to public

Sec.19
Controller with previous approval of CG may grant recognition for foreign certifying authorities subject to such conditions & restrictions.

Sec.21
Any person may apply to the controller for a licence to issue electronic signature certificate
Sec.22
Licence shall not be issued unless the application is in the form prescribed by CG, accompanied by a certification practice statement, a statement including the procedures w.r.t identification of the applicant, fee not exceeding 25000 as prescribed by CG & document prescribed by CG.
Licence will be valid for such period prescribed by CG. It is not transferable/ heritable.

Sec.23
Application for renewal should be made in such form along with fee not exceeding 5000 prescribed by CG & shall be made not less than 45days before the date of expiry of validity of the licence.

Sec.24
Controller may accept/reject application after giving a reasonable opportunity of presenting his case.

Sec.25
Controller may revoke a licence on the ground of any false/incorrect material particulars in an application & also on the ground of contravention of any provision of the Act, rule, regulation, or order made there under, but after giving a reasonable opportunity to show cause. If inquiry is pending, he may suspend the licence. No suspension >10 days, unless CA has given a reasonable opportunity to show cause.

Sec.26
The notice of suspension/ revocation should be published in the database maintained by the controller & such database must be made available in a website round the clock.

Sec.27
Controller may in writing authorize any of his powers under this chapter to DC/AC/any officer.
They shall have access to any computer system, data or any material connected with such system if he has reasonable cause to suspect that a contravention has been committed.

Sec.28
Controller / any authorized officer in this behalf shall take up for investigation any contravention. They shall exercise the like powers conferred on income tax authorities by income tax Act 1961 subject to such limitation laid down under that Act.

Sec.29
If controller/ authorized person have reasonable cause to suspect any contravention shall
· Have access to computer system, apparatus, data, & any connected material
· Obtain any information/data contained in /available to such computer system
· May by order direct person in charge of that computer system/ data apparatus/ material to provide him with such reasonable technical & other assistance as necessary.

Sec.30 – Duties of certifying Authorities
Every certifying authority shall
1) Make use of HW, SW, & procedures that are secure from intrusion & misuse
2) Provide a reasonable level of reliability in its services which are reasonably suited to the performance of intended function.
3) Adhere to security procedures to ensure that the secrecy & privacy of electronic signature are assured
a) Be a repository of all electronic signature certificate issued under this Act
b) Public information regarding its practices, electronic signature certificate, & current status of such certificates, &
4) Observe such other standards as may be specified by regulation.

Sec.31
CA must ensure that every person employed/ engaged by it comply with this Act.
Sec.32
It must display its licence at a conspicuous place of the premises in which it carries on its business.

Sec.33
If the licence is suspended/ revoked, it must be immediately surrendered to the controller. If not the licensee will be guilty of an offence, & punishable with imprisonment which may extend upto 6 months or fine upto Rs.10, 000/- or both.

Sec.34 – every CA shall disclose
1. Its electronic signature certificate
2. Any certification practice statement relevant there to
3. Notice of revocation/ suspension
4. Any facts which materially / & adversely affects the reliability of any electronic signature certificate it issued/ the ability to perform CA’s services.
Where in his opinion any event occurred that has materially / adversely affect the integrity of its computer system/ conditions subject to which a electronic signature certificate was granted then he shall:
· Notify any person likely to be effected
· Act in accordance with the procedures in certification practice statement

Chapter VII– Electronic signature certificates

Sec.35 – Digital signature certification / Procedure for issuance of a digital signature certificate
An application for such certificate must be made in the prescribed form accompanied by a fee not exceeding Rs.25, 000. No digital signature certificate shall be granted unless CA is satisfied that:
1. The applicant holds the Pvt. Key corresponding to the public key to be listed in the digital signature certificate
2. The applicant holds a Pvt. Key, which is capable of creating a digital signature.
3. The public key to be listed in the certificate can be used to verify a digital signature affixed by the Pvt. Key held by the applicant.
However, no application shall be rejected unless the applicant has been given a reasonable opportunity of showing cause against the proposed rejection.

Sec.36 – A certifying authority while issuing a digital signature certificate shall certify that –
1. It has complied with provisions of the Act, rules, & regulations there under
2. It has published the digital signature or made it available to such person relying on it & the subscriber has accepted it
3. The subscriber holds a Pvt. Key corresponding to the public key, listed in the digital signature certificate
4. The subscriber holds a Pvt. Key which is capable of creating a digital signature
5. The public key to be listed in the certificate can be used to verify a digital signature affixed by the Pvt. Key held by the subscriber
6. The subscribers public key & Pvt. Key constitute a functioning key pair
7. The information contained in the digital signature certificate is accurate
8. It has no knowledge of any material fact, which if it had been included in the digital signature certificate

Sec.37 – Suspension of digital signature certificate
1. The CA may suspend such certificate if it is of the opinion that such a step needs to be taken in public interest
2.  Such certificate shall not be suspended for a period exceeding 15days unless the subscriber has been given an opportunity of being heard
3. Upon revocation / suspension, CA shall publish the notice of suspension/ revocation of a digital signature certificate

Chapter VIII– Duties of subscriber
Sec.40
Where any DSC, the public key of which corresponds to the Pvt. Key of that subscriber which is to be listed in the DSC has been accepted by a subscriber, the subscriber shall generate that key pair by applying the security procedure.

Sec.40A – Duties of subscriber of electronic signature certificate
In respect of ESC, the subscriber shall perform such duties as may be prescribed.

Sec.41 – Acceptance of digital signature certificate
1) A subscriber shall be deemed to have accepted a DSC if he publishes / authorizes the publication of DSC –
a) To one / more persons
b) In a repository or otherwise demonstrates his approval of the DSC in any manner.
2) By accepting a DSC the subscriber certifies to all who reasonably rely on the information contained in the DSC that –
a) The subscriber holds the Pvt. Key corresponding to the public key listed in the DSC & is entitled to hold the same
b) All representations made by the subscriber to the certifying authority & all material relevant to the information contained in the DSC are true.

Sec.42
Subscriber shall take all care to retain control over his Pvt. Key. If his Pvt. Key is compromised, he must communicate the fact to CA immediately. He shall be liable till he makes such communication.





Chapter IX – Penalties, compensation, & adjudication
Sec.43 
Penalty for damage to computer, computer system, etc by any of the following methods:
1. Access/secure access to such computer/computer system/network/resource
2. Downloads, copies/extracts any data, computer base/information from such computer/system/network or those stored in any removable medium
3. Introduce/ causes to introduce any computer contaminant/virus into any computer/system/network.
4. Damage/ cause to damage any computer/system/network, data, database.
5. Disrupt/ cause disruption of any computer/system/network
6. Denies/causes the denial of access to any person authorized to access any computer/system/network by any means
7. Provides assistance to any person to access any computer/system/network in contravention to provisions of this Act, rules, & regulation.
8. Charges the services availed by a person to the A/c of another person by tampering with/ manipulating the computer/system/network
9. Destroy, delete or alter any information residing in a computer resource or diminish its value/utility
10. Steal, conceal, destroy, or alters/ causes any person to steal, conceal, destroy, or alter any computer source code used for a computer resource with an intension to cause damage.
He shall be liable to pay damages by way of compensation to the person so affected. 

Sec.43A – Compensation for failure to protect data
Where a body corporate possessing, dealing, or handling any sensitive personal data/information in a computer resource which it owns, controls, or operates, is negligent in implementing & maintaining reasonable security practices & procedures & there by causes wrongful loss/ gain to any person, such body corporate shall be liable to pay damages by way of compensation to the person so effected

	1
	Fails to furnish any document, report, or return to controller, or certifying authority within specified time
	Not exceeding Rs.1.5lac for each such failure

	2
	Fails to file any return or furnish any information, books or other documents within specified time
	Not exceeding Rs.5, 000/- per day 

	3
	Failed to maintain books of accounts/ records
	Not exceeding Rs.10000/per day

	4
	For any contravention for which no separate penalty is provided
	Compensation not exceeding Rs.25000 to person affected by contravention/penalty Rs.25000


Sec.44 & 45 – Penalty for failure to furnish information, return, etc

Sec.46 & 47– Adjudicating officer
CG may appoint any officer not below the rank of Director of Gov. of India/ an equivalent officer of a state Gov possessing experience in IT & legal/judicial experience to be adjudicating officer. He shall have the powers of a civil court & all proceedings before him shall be deemed to be judicial proceeding. Where more than one adjudicating officer is appointed, CG by order specify the matter & place of their jurisdiction. He has jurisdiction on matters in which claim for injury/ damage doesn’t exceed 5crores. If it exceeds the same shall vest with a competent court. 
While deciding the quantum of compensation, the adjudicating officer shall have due regard to:
1. The amount of gain/unfair advantage, wherever quantifiable made as a result of default
2. Amount of loss caused to any person due to such default
3. The repetitive nature of the default


Chapter X – Cyber regulations Appellate Tribunal
Civil courts are barred from entertaining any cases related to cyber crime, so a tribunal is empowered to handle those.

Sec.48
The cyber regulations appellate tribunal shall consist of one person only, i.e. the presiding officer. He must be qualified to be a judge of high court or has been a member of Indian legal service for atleast 3yrs.

Sec.49-54
Cyber appellate tribunal shall consist of a chairperson & such no. of other members as CG may appoint in consultation with the chief justice of India. A person shall not be qualified to be a chairperson unless he is qualified to be a judge of high court. Other members other than judicial members should have knowledge & professional experience in IT, telecommunication, industry, management, or consumer affairs. Judicial members should be members of Indian Penal service.
CG shall appoint any other person in accordance with this Act in case of a vacancy other than temporary vacancy.
Chairperson/ members shall hold office for a period of 5yrs or till attainment of 65yrs whichever is earlier. Before appointing them, CG should satisfy itself, that he doesn’t have any financial/ other interest prejudicial affecting his functions. An officer of CG/state Gov. shall have to retire from service before joining as chairperson / member.

Sec.57 – how to appeal to an appellate tribunal
Appeal may be made by an aggrieved person against an order of adjudicating officer within 45days from date of receipt of order. No appeal shall be entertained if original order was passed with the consent of both parties. Tribunal shall pass an order after giving both parties an opportunity of being heard.

Sec.58 – Procedures & powers of cyber appellate tribunal
It has the powers of a civil court, namely,
(i) Summoning and enforcing the attendance of any person and examining him on oath.
(ii) Requiring production of documents and other electronic records.
(iii) Receiving evidence on affidavits
(iv) Reviewing its decisions.
(v) Issuing commissions for examination of witness etc.
The appellant may either appear in person or may be represented by a legal practitioner/ his employee

Sec.62
If a person is not satisfied by the judgment of tribunal, he may appeal to high court within 60days from notification received
Sec.63 – Compounding of offence
Any contravention under this Act may be compounded by the controller/ adjudication officer either before/ after initiation of adjudication proceedings subject to conditions. It provides that the sum shall not exceed the maximum amount of penalty imposed for contravention under this Act. This provision shall not apply to a person who commits the same/similar contravention within a period of 3yrs from the date on which 1st contravention was compounded.

Sec.64
Recovery of penalty will be through ceasing bank A/c, by land revenue, etc

Chapter XI – Offences
	65, 66,66E
	Tampering / hacking/violation of privacy (transmitting nude pictures of persons without their consent)
	3yrs/2lakhs/both

	66A
	For sending offensive messages through communication services
	3yrs & fine

	66B
	For dishonestly receiving stolen computer resource/device
	3yrs/1lakh/both

	66C, 66D
	For identity theft (dishonestly make use of electronic signature, password), for cheating by impersonation by using computer resources
	Imprisonment upto 3yrs & fine upto 1 lakh

	66F
	Cyber terrorism (denial of service attacks, unauthorised penetration, computer contaminant)
	Imprisonment for life

	67
	Publishing obscene information in electronic form
	1st conviction-5lakhs & 3yrs

	
	
	Subsequent – 10lakhs & 5yrs

	67A, 67B
	Publishing/transmitting material containing sexually explicit act in electronic form/ depicting children in sexually explicit act in electronic form
	1st conviction-10lakhs & 5yrs

	
	
	Subsequent – 10lakhs & 7yrs

	71, 72
	If misrepresent/suppress any material fact from controller/ CA or gain unauthorised access to electronic records, books, information, etc-breaches its confidentiality & privacy
	2yrs/1lakh/both

	72A
	Disclose any personal information accessed in the course of business, for wrongful gain
	3yrs/5lakh/both

	73
	Fraudulent publication of digital signature certificate
	2yr/1lakh/both



Sec.70A – Formation of a national nodal agency
CG by notification may designate any organisation of Gov. as the nodal agency for critical infrastructure protection. It shall be responsible for all measures including R&D relating to protection of critical information infrastructure.

Sec.70B 
CG may designate an agency to be called as Indian Computer Emergency Response Team. Its function is to collect, analyse, disseminate information on cyber incidents; forecast & alerts of cyber security incidents; emergency measures for handling cyber security incidents; co-ordination of cyber security incidents response activities; issue guidelines, procedures, etc. On any failure to comply with the provisions results in imprisonment upto 1yr / fine upto1lakh / both.

Sec.76 
Any computer, computer system, floppies, etc is related to contravention of any provisions of this Act, are liable to confiscation.

 Sec.78 – Power to investigate offences
By a police officer not below the rank of inspector shall investigate any offence under this Act.

Chapter XII– Intermediaries not to be liable in certain cases
Sec.79 – intermediaries shall not be liable for 3rd parties information or data/communication link hosted by him if he proves that the offence was committed without his knowledge/consent.

Sec.79A – CG may by notification for the purpose of providing expert opinion on electronic form evidence before any court/ other authority, specify any department, body, or agency of CG/state Gov as an examiner of electronic evidence.

Chapter XIII – Miscellaneous (sec 80-90)

Sec.80 – Power of police officer & other officers to enter, search, etc
Any police officer not below the rank of inspector / any other officer of CG/state Gov. authorized by CG in this behalf may enter any public place & search & arrest without warrant any person found therein who is reasonably suspected of having committed/ committing/ about to commit any offence under this Act.
Any person so arrested by an officer other than a police officer, such officer shall without delay, take/send the person arrested before a magistrate having jurisdiction in the case or before the officer-in-charge of a police station.

Sec.81
This Act has an overriding effect on all other laws.
Sec.81A – this Act is applicable to electronic cheque & truncated cheque subject to modification & amendments.

Sec.84A 
CG may for secure use of electronic medium & promotion of e-governance & e-commerce, prescribe modes/methods of encryption

Sec.85 – Liabilities for offences by computers
Every person who was at the time of contravention, in charge of, & was responsible for the conduct of business of the Co, as well as company shall be guilty & liable to be proceeded against & punished. If the contravention by the company was with the consent of/ due to negligence of any director, manager, secretary, or other officer of company, they shall be deemed to be guilty & liable to be proceeded against & punished accordingly.

Sec.87 – Powers of Central Gov. to make rules
CG may make rules by notifying in official/electronic gazette i.r.o:
1. Manner in which any matter may be authenticated by a Electronic signature, condition for considering reliability of electronic signature
2. Manner & format in which electronic records shall be filed/ issued. E-form in which filing, issue, grant/ payment shall be effected.
3. Type of electronic signature, manner & format in which it may be affixed
4. Security procedure for the purpose of creating same electronic record & secure electronic signature
5. Qualification, experience, T&C of service of controller, deputy/assistant controllers, adjudicating officer, as well as other officers
6. Salary, allowances, T&C of service of presiding officers, director general, other officers, & employees
7. Manner & form in which application for license to issue electronic signature certificates, period of validity of licence
8. Manner in which functions & duties of agency shall be performed
9. Guidelines to be observed by the intermediary
10. Modes/methods for encryption, etc.
It shall be laid before both houses.

Sec.88 – Cyber regulations advisory committee
It is constituted by CG & consists of a chairperson & such member of official & non-official members as CG shall deem fit. It shall advice the CG on any rules or other purpose connected with the Act, & controller in framing regulations under this Act.



Sec.89 – Power of controller to make regulations
Controller has the power to make regulations. It is to be done in consultation with the cyber regulations advisory committee along with previous approval of CG. These regulations relate to:
1. Particulars relating to maintenance of database containing disclosure record of every certifying authority
2. Conditions & restrictions subject to which controller may recognise any foreign certifying authority
3. T&C subject to which licence may be granted
4. Other standards to be observed by a certifying authority
5. Manner in which CA may make the disclosure
6. Particulars of statement to be submitted along with an application for the issue of digital signature certificate
7. Manner in which subscriber should communicate the compromise of private key to the CA

Sec.90 – Power of state government to make rules
1. Electronic form in which filing, issue, grant receipt or payment shall be effected i.r.o use of electronic records & digital signatures in Gov. & its agencies
2. Manner & format in which such electronic records shall be filed /issued & fee/charges
3. Any other matter required to be provided by rules
It shall be laid before each house of state legislature
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