Computer networks & network security
1. What is a computer network? Describe the various architectures. 
Computer Network is a collection of computers & terminal devices connected together by a communication system. The set of terminals may include large scale computers, mini computers, intelligent terminals & dumb terminals.
              The way in which individual computers, called nodes in a network interact with each other computers on the network depends on how they are organized. The scheme of organizing network is called networking architecture. There are two basic types of architecture.
i. Client server – This type of network has certain machine & devices called servers that are especially dedicated to provide various services to other computers .The most common type of client server arrangement is LAN. A client program running on one of the micro computers can request specific data from the servers. The server programs retrieve the requested data from its databases & return it to the client.
ii. Peer to Peer – In peer to peer architecture, there are no dedicated servers. All computers are equal, and are termed as peer. Normally each of the machine functions as both serve & client. This arrangement is suitable with a limited number of users.
· Architecture is simple in design & maintenance.
· Network is not totally reliant on a particular computer.
·  
2. What do you understand by network topology? Explain the different types of network topology.
The geometric arrangement of computer resources, remote devices & communication facilities is known as network structure or network topologies. Four basic network structures used are :- 
i) Star Network – It consists of centralized computer system from which the various communication channel originates . If the terminal wants to translate data among themselves it can be done by sending the data to the central computer system which in turn send them to the destination
Advantages –
1. Easy to add or remove.
2. A node failure does not bring down the entire network.

          Disadvantages – 
1. It is very expensive 
2. Failure of central computer brings down the entire
ii) Bus network :- It is most commonly used network structure especially for local area network .In this structures ,a single network cable runs in the building or campus & all the nodes are linked along the communication line. It is an example of peer to peer.
                Advantages –
1. It is less expensive .
2. It is easy to use & understand.
3. It is easy to extend.
Disadvantages – 
1. Heavy network traffic can slow a bus considerably.
2. Each connection between the two cables weakens the electric signal.
iii) Ring Network – It is decentralized network topology in which a number of nodes are arranged around in a closed loop cables. Network cables passes from one node to another until all the nodes are connected in the form of loop or ring.
          Advantages – 
1. It is more reliable.
2. It is easily extendable.
   Disadvantages – 
1. It is relatively expensive.
2. Troubleshooting is difficult.
3. Failure of one node disrupts the entire network.
iv) Mesh Network – In this structure, there is a combination of two or more network of different communication links. It is a random arrangement of computers using tele communication links.
Each computer & terminal is connected to each other by a dedicated point to point link & thus eliminates routing functions.

         Advantages -   
1. Network problems are easier to diagnose.
2. Yields the greatest amount of redundancy in the event that one of the nodes fails where network traffic can be redirected to another node.
Disadvantages – 
1. The cost of installation & maintenance is high.

3. Discuss various types of network structure & discuss their suitability?
i) Wide Area Network (WAN) – It covers a large geographical area with various communication facilities such as long distance telephone services , satellite transmission .It involves best computers & many different types of communication hardware & software . E.g. Interstate banking network ,airline reservation
Features 
· Multiple user computers connected together
· Machines are spread over a wide geographical area 
· Channels are relatively of low capacity
· Channels are relatively error prone
ii) Local Area Network (LAN )- A local area network is primarily a data transmission system intended to link a computers & associated within a restricted geographical area.
Features 
·  Multiple user computers connect together 
· Spread over a small geographical area
· Channels are relatively high speed
· Channels are relatively error free
iii) Metropolitan Area Network (MAN) – A MAN is somewhere between a LAN & WAN .The term MAN is used to refer to networks which connect systems & local area network within a metropolitan area . It is based on fire transmission technology.
Features 
· Provide high speed transmission 
· Support both data & voice
iv) Virtual Private Network (VPN ) – It is a private network that uses a public network to connect remote sites or users . Instead of using a dedicated real world connection such as leased line ,a VPN uses virtual connections routed through the internet from company’s private network to the remote site or employer.
Types 
a) Virtual Private dial up Network – It is user to LAN connection used by a company that has employees who need connect to the private network from various locations.
b) Site to site VPN – A company can connect multiple fixed sites older a public network through the use of dedicated & large scale encryption.

4. What are the components of a network?
There are five basic components in any network .
i. The sending device
ii. The communication interface device
iii. The communication channel
iv. The receiving device 
v. Communication software

5. Discuss the various factors which have contributed to the growth of local area network  &  various components of Local Area Network?
The following factors contributed to the growth of LAN—
i) Security – Security for programs & data can be achieved using the servers that are locked through software & physical means.
ii) Expanded PC usage through inexpensive workstations – Once a LAN has been set up ,it  actually costs less to accommade additional employees through diskless PCs .Existing PCs can be easily converted into nodes . 
iii) Electronic mail & message broadcasting – Electronics mail allows users to communicate more easily among themselves.
iv) Organizational Benefits- reduced costs in computers hardware ,software & peripherals & drastic reduction in time & cost of training & retraining manpower to use the system
v) Data management Benefits – Since data is located centrally on the servers it becomes easier to manage it ,as well as back it up.
Basic Components of LAN are – 
i) File server – A network file server is computer system used for the purpose of handling the file system servicing the network printers, handling network, Communication & other functions.
ii) Network Operating system – It is loaded into the servers hard disk along with the system management tools & user utilities when the system is restarted ,Network boots & the server comes under its control.
iii) Workstations – They are attached to the server through NIC & cabling .workstations are normally intelligent system such as IBM PC . 
iv) Network Interface cards – Every device connected to  a LAN needs a NIC to plug into a LAN.
v) Network Cabling – Once the server ,workstations & NIC are in place ,network cabling is used to connect everything together ,The most popular type of network cables are –
· Twisted pair wiring
· Coaxial  Cable
· Fiber Optic cables

6.  Explain the communication interface devices?
i. Network Interface cards -  It provides the connection for network cabling to servers & workstations .
ii. Modem – It stands for modulator demodulator .It is encoding –decoding devices attached between computers & communication line for transmission of data especially on the internet. 
iii. Multiplexer – This device enables several devices to share one communication line.
iv. Protocol Convertor – A protocol convertor is a set of rules required to initiate & maintains communication between sender & receiver device.
v. Bridges – The main task of a bridge computer is to receive & pass data from one LAN to another
vi. Repeaters  - They are the devices that solve the snag of signal degradation which results as data is transmitted along the various cables. 
vii. Switches & Routers – They are hardware device used to direct messages across the network.
viii. Hubs – It is a hardware device that provides common wiring point in a LAN .


7. Discuss the various data transmission techniques used in a computer network?
i) Circuit Switching –In a compunction using  circuit switching ,there is a dedicated communication path between two stations .Circuit switching is what  most of us  encounter on our home phones . we place a call or either get our destination party or encounter a busy signal 
ii)       Message switching – The computer receives all transmitted data, stores it & when an outgoing communication line is available, forward it to the receiving point.
iii) Packet Switching – It is sophisticated means of maximizing transmission Capacity network .The protocol which makes pocket switching a possibility is called TCP / IP.

8. Discuss the various functions of the communication software?
i) Access control – Linking & disconnecting the different devices , automatically dialing & answering telephones ,restricting access to unauthorized users.
ii) Network Management –Asking devices to see whether they are ready to send or receive data, queuing input & output devices, routing messages.
iii) Data & File transmission – Controlling the transfer of files, data & messages among the various devices.
iv) Error detection & message Authentication – Ensuring that the data sent was indeed the data received. 
v) Data Security - Protecting data during transmission from unauthorized access.
 
9. Discuss the various types of data communication modes?
i) Simplex –A  simplex compunction mode permits data to follow in only one direction .A terminal connected to such a line is either a send only or receive only device . 
ii) Half Duplex - Under this mode ,data can be transmitted back & forth between two stations , but data can only go in one of the two directions at any given point of time .
iii) Full Duplex –  A full duplex communication mode can simultaneously transmit & receive data between two stations .It is most commonly used communication mode .

10. Explain the types of Data Transmission? 
I) Serial Transmission –In this approach ,the bits of each byte are sent along a single path one after another serially .It is cheap & suitable for data transmission over a long distance .E.G . serial port of mouse
II) Parallel Transmission – In this approach the bits of bytes are simultaneously transmitted in parallel path as in the case of parallel ports for printers .It is faster as compared to serial transmission but not suitable for long distance.
III) Synchronous Transmission – The bits are transmitted at a fixed rate using the same clock signal between the transmitter & receiver .Messages is packed between bits placed at the beginning & end of each block .The bits that are placed at the start & end are known as synchronized bits.  
IV) Asynchronous Transmission - It uses a set of start & stop bits before & after each byte of data transmitted. 
11. What is data centers  & its  various features
A Data center is a centralized repository for the storage ,management & dissemination of data & information .Data centers can be defined as highly secure ,fault resistant facility ,hosting customer equipment that connects to telecommunication network .The purpose of data center is to provide space & bandwidth connectivity for servers in a reliable ,secure & scalable environment . 
Its various features are:- 
i) Size – Data center are characterized foremost by the size of their operations .The physical stricture containing a data center should be able to withstand the sheer weight of the servers to be installed inside.
ii) Data security –They have to be protected against intruders by controlling access to the facility & video surveillance. They should be able to withstand natural calamities & disaster.
iii) Availability of data – The goal of data center is to maximize the availability of data, & to minimize potential downtime.
iv) Electrical & power system –A data center should provide the highest power availability with uninterrupted power system (UPS)
v) Security – Physical security & system security are critical to operations.

12.  What are the constituents of a data centers.
i. Dual DG sets & Dual UPS 
ii. Heating ventilation & Air conditioning system for temperature control.
iii. Fire Extinguishers
iv. Raised flooring to avoid flood & water logging
v. Network equipments ,Network Management software 
vi. Physical security systems like security guards, Biometric devices ,Smart card ,CCTV etc.

13. What can data centers do?
i)  Database Monitoring –This is done via database agent ,which enables the availability of the database through comprehensive automated management .
ii) Web Monitoring – This is to assess & monitor website performance ,availability ,integrity & the responsiveness from a site visitor’s perspective .
iii) Back Up & restore – It provides centralized multi system capabilities .
iv) Intrusion detection system – It is the art of detecting in appropriate, incorrect or anomalous activity. The IDS is scalable so that the system grows with the organization, from smaller networks to enterprise installation.
v) Storage on demand – It provides the data storage infrastructure that supports your ability to access information at any given moments


14. List the possible threats & vulnerability?
· Fire
· Water
· Pollution
· Virus & worms
· Misuse of software & data
· Structural damages
· Energy variation like voltage fluctuation, circuit breakage ,etc .

