Chapter 8 updates by ICAI Jan 2013
8.2 SA 315 & SA 330 - will be covered in Audit class
SA 315 - Identifying & Assessing the Risk of Material misstatement through understanding the entity & its environment
http://elibrary.icai.org/readnow.php?bookid=68&page=1
SA 330 - The Auditor's response to assessed Risks http://elibrary.icai.org/readnow.php?bookid=71&page=1
8.3 
ISO 27001 – Information Security Management Standards
ISO 27001 is the international best practice and standard for an Information security Management System (ISMS). An ISMS is a systematic approach to managing confidential or sensitive information so that it remains secure (which means available, confidential and with its integrity intact). It encompasses people, processes and IT systems.
Information security is not just about anti-virus software, implementing the latest firewall or locking down the laptops or web servers. The overall approach to information security should be strategic as well as operational, and different security initiatives should be prioritized, integrated and cross- referenced to ensure overall effectiveness. An ISMS helps us coordinate all our security effects – both electronic and physical – coherently, consistently and cost-effectively.
ISO 27001 defines how to organize information security in any kind of organization, profit of non-profit, private or state-owned,  small or large. It is safe to say that this standard is the foundation of information security management. ISO 27001 is for information security; the same thing that ISO 9001 is for quality – it is a standard written by the world’s best experts in the field of information security and aims to
provide a methodology for the implementation of information security in an organization. It also enables an organization to get certified, which means that an independent certification body has confirmed that information security has been implemented in the best possible way in the organization.
Given the importance of ISO 27001, many legislatures have taken this standard as a basis for drawing up different regulations in the field of personal data protection, protection of confidential information, protection of information systems, management  of operational risks in financial institutions, etc. ISO/IEC
27001:2005, usually referred to just as ISO 27001, is the best practice specification that helps businesses

and organizations throughout the world to develop a best-in-class ISMS. The Standard was published jointly by the International Security Office (ISO) and the International Electro technical Commission (IEC). The British standard BS7799-2 was the forerunner for ISO 27001.
8.3.1. Four phases of ISMS: ISO 27001 prescribes ‘how to manage information security through a system of information security management’. Such a management  system, just like ISO 9001 or ISO 14001, consists of four phases that should be continuously implemented in order to minimize risks to the CIA of

information.
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These phases are given as follows:
 
The Plan Phase – This phase serves to plan the basic organization of information security, set objectives for information security and choose the appropriate security controls (the standard contains a catalogue of 133 possible controls).

 
The Do Phase – This phase includes carrying out everything that was planned during the previous phase.

 
The Check Phase – The purpose of this phase is to monitor the functioning of the ISMS
through various “channels”, and check whether the results meet the set objectives.

 
The Act Phase – The purpose of this phase is to improve everything that was identified as non-compliant in the previous phase.

The cycle of these four phases never ends, and all the activities must be implemented cyclically in order to keep the ISMS effective. The detail description of all these  mentioned phases is given as follows:
(i)
The Plan phase
The Plan phase consists of the following steps:
 
Determining the scope of the ISMS;
 
Writing an ISMS Policy;
 
Identifying the methodology for risk assessment and determining the criteria for
risk acceptance;
 
Identification of assets, vulnerabilities and threats;
 
Evaluating the size of risks;
 
Identification and assessment of risk treatment options;
 
Selection of controls for risk treatment;
 
Obtaining management approval for residual risks;

 
Obtaining management approval for implementation of the ISMS; and
 
Writing a Statement of applicability that lists all applicable controls, states which of them have already been implemented, and those which are not applicable.

(ii)
The Do phase
This phase consists of the following activities:
 
Writing a risk treatment plan – describes who, how, when and with what budget applicable controls should be implemented;
 
Implementing the risk treatment plan;
 
Implementing applicable security controls;
 
Determining how to measure the effectiveness of controls;
 
Carrying out awareness programs and training of employees;
 
Management of the normal operation of the ISMS;
 
Management of ISMS resources; and
 
Implementation of procedures for detecting and managing security incidents.
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(iii)
The Check phase
This phase includes the following:
 
Implementation of procedures and other controls for monitoring and reviewing in order to establish any violation, incorrect data processing, whether the security activities are carried out as expected, etc.;
 
Regular reviews of the effectiveness of the ISMS;
 
Measuring the effectiveness of controls;
 
Reviewing risk assessment at regular intervals;
 
Internal audits at planned intervals;
 
Management reviews to ensure that the ISMS is functioning and to identify
opportunities for improvement;
 
Updating security plans in order to take account of other monitoring and reviewing activities; and
 
Keeping records of activities and incidents that may affect the effectiveness of the
ISMS.

(iv)
The Act phase
This phase includes the following:
 
Implementation of identified improvements in the ISMS;
 
Taking corrective and preventive action; applying own and others’ security experiences;
 
Communicating activities and improvements to all stakeholders; and
 
Ensuring that improvements achieve the desired objectives.

8.3.2 Other standards related to Information Security: In addition to ISO 27001 (formerly BS 7799-2), ISO 27002 (formerly ISO 17799) is an “auxiliary” standard which provides more details on how to implement security controls specified in ISO 27001.
Other standards that may also be useful are ISO 27005, which describes risk assessment procedures in more details, and BS 25999-2, which gives a detailed description of business continuity management.
8.3.3 Areas of focus of ISMS: An information security management  system (ISMS) is a set of policies concerned with information security management  or IT related risks. The governing principle behind an ISMS is that an organization should design, implement and maintain a coherent set of policies, processes and systems to manage risks to its information assets, thus ensuring acceptable levels of information
security risk.
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•
Areas of focus of ISMS Pg 199 in ISCA book
–
Security Policy
–
Organizational Security
–
Asset Classification & Control
–
Personnel security
–
Physical & environmental security
–
Communications & operations management
–
Access control
–
System development & Maintenance
–
Business continuity management
–
Compliance
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8.4 
Capability Maturity Model (CMM)
Software Engineering Institute (SEI) in cooperation with Mitre corporation developed the capability Maturity Model (CMM) for Software. CMM is a model of process maturity for software development, which is an evolutionary model of the progress of a company’s abilities to develop software. The CMM presents sets of recommended practices in a number of key process areas that have been shown to enhance software process capability. The CMM is based on knowledge acquired from software process assessments and extensive feedback from both industry and government.
Many companies had been completing their projects with significant overruns in schedule and budget. The development and application of CMM helps to solve this problem. The key concept of the standard is organizational maturity. A mature organization clearly defines procedures for software development and project management. These procedures are adjusted and perfected as required.
[image: image1.png]CONtNUOUSTY i Optimizing
mproving (5)
process

Predictable Managed '

process (4)

Standard,
consistent

process

Disciplined Repeatablel
process {(2)





Page : 5
8.5 
COBIT - IT Governance Model
COBIT is an IT governance framework and supporting toolset that allows managers to bridge the gap between control requirements, technical issues and business risks.  COBIT enables clear policy development and good practice for IT control throughout the organizations. COBIT emphasizes regulatory compliance, helps organizations to increase the value attained from IT, enables alignment and simplifies implementation of the COBIT framework.
COBIT 5 is the latest edition of Information Systems Audit and Control Association’s (ISACA) globally accepted framework released in April, 2012, providing an end-to-end business view of the governance of enterprise IT that reflects the central role of information and technology in creating value for enterprises. The principles, practices, analytical tools and models found in COBIT 5 embody thought leadership and guidance from business, IT and governance experts around the world.
COBIT 5 is the business framework for the governance and management  of enterprise IT. This evolutionary version incorporates the latest thinking in enterprise governance and management  techniques, and provides globally accepted principles, practices, analytical tools and models to help increase the trust in, and value from, information systems. COBIT 5 builds and expands on COBIT 4.7 by integrating other major frameworks, standards and resources, including ISACA's Val IT and Risk IT, Information Technology Infrastructure Library (ITIL) and related standards from the International Organization for Standardization (ISO).
8.5.1 Need for Enterprises to Use COBIT 5: Enterprises depend on good, reliable, repeatable data, on which they can base good business decisions. COBIT 5 provides practices in governance and management  to address these critical business issues. COBIT 5 is a set of globally accepted principles, practices, analytical tools and models that can be customized for enterprises of all sizes, industries and geographies. It helps enterprises create optimal value from their information and technology. COBIT 5 provides the tools necessary to understand, utilize, implement and direct important IT-related activities, and make more informed decisions through simplified navigation and use. COBIT 5 is intended for enterprises of all types and sizes, including non-profit and public sector and is designed to deliver business benefits to enterprises, including:
•
Increased value creation from use of IT; user satisfaction with IT engagement and services; reduced IT-related risks and compliance with laws, regulations and contractual requirements.

•
The development of more business-focused IT solutions and services.

•
Increased enterprise wide involvement in IT-related activities.
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8.5.2  Benefits: COBIT 5 helps enterprises of all sizes to:
•
maintain high-quality information to support business decisions;
•
achieve strategic goals and realize business benefits through the effective and innovative use of IT;
•
achieve   operational   excellence   through   reliable,
efficient   application   of technology;
•
maintain IT-related risk at an acceptable level;
•
optimize the cost of IT services and technology; and
•
support compliance with relevant laws, regulations, contractual agreements and policies.

8.5.3 
Integrating COBIT 5 with Other Frameworks: COBIT 5 is based on an enterprise view and is aligned with enterprise governance best practices enabling GEIT to be implemented as an integral part of wider enterprise governance. COBIT5 also provides a basis to integrate effectively other frameworks, standards and practices used such as such as ITIL, TOGAF and ISO 27000. It is also aligned with The GEIT standard ISO/IEC 38500:2008 which sets out high-level principles for the governance of IT, covering responsibility, strategy, acquisition, performance, compliance and human behavior that the governing body (e.g., board) should evaluate, direct and monitor. Thus COBIT 5 acts as the single overarching framework which serves as a consistent and integrated source of guidance in a non-technical, technology-agnostic common language. The framework and resulting enablers should be aligned with and in harmony with (amongst others) the:
•
Enterprise  policies,  strategies,   governance  and business  plans,   and audit approaches:
•
Enterprise risk management framework; and
•
Existing enterprise governance organization, structures and processes.

8.5.4 
Customizing COBIT as Per Need: COBIT 5 can be tailored to meet an enterprise’s specific business model, technology environment, industry, location and corporate culture. Because of its open design, it can be applied to meet needs related to:
•
Information security,
•
Risk management,
•
Governance and management of enterprise IT,
•
Assurance activities,
•
Legislative and regulatory compliance, and
•
Financial processing or CSR reporting.
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8.5.5 
Five Principles of COBIT 5:
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COBIT 5 simplifies governance challenges with just five principles (shown in Fig. 8.5.1) and seven enablers.  The five key principles for governance and management  of enterprise IT in COBIT 5 taken together enable the enterprise to build an effective governance and management  framework that optimizes information and technology investment and use for the benefit of stakeholders.
Principle 1: Meeting Stakeholder Needs
Enterprises exist to create value for their stakeholders by maintaining a balance between the realization of benefits and the optimization of risk and use of resources. COBIT 5 provides all of the required
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processes and other enablers to support business value creation through the use of IT. Because every enterprise has different objectives, an enterprise can customize COBIT 5 to suit its own context through the goals cascade, translating high-level enterprise goals into manageable, specific, IT-related goals and mapping these to specific processes and practices.
Principle 2: Covering the Enterprise End-to-End
COBIT 5 integrates governance of enterprise IT into enterprise governance. It covers all functions and processes within the enterprise; COBIT 5 does not focus only on the ‘IT function’, but treats information and related technologies as assets that need to be dealt with just like any other asset by everyone in the enterprise. It considers all IT-related governance and management  enablers to be enterprise-wide and end-to-end, i.e., inclusive of everything and everyone—internal and external—that is relevant to governance and management  of enterprise information and related IT. The end-to-end governance approach that is the foundation of COBIT 5 is depicted below (in Fig. 8.5.2) showing the key components

of a governance system.
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Principle 3: Applying a Single Integrated Framework
There are many IT-related standards and best practices, each providing guidance on a subset of IT activities. COBIT 5 is a single and integrated framework as it aligns with other latest relevant standards and frameworks, and thus, allows the enterprise to use COBIT 5 as the overarching governance and management  framework integrator. It is complete in enterprise coverage, providing a basis to integrate effectively other frameworks, standards and practices used.
Principle 4: Enabling a Holistic Approach
Efficient and effective governance and management  of enterprise IT require a holistic approach, taking into account several interacting components. COBIT 5 defines a set of enablers to support the implementation of a comprehensive governance and management  system for enterprise IT. Enablers are
broadly defined as anything that can help achieve the objectives of the enterprise.
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Principle 5: Separating Governance from Management
The COBIT 5 framework makes a clear distinction between governance and management.  These two disciplines encompass different types of activities, require different organizational structures and serve different purposes.
Governance: ensures that stakeholder needs, conditions and options are evaluated to determine balanced, agreed-on enterprise objectives to be achieved; setting direction through prioritization and decision making; and monitoring performance and compliance against agreed-on direction and objectives. In most enterprises, overall governance is the responsibility of the board of directors under the leadership of the chairperson. Specific governance responsibilities may be delegated to special organizational structures at an appropriate level, particularly in larger, complex enterprises.
Management: plans, builds, runs and monitors activities in alignment with the direction set by the governance body to achieve the enterprise objectives. In most enterprises, management  is the responsibility of the executive management  under the leadership of the chief executive officer.
From the definitions of governance and management,  it is clear that they comprise different types of activities, with different responsibilities; however, given the role of governance—to evaluate, direct and monitor—a set of interactions is required between governance and management  to result in an efficient and effective governance system. Key areas of Governance and Managements is depicted in Fig. 8.5.3.
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8.5.6 COBIT 5 Enablers: Enablers are factors that, individually and collectively, influence whether something will work — in this case, governance and management  over enterprise IT. Enablers are driven by the goals cascade, i.e., higher-level IT-related goals define what the different enablers should
achieve. The COBIT 5 framework describes seven categories of enablers (shown in Fig. 8.5.4):

1.
 Principles, policies and frameworks are the vehicle to translate the desired behavior into practical guidance for day-to-day management.

2.
 Processes describe an organized set of practices and activities to achieve certain objectives and produce a set of outputs in support of achieving overall IT-related goals.

3.
 Organizational structures are the key decision-making entities in an enterprise.

4.
 Culture, ethics and behavior of individuals and of the enterprise are very often underestimated as a success factor in governance and management activities.

5.
 Information is pervasive throughout any organization and includes all information produced and used by the enterprise. Information is required for keeping the organization running and well governed, but at the operational level, information is very often the key product of the enterprise itself.

6.
 Services, infrastructure and applications include the infrastructure, technology and applications that provide the enterprise with information technology processing and services.

7.
 People,   skills  and competencies  are  linked to people  and are  required for successful completion of all activities and for making correct decisions and taking corrective actions.
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8.5.7 COBIT 5 Process Reference Model : COBIT 5 includes a process reference model, which defines and describes in detail a number of governance and management  processes. It represents  all of the processes normally found in an enterprise relating to IT activities, providing a common reference model understandable to operational IT and business managers. The proposed process model is a complete, comprehensive model, but it is not the only possible process model. Each enterprise must define its own process set, taking into account its specific situation. Incorporating an operational model and a common language for all parts of the enterprise involved in IT activities is one of the most important and critical steps towards good governance. It also provides a framework for measuring and monitoring IT performance, providing IT assurance, communicating with service providers, and integrating best management  practices.
8.6 CoCo from Slide in class
•
COCO (Criteria of Control) is a “Guidance of Control” report produced in 1999 by CICA to translate COSO into practical, implementation activities

•
COCO describes internal control as actions that foster the best result for an organization. These actions, which contribute to the achievement of the organization’s objectives, focus on:
–
effectiveness and efficiency of operations;
–
reliability of internal and external reporting;
–
compliance with applicable laws and regulations and internal policies.
•
Advantages –

–
Effective internal control provide a reasonable assurance, but not a guarantee, that an organization’s objectives will be met.
–
In a large organization, a focus on internal control should encourage greater standardization of processes.
–
Implementing effective internal control does not necessarily involve extra costs.
•
Disadvantages

–
Internal control cannot ensure that objectives will be met.
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8.7 
ITIL (IT Infrastructure Library) Summary from slide in class
•
ITIL v3 – Information Technology Infrastructure Library
•
V3 to V2 of ITIL brought with it an important change of emphasis, from an operationally focused set of processes to a mature service management set of practice guidance.
•
ITIL V3 focuses on
   Service Strategy - provides guidance on leveraging service management capabilities to effectively deliver value to customers and illustrate value for service providers
   Service Design – provides guidance on combining applications, systems infrastructure
& processes, along with suppliers and partners,  to present feasible service offerings
   Service Transition – provides guidance on the development and improvement of capabilities for transitioning new and changed services into operations
   Service Operation – provides guidance on supporting operations by means of new models and architectures such as shared services, utility computing, web services, and mobile commerce
   Continual Service Improvement  - provides guidance on the measurement of service performance through the service life-cycle, suggesting improvements to ensure that a service delivers the maximum benefit.
The Information Technology Infrastructure Library (ITIL) is a set of practices for IT Service Management (ITSM) that focuses on aligning IT services with the needs of business. In its current form (known as ITILv3 and ITIL 2011 edition), ITIL is published in a series of five core publications, each of which covers an ITSM lifecycle stage. ITIL describes procedures, tasks and checklists that are not organization-specific, used by an organization for establishing a minimum level of competency. It allows the organization to establish a baseline from which it can plan, implement, and measure. It is used to demonstrate compliance and to measure improvement.
Although the UK Government originally created the ITIL, it has rapidly been adopted across the world as the standard for best practice in the provision of information technology services. As IT services become more closely aligned and integrated with the business, ITIL assists in establishing a business

management  approach and discipline to IT Service Management, stressing the complementary aspects

of running IT like a business. Service Management is a set of specialized organizational capabilities for providing value to customers in the form of services. The core of Service Management is transforming resources into valuable services.
ITIL V3 represents  an important change in best practice approach, transforming ITIL from providing a good service to being the most innovative and best in class. At the same time the interface between old
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and new approaches is seamless, making adoption simple for those experienced in ITIL V2. ITIL V3 makes the link between ITIL's best practice and business benefits both clearer and stronger. Based on a core of five titles, the changes in ITIL V3 reflect the way IT Service Management has matured over the past decades and change the relationship between IT and business. Whereas previously ITIL worked to align Service Management with business strategy, ITIL V3 integrates into a single lifecycle.
This release of ITIL brought with it an important change of emphasis, from an operationally focused set of processes to a mature service management  set of practice guidance. It also brought a rationalization in the number of volumes included in the set, which now comprises the following:
•
Service Strategy,
•
Service Design,

•
Service Transition,
•
Service Operation, and
•
Continual Service Improvement.
8.7.1  Details of the ITIL Framework: Details of these aforementioned volumes are given as follows:
•
Service Strategy: Service Strategy deals with the strategic management approach in respect of IT Service Management; strategic analysis, planning, positioning, and implementation relating to service models, strategies, and strategic objectives. It provides guidance on leveraging service management capabilities to effectively deliver value to customers and illustrate value for service providers.
The Service Strategy volume provides guidance on the design, development, and implementation of service management, not only as an organizational capability, but also as a strategic asset. It provides guidance on the principles underpinning the practice of service management to aid the development of service management policies, guidelines, and processes across the ITIL Service Lifecycle. Service Strategy decisions have far- reaching consequences including those related to delayed effect.

Topics include the development of markets, internal and external, service assets, service catalog, and implementation of strategy through the Service Lifecycle; setting objectives and expectations of performance towards serving customers and market spaces, and to identify, select, and prioritize opportunities. Assisting an organization to position itself to deal with the costs and risks associated with its service portfolios, establishing both operational effectiveness and distinctive performance.

•
Service Design: Service Design translates strategic plans and objectives and creates the designs and specifications for execution through service transition and operations. It provides guidance on combining infrastructure, applications, systems, and processes, along with suppliers and partners, to present feasible service offerings.

The Service Design volume provides guidance on the design and development of services and service management processes. It includes design principles and methods for converting strategic objectives into portfolios of services and service assets. Service Design is not limited to new services and includes the changes and improvements
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required to maintain or increase value to customers over the lifecycle of services, taking into account the continuity of services, conformance to standards and regulations and achievement of service levels. It also provides guidance on the development of design capabilities for service management.

•
Service Transition: Service Transition provides guidance on the service design and implementation, ensuring that the service delivers the intended strategy and that it can be operated and maintained effectively.

The Service Transition volume provides guidance on the development and improvement of capabilities for transitioning new and changed services into operations. Guidance is provided on how the requirements of Service Strategy encoded in Service Design are effectively realized in Service Operation, whilst controlling the risks of failure and disruption. It combines the processes in Release, Program and Risk Management and sets them in the practical context of Service Management.

Service Transition provides guidance on managing the complexity of changes to services and service management processes to prevent undesired consequences whilst permitting for innovation. It provides guidance on transferring the control of services between customers and service providers.

•
Service Operation: Service Operation provides guidance on the management of a service through its day-to-day production life. It also provides guidance on supporting operations by means of new models and architectures such as shared services, utility computing,
web services, and mobile commerce.

This volume presents practices in the management of service operations and includes guidance on achieving efficiency and effectiveness in the delivery and support of services to ensure value for the customer and the service provider. Service operations ultimately fulfill the strategic objectives, which make it a critical capability. Guidance is provided on techniques to maintain service operations stability whilst allowing for changes in design, scope, scale, and service levels.

Service Operation provides detailed guidelines on processes, methods, and tools in addressing the proactive and reactive control perspectives. Managers and practitioners are provided with knowledge; enabling them to make better informed decisions in areas such as managing the availability of services, controlling demand, optimizing capacity utilization, scheduling of operations, and fixing problems.

•
Continual Service Improvement: Continual Service Improvement provides guidance on the measurement of service performance through the service life-cycle, suggesting improvements to ensure that a service delivers the maximum benefit.

This volume provides guidance on creating and maintaining value for customers through improved design, introduction, and operation of services. It combines principles, practices, and methods from change management, quality management, and capability improvement to achieve incremental and significant improvements in service quality, operational efficiency, and business continuity.
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It provides guidance on linking improvement efforts and outcomes with service strategy, design, and transition, focusing on increasing the efficiency, maximizing the effectiveness and optimizing the cost of services and the underlying IT Service Management processes.

8.10  SA 402 (Revised) formerly SAS 70
Audit Considerations Relating to an Entity using Service Organization, SA 402 is a revised version of the erstwhile Auditing and Assurance Standard (AAS) 24, "Audit Considerations Relating to Entities Using Service Organizations" issued by the ICAI in 2002. The revised Standard deals with the user auditor's responsibility to obtain sufficient appropriate audit evidence when a user entity uses the services of one or more service organizations. SA 402 also deals with the aspects like obtaining an understanding of the services provided by a service organization, including internal control, responding to the assessed risks

of material misstatement, Type 1 and Type 2 reports, fraud, non-compliance with laws and regulations and uncorrected misstatements in relation to activities at the service organization and reporting by the user auditor.
This SA is effective for audits of financial statements w.e.f. April 1, 2010. Details of this standard are discussed in the study material of Advance Auditing paper at final level of CA Curriculum.
•
SA 402 – Audit Considerations Relating to Entity using Service Org from Slide
–
An internationally recognized auditing standard developed by the AICPA (American
Institute of Certified Public Accountants)
–
A SAS 70/SA 402 audit implies that a service organization has been through an in-depth audit of their control activities(IT control) & related processes

–
Can only be performed by an independent licensed firm (CPA)
–
2 Types of reports:
•
A Type I report – Details the design of controls in place at a specific time (e.g.

June 30 2012)

•
A Type II report – Details the design & effectiveness of controls in place for a period of time (e.g. Jan 1 2012 to June 30 2012)

–
Benefits to Service Organization – demonstrates the establishment of effectively designed control objectives & control activities

–
Compliance with regulatory requirements, can be used for other org.
–
Benefits to User Organization – receive valuable information regarding the service organizations controls & their effectiveness activities
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Chapter 5 updates by ICAI Jan 2013
Definitions:

1. Asset : Asset can be defined as something of value to the organization. e.g., information in electronic or physical form, software systems, employees. Irrespective the nature of assets themselves, they all have one or more of the following characteristics:
•
They are recognized to be of value to the organization
•
They are not easily replaceable without cost, skill, time, resources or a combination
•
They form a part of the organizations corporate identity, without which, the organization may be threatened
•
Their Data classification would normally be Proprietary, Highly confidential or even Top Secret
It is the purpose of Information Security Personnel to identify the threat against the risks & the associated potential damages to, and the safeguards of Information Assets.
2. Vulnerabilities – is a weakness in the safeguard or security of the system that  exposes information system to various threats. Simply, Vulnerability can be referred as weakness of the software, which can be exploited by attackers. Vulnerabilities can originate from flaws on the software's design, defects in its implementation, or problems in its operation. Some experts also define 'vulnerabilities' as opening
doors for attackers. Normally, vulnerability is a state in a computing system(or set of systems), which must have at least one condition out of the following:
•
'Allows an attackers to execute commands as another user' or
•
'Allows an attackers to access data that is contrary to specified access restricted for that data' or
•
'Allows an attackers to pose as another entity' or
•
'Allows an attacker to conduct a denial of service'
3. Threat - Any entity, circumstance, or event with the potential to harm the software system or component through its unauthorized access, destruction, modification, and/or denial of service is called a threat. A threat is an action, event or condition where there is a compromise in the system, its quality
& ability to inflict harm to the organization.
Threat has the capacity to attack on a system with the intent of harm. It is often to start threat  modeling with a list of known threat & vulnerabilities found in similar systems. Every system has data, which is considered to be a fuel to drive a system, data is nothing but assets. Assets & threats are closely correlated. A threat cannot exist without a target asset. Threats are typically prevented by applying
some sort of protection to assets.
4. Attack - An Attack is an attempt to gain unauthorized access to system's services or compromise the systems dependability. In software terms, an attack is a malicious intentional fault, usually an external fault that has the intent of exploiting vulnerabilities in the targeted software or system.
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5. Risk - Risk can be defined as the potential harm caused if a particular threat exploits a particular vulnerability to cause damage to an asset, and risk analysis is defined as the process of identifying security risks & determining their magnitude & impact on an organization. Risk assessment include the following steps:
•
Identification of threats & vulnerabilities in the system
•
Potential impacts or magnitude of harm that a loss of CIA, would have on enterprise operations or enterprise assets, should an identified vulnerability be exploited by a threat &

•
The identification & analysis of security controls for information system
6. Countermeasure - An action, device, procedure, technique or other measure that reduces the vulnerabilities of a component or system is referred to as countermeasure. For example, well known threat "spoofing the user identity", has two countermeasure:
•
Strong authentication protocols to validate users &

•
Passwords should not be stored in configuration files instead some secure mechanism should be used
7. Risk Assessment - Risk assessment is the determination of quantitative or qualitative value of risk related to  a concrete situation & a recognized threat.
5.2 - Common threats in a computerized environment:
(MP - MD Doctor CPA...)
a. Errors & Omissions: Errors & Omissions are important threats to data & system integrity. These errors are cause not only by data entry clerks, processing of hundreds of transactions per day, but also by all types of users, who create & edit data. Many programs, especially those designed by users for personal computers lack quality control measures. However, even the most sophisticated programs cannot
detect all types of input errors & omissions. A sound awareness & training program can help an organization to reduce the number & severity of errors & omissions.
5.2.1 - Threats due to Cyber crimes:
(MP - SOFTDEV)
a. Denial of Service (DoS): An action or series of actions that prevents access to a software system by its intended/unauthorized users or cause delay of its time-critical operations or prevents any part of the system form functioning is termed as 'DoS'. There can be disruption or degradation of service that is

dependent on external infrastructure.
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5.3 Risk Management:
Risk Management is the process of identifying vulnerabilities & threats to the information resources used by an organization in achieving business objectives & deciding what countermeasures (safeguards

& controls), if any, to take in reducing risk to an acceptable level (i.e.: residual risk), based on the value
of the information resources to the organization.
Effective risk management begins with a clear understanding of the organizations appetite for risk. This drives all risk management  efforts and, in a IT context, impacts future investments in technology, the extent to which IT assets are protected  & the level of assurance required.
5.7 Risk Mitigation:
The ultimate purpose of risk identification & analysis is to prepare for risk mitigation. A systematic reduction in the extent of exposure to a risk and/or likelihood of its occurrence is termed as "Risk Mitigation". Typically, in cases of risk mitigation, there is a particular threshold that is acceptable below which the risk is attempted to be mitigated. Factor or casual analysis can help to relate characteristics of an event to the probability & severity of the operational losses. This will enable the organization to decide whether or not to invest in information system or people(hazards) so events (frequency) or the effects of events(severity) can be minimized.
5.7.1 Common Risk Mitigation Techniques:
A Risk mitigation strategy is an organizations plans for how it will address its identified risks. Creating & implementing mitigation strategies is one of the most effective ways to protect an organizations information assets, and is nearly always more cost effective than repairing the damage after a security
incident.
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