CONTROL & OBJECTIVES
i. WHAT IS A CONTROL? 
· Checks or management tools which are implemented to ensure that process or system will work as per its intended purpose
· Types of control systems:
A. 
1. System development & acquisition controls
2. Control over system implementation
3. Control over system & program changes
4. Application controls
5. Logical access controls
6. Physical access controls
7. Environmental controls
· 
· Classification controls:
1. General Controls: those controls which are applicable to overall system components, processes & data for a given organization or systems environment. Include data centers & networking operations, system development & acquisition, system change & maintenance access & computer processing.
2. Application Controls: those controls that are applicable to individual accounting subsystems such as payroll or accounting payable.

ii. IMPORTANCE OF CONTROL
1. Information is an important resource
2. Increasing threats of various types to IS
3. Increasing need for regulatory compliance
4. IS is a set of integrated resources
5. Growing importance, education & awareness of information security & controls

iii. EFFECTS OF COMPUTERS ON INTERNAL AUDIT
· Finance & accounting system has become more automated
· Changed the ways auditors used to carry out auditing
· Changed audit style from manual audit to audit around computers, & then to audit through computers 







Impact of computers in preparation & maintenance of financial books & reports:
Changes in audit trail & audit evidence: Reasons of changes in audit trail in computerized ARE compared to manual system:
· 
1. Data retention & storage
2. Absence of input documents
3. Lack of visible audit trail
4. Lack of visible output
5. Audit evidences
6. Legal issues


Changes in internal control environment: Following are used in both manual & computerized systems:
· 
· Personnel
· Segregation of duties
· Authorization procedures
· Record-keeping
· Access to assets & controls
· Management & supervision & review


Following is the difference between manual & computerized systems:
· Concentration of programs & data
· New causes & sources of error:
· System-generated transactions
· Systematic errors
· New audit procedures:

iv. RESPONSIBILITIES FOR IMPLEMENTING CONTROLS
Separately assess adequacy of internal controls over
Information systems consistent with security policy

Assess adequacy of internal controls in programs & operation

Developing & implementing appropriate cost effective internal controls





Regularly report on internal control through management assurance statement
Take corresponding corrective
actions

Identify the needed documents










v. CONTROL OBJECTIVES FOR INFORMATION RELATED TECHNOLOGY (COBIT)
· COBIT is a set of best practices or framework for IT management created by Information Systems Audit & Control Association (ISACA) & IT Governance Institute (ITGI) in 1996.
· COBIT provides framework for:
· 
· Management
· Users
· Auditors
· COBIT provides a set of generally accepted indicators, processes & best practices to assist them in maximizing benefits derived through use of IT
· [bookmark: _GoBack]It helps in appropriate IT governance & controls in a company.
· Provides balance between risk & control investment in the IS environment
· COBIT framework addresses issues of controls effectiveness from three dimensions:
· 
· Business objectives
· IT sources
· IT processes


vi. IS CONTROL TECHNIQUES
· Control framework primarily divides controls into 3 categories:
· Accounting controls
· Operational controls
· Administrative controls
· COSO’s Objectives for organizations:
· Reliability of financial reporting
· Effectiveness & efficiency of operations
· Compliance with applicable laws & regulations
Auditor’s categorization of controls:
· Preventive Controls: designed to an error or malicious activity in system. Devised by understanding probable threat, understanding vulnerabilities & exposure of assets for threats & finding necessary preventive controls to avoid probable threats.
· Detective Controls: used to detect errors or malicious activities in system. Devised by having clear understanding of lawful activities, using preventive controls & establishing detective controls which report unlawful activities.
· Corrective Controls: designed to reduce impact of errors or malicious activities by correcting errors & avoiding malicious activities in future. Help to minimize impact of threats or problems, rectify issues & modify processing system to minimize future occurrence of problems.
· Compensatory Controls: where organizations can’t implement preventive controls, compensatory controls are used.

vii. AUDIT TRAILS
· Audit trails used as detective controls.
· Logs that can design to record user activities on system & applications.
· Help to accomplish security policy
· Objectives of audit trail:
· Detecting unauthorized access to system
· Reconstruction of events
· Personal accountability

viii. SYSTEM DEVELOPMENT & ACQUISITION CONTROLS
· There are 3 major threats to system development & acquisition:
· May consume excessive time & resources
· May not be developed as per requirement
· May contain unauthorized/ fraudulent instructions
· Following components can be uses to protect system from above problems:
· Developing strategic master plan
· Use project control techniques:
· System authorization
· User involvements
· Technical design & Testing
· Internal auditor’s involvement
· User acceptance & testing
· Proper data processing schedules
· Measuring system performance:
· Response time
· Utilization
· Stress test
· Throughput
· Post-implementation review

ix. CONTROLS OVER SYSTEM IMPLEMENTATION
· Once system is developed & ready, User Acceptance Test is carried out. Its aim is to confirm that:
· User requirement specifications are met
· Operational documentation is accurate, comprehensive & usable
· Helpdesk & other ancillary functions are properly operating
· Back-up & recovery procedures will work effectively
· Acceptance testing includes:
· Performance testing
· Volume testing
· Stress testing
· Security testing
· Procedure testing
· Back-up & recovery
· Parallel operation
· Auditor’s validations for user acceptance & testing:
· Auditor has to ensure & verify that:
· An acceptance test plan has been drawn up
· A manager with adequate authority has been appointed to handle proceedings
· Testing is working in actual environments
· Proper data conversion plan has been developed considering all material issues
· Adequate controls exist to prevent unauthorized changes from being made
· Proper resources are available
· Responsibility allocation is complete
· Ensure that end-users are fully involved
· Post-implementation review (PIR):
PIR must evaluate whether the implemented system has met its:
· Business objectives
· User expectations
· Technical requirements





x. CONTROLS OVER SYSTEM & PROGRAM CHANGES
· Following controls should be used for control over system & program changes: 
· Change management controls
· Authorization controls
· Documentation controls
· Testing & Quality controls

xi. CONTROLS OVER DATA INTEGRITY & SECURITY
· Information classification is done as per level of sensitivity of information. Information is to be classified under:
· Top secret
· Highly confidential
· Proprietary
· ‘for internal use’
· Public documents
· Data integrity aims to prevent, detect & correct errors in transactions as they flow through various stages of data processing. Further, data integrity helps protect data from malicious or accidental data alteration or destruction & provide assurance about quality & integrity of information to the users.
There are 6 data integrity controls:
1. Source data controls
2. Input validation routines
3. Online data entry controls
4. Data processing & storage controls
5. Output controls
6. Data transmission controls

xii. ACCESS CONTROLS
IS has two types of access:
· Logical access
· Physical access

xiii. LOGICAL ACCESS CONTROLS (LAC)
· Objectives:
· Only Authorized access to system
· Restrict users to only authorized transactions
· Restricted access of network to authorized only
· Protecting system from malicious programs & viruses
· Helps to protect integrity of application & data
· Types of Logical Access Paths:
· Online terminals
· Operation console (directly connected to servers)
· Dial-up ports
· Telecommunication links
· Batch processing
· Possible exposures/ revelations in losses:
· Technical exposures
· Asynchronous exposures (attacks)
· Loss of exposures
· LAC violators:
· Hackers
· IS Personnel
· End users
· Former employees
· Interested or educated outsiders
· Competitors & crackers
· Part-time & temporary personnel
· Types of LAC:
· Using User-id & password
· Using access control
· Using data encryption
· Using firewall
· Using network monitoring
· Access of Control mechanisms:
· Identification & authentication 	
· Authorization
· Audit of LAC: Role of IS auditor:
· Review relevant documents relating logical access & associated risks
· Review potential unauthorized access paths
· Review working of various logical access controls
· Review password policy of organization

xiv. PHYSICAL ACCESS CONTROLS
· Reasons of physical access violations:
· Abuse of data processing resources
· Embezzlement or fraud
· Blackmailing or revenge
· Damage to equipment’s & resources
· Theft of equipment’s & resources
· Public disclosure of sensitive information
· Physical access violations are mostly done by:
· Ignorant employees
· Former employees
· Striking employees
· Interested or informed outsiders
· Audit of physical access controls:
· Assess various threats & risks to facilities
· Review controls used to avoid these threats & risks
· Observe & test controls to protect hardware facilities, computer terminals

xv. ENVIRONMENTAL CONTROLS
· Primarily due to elements of nature.
· Common environmental threats are:
· Fire damage
· Water damage/ flooding
· Power strike
· Electrical shock
· Natural disasters
· Equipment failure
· AC failure
· Bomb threat/ attack

xvi. SECURITY CONCEPTS & TECHNIQUES
· Cryptosystems
· Data encryption standards
· Private key encryptions
· Public key infrastructure
· Firewall

