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  Chapter 5 

     Risk assessment methodologies 
and applications 

 
A. 
 Seeks to identify which business processes & resources are critical to business, 
RISK ASSESSMENT: 

 
 What threats or exposure exists that can cause unplanned interruption of 

business processes. 
 
 
 
 
 
 
 
 
 

B. 

RISK: 

RISK,THREATS, EXPOSURE & VULNERABILITY: 

-- It is likelihood that an organisation would face vulnerability becoming harmful. 

-- These risk creates gap between need to protect system & degree of protection 
applied. 

--  The gap is caused by: 

 -> Devolution of management & control 

 -> Interconnectivity of systems 

 -> Elimination of distance, time and space as constraints 

 -> Technology usage is more 

  

COMPONENTS OF 

RISK ASSESSMENT 
DATA COLLECTION:  Includes a comprehensive 

list of business processes. 

RISK ANALYSIS:   Involves threat identification 
& risk mitigation. 

CODE TO REMEMBER: D.I.E.T. 
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Threat: 

-- It is an action, event or condition where there is compromise in the quality and 
ability to harm the organisation. 

--  It is a circumstance with the potential to cause harm to an information system of 
the organisation. 

 

 

  

 

   

 

VULNERABILITY: 

--  It is the weakness in the system safeguard that exposes 
system to THREATS. 

-- For instance, vulnerability may be poor access control 
system allowing the personnel to alter/modify the 
records. 

 

EXPOSURE: 

-- It is the extent of the loss to the organisation when a risk materialised (occurs). 

-- For instance, loss of business, loss of reputation, violation of the privacy etc.  

 

 

LIKELIHOOD:  

--  It is the estimation of probability that threat will succeed in 
achieving undesirable threat. 

 

 

 

VULNERABILITIES     Exploits  

ATTACKS 

RISK     Leads to  
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ATTACK: 

-- It is the set of action designed to compromise confidentiality, integrity & availability 
of an information system. 

-- RESIDUAL RISK: Any risk remaining after the counter measures are analysed & 
implemented. 

  

C. 

Any type of computerised environment depends upon the people. Threats are 

therefore likely to arise if there is dependency on external agencies for 

maintaining IT assets.  

THREATS TO THE COMPUTERISED ENVIRONMENT: 

IT computing services depends on various vendors & service 

vendors. A few common threats to the computerised environment are: 

 

For better understanding I am here by dividing the threats into 3 

categories: 

                        POINTS EXPLANATION 
TECHNOLOGICAL REASONS (C.M.-P.E.T.) [ chief minister ka PET ] 

Communication Failures In case of communication failure, an 
organisation will not be able to transfer 
data. 
     In case an enterprise depends on 
PUBLIC communication lines, such failure 
will have direct
 

 impact on their operations.  

Malicious Code 
Malicious code i.e. computer viruses, 
worms may affect the organisation & 
business network. 
 

Power Failure 
Power failure can cause disruption of 
ENTIRE computer equipments as these 
depend on POWER SUPPLY. 
 

Errors 
Errors may result from technical reason or 
negligence.  
           For instance, while communicating with 
outside network it might possible that certain 
parameters to be “DENIED” but are “ALLOW” 
then organisation network is more prone to 
attacks. 
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Technological Failure 
Information technology facilities might be 
unavailable due to technological failure. 
                          Due to such failure, the 
infrastructure may not be available for 
working. This downtime considerably 
affects the critical business processes. 
 

TECHNOLOGICAL REASONS : P.A.D. 

Power Failure 
Power failure can cause disruption of 
ENTIRE computer equipments as these 
depend on POWER SUPPLY. 
 

Abuse of access privilege 
by employees 

Company may provide privileges to its 
employees to access & execute applications.              
             However it might be possible that 
they take undue advantage
 

  

Dissatisfied Employees A dissatisfied customer may turn into threat 
for the organisation since it may have access 
to critical/sensitive information.  
 

   

D. 

                        POINTS 

THREATS DUE TO CYBER CRIME: 

EXPLANATION 
CODE TO REMEMBER : S.O.F.T. -  D.E.V. 

Sabotage It is deliberate damage, alteration or 
modifications of electronic files, data, web 
pages and programs  
 

Other This includes several reasons i.e. intrusion, 
breaches, compromise of respondent’s 
computer network. 
 

Fraud It occurs when there is intentional 
misrepresentation of information in order 
to deceive others. 

Theft It refers to illegal obtaining of : 
-- Designs, plan, blueprints 
-- codes, formulas, trade secrets etc. 

Denial of Services There can be disruption of services due to 
dependency of EXTERNAL INFRASTRUCTURE. 
                  Denial of service is caused by ping 
attacks, excessive incoming data etc. 
 

Embezzlement  It is unlawful representation of money, by 
the person to whom the same thing was 
entrusted. 
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Virus A computer virus is computer program that 
can copy itself & infect a computer 
without the knowledge of the UESERS. 
 

 

E. 
 

RISK ASSESSMENT: 

 It serves as FOUNDATION FOR AVOIDING OF DISASTERS. 

 Through risk analysis, it is possible to identify, assess & mitigate risk. 

 Following is the risk analysis framework 

  

 

 

 

 

 

 

 

¥ It is analysis of THREATS to resources & determining amount of 
protection needed to adequately safeguard the RESOURCES.  

Some more details on RISK ASSESSMENT: 

 

¥ Risk assessment is useful technique to assess risk involved in : 
  Unavailability of information. 

  Identify exposures & develop recovery procedures  

 

¥  Areas to be focussed upon: 

 

 

 

  

 

CODE TO REMEMBER: P.C. - I.R.I. - E.D. 

Police Come ----- I  Run I ----- Excise Duty 
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A. Prioritisation: 
 All applications which are critical are to be identified. 

 Each critical application is reviewed to assess IMPACT on 

organisation 

 This helps in developing appropriate recovery plan. 

 
B. Critical application identification: 
 Amongst the applications, critical applications identified. 
 Further analysis is done to point out CRITICAL specific jobs  
 
 

C. Impact assessing: 
 Business continuity plan must also focus on the other functions together 

with the business disruption. 
 Areas to be considered: 

A. Legal liabilities  
B. Interruption of customer services 
C. Possible Losses 
D. Likelihood of  fraud/ recovery procedures. 

 
D. Recovery time determination: 
 Critical Recovery time = Time in which business 

processing must resumed. 
 This critical time depends upon NATURE OF 

OPERATIONS. 
 Involves involvement of END USERS to determine critical functions & their 

recovery time period.  
 

E. Insurance coverage: 
 Information system policy must be MULTI-PERIL policy,  
 i.e. must provide various types of coverage. 
 List is as follows: 

                                                                          
Hardware  
 
 

   
 
 
 
 

                                           
  Errors &  
 Omission     
 

 
 
 
 
                                    

The equipments should be 
covered adequately. Provision to 
be made for the replacement of 
the equipments. 

 

This covers liability arising out of 
ERROR & OMISSION committed by 
System analyst, programmers & 
other personnel. 
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F. Exposure identification: 
 It is not possible to precisely estimate the occurrence of DISASTER, 
 So it needs some estimation of occurrence. 
 

G. Development of recovery plan: 
 The plan should be designed to provide for RECOVERY 

from total destruction. 

  

  

F. 

CLASSIFICATION OF RISK =    SYSTEMATIC RISK   +   UNSYSTEMATIC RISK 

RISK MANAGEMENT: 

  

                

 

I AM HEREBY EXPALINING THE DIFFERENCE BETWEEN THE SYSTEMATIC & UNSYSTEMATIC RISK 

                                       
    Software                                
Reconstruction  
     

  
 
 
 
 
 

                                           
         Fidelity                                          
       Insurance  

                               
Extra Expense  
 
 

 
 
 
 

                                        Media  
                                     Transport  

                                     
     Business                                 
  Interruption  
 

  
 
 
 
 

                                    
      Valuable                             
papers & records 

This covers act of the employees, 
in case where own computers are 
used to provide service to clients. 

It includes programming cost for 
recreating the software is to be 
covered. 

This cost includes COST FOR 
continuing the OPERTIONS till 
original facility is restored. 

Potential damage to MEDIA while 
bring transported to OFF SITE 
storage premises. 

This applies to entity performing 
OUTSOURCED JOBS OF CLIENTS.  

The actual cost of VALUABLE 
PAPERS & RECORDS stored in 
insured premises. 
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http://www.google.co.in/imgres?q=fidelity+insurance&um=1&hl=en&biw=579&bih=410&tbm=isch&tbnid=cmzdebJnBPIYgM:&imgrefurl=http://mylife2insurance.blogspot.com/2011/01/fidelity-insurance.html&docid=Owl7oYS4r9JqwM&imgurl=http://3.bp.blogspot.com/_9TnZrf7okg4/TTCCqZathPI/AAAAAAAAAEw/OerqyAUTL6w/s400/mylife2insurance2222.jpg&w=400&h=267&ei=jgkpT9ufHbPb4QTSq4XrAw&zoom=1�
http://www.google.co.in/imgres?q=business+interruption&um=1&hl=en&biw=579&bih=410&tbm=isch&tbnid=mi6V8nKY7ByQWM:&imgrefurl=http://besttoriskmanagementbook.blogspot.com/2012/01/business-interruption-book-coverage.html&docid=yObX4wLaxrPabM&imgurl=http://ecx.images-amazon.com/images/I/51fAoW0NZ2L.jpg&w=359&h=500&ei=4gkpT_XzFobS4QShlOnTAw&zoom=1�
http://www.google.co.in/imgres?q=valuable+papers+and+records&start=12&um=1&hl=en&sa=X&biw=842&bih=410&tbm=isch&tbnid=KKz_eRauU2OTGM:&imgrefurl=http://www.adjustersinternational.com/AdjustingToday/ATfullinfo.cfm?pdfID=3&docid=glnPyttrDpCZaM&imgurl=http://www.adjustersinternational.com/AdjustingToday/images/atsite/issueimages/3025/3025img10page1.jpg&w=466&h=455&ei=lwopT7FdpqTiBMDK1b4D&zoom=1�
http://www.google.co.in/imgres?q=extra+expense+of+computer+system&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=69eb7xm9EHJ49M:&imgrefurl=http://www.citizensrev.com/&docid=SUtssvDKX12LbM&imgurl=http://www.citizensrev.com/wp-content/uploads/2012/01/money-41-300x225.jpg&w=300&h=225&ei=IQspT7WSGMev8QPn6sHTAw&zoom=1�
http://www.google.co.in/imgres?q=recovery+plans&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=Xab8wgNPo4EAqM:&imgrefurl=http://www.craniumit.com/joomla161/infrastructure-management-services/disaster-recovery.html&docid=bE74yd13DhhG6M&imgurl=http://www.craniumit.com/joomla161/images/disaster_recovery.jpg&w=900&h=747&ei=Fx4pT7LSKeHS4QTXuLGxAw&zoom=1�
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Basis Of Difference Systematic Risk  Unsystematic Risk 

These are unavoidable risk. Definition  
 

These are avoidable risk. 

Probability of power cut is not 
dependant on type of industry. 

Example One can use computer 
system with automatic 
mirroring to reduce 
exposure of data. 

Systematic risks would remain 
same no matter what the 
technology is.  

Effect of Technology 

 

This risk can be mitigated 
by using an advanced 
technology or system. 

 

G. 

 

RISK MANAGEMENT PROCESS: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

              E   – M A R T 

 

 

 

Developing Strategies for risk management 

Valuation of Information system 
keeping in view criticality. 

Identification of information assets & 
categorisation on basis of objectives 

Identifying potential threats & 
Vulnerabilities to information asset 

RISK 
ASSESSMENT 

Assessing the 
probability of 
occurrence of 

loss 

Assessing the 
potential 

severity of 
LOSS 

Assets ki 
categorisation karo 

Valuation karo 
unn assets ki 

Khatre( Danger) 
ko pehchano 

RISK 
AVOIDANCE 

RISK 
MITIGATION/ 
REDUCTION 

RISK 
RETENTION / 
ACCEPTANCE 

 

RISK 
TRANSFER 

RISK 
ELIMINATION 
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Now explaining each step in detail as follows: 

STEP 1: IDENTIFIACTION OF INFORMATION ASSETS 

 First step is to identify information assets supporting critical 
business operations that need to be protected. 
 

 The asset could fall in the following categories: 
 

 

CONCEPTUAL/INTANGIBLE ASSETS 

 
 
 
 
 
 
 

 
 
 
 
 

 
PHYSICAL/TANGIBLE ASSETS 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 
 

 

 STEP 2: VALUATION OF INFORMATION ASSETS 

 Not all data of the organisation has same value. 

 Data which is used for making strategic decisions because it aids 

them in making long/short term decisions. 
 

Business & related information contained in 
various STORAGE devices must be protected 
from unauthorised access, theft, damage etc. 

Application & system software are 
prone to intentional/ unintentional 
modifications by person  

Skilled users, 
analyst, 

programmers 

Printed forms, 
manuals, 

system & data 
base 

documentation 

Hardware, 
microcomputers, 
printers, storage 

media etc  

 

Communication 
lines, hubs, 
switches etc 

PEOPLE   HARDWARE 

 

Documentation Networking Devices 

http://www.google.co.in/imgres?q=data+&+information&um=1&hl=en&sa=N&biw=842&bih=410&tbm=isch&tbnid=duoiHvC_lZ8w1M:&imgrefurl=http://sc.readle.org.uk/asict/chapt8.htm&docid=-hL_Hd9wNWDuHM&imgurl=http://sc.readle.org.uk/images/datainfo.gif&w=350&h=339&ei=sCYqT_S4DYeN4gTZ8vm8Dg&zoom=1�
http://www.google.co.in/imgres?q=application+software&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=BeeC1DTddYDHbM:&imgrefurl=http://www.rasstechnologies.com/services-app.htm&docid=nOdMB89_0fvPZM&imgurl=http://www.rasstechnologies.com/images/servic3.jpg&w=226&h=180&ei=jScqT_2DEsz14QT_vYS8Dg&zoom=1�
http://www.google.co.in/imgres?q=people&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=WcFrRJ1tIliMsM:&imgrefurl=http://mkt360-spring2011.umassd.wikispaces.net/Group+Five&docid=DbUCJJIeAcudRM&imgurl=http://budgelaw.com/wp-content/uploads/2011/01/people.jpg&w=4000&h=3000&ei=Cy4qT4v_BsiH4gSdnuymDg&zoom=1�
http://www.google.co.in/imgres?q=hardware&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=Mx69PfmQpCHSkM:&imgrefurl=http://www.complush.com/components-to-support-computer-hardware/&docid=OO2Yh21r4Nss2M&imgurl=http://www.complush.com/wp-content/uploads/2011/05/computer-hardware-utiliti.jpg&w=462&h=302&ei=XC4qT_HqFK3E4gS3wO2TDg&zoom=1�
http://www.google.co.in/imgres?q=networking+devices&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=sOe0y3XrO0xLiM:&imgrefurl=http://komputer-learning.blogspot.com/2011/05/packet-tracer-tutorials.html&docid=qMBk1vXAM24LuM&imgurl=http://2.bp.blogspot.com/-DG_l7IV-kxk/Tdpv_Yt8VjI/AAAAAAAAAJM/ud1rwaXhPqQ/s1600/cisco-packet-tracer.jpg&w=500&h=375&ei=rS4qT5apGI324QT0oqioDg&zoom=1�
http://www.google.co.in/imgres?q=documentation&um=1&hl=en&biw=842&bih=410&tbm=isch&tbnid=8lk71FRgqEs0pM:&imgrefurl=http://www.ehomeschoolingresources.com/how-to/documentation-in-homeschooling.html&docid=ZpQy5_w3oP0JuM&imgurl=http://www.ehomeschoolingresources.com/wp-content/uploads/2011/08/documentation.jpg&w=520&h=677&ei=CzAqT56zB-nj4QTfz4GrDg&zoom=1�
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 Loss of such information effects the organisation badly. 

  Information can be classified into following: 
 

A. 
¥ This indicates highest classification, 
TOP SECRET: 

¥ Wherein any compromise with this information 
can endanger existence of the organisation. 

 
 
 

B. 
¥ Information in this category is STRATEGIC to 

the survival of the organisation. 

SECRET: 

¥ Unauthorised disclosure may cause damage to 
stakeholders & organisation. 

 

C. 
¥ Information in this category needs high level of 

protection. 

CONFIDENTIAL:  

¥ Unauthorised disclosure may cause significant 
damage. 

¥ Such information is highly sensitive & to be 
protected. 
 

D. 
¥ Information requires higher protection than 

others. 

SENSITIVE: 

¥ Disclosure may cause serious impact on 
organisation. 

 

E. 
¥ Contains information that doesn’t fall in 

other class. 

UNCLASSIFIED: 

¥ Unauthorised access of such information 
would not cause any adverse impact on 
the organisation. 
 
 
 
 

http://www.google.co.in/imgres?q=top+secret&um=1&hl=en&sa=N&biw=842&bih=410&tbm=isch&tbnid=Yof2Hz8adULfwM:&imgrefurl=http://spy-cia.blogspot.com/&docid=sK2xB2upUas6qM&imgurl=http://3.bp.blogspot.com/_twE6FfdsiIQ/TP1Koh7htPI/AAAAAAAAAPw/pPL0sYhtcFA/s400/TopSecretRevised.jpg&w=400&h=270&ei=XWgqT9DICeuL4gTozu2MDg&zoom=1�
http://www.google.co.in/imgres?q=secret+information&um=1&hl=en&sa=N&biw=842&bih=406&tbm=isch&tbnid=-Dmha7tUEo3xiM:&imgrefurl=http://www.shutterstock.com/pic-25297060/stock-photo-secret-information-or-undisclosed-document-or-confedential-news.html&docid=AoKCzbyfrGuRuM&imgurl=http://image.shutterstock.com/display_pic_with_logo/1500/1500,1235140804,4/stock-photo-secret-information-or-undisclosed-document-or-confedential-news-25297060.jpg&w=450&h=319&ei=O4AqT4TmLfOO4gSK68yNDg&zoom=1�
http://www.google.co.in/imgres?q=confidential&um=1&hl=en&biw=842&bih=406&tbm=isch&tbnid=aU2-sFapMnyyKM:&imgrefurl=http://www.rtiindia.org/forum/content/321-maharashtra-cabinet-note-not-confidential-anymore-cic.html&docid=8MATbFu_l2wufM&imgurl=http://www.rtiindia.org/images/confidential-761246.jpg&w=311&h=329&ei=boAqT4SPGuep4gSboIz5DQ&zoom=1�
http://www.google.co.in/imgres?q=sensitive+information&um=1&hl=en&biw=842&bih=406&tbm=isch&tbnid=325y18MmXW4y8M:&imgrefurl=http://www.docstoc.com/docs/46554253/Protecting-Classified-Sensitive-Information&docid=yulb9G-NXDajpM&imgurl=http://img.docstoccdn.com/thumb/orig/46554253.png&w=1650&h=1275&ei=4YEqT8_-HanE4gS2l8DBDg&zoom=1�
http://www.google.co.in/imgres?q=unclassified+information&um=1&hl=en&sa=N&biw=842&bih=406&tbm=isch&tbnid=am4BBO_F2ERd6M:&imgrefurl=http://www.twcenter.net/forums/showthread.php?t=403370&docid=rYKxhesbzeQ7-M&imgurl=http://3.bp.blogspot.com/_s6zY8-yAuYc/SksOmk4HRMI/AAAAAAAACMw/5eAF4hoJG9U/s400/Unclassified+Documents+-+Richard+Holbrooke+and+Srebrenica+Genocide+Architect+Radovan+Karadzic.jpg&w=400&h=183&ei=BYYqT6PpGcjU4QTD4OyTDg&zoom=1�
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STEP 3: IDENTIFYING POTENTIAL THREATS 

THREATS = It is the event that contributes to the INTERRUPTION of any service, product or 

process. Common classes of threats: 

                             ERRORS 

 

                                                                   MALICIOUS DAMAGE 

 

 FRAUD  

 

             THEFT 

 

 EQUIPMENT FAILURE  

 

  

 VULNRABILITIES= It is characteristic of information resources that can be exploited

  

 by a 

threat to cause harm. Examples of vulnerabilities: 

 -- Lack of user knowledge -- Poor choice of password 

 -- Lack of security functionality  -- Untested Technology 

Computer systems are prone to threats & vulnerabilities. These can 
cause damage to computer database. These threats affect 
confidentiality, integrity & availability of the system information. 

 

  

 

C.I.A. 

http://www.google.co.in/imgres?q=ERRORS&um=1&hl=en&sa=N&biw=842&bih=406&tbm=isch&tbnid=PW_QgtL7_e7D-M:&imgrefurl=http://www.medicationerror7.com/&docid=NOPe5N1S33jpLM&imgurl=http://www.medicationerror7.com/wp-content/uploads/2010/11/Medication-Errors-Definition.jpg&w=439&h=278&ei=aYsqT4OwF-qO4gT_hMW5Dg&zoom=1�
http://www.google.co.in/imgres?q=MALICIOUS+DAMAGE&um=1&hl=en&biw=842&bih=406&tbm=isch&tbnid=kuwaISAJsgcbwM:&imgrefurl=http://killyourpetpuppy.co.uk/news/?p=4109&docid=2U5sE49m0JLrqM&imgurl=http://i192.photobucket.com/albums/z149/pengy1966/pengy1966 stuff/KJmaliciousdamageoperative.jpg&w=618&h=575&ei=mYsqT83aNeOB4gSrm_ikDg&zoom=1�
http://www.google.co.in/imgres?q=FRAUD&um=1&hl=en&biw=842&bih=406&tbm=isch&tbnid=cspQpDxmDpERmM:&imgrefurl=http://nitinseotips.blogspot.com/2011/04/global-visas-fraud-control-on-fraud.html&docid=Bj7m1XwuGjuH_M&imgurl=http://4.bp.blogspot.com/-qRIagX_L7Lw/TW9GmX9y6GI/AAAAAAAAAFA/h7i-graDidg/s1600/global+visa+fraud1.jpg&w=533&h=358&ei=JI0qT_rbNvCP4gS4rqSEDg&zoom=1�
http://www.google.co.in/imgres?q=THEFT+OF+INFORMATION&um=1&hl=en&biw=842&bih=406&tbm=isch&tbnid=wBiob9vZElOg_M:&imgrefurl=http://firstpreferred.com/blogging/identity-theft-protect-your-financial-future/&docid=o0C722aXS4o0hM&imgurl=http://www.allaboutnews.com/web/images/print/LFU_IdentityTheft.jpg&w=470&h=466&ei=lo0qT-TZEbHN4QTa6_iuDg&zoom=1�
http://www.google.co.in/imgres?q=SOFTWARE+FAILURE&start=239&um=1&hl=en&biw=842&bih=406&tbm=isch&tbnid=dLxCtk-5oxzbrM:&imgrefurl=http://kualitatem1.typepad.com/blog/2011/12/failure-of-software-.html&docid=O3YNn-Mbb727TM&imgurl=http://www.kualitatem.com/wp-content/uploads/2011/12/21-300x205.png&w=300&h=205&ei=-o4qT8_eBYiA4gSd58mfDg&zoom=1&chk=sbg�
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It involves protection of organisation’s sensitive information from 
disclosure to unauthorised access. 

CONFIDENTIALITY: 

                         Given the type of exposure that may damage the 
confidentiality of the information: 

 Improper application controls in application software e.g. payroll personnel 
may get access to confidential data about salary of people of management. 
 

 Unauthorised disclosure of data because of access of confidential data.  

Requires that the business information & related processes should not 
suffer any unauthorised access. 

INTEGRITY: 

                       Integrity of information may be affected due to system 
errors i.e. power failure, virus etc. A few examples of threats are here as 
under: 

 Computer virus may disrupt the DATA/PROGRAM. 
 Bank employee tampering the data files by changing application controls. 

 

Refers to whether the INFORMATION and information technology 
processes are available to unauthorised business users when required. 

AVAILABILITY: 

 Availability requires safeguarding the information system. 
A few example of exposure given below: 

 Improper functioning of power system can lead to de-functionality of 
system. 
 Improper capacity availability such as low computer resources, bandwidth etc.   

 

 Once the assets & its corresponding threats are identified, now weaknesses in 
the system are reviewed. 

STEP 4: INFROMATION RISK ASSESSMENT 

  Following type of assessment can be performed. The same is as follow: 
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 
 It is weakness in the safeguards, technical or physical controls,  
VULNERABILITY ASSESSMENT: 

 That can be exploited by the threats. 
 For example: Hackers may find out a loophole in architecture 

of firewall of an organisation. 
 

 
 It is the estimation of frequency, or chance of threat 

happens. 

PROBABILITY OR LIKELIHOOD ASSESSMENT: 

 LIKELIHOOD ASSESSMENT: Consider presence, 

strength of threats etc. 

 Some threats affect data especially threats to physical 

assets. 

 Nature & value of information assets affects likelihood 

of occurrence of a threat.   

 Likelihood of occurrence of a threat needs to be reassessed due to change in 

structure, direction & environment of the organisation. 

 
 
 Threat that is successful in causing harm, results in an IMPACT. 
IMPACT ANAYSIS: 

 IMAPCT = Monetary + Non Monetary  

 

 

 

 

 

 

Once risks are assessed, next step is to make appropriate corrections. Proper process is to be 
undertaken to recognise these risks. 

 

STEP 5: DEVELOPING STRATEGIES FOR INFORMATION RISK NAMAGEMENT 

    

A. Risk Mitigation: 
--  It involves implementing controls to protect IT infrastructure. 
-- To reduce the severity of losses. For e.g. Anti-virus to 

protect from virus.  

Hacker steals a 
file containing 

all details of the 
credit cards. 

Disruption of 
operations 
leading to 

operational loss 

CODE TO REMEMBER: M.A.R.T. 

http://www.google.co.in/imgres?q=hacking+of+firewall&um=1&hl=en&biw=1089&bih=429&tbm=isch&tbnid=KpY_D7Jb-VpfmM:&imgrefurl=http://www.pcmoder.com/Articles/article_what_is_firewall.html&docid=ER8Lw3XqY3QNQM&imgurl=http://www.pcmoder.com/Articles/images/firewall.jpg&w=400&h=400&ei=qvQsT-fkKuqp0AX4uoyuCA&zoom=1�
http://www.google.co.in/imgres?q=risk+probability&um=1&hl=en&biw=1089&bih=429&tbm=isch&tbnid=NRvFO54VRX4qSM:&imgrefurl=http://www.mitre.org/work/sepo/toolkits/risk/StandardProcess/definitions/occurence.html&docid=iRruAo3yxU4upM&imgurl=http://www.mitre.org/work/sepo/toolkits/risk/StandardProcess/images/op_risk_probability.jpg&w=596&h=337&ei=NgUtT7-xEsHdtAaDnrD5DA&zoom=1�
http://www.google.co.in/imgres?q=risk+mitigation+book&um=1&hl=en&biw=1089&bih=429&tbm=isch&tbnid=ztvks3hZwIuTuM:&imgrefurl=http://www.borders.com.au/book/inside-risk-a-strategy-for-sustainable-risk-mitigation/13911976/&docid=vwFwI8ntuwe8yM&itg=1&imgurl=http://images.borders.com.au/images/bau/97888470/9788847018419/0/0/plain/inside-risk-a-strategy-for-sustainable-risk-mitigation.jpg&w=400&h=603&ei=pBgtT5C8HMvm8QPVk-jyDg&zoom=1�
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B. Risk Avoidance: 

--  It means not doing an activity that involves RISK. 
 -- It involves losing gain if the activity involving risk is 

accepted. 
-- For example using standalone computers instead of using 
intranet.  
 

C. Risk Retention: 
  --It means formally acknowledging that RISK exists & 

monitoring it. 
 
  --Risk management aims at identifying, selecting & 

implementing controls to reduce the residual exposure 
(Risk that retains by default after all controls are 
implemented) 

 
 

D. Risk Transfer: 

--  It involves causing another party to ACCEPT the risk. 

 -- It means sharing risk with partners, insurance coverage 
etc.  

  

H. 

If the IT controls are weak & not appropriate, then risk may prove to be a GREAT 
THREAT to information system. 

UNDERSTANDING RELATION BETWEEN IT RISK & CONTROLS: 

   Control is a check on a system which is designed to enhance its 
security. Controls are implemented to do the following: 

I am hereby trying to link all the points together 

KOSHISH KARI KI THREAT NO HO 
 Reducing a threat.      
 Reducing vulnerability to a threat.     

 
THREAT NE SYSTEM KO AFFECT KAR DIYA, SO 

 Reduce the impact of the threat. 
 Detect impact. 

 
THREAT KA IMAPCT HO GYA, SO 

 Recovery from the impact. 

 

http://www.google.co.in/imgres?q=risk+avoidance&um=1&hl=en&sa=X&biw=1089&bih=429&tbm=isch&tbnid=MaMIjh7-Gzs96M:&imgrefurl=http://thewhitedsepulchre.blogspot.com/2010/04/blackjack-and-taxes.html&docid=3bWMzXpZGxgxOM&imgurl=http://4.bp.blogspot.com/_RwdH5DTKRas/S8xTIDrBqEI/AAAAAAAAC6U/D29a5ONL_i0/s1600/risk+avoidance.jpg&w=500&h=400&ei=5BQtT6j3LMel8QPC6YD5Dg&zoom=1�
http://www.google.co.in/imgres?q=risk+retention&um=1&hl=en&sa=N&biw=1089&bih=429&tbm=isch&tbnid=l2HmhlgpqEiAhM:&imgrefurl=http://www.sifma.org/events/2011/spotlight-series---risk-retention-and-qualified-residential-mortgages/home/&docid=_mbu3MW5UpqGmM&imgurl=http://www.sifma.org/blastemails/SIFMA-Spotlight-Series/files/sifma-spotlight-series-risk-retention.jpg&w=700&h=193&ei=1hYtT5upINT88QOGs9WCDw&zoom=1�
http://www.google.co.in/imgres?q=risk+transfer&um=1&hl=en&sa=N&biw=1089&bih=429&tbm=isch&tbnid=Wui9DlMWrJMZYM:&imgrefurl=http://www.spoonfed.co.uk/spooners/georgiapatience-6839/alternative-risk-transfer-at-the-rag-factory-1898/&docid=PxUsAvg7h31tUM&imgurl=http://www.spoonfed.co.uk/system/images/934/default/altern.jpg&w=465&h=226&ei=thktT9_bBciW8gOPp5SQDw&zoom=1�
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Some points on risks & IT controls: 

MANAGEMENT DUTY IN RESPECT OF REDUCING RISK 

Objective of IT controls is to prevent the threats from -- exploiting vulnerabilities 

(weakness in the system) – of the assets. 

 If controls are enable to prevent threats from being happen, then controls must ensure 

TIMELY DETECTION, so correction action van be taken. 

AUDITOR DUTY IN RESPECT OF REDUCING RISK 

IS must understand relationship between RISK & IT CONTROL. He must be thorough 

with the process & procedures of evaluating the controls.  

 IS auditor must evaluate whether the controls are adequate & appropriate. 

 In case of any weaknesses found in the controls, auditor must report to the management 

along with appropriate recommendations. 

 Auditor must also do COST BENEFIT analysis of the controls. Following principle must 

be followed in determining the use of new controls: 

EFFECT OF CONTROLS ON RISK 

MITIGATION 

ALTERNATIVE THAT CAN BE 

USED 

CONTROL REDUCES RISK MORE 
THAN NEEDED 
 

Find out some LESS EXPENSIVE 
alternative. 

CONTROL COST > RISK REDUCTION 
 

Find something else 

CONTROL DON’T REDUCES RISK 
SUFFICIENTLY 
 

Look for different control 

CONTROL =      Risk Reduction 
                                 + 
                        Cost Effective 

Use it. 

 

I. 

Involves the following steps: 

RISK MANAGEMENT CYCLE: 

  

 

 

 

 

 

CODE TO REMEMBER: I-A.M.-M.E. 

 I 

  E 

 M  M 

 A 
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RISK IDENTIFICATION --------- (I) 

        I am hereby categorising the topics in this phase in the following manner 

         1. PURPOSE:   Purpose of risk evaluation is to identify inherent risk of performing various 
business functions. 

 -- Identify the probabilities of threat & failures (Determine danger) 

 -- Calculate the EXPOSURE i.e. damage to the assets. 

 -- Making RECOMMENDATIONS keeping cost benefit analysis. 

 

 2. ACTIVITIES INVOLVED IN RISK IDENTIFICATION:

 

  

         Following questions can be put up for identifying the risk 

VULNERABILITIES & ASSETS 
What assets need protection? 

Whether we have liquid assets with 

alternate uses 

 

What are the vulnerabilities? 

 

  

 

  

3. 

 

QUESTIONS TO BE CONSIDERED IN RISIK IDENTIFICATION: 

PROBABILITY: 

 
 What is the probability that things can go wrong? 

EXPOSURE:

 

 What is the cost if what can go wrong goes wrong? 

          4. 

 

TECHNIQUES OF RISIK EVALUATION: 

A. Quantitative Techniques: 
 Involves calculating ANNUAL LOSS EXPOSURE VALUE, 
 Based on the probability of the event & exposure in terms of costs. 

 
 

ACTIVITIES/ OPERATIONS & OBJECTIVES 
How operation is disrupted by anyone? 

How we know that we are achieving 

our objectives  

What activities are – COMPLEX 

Which activities are - REGULATED 

INFORMATION 
On what information do we rely? 

What decision requires most judgement? 

 

CODE TO REMEMBER: Q2. -J.D.S. 
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B. Qualitative Techniques 
 Most likely approach to RISK ANAYSIS. 
 Qualitative risk analysis methodologies make use of these elements: 
-- THREATS 
-- VUNERABILITIES 
-- CONTROLS: There are 4 controls (Countermeasures) 
 DETERRENT CONTROLS: Reduces likelihood of an ATTACK. 

 PREVENTATIVE CONTROLS: Protect vulnerabilities, reduce threat impact 

 CORRECTIVE CONTROLS: Reduces effect of an EFFECT. 

 DETECTIVE CONTROSL: Discover attacks & trigger controls. 

  

C. Judgement & Intuition: 
 This technique is used by the AUDITORS for risk 
assessment. 
 It depends upon PERSONAL & PROFESSIONAL 
experience of auditors. 

 
D. Delphi Technique: 

 In this approach PANEL OF EXPERTS is appointed. 
 Each expert gives his opinion in writing & independent 
manner.  
 They enlist the COST & BENEFITS that why a system to 
be chosen. Their estimates are COMPLILED thereon. 
 The estimates within a range are ACCEPTED. 

 
 

E. Scoring: 
  In this risk in the system & their respective exposures are listed 
 WEIGHT assigned = to the risk & exposure depending on severity, 
impact & cost. 

 RISK     X WEIGHTS = WEIGHTED SCORE  Sum of this score & rank 

 EXPOSURE     X WEIGHTS  = WEIGHTED SCORE

 

    is given on same basis 

http://www.google.co.in/imgres?q=judgement+of+person&um=1&hl=en&biw=1366&bih=613&tbm=isch&tbnid=VhJ3co5f1Ih6tM:&imgrefurl=http://createsubliminalmessages.com/person-perspectives-message-script/&docid=Xc4EPjxVJbtBHM&imgurl=http://createsubliminalmessages.com/wp-content/uploads/2009/12/self-judgement.png&w=250&h=270&ei=s7MvT_OKNonV8gO_s8CTDw&zoom=1�


19 | P a g e  
 

   

 

THESE ELEMENTS IS SHOWN IN A DIAGRAMMATIC MANNER 

 

 

  

 

 

 

 

 

 

 

 

 

 

                                                       RISK RANKING 

A. Organisation must rank risk according to their severity & impact. 
B. Organisations have to device their own ranking methods. 
C. For instance: 

RISK RANGE MEANING 
0 No impact in operations 

 
1 Impact for up to 8 hours  

 
2 Damage to equipments, impact 8-48 hours 

 
3 Major damage, interruption more than 48 

hours. Office must be relocated 
 

RISK ATTACKS    VULNERABILITY 

DETERRENT 
CONTROLS 

IMPACT 

Reduces 
Likelihood                 

Protects 

Creates / 
Leads to  

  Exploits  

Results 
In 

Decreases 

http://www.google.co.in/imgres?q=deterrent&um=1&hl=en&biw=1089&bih=459&tbm=isch&tbnid=UA49_9UMvK0FUM:&imgrefurl=http://www.edmorse.com/Theft-Deterrent&docid=pRJAEQPf4M4HEM&imgurl=http://www.edmorse.com/images/theftDeterrentSystem.gif&w=220&h=220&ei=GMEvT-3sLZGA8gPiz42ZDw&zoom=1�
http://www.google.co.in/imgres?q=PREVENTIVE+CONTROL&um=1&hl=en&biw=1089&bih=459&tbm=isch&tbnid=08duwp60_2bd1M:&imgrefurl=http://www.bloglines.com/company/30394621/Preventive.Pest.Control.714-528-2847&docid=MOfeaSoIZimjrM&imgurl=http://images.citysearch.net/assets/imgdb/merchant/2011/6/17/0/hbjNiAJo27.jpeg&w=384&h=216&ei=-cEvT8HsLITR8gOXya3zDg&zoom=1�
http://www.google.co.in/imgres?q=IT+corrective+control&um=1&hl=en&biw=1089&bih=459&tbm=isch&tbnid=57HyUxvln2CQZM:&imgrefurl=http://www.universalcompanies.com/By-Category/Skin-Nail-Hair-And-Spa-Products/Herbs-Ingredients-And-Powders/Treatment-Powders/_/Zyme-Peel-Powder/8-oz/&docid=Che-Z4j_01fu2M&imgurl=http://www.universalcompanies.com/_resources/_global/media/resized/00008/ihwx.51c5619e-2760-4016-b7c6-7a1f508ec99c.1320.1320.JPG&w=1320&h=1320&ei=T8QvT5nsN8rR8QPS_KX8Dg&zoom=1�
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D. PERFORMING RISK ASSESSMENT: 
 To measure potential risk, WEIGHTED POINT SYSTEM to follow. Each 

probability to be assigned POINTS: 
PROBABLITY   

E. 

POINTS 
          High       10 
      Medium        5 
          Low        1 
 

 
CONSIDERATIONS IN ANALYSING RISK: 

 
¥  Investing the Frequency of the disaster. 
¥ Determining the degree of Prediction.    
¥ Determining amount of Warning associated with disaster.          

Disaster Hone se 

¥ Estimating Duration of the disaster. 
pehle 

 
 
 

¥ Vital records 
¥ Vital records are 

are destroyed. 
not destroyed

 

  

. 

 

  

 

 

 

  

 

 

 

  

 

CODE TO REMEMBER: F - .P.W.D. 

IMPACT OF THE DISASTER 

Disaster Ho gya 
then what was 
its impact on 

records 

CONSEQUENCESOF THE DISASTER 

PERSONNEL AVAILABILITY 

PERSONNEL INJURIES 

 

LOSS OF OPERATING CAPABLITY 

LOSS OF ASSETS 

FACILITY DAMAGE 

Disaster 
hone 

par kya 
impact 
hua on 

the 
entity 

http://www.google.co.in/imgres?q=personnel&um=1&hl=en&sa=N&biw=1089&bih=459&tbm=isch&tbnid=ROKry8Cytc6bVM:&imgrefurl=http://maine.inetgiant.com/addetails/restaurant-personnel---romeos-pizza/2852053&docid=bFBIYUd8JhNEXM&imgurl=http://www.pemms.co.uk/assets/images/personnel.jpg&w=391&h=213&ei=y84vT_aiG8XE8gPgnIiSDw&zoom=1�
http://www.google.co.in/imgres?q=information+system+assets&um=1&hl=en&sa=X&biw=1089&bih=459&tbm=isch&tbnid=5IYoMyqDE7j0jM:&imgrefurl=http://vpf-web.harvard.edu/rmas/3_info_sys/what_do.html&docid=9a-0ImGw8ZbQqM&imgurl=http://vpf-web.harvard.edu/rmas/images/IS main photo.jpg&w=274&h=317&ei=_c8vT-HPJZGc8gObhZDtDg&zoom=1�
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¥ Hardware 
¥ Information 
¥ Communication 
¥ Information 
¥ Services 

 
 

Tangible LOSS intangible LOSS 
Code: I - F.C.A. Code: C - M.C.G. 

LOSS OF: LOSS OF: 
-- Income -- Competitive Edge 
-- Financial management Capability -- Positive Media Coverage 
-- Assets -- Stakeholder Confidence 
INCREASED: -- Goodwill 
-- Operating Cost  
  

 

                                      RISK MITIGATION 

 Analysis helps the organisation to take appropriate actions to control & manage 
risks. 

 Knowing” WHAT CAUSES WHAT”gives an ability to implement necessary controls. 
 Cause model helps in implementation of risk mitigation measures. 
 Some of the risk mitigation measures are: 

 

 

 

A. Self assessment. 

B. Insurance. 

C. Risk management department to be set up. 

D. Creating culture supportive of risk mitigation. 

E. Outsourcing operations with strict service level agreements. 

F. Limit of operational risk to be set up. 

ACCOMODATING THE CRITICAL SYSTEM 

ESTIMATING POTENTIAL LOSS 

CODE TO REMEMBER: - S.I.R.-C.O.L.D. - R 

SIR Ko COLD ho gya so Risk hai--- Mitigate Karo 
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G. Disaster Recovery Plan & backup system to be established 

H. Reserves calculating & capital requirements. 

 

 Common risk mitigation techniques: 
 

o  Entity takes insurance to mitigate risk. 
INSURANCE: 

o  INSURED                      INSURANCE COMPANY 
 
  

 

 

o Banks are allowed to recognise risk mitigating impact of the insurance 
up 
 

to 20% of total operational risk. 

o Organisation may transfer some of its function to an 
outside agency. 

OUTSOURCING: 

 
o Careful assessment to be done whether only 

process is transferred or the risk. 
 

o For example: outsourcing of telecommunication 
lines. Entity must consider the compensation clause  must be conditioned 
in such a manner that organisation is able to mitigate risk.  
 

 
SERVICE LEVEL AGREEMENT: 

o Risk can be mitigate by entering into service level 
agreement. 

o Service agreement can be entered with EXTERNAL 
SUPPLIERS, USERS & CUSTOMERS. 

o Service agreement WITH CUSTOMER  

 

 

 

LOSS IS    TRANSFERED TO    
INSURANCE CO. 

Limit responsibility of entity 
for loss suffered by customer 
to technological failure   

Example: Bank is not responsible for non working of 
ATM’s subject to service availability. Service delivery 
is conditioned upon system functionality. 

 

http://www.google.co.in/imgres?q=business+insurance&um=1&hl=en&biw=1089&bih=459&tbm=isch&tbnid=K76fHoABPnsL2M:&imgrefurl=http://www.insuranceplanreviews.com/&docid=x7o9-ErSv0wO3M&imgurl=http://www.insuranceplanreviews.com/wp-content/uploads/2010/10/businessinsurance.gif&w=300&h=220&ei=EdgvT7bCHYjJ8gOTorj2Dg&zoom=1�
http://www.google.co.in/imgres?q=business+outsourcing&um=1&hl=en&sa=X&biw=1089&bih=459&tbm=isch&tbnid=KDgNUcFQ7wYKPM:&imgrefurl=http://promediablog.com/small-business-outsourcing-global-solutions-for-small-businesses/&docid=UusuFSma6Z-9-M&imgurl=http://promediablog.com/wp-content/uploads/small-business-profitable-outsourcing.jpg&w=500&h=235&ei=dtsvT-KzA8ng8gPEgJXmDg&zoom=1�
http://www.google.co.in/imgres?q=service+level+agreement&um=1&hl=en&biw=1089&bih=459&tbm=isch&tbnid=mNh3C03RUGTzZM:&imgrefurl=http://www.rothstein.com/slbooks/sl450.htm&docid=0MiR2bSd9UYByM&imgurl=http://www.rothstein.com/slbooks/it010007.jpg&w=320&h=405&ei=v9svT7vCJs6g8gOAncXhDg&zoom=1�
http://www.google.co.in/imgres?q=service+level+agreement&um=1&hl=en&biw=1089&bih=459&tbm=isch&tbnid=mNh3C03RUGTzZM:&imgrefurl=http://www.rothstein.com/slbooks/sl450.htm&docid=0MiR2bSd9UYByM&imgurl=http://www.rothstein.com/slbooks/it010007.jpg&w=320&h=405&ei=v9svT7vCJs6g8gOAncXhDg&zoom=1�
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                                                  RISK CONTROL 

   -- Risk is the probability that an event will have adverse effect on the organisation. 

   -- In order to reduce the risk it is imperative to develop control procedures. 

   -- Following shows the effect of excessive risk & controls:  

 

  

 

 

 

 -- Internal controls should be proactive to maintain balance between risk & control 


