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   Chapter 8 
 Information systems auditing         

     Standards, guidelines, best practices 
 

A.  INTRODUCTION: 
 
 IS Audit Standards    
 ISO 27001 

 
 Levels of CMM 
 COBIT  
 

 COCO & ITIL 
 HIPPA & SAS 70 

 

B.    DETAILED DISCUSSION: 
 
1. IS AUDIT STANDARDS

Every profession is based on some kind of KNOWLEDGE REPOSTORIES. In 

order to be a SPECIALISED PROFESSIONAL it is imperative to gain 

thorough understanding of this KNOWLEDGE REPOSTORIES. 

   IS audit standards provide audit professional a clear idea of 

the minimum level of acceptable performance needed to discharge their 

respective duties. Some of the standards are: 

: 

  

 

 

 

  

  

COCO
 

http://www.google.co.in/imgres?q=IS+audit+standards&um=1&hl=en&sa=N&biw=1249&bih=539&tbm=isch&tbnid=9hQIjlvg3q561M:&imgrefurl=http://www.standardsmedia.com/Audit-Standards---A-Comparative-Analysis-1360-book.html&docid=W1boGNAGUXUzPM&itg=1&imgurl=http://www.standardsmedia.com/book_images/1360_978-087389235-3.jpg&w=524&h=769&ei=Zg0VT47mAcnSrQehkNX6AQ&zoom=1�
http://www.google.co.in/imgres?q=ISO+27001&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=jJXtgSRaWC4cYM:&imgrefurl=http://www.modulo.com/risk-management-certification&docid=QftqRxEB-WrC1M&imgurl=http://www.modulo.com/images/stories/logos/certifications/modulo-cert-iso-27001.png&w=453&h=450&ei=8Q0VT4LYDIjJrQeSsciXAg&zoom=1�
http://www.google.co.in/imgres?q=capability+maturity+model&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=EJ1kUVtgAd0vcM:&imgrefurl=http://www.secc.org.eg/SECC library_Details.asp&docid=nFnzCSB_gtvM9M&imgurl=http://www.secc.org.eg/Library Books/The People Capability Maturity Model.jpg&w=312&h=471&ei=Hg4VT-vvONDrrQftq6CCAg&zoom=1�
http://www.google.co.in/imgres?q=cobit&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=-PNY6DLgneUOHM:&imgrefurl=http://www.framegroup.com.au/Training/COBIT41/tabid/139/Default.aspx&docid=ypdBN5wngTSXsM&imgurl=http://www.framegroup.com.au/Portals/0/COBIT_Logo.27280646_std.jpg&w=523&h=421&ei=eQ4VT8rwK9DOrQeD5ZmBAg&zoom=1�
http://www.google.co.in/imgres?q=SAS+70&um=1&hl=en&biw=933&bih=274&tbm=isch&tbnid=jRKt4T-tj-aRuM:&imgrefurl=http://neweffectit.com/solutions/compliance/sas70&docid=LpEhU8KHCrHG9M&imgurl=http://neweffectit.com/images/sas70.jpg&w=399&h=399&ei=pw8VT7n-MM_HrQfKxajsAQ&zoom=1�
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2. SA 315 & SA 330

Please refer AUDIT for these 2 points. (Standards on Audit) 

: 

   

3. ISO 27001- INFORMATION SECURITY MANAGEMENT STANDARD(ISMS): 
 General:

 

 Organisation shall establish & maintain documented ISMS 
addressing assets to be protected, organisation approach to risk 
management, control objectives & control & degree of assurance required. 

 Establishing Management Framework:
 Define information security policy. 

 This includes: 

 Scope of ISMS including functional, assets etc. 

 Making appropriate risk assessment. 

 Identify the areas of risk to be managed. 

 Prepare statement of Applicability  

 

 

               Effectiveness of procedures to implement controls is to be verified. 

Implementation: 

 

  Consist of evidence of action undertaken: 

Documentation: 

 Management Control 
 Management framework summary 
 Procedure adopted to implement control  
 ISMS management procedure 
 Document control: 

1. Ready availability 
2. Periodic Review 
3. Maintain version control 
4. Withdrawal when obsolete 
5. Preservation for legal purpose 

 Records: 
1. Compliance to part 2 of BS7799 
2. Procedure to identify, maintaining & disposing such evidence. 
3. Records to be legible, identifiable & traceable. 
4. Storage & protection against damage. 
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 Areas of focus of ISMS:[ 
  
 
 
 

10 areas ] 

 
I.   Security policy: 
 Involves thorough understanding of the organisation 

business goals. 
 Entire exercise begins with the CREATION of IT Security 

policy. 
 Policy should reflect the needs of the actual users. 
 Policy should cover : 

 

 Definition of Information security 

 Nomination of the policy owner 

 Review process for maintaining the policy documents. 
 Allocation of responsibility for every aspect of implementation. 
  Requirement of compliance, principles, standards explanation. 
 Effectiveness of the policy in respect of COST & TECHNOLOGICAL changes. 
 

 Control & Objectives: 
 

 Outsourcing: To maintain information security when responsibility of 
information processing is outsourced. 
 

 Information Security Policy: To provide management direction & 
support for information security. 

 

 Information Security Infrastructure:  To manage information security 
within the organisation. 

 

 Security of third party Access: To maintain the security when 
information accessed by third 
party. 

   

II.   Organisational Security: 
 Framework needed to initiate, implement & control 

information security within the organisation. 

 This need proper procedure for approval. 

 

CODE TO REMEMBER: S.O.A.P. -  P.C. -  A.S. -  B.C. 

CODE TO REMEMBER: D.N.-R.A.R.E. 

CODE TO REMEMBER: O.-P.I.A. 
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 Control & Objectives: 
 

 Outsourcing: To maintain information security when responsibility of 
information processing is outsourced. 
 

 Information Security Infrastructure:  To manage information security 
within the organisation. 

 

 Security of third party Access: To maintain the security when 
information accessed by third 
party. 

 

III.   Asset Classification & Control: 
 Manage inventory of all the IT assets. 

 Assets= Information + Software + physical assets 

 The classification should result in appropriate 

information labelling to indicate the nature of asset. 

 IAR( Information Asset Register) to be created: 

-- Database --Personnel Records -- Scale Models  -- Prototype 

-- Test Sample -- Contracts -- Software License  --Publicity Material  

 

 IAR( Information Asset Register) features: 

 Describe who is responsible for each information system. 

 Separate registers to be maintained for each subject head. 

-- Contract Register    -- Media Register   

 

 The value of each asset can be determined to ensure appropriate security is in 

place.  

 

 Control & Objectives: 
 

 Information Classification:  To ensure that information asset receives 
an appropriate level of protection.  

 

 Accounting for asset: To maintain appropriate protection of 
organisational assets. 

  

CODE TO REMEMBER: O.I.A. 

CODE TO REMEMBER: I.C. 

http://www.google.co.in/imgres?q=information+technology+asset&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=n6o9169W5RLpOM:&imgrefurl=http://www.fusion5.co.nz/it-asset-management&docid=ZfQvdWWaSWtncM&imgurl=http://www.fusion5.co.nz/sites/default/files/images/database.jpg&w=400&h=300&ei=YmIVT96HHYjprAeS0dmPAg&zoom=1�
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IV. Personnel Security: 
 Human errors is one of the major cause of THEFTS, 

FRAUD, MISUSE etc. 

 Various proactive measures to be taken to make the 

personnel screening policies. 

 Appropriate personnel security ensures that: 

 Employment contracts & staff handbook 

(agreed). 
 Ancillary workers, temporary staff etc are covered. 
 Anyone accessing the business information is covered. 

  
 STAFF TRAINING is an important feature  of personnel security. 

 Control & Objectives: 
 

 Security in job definition: To reduce risks of human error, thefts etc.  
 

 User Training: To ensure that users are aware of information security 
threats & concern & are equipped to support 
organisational security policy. 

 

 Responding to security incidents: To minimise the damage from 
security incident. 

 

V. Physical & Environmental Security: 
 Designing a secure physical environment to prevent 

unauthorised access, damage & interference to business 
premises & information. 
 

 Following ACTIVITIES ARE involved: 

 
Physical entry control 

 
 

         Creating secure offices, rooms etc 

         

             Providing protection devices from fire/ electromagnetic radiation 

 

  

CODE TO REMEMBER: S.U.R. 

http://www.google.co.in/imgres?q=physical+entry+control&um=1&hl=en&sa=X&biw=1249&bih=539&tbm=isch&tbnid=_9ZLDqAg89DmKM:&imgrefurl=http://www.uwpd.wisc.edu/planning-infrastructure-security.htm&docid=fjgIKwFzYZgX-M&imgurl=http://www.uwpd.wisc.edu/images/Access.jpg&w=640&h=503&ei=PIQWT57EDuuTiQfZjI3eAw&zoom=1�
http://www.google.co.in/imgres?q=chained+offices&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=WH9mHE2B-8aJJM:&imgrefurl=http://atlasobscura.com/place/hereford-cathedral-chained-library&docid=a-izaGxM_qxLYM&imgurl=http://static.atlasobscura.netdna-cdn.com/images/place/hereford-cathedral-chained-library.9430.large_slideshow.jpg&w=570&h=428&ei=AYYWT9XwOcaviQeK3KzTAw&zoom=1�
http://www.google.co.in/imgres?q=protection+devices+from+fire&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=3RZqQjIDWgTeUM:&imgrefurl=http://www.ziabuzz.com/2011_06_01_archive.html&docid=tPSZKDC5QqJexM&imgurl=http://2.bp.blogspot.com/-1pSCKzZp8qI/TfGn7wchC8I/AAAAAAAAA8k/mjBUF7I8Bl4/s1600/Fire+Extinguisher.jpg&w=225&h=225&ei=t4cWT6_9ONGFhQfZqbSLAw&zoom=1�
http://www.google.co.in/imgres?q=protection+devices+from+electromagnetic+radiation&um=1&hl=en&sa=X&biw=1249&bih=539&tbm=isch&tbnid=7ifsHKEeNwaVIM:&imgrefurl=http://naturalbeautywell.wordpress.com/2010/11/02/how-to-protect-yourself-from-emfs/&docid=XzrVusZrgErNoM&imgurl=http://naturalbeautywell.files.wordpress.com/2010/11/electromagnetic-radiation.jpg&w=1732&h=1732&ei=8IcWT4eHFqihiAfvzMX7Aw&zoom=1�
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 Maintenance of physical operating environment in a server room is important 

ensuring that paper records are not subject to any sort of damage. 

 

 Control & Objectives: 
 

 Secure Areas: To reduce risks of human error, thefts etc.  
 

 General Controls: To prevent compromise, thefts of information. 
 

 Equipment Security: To prevent loss, damage of assets & interruption 
to business activities. 

 

VI. Communications & operations Management: 
 Proper documented procedures for the management & 

operation of all information processing facilities to be 

established. 

 Exchange of information between external organisations 

should be controlled.  

 NETWORK MANAGEMENT requires a range of control to 

achieve security in computer network. 

 Electronics commerce involves EDI, E-MAIL, online 

transactions across public network. Controls to be applied 

to protect electronic commerce from THREATS. 

 Control & Objectives: 
 

 Secure Areas: To reduce risks of human error, thefts etc.  
 

 General Controls: To prevent compromise, thefts of information. 
 

 Equipment Security: To prevent loss, damage of assets & interruption 
to business activities. 

 

VII. Access Control: 
 

 Access to information & business processes should be 

controlled on the business security requirements. 

 Includes defining access control policy & rules. 

 

CODE TO REMEMBER: A.G.E. 

CODE TO REMEMBER: A.G.E. 

http://www.google.co.in/imgres?q=Communications+Management:&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=qo9OO98HH24l3M:&imgrefurl=http://www.indiabookmart.com/booklist.asp?Catid=Business+Management&docid=bQe8B8yuFAQIqM&imgurl=http://www.indiabookmart.com/images/books/978-81-7371-134-3.jpg&w=500&h=766&ei=I5kWT6z3JqOPiAfjtuXaAw&zoom=1�
http://www.google.co.in/imgres?q=operation+Management&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=rUsxG-DLytu3QM:&imgrefurl=http://www.amazon.co.uk/Operations-Management-MBAs-Jack-Meredith/dp/0470485760&docid=fMtRUi5In6GdcM&imgurl=http://ecx.images-amazon.com/images/I/41TRJBou0TL._BO2,204,203,200_PIsitb-sticker-arrow-click,TopRight,35,-76_AA300_SH20_OU02_.jpg&w=300&h=300&ei=XZkWT92eFo6hiQfl0uHgAw&zoom=1�
http://www.google.co.in/imgres?q=network+Management&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=lz_arnDUdMFIhM:&imgrefurl=http://www.openxtra.co.uk/blog/review-quicktest-500-adsl-tester/&docid=V4zZVXvPx4czkM&imgurl=http://www.openxtra.co.uk/blog/wp-content/themes/thesis/custom/rotator/image_01.jpg&w=400&h=300&ei=NpoWT9bID8iviQfhn_D6Aw&zoom=1�
http://www.google.co.in/imgres?q=computer+access+controls&start=242&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=07wYNusgHSo8gM:&imgrefurl=http://www.squidoo.com/id-card-equipment&docid=M1rjEHgWcvbbqM&imgurl=http://i1.squidoocdn.com/resize/squidoo_images/590/draft_lens17729505module148801760photo_1299750046Barprint.jpg&w=368&h=404&ei=BacWT7TSHsqxrAfL9fg0&zoom=1&chk=sbg�
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 Control & Objectives: 
 

 Requirement of access control: To control access to information.  
 

 User Access Management: To prevent unauthorised access in system 
 

 Network Access Control: Protection of networked services. 
 

 Monitoring System Access & use: To detect unauthorised activities. 
 

 Operating System Access control: To prevent unauthorised computer 
access. 

 

 Teleworking & Mobile computing: To ensure information system 
when using Teleworking & 
Mobile computing facilities. 

 

 Application Access Control: To prevent unauthorised access to 
information held in information 
systems. 

 

 Responsibilities of Users: To prevent unauthorised users access. 
 
 

VIII. System Development and Maintenance: 
 Security must be built at the inception (Beginning) of a 

system. As such the security requirement to be identified 

prior to the development of the information system. 

 Security begins with : 
 

 

 

 

 

 

 

 

 

 

 

CODE TO REMEMBER: R.U.N.- M.O.T.A.R. 

This security begins at each stage of i.e. data input, data 
processing, data storage & retrieval and data output. 
  There should be DEFINED POLICY on the 
use of such controls involving: 

 Encryption    
 Digital Signature 
 Use of digital certificates 
 Protection of cryptographic keys 

http://www.google.co.in/imgres?q=computer+system+development+and+maintenance&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=qpoYGwuFXPnk_M:&imgrefurl=http://newsatspot.com/?p=473&docid=jNm1CIOpcfHKiM&imgurl=http://www.compnetdesign.com/theme/images/Computer-Repair1.jpg&w=400&h=300&ei=qbMWT-nJD4r4rQetlKE_&zoom=1�
http://www.google.co.in/imgres?q=system+requirement+analysis&um=1&hl=en&sa=N&biw=1249&bih=539&tbm=isch&tbnid=GrR5PA9ZKLVFZM:&imgrefurl=http://www.amazon.com/System-Requirements-Analysis-ebook/dp/B001UN2WAM&docid=jwfdDo7-cN2tKM&imgurl=http://ecx.images-amazon.com/images/I/51IX60nhBSL._BO2,204,203,200_PIsitb-sticker-arrow-click,TopRight,35,-76_AA300_SH20_AA278_PIkin4,BottomRight,-45,22_AA300_SH20_OU01_.jpg&w=300&h=300&ei=L7UWT_yBMc_OrQfGx-1O&zoom=1�
http://www.google.co.in/imgres?q=system+requirement+specifications&um=1&hl=en&sa=N&biw=1249&bih=539&tbm=isch&tbnid=jS4o1yKlC_GNrM:&imgrefurl=http://www.mycrmblog.com/2009/07/software-requirements-specification-srs/&docid=F0q-to6klmOwOM&imgurl=http://www.mycrmblog.com/wp-content/uploads/2009/07/srs.png&w=167&h=276&ei=l7UWT9WNO4bxrQfKsZRK&zoom=1�
http://www.google.co.in/imgres?q=computer+system+controls&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=Rc8eEoDlBcbf_M:&imgrefurl=http://www.ee.washington.edu/news/2007/klavins_control_systems.html&docid=7ilg6anDns-4zM&imgurl=http://www.ee.washington.edu/news/2007/images/ieee_control_systems_august.jpg&w=288&h=388&ei=V7YWT6LAJIiWiQefkr35Aw&zoom=1�
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 Control & Objectives: 
 

 Cryptographic Control: To protect confidentiality, authenticity or 
integrity of information.   

 

 Security in Application system: To prevent loss, modifications, 
integrity of information. 

 

 Security Requirement of system: To ensure that security is built into 
information system. 

 

 Security in Development& support system: To maintain the security of 
the application system 
software & information. 

 

 Security of System files: To ensure that IT projects & support activities. 
 
    

IX. Business Continuity Management: 
 

 Business continuity management process should be 
DESIGNED, IMPLEMENTED & PERIODICALLY tested, 
 

 To reduce the DISRUPTION caused by disaster & 
security failures. 

 
 STEPS INVOLVED: 

 
 

 
 
 
 

  Control: 
Aspect of Business Continuity Management: To counteract interruptions to 

business activities & to protect the CRITICAL business processes. 

 
 
 
 
 
 
 

CODE TO REMEMBER: C.A.R.D.S. 

Identifying all 
events causing 
the interruptions 

Doing the RISK 
ASSESSMENT 

Preparation of 
the STRATEGY 
PLANS. 

http://www.google.co.in/imgres?q=Business+Continuity+Management&um=1&hl=en&biw=1249&bih=539&tbm=isch&tbnid=JbXb_sFJjNqy2M:&imgrefurl=http://www.rothstein.com/data/dr838.htm&docid=C2NE-yqMu-_f-M&imgurl=http://www.rothstein.com/data/it020011.jpg&w=300&h=417&ei=1sAWT6iOLc2UiAfIsfDOAw&zoom=1�
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X.   Compliances: 
 I t is important to adhere to the international IT laws. 
 This contains the following laws: 
 -- Intellectual Property Rights (IPR) 
 -- Software Copyrights 
 -- Safeguarding Of organisational records   
 -- Data protection and privacy of personal information 
 -- Prevention of misuse of information processing facilities 
 -- Regulation of cryptographic controls & collection of evidence 
 
 Control & Objectives: 

 

 Compliance with legal requirements:To avoid breaches of any criminal & 
civil laws, regulatory or any contractual obligations. 
 

 System audit consideration: To maximise effectiveness & minimise 
interference. 

 
 Review of security policy & technical compliance: To ensure compliance 

of system with organisational security policies & standards. 

 

4. CMM- CAPABILITY MATURITY MODEL: 
 

 

 

 

 

 

 

 

 

 

 

 

CODE TO REMEMBER: C.S.R. 

OPTIMIZING 

MANAGED 

DEFINED 

REPEATABLE 

INTIAL 

Predictable 
Process 

Disciplined 
Process 

Continuously   
Improving Process 

 

Standard 
consistent Process 

 

Standard 
consistent Process 

 

                   Levels of cmm 
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 CMM provides the software organisations with guidance on controlling of the 
processes. 

 CMM is used in selecting PROCESS IMPROVEMENT STRATGIES by determining 
the current process maturity.  

  
Fundamental Concept underlying process: 

  SOFTWARE PROCESS: It is a set of activities, methods, practices & transformation 
that people use to develop & maintain software & associated 
products. 

 With the time, the software processes becomes better defined & more consistently 
throughout the organisation. 

  

 

 

 

 

 

 

 

 

 

 

 

                         Five levels of software process maturity: 

CMM provides a framework for organising these steps in to 5 maturity 

level. These 5 steps define an ordinal scale for measuring the maturity 

of an organisation’s software processes. 

  MATURITY LEVEL is a well defined evolutionary plateau 

achieving a mature software process. 

 

SOFTWARE PROCESS CAPABILITY 

1. Describe the range of expected results that can be achieved 
by following a software process. 
 

2. This process provides one mean of PRDEICTING the most 
likely outcomes to be expected from next software project. 

SOFTWARE PROCESS PERFORMANCE 

1. Represents the ACTUAL results 
achieved by following a software 
process. 

 
2. It focuses on the RESULTS 

ACHIEVED.   

SOFTWARE PROCESS MATURITY 

1. Is the extent to which 
SPECIFIC PROCESS is 
defined, managed, controlled & 
effective. 
 

2. MATURITY implies a 
potential for growth in 
capability. 
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Now defining the 5 levels: 

Level 1  :   THE INITIAL LEVEL 

 
 At this level, organisation doesn’t provide STABLE ENVIRONMENT 

for developing & maintaining software. 

 
 LEVEL 1 organisation frequently develops products that work, even 

though they may be over budget & schedule. 

 
 Thus at LEVEL 1 capability is characteristic is of the individuals, not 

of the organisation since experts & capable persons are entrusted 

with the task of developing the requisite system. 

 

                                  Level 2:   THE repeatable LEVEL 

 
 At this level, POLICIES FOR MANAGING A SOFTWARE PROJECT & 

PROCEDURES to implement those policies are established. 

 
 Projects in LEVEL 2, organisation have installed basic software 

management tools. 

 
 The software managers track a software costs, schedules & 

functionality. Here the project process is under the effective control 

of the project management system. 

 

       Level 3 :   THE defined LEVEL 

 
 At this level, the standard process for DEVELOPING & MAINTAINING 

software across the organisation is DOCUMENTED. 

 

 Processes established at LEVEL 3 are used to help the SOFTWARE 

MANAGERS & TECHNICAL STAFF perform more effectively. 

 

 A defined software process contains integrated set of well defined 

software engineering & management processes. 

 

Nothing in this 
phase 

Policies are 
made (Some 

thing is there) 

There exists 
defined 

software 
process 
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 Software process capability at LEVEL 3 can be summarised as 

standard & consistent since both software engineering & 

management activities are STABLE & REPEATABLE. 

 

Level 4 :   THE managed LEVEL 

 At this level, the organisation sets QUANTITATIVE QUALITY 

GOALS for both software & processes. 

 

 Software processes are instrumented with well defined and 

consistent measurements at LEVEL 4. 

 
 Here software processes are quantifiable & predictable as process is 

measured & are within limit. 

  

Level 5 :   THE optimizing LEVEL 

 At this level, entire organisation is FOCUSED on continuous process 

improvement. Organisation is able to identify the strength & 

weakness of the processes. 

 

 Software project teams in LEVEL 5, analyze defects to determine their 

causes. Software process capability of this level can be characterized 

as CONTINOUS IMPROVING since the organisation are striving for 

the improving the range of their processing capability. 

 

5. COBIT:IT GOVERANCE MODEL 
 

 It is a set of best practices for INFORMATION TECHNOLOGY 

management created by the ISACA (Information System Audit & 

control Association). 

 

 It provides manager, auditor & IT users a set of generally accepted 

measures, indicators, processes & best practices. 

 

Processes are 
quantifiable. So 
there is a LOT 

Management 
knows all & 

improve process 

http://www.google.co.in/imgres?q=cobit&um=1&hl=en&sa=N&biw=1093&bih=472&tbm=isch&tbnid=xdnNWRmD6Fv4WM:&imgrefurl=http://www.abconsulting-ci.com/&docid=zdqo1BspOMZH4M&imgurl=http://www.abconsulting-ci.com/images/cobit_fnd.jpg&w=440&h=287&ei=3BAZT6nRKpC3rAebs7jdDQ&zoom=1�
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 HISTORY OF THE COBIT: 

YEAR particulars Characteristics 
1996 First Released Develop generally accepted 

IT control objectives 
1998 Second addition  

 
( Management guidelines) 

Added 
2000 Third edition 2003, online version become 

available 
2005 Fourth Edition 2007, current 4.1 revisions 

were released. 
 

 Executive summary: 

particulars Explanation 

COBIT executive Summary Provides the users: 
-- Thorough awareness &  
-- Understanding of COBIT key concepts & 

principles. 
Provides the : 
-- Synopsis of framework which provide a 

more detailed understanding of concepts. 
 

 Control objectives: 

particulars Explanation 

COBIT  Provides the CRITICAL INSIGHT needed to 
sketch a clear policy & good practice for IT 
control. 

 

  Management guidelines: 

particulars Explanation 

New Management Guidelines Composed of Maturity Models, to help & 
determine the stages & expectation levels of 
control. 

 

  IT Assurance guide: 

particulars Explanation 

Assurance Guide -- To ascertain whether objectives are being 
achieved. 

 
-- Provides tools to assess the controls in 

every form needed. 
 
-- Allows for the ASSURANCE INITIATIVE 

PLANNING & SCOPING in a standardised 
way. 
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  cobiT structure: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

  

Particulars 

 
COBIT covers 4 domains  

 

Plan & Organise 

It covers the use of the 
information & technology 
and how it can be used to 

achieve the 
organisational goals. 

 

Acquire & implementation 

Covers identifying IT 
requirements, acquiring 

the technology & 
implementing it within the 
company’s current business 

processes. 

Also addresses 
development of a 

maintenance plan that 
company should adopt to 

prolong the life of IT system
  

 

Deliver & Support 

Focuses on delivery aspect 
of the information 

technology. It covers 
execution of applications 

within IT system  

 

Monitor & Evaluate 

Deals with company’s strategy in 
assessing the needs of the company. It 
covers issues of independent assessment 
of IT system effectiveness.  
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  cobiT & Other standards: 

COBIT & other standards particulars 

COBIT & Val IT& Risk IT --Developed by ISACA 

--Vat IT-> helps organisation in better decisions 

  --Risk IT-> Provides framework to identify, 

govern & manage IT risks. 

COBIT & ISO/IEC 27002:2007 -- ISO/IEC is an international standards 
      CODE OF  PRACTICE FOR INFORMATION SECURITY 

MANAGEMENT 
COBIT & SARBENS OXLEY  -- US companies subject to Sarbanes Oxley Act 

2002 are encouraged to adopt COBIT. 

-- SEC suggests that companies follow COSO 

framework. 

  

6. COCO: 
 CoCo is also known as “GUIDANCE ON CONTROL” report. 

 Produced in 1999 by the criteria of control board of the Canadian institute 

of chartered accountants. 

 CoCo 1. It is concerned with control in general. 

                  2. Model of controls for information assurance. 

 

 CoCo is said to be concise superset of COSO. 

 4 important concept of controls: 

-- Control is affected by people throughout the organisation. 
-- People who are accountable for achieving objectives are accountable for the controls 
-- Organisations are constantly interacting & adapting. 
-- Control is expected to provide reasonable assurance.  
 

7. ITIL( IT Infrastructure library): 
 It is named as it originated as a collection of books covering each 

specific practice within IT management. 
 

 8 ITIL books: 
-- Service Delivery -- ICT Infrastructure Management  -- Business Perspective 
--  Service support -- Security Management       --  Application management 
--  Software Asset Management   -- Planning to implement Service Management 
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 Details of the ITIL framework: 
-- Service Support   -- Problem Management  
-- Configuration Management -- Release Management 
-- Service Delivery  -- Capacity Management 
-- Security Management  -- ICT Infrastructure Management 
-- The Business Perspective -- Application Management 
-- Software Asset Management 

  

8. HIPPA: 
 HIPPA (Health Insurance Portability & Accountability Act) 
 2 titles: 

         TITLE I            TITLE II 

  

 

 

 

 

 

 

9. Systrust and Webtrust: 

Systrust:  Are designed for the provision/advisory services/assurance on 
the reliability of the system.  

 Webtrust:  Are related to assurance or advisory service on an organisation 

          system related to e-commerce. 

  

Following are the principles for the use by practitioner in performance of 
Trust services engagements: 

 

A. Security: System is protected against unauthorised access. 

 

B. Online Privacy: Personal information is collected, used, disclosed 

& retained as committed. 

I am not explaining 
these topics. If you 
need do let me 
know. 

Protects health insurance 

coverage for workers & 

their families when they      

loose/change job 

 

Requires the establishment of 
national standards for electronic 
health care transactions & 
national identifier for providers, 
health insurance plans & 
employers. 

 Aimed at improving 
EFFICIENCY & EFFECTIVENESS of 
that nation’s health care system. 

CODE TO REMEMBER: S.O. – C.A.P. 
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C. Confidentiality: Information designated as confidential is protected.  

 

D. Availability: The system is available for operation & use. 

 
E. Processing integrity: System processing is complete, accurate, timely 

& authorised. 

 
 

10. SAS 70- Statement Of auditing Standards for service 
organisation: 
 
Introduction It is internationally recognised auditing standard 

developed by AICPA ( American Institute Of Certified 
Public Accountants) 
 

SAS 70 AUDIT  SAS 70 audit is widely recognised since it represents 
that a service organisation has gone through 
THOROUGH & IN-DEPTH audit of their activities. 
 

 
More details about SAS 70 audit: 
 
A. It is authoritative guidance that allows service 

organisation to disclose their control activities & 
processes to their customers & their auditors. 
 

B. SAS enables the auditor to issue an opinion on 
the service organisation’s description of control 
through a SERVICE AUDITOR’S REPORT. 

 
 

 

SERVICE AUDITOR’S REPORT: 

It is one of the most effective way by which a service organisation can communicate 

information about its control is through SERVICE AUDITOR’S REPORT. There are 2 

types of service auditor’s report: 

 

 

http://www.google.co.in/imgres?q=sas+70+audit&um=1&hl=en&sa=N&biw=1093&bih=472&tbm=isch&tbnid=jRKt4T-tj-aRuM:&imgrefurl=http://neweffectit.com/solutions/compliance/sas70&docid=LpEhU8KHCrHG9M&imgurl=http://neweffectit.com/images/sas70.jpg&w=399&h=399&ei=Y2oZT7-bIaP34QTJufnFDQ&zoom=1�
http://www.google.co.in/imgres?q=auditor&um=1&hl=en&biw=1093&bih=472&tbm=isch&tbnid=JwIx563SHHemQM:&imgrefurl=http://trak.in/tags/business/2011/03/02/cag-plans-spectrum-audit/&docid=vv4FOa1jqra9EM&imgurl=http://trak.in/wp-content/uploads/2011/03/auditor_thumb.jpg&w=288&h=304&ei=oWsZT87AMI_LrQeokf3KDQ&zoom=1�
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      TYPE I       TYPE II  

  

 

 

 

  

 

 

 

 

 

 

  

                 BENEFITS TO SERVICE ORGANISATION: 

1. Service auditor’s report helps organisation in ascertaining the weaknesses in their system 
 

2. Report helps the service organisation in building trust with its customer (User’s 
organisation) by providing quality services & in time. 

 
3. SAS 70 audit allows the service organisation to have effective control policies & 

procedures evaluated by the independent party consisting of PROFESSIONAL in the field 
of accounting, auditing & information security. 

 

 BENEFITS TO USER’S ORGANISATION: 

1. Through SAS 70audit, user organisation can receive valuable information regarding the 
services organisation’s controls & their effectiveness. 
 

2.  User’s organisation receives a detailed description of the service organisation’s control & 
an independent assessment whether controls are placed where needed. 

 

                       @@@@@@@@@@@@@ END OF CHAPTER @@@@@@@@@@@@@ 

Describes that the service 
organisation’s description of 
controls at specific point in time. 

Includes detailed testing of the 
service organisation’s controls 
over a minimum 6 month 
period. 


