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IINN TT RR OO DD UU CC TT II OO NN   

   It is presumed that the information required by the Business managers is 

aavvaaii llaabbllee all the time; it is aaccccuurraattee, it is rreell iiaabbllee and nnoo  

uunnaauutthhoorriizzeedd  ddiisscclloossuurree of the same is made. 

   Further, it is a lso presumed that the virtual business organization is up 

and running all the t ime on 2244**77  bbaassiiss (24 hours, 7 days a week). 

   However, in reality, the tteecchhnnoollooggyy--eennaabblleedd  aanndd  tteecchhnnoollooggyy--

ddeeppeennddeenntt organizations are mmoorree  vvuullnneerraabbllee  ttoo  sseeccuurr ii ttyy  tthhrreeaattss 

than ever before.  

   The ddeenniiaall   ooff   sseerrvviiccee  aattttaacckkss on the web sites of yahoo.com, 

amazon.com and lot of other web sites in February 2000 is a case in 

point. Those web sites were down for several hours to a few days 

jeopardizing the business of those organizations.  

   The virus threat is real. The horror stories of ‘‘MMeell iissssaa’’   aanndd  ‘‘II   lloovvee  yyoouu’’ 

are fresh in the minds of those organizations, which were affected by 

them. 

   Further, the hacking and cracking on the Internet is real threat to virtual 

organizations, which are vulnerable to information theft and 

manipulations. 

 

    



IIMM PP OO RRTT AA NN CC EE   OO FF   IINN FF OO RR MM AA TT II OO NN   SSEE CC UU RRII TT YY   ((99..11))   

   Information travels through cyberspace on a routine basis, the 

significance of information is widely accepted. 

   Organizations depend on  

  Timely 

  Accurate 

  Complete 

  Valid 

  Consistent 

  Relevant 

  Reliable 

Information. 

   There are not only many direct and indirect benefits from the use of 

information systems, there are also many direct and indirect r isks 

relating to the information systems.  

   These risks have led to a gap between the need to protect systems and 

the degree of protection applied. TThhii ss  ggaapp  iiss  ccaauusseedd  bbyy:: 

 Widespread use of technology.  

 Interconnectivity of systems.  

 Elimination of distance, t ime, and space as constraints. 

 Unevenness of technological changes. 

 Devolution of management and control.  

 Attractiveness of conducting unconventional electronic attacks 

against organizations. 



 External factors such as legislative, legal, and regulatory 

requirements or technological developments. 

 

   Security failures may result in both ff iinnaanncciiaall   lloosssseess  aanndd  iinnttaannggiibbllee   

lloosssseess such as unauthorized disclosure of competit ive or sensitive 

information. 

 

Threats May Be 

 

  

 

 

  

 

Intentional 
  

Internal 

or 
  

or 

Unintentional 
  

External 

    
   Adequate measures for information security help to ensure the smooth 

functioning of information systems and protect the organization from loss 

caused by secur ity failures.  

  

    



IINN FF OO RRMM AA TT II OO NN   SSYY SSTT EE MM   SSEE CC UU RRII TT YY   ((99..22))   

   Relates to the protection of valuable assets against loss, disclosure, or 

damage. 

   Securing valuable assets from threats, sabotage, or natural disaster with  

PPhhyyssiiccaall   ssaaffeegguuaarrddss such as 

  locks  

  perimeter fences 

  insurance 

is commonly understood and implemented by most organizations.  

   However, security must be expanded to include 

LLooggiiccaall   aanndd  ootthheerr   tteecchhnniiccaall   ssaaffeegguuaarrddss such as  

  user identif iers 

  passwords 

  firewalls 

which are not understood. 

   This concept of security applies to all information.  

   The protection is achieved through a layered series of  

TTeecchhnnoollooggiiccaall   aanndd  nnoonn--tteecchhnnoollooggiiccaall   ssaaffeegguuaarrddss such as  

Physical secur ity measures 

  user identif iers 

  passwords 

  smart cards 

  biometrics 



  firewalls  

   Security Objective: 

“The pprrootteecctt iioonn  ooff   tthhee  iinntteerreessttss of those 

  Who relying on information, 

  the information systems, 

  communications that deliver the information 

from harm result ing from failures of ((IICCAA)) 

  Integrity 

  Confidentiality  

  Availabil ity”.  

 

Confidentiality: Prevention of the unauthorized ddiisscclloossuurree of information. 

Integrity: Prevention of the unauthorized mmooddii ff iiccaatt iioonn of information.  

Availability: Prevention of the unauthorized wwiitthhhhoollddiinngg of information.  

 

WW HH AA TT   II NN FF OO RR MM AA TT II OO NN   II SS   SS EE NN SS II TT II VV EE??   ((99 ..22 ..11))   

   SSttrraatteeggiicc  PPllaannss – Strategic Plans are crucia l to the company’s success. 

E.g.- Coke & Pepsi.  

   BBuussiinneessss  OOppeerraatt iioonnss – This is the case when one company can provide 

service profitability at a lower rate than the competition. Carelessness 

often results in its compromise.  

   FFiinnaanncceess – Salaries and wages related charges normally comprise the 

majority of f ixed cost. Lower Cost in this direct increase the contribution.  

 



EE SS TT AA BB LL II SS HH II NN GG   BB EE TT TT EE RR   II NN FF OO RR MM AA TT II OO NN   PPRR OO TT EE CC TT II OO NN   ((99 ..22 ..22))   

What steps do they need to take to keep all of their critical information 

protected? 

   NNoott   aall ll   ddaattaa  hhaass  tthhee  ssaammee  vvaalluuee – Book v/s Jewellery  

   KKnnooww  wwhheerree  tthhee  ccrr ii tt iiccaall   ddaattaa  rreessiiddeess   

   DDeevveelloopp  aann  aacccceessss  ccoonnttrrooll   mmeetthhooddoollooggyy – Access control extends 

from hosts to Network  

   PPrrootteecctt   iinnffoorrmmaatt iioonn  ssttoorreedd  oonn  mmeeddiiaa   

   RReevviieeww  hhaarrddccooppyy  oouuttppuutt – Employee’s diary work should be reviewed.  

  

    



PPRROO TT EE CC TT II NN GG   CC OO MM PP UU TT EE RR  HHEE LL DD   IINN FF OO RRMM AA TT II OO NN   SSYY SSTT EE MM   ((99..33))   

We need to define a few basic ground rules that must be addressed 

sequentially:   

RRuullee  11::  

We need to know that ‘what the information systems are’ and ‘where 

these are located’.  

RRuullee  22:: 

We need know the value of the information  held and how diff icult it would 

be to recreate if it  were damaged or lost.  

  

RRuullee  33:: 

We need to know that ‘who is authorized to access the information’ and 

‘what they are permitted to do with the information’. 

  

RRuullee  44:: 

We need to know that ‘how quickly information needs to be made 

available should and it become unavailable for whatever reason ( loss, 

unauthorized modif ication, etc.) ‘  

 

   There are ttwwoo  bbaassiicc  ttyyppeess  ooff   pprrootteecctt iioonn that an organization can use: 

Preventative and Restorative.  

 



PPRR EE VV EE NN TT AA TT II VV EE   II NN FF OO RR MM AA TT II OO NN   PPRR OO TT EE CC TT II OO NN   ((99 ..33 ..11 ))   

   Physical: Doors, Locks, Guards, Floppy Disk Access Locks, Cables 

locking systems to desks/walls, CCTV, Paper Shredders, Fire Suppression 

Systems. 

   Logical (Technical): Passwords, File Permissions, Access Control Lists, 

Account Pr ivileges, Power Protection Systems. 

   Administrative: Security Awareness, User Account Revocation, Policy.  

 

RR EE SS TT OO RR AA TT II VV EE   II NN FF OO RR MM AA TT II OO NN   PP RR OO TT EE CC TT II OO NN   ((99 ..33 ..22))   

   If an organization ccaannnnoott   rreeccoovveerr   oorr   rreeccrreeaattee  ccrr ii tt iiccaall   iinnffoorrmmaatt iioonn 

systems in an acceptable time per iod, the organization will suffer and 

possibly have to ggoo  oouutt   ooff   bbuussiinneessss.. 

   Information system backup does not simply involve backing up "just the 

valuable information," but it frequently also means backing up the 

system as well.  

   Here are a ffeeww  qquueesstt iioonnss that any restorative information system 

protection program must address: 

 Has the recovery process been tested recently?  

 How long did it take? 

 How much productivity was lost?  

 Did everything go according to plan?  

 How much extra t ime was needed to input the data changes since 

the last backup?  

 



IINN FF OO RRMM AA TT II OO NN   SSEE CC UU RR II TT YY   PPOO LL II CC YY   ((99..44))   

   A Policy is a ppllaann  oorr   ccoouurrssee  ooff   aacctt iioonn, designed to inf luence and 

determine decisions, actions and other matters.  

   The security policy is a sseett   ooff   llaawwss,,   rruulleess,,   aanndd  pprraacctt iicceess that regulates 

how assets, including sensit ive information are managed, protected, and 

distributed within the user organization. 

II SS SS UU EE SS   TT OO   AA DD DD RR EE SS SS ::   ((99 ..44 ..11))   

 a definit ion of information secur ity,  

 why information security is important to the organization, and its 

goals and principles,  

 a brief explanation of the security policies, principles, standards and 

compliance requirements,  

 definit ion of all relevant information security responsibil it ies  

 Reference to supporting documentation.  

 

   Auditor should ensure that pol icy is readi ly available; employees are aware of 

its existence and understand its contents. 

   Training and awareness issue is must. 

 

MM EE MM BB EE RR SS   OO FF   SS EE CC UU RR II TT YY   PPOO LL II CC YY   ((99 ..44 ..22))   

MMaannaaggeemmeenntt   mmeemmbbeerrss:: who have budget and policy author ity.  

TTeecchhnniiccaall   ggrroouupp:: who know what can and cannot be supported.  

LLeeggaall   eexxppeerrttss:: who know the legal ramifications of various policy charges. 

 



TTyyppeess  ooff  IInnffoorrmmaattiioonn  SSeeccuurriittyy  &&  TThheeiirr  HHiieerraarrcchhyy  ((99..55))  

 

 

 
 

               
                
                
                
                
                
                
 

 

              
                
                
                
                
                
                
                
                
                
                
                
                
                
                
                
                
                                 



CC OO MM PP OO NN EE NN TT SS   OO FF   TT HH EE   SS EE CC UU RR II TT YY   PPOO LL II CC YY   ((99 ..55 ..11))   

  Purpose and Scope of the Document and the intended audience 

  Underlying Technical Policy  

 IITT Operations management 

 IITT Communications 

   The SSeeccuurr ii ttyy Infrastructure 

   SSeeccuurr ii ttyy policy document maintenance and compliance requirements 

   SSeeccuurr ii ttyy organization Structure 

   Physical and Environmental SSeeccuurr ii ttyy 

  Inventory and CC lassification of assets 

  DDescription of technologies and computing structure 

  System Development and Maintenance Controls  

  Business Continuity Planning 

  Legal Compliances 

 

PPUU RR PP OO SS EE   AA NN DD   SS CC OO PP EE   ((99 ..55 ..22))   

   Deny authorized access to any IT resources, and Restr ict access to data. 

   The security controls will allow the required services to be available to 

authorized users only.  

   SSccooppee   

  How far the policy would be applicable  

  to whom it would be applicable 

  the per iod for which the policy would be applicable.  

 



Line Reporting
Security Reporting

Security Organisation Structure (9.5.3)
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RR EE SS PP OO NN SS II BB II LL II TT YY   AA LL LL OO CC AA TT II OO NN   ((99 ..55 ..44))   

   An oowwnneerr would be appointed for each information asset.  

   All ssttaaffff should be aware of the need for Information Security and their 

responsibil it ies.  

   All the tasks have been completed successfully and the System OOwwnneerr is 

satisf ied. 

 All nneeww  nneettwwoorrkk communications l inks must be approved. 

 A ccoonnttaacctt   ll iisstt of organizations that may be required in the event of a 

security incident to be maintained.  

  Risk assessments for all tthhiirrdd  ppaarrttyy  aacccceessss to the information assets 

must be carried out. 

  Access by tthhiirrdd  ppaarrtt iieess to all mater ial related to the IT Network and 

infrastructure must be strictly limited and controlled.  

  There should be a Condit ions of Connection agreement in place for a ll 

tthhiirrdd  ppaarrttyy connections.  

 

AA SS SS EE TT   CC LL AA SS SS II FF II CC AA TT II OO NN   AA NN DD   SS EE CC UU RR II TT YY   CC LL AA SS SS II FF II CC AA TT II OO NN   ((99 ..55 ..55))   

   An inventory of assets must be maintained. This must include physical, 

software and information assets.  

   A formal, documented classification scheme should be in place and all 

staff must comply with it.  

   Owner of an item of information should provide a secur ity classif ication, 

where appropriate. 



   The handling of information, which is protectively marked CONFIDENTIAL 

or above must be specifically approved. 

   Exchanges of data and software between organizations must be 

controlled.  

   Organizations to whom information is to be sent must be informed of the 

protective marking associated with that information, in order to establish 

that it wil l be handled by personnel with a suitable clearance 

corresponding to the protective marking. 

   Procedures for information labeling and handling must be agreed and put 

into practice.  

   Waste must be disposed of appropriately and securely.  

 

AA CC CC EE SS SS   CC OO NN TT RR OO LL   ((99 ..55 ..66 ))   

   Access controls must be in place to prevent unauthorized access. 

   Requirement for access must be reviewed regular ly.  

   System Owners are responsible for approving access to systems and they 

must maintain log of the system. 

 UUsseerrss should be granted access to systems only up to the level required.  

 The registration and de-registration of uusseerrss must be formally managed. 

 Access r ights must be deleted for iinnddiivviidduuaallss who leave or change jobs.  

 Unique User Identif ier (UUsseerr-- iidd) 

 Not to permit to use another person’s uusseerr-- iidd. 

   PPCCss  aanndd  tteerrmmiinnaallss should never be left unattended whilst they are 

connected to applications or the network.  



   PPaasssswwoorrddss  PPooll iiccyy should be defined: 

  structure of passwords 

  duration of the passwords 

  Passwords must be kept confidentia l  

   MMoobbii llee   ccoommppuutt iinngg - When using mobile computing facil it ies, such as 

laptops, notebooks, etc., special care should be taken to ensure that 

business information is not compromised, particular ly when the 

equipment is used in public places.  

 

II NN CC II DD EE NN TT   HH AA NN DD LL II NN GG   ((99 ..55 ..77 ))   

   Specific procedures must be introduced to identify weaknesses or trends.  

   All staff must be made aware of the process.  

   Adequate records must be maintained and inspected.  

 

    



PPHH YY SS II CC AA LL   AA NN DD   EE NN VV II RR OO NN MM EE NN TT AA LL   SS EE CC UU RR II TT YY   ((99 ..55 ..88))   

   Physical secur ity should be maintained and checks must be performed to 

identify all vulnerable areas within each site.  

   The IT infrastructure must be physically protected.  

   Access to secure areas must remain l imited to authorized staff only.   

   Confidential and sensit ive information and valuable assets must a lways 

be securely locked away when not in use.  

   PCs and terminals should never be left unattended whilst they are 

connected to applications or the network.  

   Supplies and equipment must be delivered and loaded in an isolated area 

to prevent any unauthorized access to key facil it ies 

   Equipment, information or software must not be taken off-site without 

proper authorization.  

  



AAUU DD II TT   PPOO LL II CC YY   ((99..66))   

PPUU RR PP OO SS EE   OO FF   TT HH EE   AA UU DD II TT   PP OO LL II CC YY   ((99 ..66 ..11))   

   The Audit is done to protect entire system from the most common 

security threats which includes the following: 

  Access to confidentia l data. 

  Unauthorized access. 

  Password disclosure compromise.  

  Virus infections.  

  Denial of service attacks.  

  Open ports. 

  Unrestricted modems unnecessarily open ports. 

 

   Objective of the audit policy 

  Safeguard the Information System Assets. 

  Maintain the Data Integrity.  

  Maintain the System Effectiveness. 

  Ensure System Eff ic iency. 

  Comply with Information System related pol ic ies, guidelines, 

instructions.  

       

    



SS CC OO PP EE   OO FF   TT HH EE   AA UU DD II TT   PP OO LL II CC YY   ((99 ..66 ..22))   ((FF AATTPPDD))   

   FFacil it ies 

   AApplication systems 

   TTechnology 

   PPeople 

   DData 

 

WW HH AA TT   AA UU DD II TT   PP OO LL II CC YY   SS HH OO UU LL DD   DD OO ??   ((99 ..66 .. 33))   

   The Audit Policy should lay down the responsibil ity of audit.  

   The audit may be conducted by internal auditors or external auditors. 

Information 

   System Auditors should be independent of the activit ies they audit.  

   Independence permits the auditors to render impartial and unbiased 

judgment. 

 The Policy should lay out the ppeerr iiooddiiccii ttyy  ooff   rreeppoorrtt iinngg and the 

aauutthhoorr ii ttyy  ttoo  wwhhoomm  tthhee  rreeppoorrtt iinngg is to be made 

 Minimum qualificat ion and experience requirements of the auditors.  

 All information system auditors will s ign a ddeeccllaarraatt iioonn  ooff   ff iiddeell ii ttyy and 

sseeccrreeccyy before commencing the audit work. 

 Extent of testing to be done under the various phases of the audit  

  Planning 

  Compliance Testing 

  Substantive Testing  



 

DD OO CC UU MM EE NN TT EE DD   AA UU DD II TT   PP RR OO GG RR AA MM   

 

   Collecting, analyzing, interpreting, and documenting information during 

the audit.  

   Objectives of the audit. 

   Scope, nature, and degree of testing  

   Identif ication of technical aspects, r isks, processes, and transactions 

which should be examined.  

   Procedures for audit will be prepared prior to the commencement of audit 

work. 

 

AA CC CC EE SS SS   RR II GG HH TT SS   GG II VV EE NN   TT OO   AA UU DD II TT OO RR SS   (( WWII 22 RRLLOO ))   

   Access to wwork areas. ( labs, off ices, cubicles, storage areas)  

   Access to iinformation  

   Access to iinteractively monitor and log traffic on networks.  

   Access to rreports / documents created during internal audit.  

   User llevel and/or system llevel access to any computing or 

communications device 

 

    



CC OO MM PP LL II AA NN CC EE   TT EE SS TT II NN GG   AA RR EE AA SS   ((BBAA PPAASSSS OO))   

   BBusiness Continuity Controls.  

   AAccess Controls.  

   PPhysical and Environmental Controls.  

   AApplication Controls.  

   SSystem development and Documentation Controls.  

   SSecurity Management Controls.  

   OOrganizational and Operational Controls.  

 

    



AAUU DD II TT   WW OO RRKK II NN GG   PPAA PP EE RR SS   &&   DDOO CC UU MM EE NN TT AA TT II OO NN   ((99..77))   

Working papers should record  

  the audit plan, 

  the nature, 

  timing, 

  extent of audit ing procedures performed, 

  the conclusions drawn from the evidence obtained. 

   The form and content of the wwoorrkkiinngg  ppaappeerrss  aarree  aaffffeecctteedd by matters 

such as: 

  The nature of the engagement,  

  The form of the auditor’s report,  

  The nature and complexity of c lient’s business, and 

  The nature and condition of c lient’s records and degree of reliance 

on internal controls.  

 

PPeerrmm aanneenn tt   aauudd iitt   ff ii ll ee normally includes:  

   The organization structure of the entity. 

   The IS policies of the organizat ion. 

   The histor ical background of the information system in the organization.  

   Copies of important legal documents relevant to audit.  

   Study and evaluation of the internal controls.  

   Audit reports and observations of earlier years. 

   Management letters issued by the auditor. 

 



CCuurrrreenntt   ff ii llee normally includes:  

   Acceptance of appointment letter.  

   Planning process of the audit and audit programme. 

   Nature, t iming, and extent of  audit ing procedures performed and the 

results of such procedures.  

   Letters and notes concerning audit matters, including mater ial 

weaknesses in relevant internal controls communicated or discussed with 

the client. 

   Letters of representation and confirmation received from the client.  

   Conclusions reached by the auditor including the exceptions and unusual 

matters. 

   Copies on the data and system being reported on and the related audit 

reports.  

 
 



IISS   AA UU DD II TT   RREE PP OO RRTT   ((99..88))   ((TTCCSS//II//FFOOAA))   

  IS  audit  report  is  an end  product  of  information  system  audit,  conducted  

by  an  IS auditor. 

  This report is communicated to management with opinions. 

  Though there is no standard format or guidelines for preparation of this report, 

but overall this report may have the following:  

 TTitle & cover page.  

 CContent table 

 SSummary (Table) 

 IIntroduction:  

o Background of IT environment or context  

o Purpose of audit  

o Scope of audit  

o Methodology used for auditing 

 FFindings 

 OOpinion 

 AAppendices 
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