CHAPTER 3: CONTROL OBJECTIVES 1
NEED FOR CONTROL AND AUDIT OF INFORMATION SYSTEMS

Safeguarding assets (includes data/information) to maintain data integrity to achieve system eff-eff
FACTORS influencing an organization toward “control and audit” of computers and the impact of the information systems “audit” function on organizations are-

1. Controlled evolution of computer Use- unreliable systems can be destructive

2. Costs of Computer Abuse- destruction of assets

3. High Costs of Computer Error- data error during entry or processing

4. Value of Computer Hardware, Software and Personnel- critical resources

5. Incorrect Decision Making- decisions require accurate data

6. Organisational Costs of Data Loss- data is a critical resource

7. Maintenance of Privacy

8. Information Systems Auditing- attesting objectives

9. Asset Safeguarding Objectives- information system assets

10. Data Integrity Objectives- based on value of information

11. System Effectiveness Objectives- system meets user requirements

12. System Efficiency Objectives- optimize use of resources

(- Used & Abused Computer creates High Cost Error ( Only then you understand its Value)

( (- Incorrect Decision _ Data & Privacy lost -)

( (- IS Auditor _ Safeguards Integrity of Eff-Eff Objectives -)
EFFECT OF COMPUTERS ON INTERNAL CONTROLS

With respect to INTERNAL CONTROLS within an enterprise in a “computerized environment” - the major “areas of impact” with the “goal of asset safeguarding, data integrity, and system eff.-eff.” Are discussed below-

1. Management supervision and review- Helps deter and detect both errors and fraud

2. Segregation of duties- “Segregation” means that the stages in the processing of a transaction are split between different people, such that one person cannot process a transaction through from start to finish. 

3. Personnel- Ensure trustworthy, competent with skills & training. By setting appropriate controls and standards for personnel to carry out jobs based on their skill and competencies
4. Concentration of programs & data- Transaction & master file data + editor programs available at same place

5. Record keeping- protection and storage of documents for audit trails

6. Access to assets and records- controls setup for access of resources and data
7. Authorisation procedures- transactions are approved - written evidence/computerized authorisation controls

(- Mgmt reviews & Segregates duties of Personnel. And asks them to Concentrate on Keep Records, control Access & authorization -)

· In manual system auditor is normally concerned with segregation of duties of finance dept. whereas in computerized system, auditor remains concerned for segregation of duties in both finance and IT dept.

· In computerized environment data can be managed centrally which may be accessed by large number of users within network but in manual system this remains in access to very few authorized person

“INTERNAL CONTROLS” used in an organisation comprise of the following 5 interrelated “COMPONENTS”:

1) Control environment- Elements that establish control context in which accounting systems and control procedures must operate, how authority-responsibility assigned, how to plan and monitor performance etc.

2) Control activities- Elements that concerns accounting controls (records, checks, authorized), administrative controls (eff-eff of Obj)

3) Monitoring- Elements that ensure internal controls operate reliably over time

4) Risk Assessment- Elements that identify and analyze the risks

5) Information and Communication- Elements that ensures information is identified, captured and exchanged in a timely and appropriate form to allow personnel to discharge their responsibilities. 
EFFECT OF COMPUTERS ON AUDIT (-Auditor’s headache-)

To cope with new technology (-changes-), Auditor is to be competent to provide independent evaluation as to whether the business process activities are recorded and reported according to established standards or criteria. The two basic functions carried out to examine these changes are summarized under as-
1. CHANGES TO EVIDENCE COLLECTION [audit trail & evidence]

· Data retention & Storage- Client’s storage capabilities limits online data retention & it’s ready accessibility by auditors. Audit trail may only exist in a machine readable form that must be translated first, auditor need to use specialized techniques to interrogate the data and check the audit trail and validity of retained data
· Absence of input documents- Transaction data entered directly without supporting documentation

· Lack of a visible audit trail- NA or available for short time-period ( “auditing around computer system” by seeking other sources of evidence

· Lack of visible output- No printed output record ( directly access “read-only” electronic data

· Audit evidence- Transactions (e.g. depn./interest) generated automatically by computer. No formal authorization required. Hence, it may be ultra-vires.

· Legal issues- eTrading & EDI ( e.g. Contracts - legal jurisdiction, time-stamp, law varies across countries & courts etc.

2. CHANGES TO EVIDENCE EVALUATION [system programming & sources of error]

System generated transactions- Systems’ ability to initiate, approve and record transactions (e.g. EDI, automated transaction generation systems) (increases processing efficiency ( However, to audit, auditors must view application’s programming for authorisation

Systematic Error- Designed to do processing on consistency basis (repeating), which is both +ve and –ve ( hence, determine reason for the error, for any particular process if program is wrong it would continuously provide the wrong result and will lead to systematic error which always remains there till the time it is corrected
CATEGORIES of IS Audits- IT audits have been categorized in to 5 types (“An audit to verify that…”) -

1. Information Processing Facilities (IPF)- … are appropriate, efficient, controlled, secure + eff-eff processing and correctly process the data
2. Telecommunications, Intranets, and Extranets- … are controlled, secure

3. Systems Development- … as per standards and meets objectives

4. Systems and Applications- … are appropriate, efficient, controlled, secure + timely IPO

5. Management of IT and Enterprise Architecture- that IT mgmt has developed an adequate Organisational structure and procedures to control the activities

STEPS in IT Audit

1. Scoping and pre-audit survey- Determine areas of focus vs. out of- scope based on risk assessment. Info sources- web, previous audit reports, interview, observations

2. Planning and preparation- scope is broken into levels of detail -> audit work plan or risk-control-matrix

3. Fieldwork- gathering evidence by interviewing, reviewing documents, observing processes etc. ie conducting an audit
4. Analysis- analysis of audit results via SWOT or PEST (Political, Economic, Social, and Technological)

5. Reporting- to management

6. Closure- preparing notes for future audits and following –up
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Based on the objective with which controls are designed or implemented, controls can be classified as: (((
Preventive Controls

… Are designed to prevent an error, omission or malicious act from occurring, E.g. password protection

Characteristics:

· Understanding vulnerabilities of the asset

· Understanding probable threats

· Provision of necessary controls

Examples of preventive controls -

· Employ qualified personnel, Segregation of duties, Training staff, Documentation

· Access control, Passwords, Authorization of transaction, Firewalls, anti-virus software

Controls can be implemented in both manual and computerized environment - implementation methodology may differ.
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Detective Control

Designed to detect errors, omissions or malicious acts that occur and report occurrence Characteristics:

· Clear understanding of lawful activities & deviation

· Mechanism to refer the reported activities to appropriate person or group if preventive controls unable to prevent
· Surprise checks by supervisor

· Interaction with preventive control

Examples -

· Intrusion detection system

· Hash totals, Duplicate check

· Past reports

· Periodic performance reporting with variances

· Internal audit functions

· Cash counts and bank reconciliation

· Monitoring expenditures against budgeted amount

Corrective Controls:

…are designed to reduce the impact or correct an error once it has been detected. E.g. BCP.

Characteristics:

· Minimize threat impact

· Identify cause of problem, remedy

· Modify processing systems to minimize re-occurrences

· Get feedback from preventive and detective controls

Examples -

· Contingency planning, Backup procedure, Treatment procedures

· Investigate budget variance and report violations

Compensatory Controls:

Controls are basically designed to reduce probability of threats, which can exploit the vulnerabilities of an asset and cause a loss to that asset. While designing the ‘appropriate’ control — cost of the lock should not be more than the cost of the assets it protects.

Sometimes organizations may not be able to implement appropriate controls. In such a scenario, there should be adequate compensatory measures which may although not be as efficient as the appropriate control, can definitely reduce the probability of threats to the assets. Such measures are called compensatory controls.
“While reviewing a client’s control system, an information system auditor will identify 3 components of internal control.” State and briefly explain these 3 components.

Aim: Business objectives are achieved and undesired risk events are prevented or detected and corrected.

1. Internal Accounting controls- Intended to safeguard client’s assets & ensure reliability of financial records
2. Operational controls- Deals with the day to day operations, functions and activities to ensure that the operational activities are contributing to business objectives ie efficient working of day to day business operations
3. Administrative controls- Concerned with ensuring efficiency and compliance with management policies, including the operational controls
Financial Control Techniques
These controls are generally defined as the procedures exercised by the system user personnel over source, or transactions origination, documents before system input.
Exercise control over transactions processing using reports generated by the computer applications to reflect un-posted items, item counts, transactions settlement and reconciliation etc

A few examples are highlighted here:

1) Authorization: Obtaining the authority to access assets such as accounting entries

2) Budgets: Estimates of time or money expected to be spent during a particular period of time, project, or event. Budgets must be compared with the actual performance -> find differences, resolve

3) Documentation: Includes written or typed explanations of actions taken on specific transactions or instructions that explain the performance of tasks.

4) Sequentially numbered documents: Working documents with preprinted sequential numbers, which enables the detection of missing documents.

5) Cancellation of documents: This marks a document in such a way to prevent its reuse. E.g. invoices with a “paid” or “processed” stamp

6) Safekeeping: Physically securing assets, such as computer disks, under lock and key, in a desk drawer, file cabinet storeroom, or vault.

7) Segregation of duties: 

8) Dual control: Having 2 people simultaneously access an asset. E.g. depositories of banks’ 24-hour ATM should be accessed AND emptied with two people present. Dual control ≠ Dual. Dual access divides the access function between two people: once access is achieved, only one person handles the asset.

9) Supervisory review: Review of specific work by a supervisor

10) Input/ output verification: Comparing information provided by a computer system to the input documents. This is an expensive control that tends to be over-recommended by auditors.

(-Authorize Budgets -> Document it, Number it, Cancel it -> Keep it Safe -)

(- Segregate duties -> Dual Control by Supervisor for IO verification -)

User controls:
Application provides an interface to users for data processing. Although there are many controls established in the application for correct data processing, still controls are required on users also to ensure authorized, efficient and effective data processing
BOUNDARY CONTROLS- These are primarily access controls mechanism. The user can provide three classes of input information for the authentication process and gain access control to his required resources.
Class of Information Types of Input

· Personal Information Name, Birth date, A/c No., Password, PIN

· Personal Characteristics Fingerprint, Voice, Hand size, Sign, Retinal pattern

· Personal Objects ID Cards, Badge, Key, Finger Ring

The following 3 key access control mechanism are used as boundary controls:

· Identification: Name, account number, address, card number

· Authentication: ID and Password, PIN, Finger Prints

· Authorization: Access rights for access of resources
Boundary control techniques

Cryptography 

For transforming data into codes that are meaningless to anyone who does not possess the authentication to access the respective system resource or file.

A cryptographic technique encrypts data (clear text) into cryptograms (cipher text) and its strength depends on the time and cost to decipher the cipher text by a cryptanalyst.

The three techniques of cryptography are-

1) Transposition (permute/reverse the order of characters within a set of data).

E.g. day vs. yad

2) Substitution (replace text with a key-text) and

3) Product cipher (combination of transposition and substitution)
Passwords

User identification by an authentication mechanism with personal characteristics like name, birth date, employee code, function, designation or a combination of two or more of these can be used as a password boundary access control.
Best practices: a minimum password length, X common dictionary words, periodic change, encryption and limit on number of entry attempts.

Personal Identification Nos (PIN)

Similar to a password assigned to a user by an institution based on the user characteristics and encrypted using a cryptographic algorithm
OR the institute generates a random number stored in its database independent to a user identification details, or a customer selected number. Vulnerable while issuance or delivery, validation, transmission and storage
ID Cards

Used to store information needed for authentication / user identification process
Control over application, preparation, issue, use & card return or card termination phases.
INPUT CONTROLS- 

Input controls ensure that input data is valid, accurate and complete. Data codes like account number etc are used for accurate and efficient data entry. Poorly designed data codes & human intervention in data input cause recording and keying errors.

Types of “data coding errors”-

1) Addition: Addition of an extra character in a code e.g. 54329 coded as 543219

2) Truncation Omission of characters in the code e.g. 54329 coded as 5439

3) Transcription recording wrong characters 54329 coded as 55329

4) Transposition reversing adjacent characters 54329 coded as 45329

Factors affecting coding errors as follows:

1. Length of the code: Long codes prone to errors – Should be broken using hyphens, slashes or spaces to reduce coding errors.

2. Alphabetic numeric mix: Code should provide for grouping of alphabets and numerical separately if both are used. Intermingling both is error prone

3. Choice of characters: Certain alphabets such as B, I, O, S would be confused with numbers 8,1,0,5.

Avoid it.

4. Mixing uppercase/lowercase fonts: Upper case and lower case should NOT be mixed when using codes since they delay the process of keying in due to usage of the shift key

5. Sequence of characters- Character sequence should be maintained. ABC vs. ACB

Check Digits: are redundant digits that helps verify the accuracy of other characters in the code that is checked. The program recalculates the check digits and compares with the check digit in the code when the code is entered to verify if the code is correct. Check digits may be prefixes or suffixes to the actual data. When the code is entered, a program recalculates the check digit to determine the accuracy.
PROCESSING CONTROLS: 

Data processing controls perform validation checks to identify errors during processing of data to ensure completeness & accuracy of data being processed. Normally, these controls for users are implemented through

· Data validation ie validating data before processing
· DBMS ie to accept correct data only
Data processing controls:
Run-to-run totals

To verify data that is subject to correct process through different stages. A specific record (Probably the last record) can be used to maintain the control total.

E.g. If the current balance of an invoice ledger is Rs.150,000 and the additional invoices for the period is of total Rs.20,000 then the total sales value should be Rs.170,000.
Field initialization

Data overflow can occur, if records are constantly added to a table or if fields are added to a record without initializing it, i.e., setting all values to zero before inserting the field or record.

Exception reports

Exception reports are generated to identify errors in data processed. Such exception reports give the transaction code and why the particular transaction was not processed or what is the error in processing the transaction.
Transaction log
To maintain audit trail processed and rejected transactions

Format completeness check
Check that all the required data entry fields (mandatory) exist during processing
Existence/Recovery Controls

The check-point/restart logs, facility is a short-term backup and recovery control that enables a system to be recovered if failure is temporary and localized.
OUTPUT CONTROLS: 

Ensure that error free output is delivered to authorized users in a consistent and secured manner + ensures CIA. Output forms - printed report, database file etc.

1. Storage and logging of sensitive, critical forms

Pre-printed stationery should be stored securely to prevent unauthorized destruction or removal and usage

2. Logging of output program executions

When programs used for output of data are executed, it should be logged and monitored to protect confidentiality of data

3. Spooling/Queuing

“Spool” is an acronym for “Simultaneous Peripherals Operations Online”.

Process to ensure user is able to continue working, even before the print operation is completed. When a file is to be printed, the OS stores data stream to be sent to the printer in a temporary file on the hard disk. This file is them “spooled” to the printer as soon as the printer is ready to accept the data.

This intermediate storage of output or the queue (list of documents waiting to be printed on a particular printer) could lead to unauthorized disclosure and/or modification.

4. Controls over printing

Users must be trained to select correct printer and access restrictions may be placed on the workstations that can be used for printing.

5. Report distribution and collection controls

Distribution of reports should be made in a secure way to ensure no unauthorized disclosure of data. It should be made immediately after printing to ensure that the time gap between generation and distribution is reduced. A log should be maintained as to what reports were generated and to whom it was distributed.

Where users have to collect reports the user should be responsible for timely collection of the report especially if it is printed in a public area. A log should be maintained as to what reports where printed and which of them where collected. Uncollected reports should be stored securely.

6. Retention controls

Retention controls consider the duration for which outputs should be retained before being destroyed. Retention control requires that a date should be determined for each output item produced.

Factors affecting retention period - need of & use of output, legislative requirements, type of storage medium

7. Existence/Recovery Controls

Needed to recover output in the event that it is lost or destroyed. If the output is written to a spool of files or report files and has been kept, then recovering and new generation is easy and straight-forward.
DATABASE CONTROLS: 

Protecting the integrity of a database when application software acts as an interface to interact - between user and database are called the update controls and report controls.

Update controls

· Sequence Check Transaction and Master Files

· Ensure All Records on Files are processed

· Process multiple transactions for a single record in the correct order

· Maintain a suspense account

Report controls

· Standing Data

· Print-Run-to Run control Totals

· Print Suspense Account Entries

· Existence/Recovery Controls

Update controls are:

1) Sequence Check

Transaction and Master Files Synchronization and correct sequence of processing between the master file and transaction file is critical to maintain the integrity of updation, insertion or deletion of records in the master file with respect to the transaction records

2) Ensure All Records on Files are processed

While processing, the end-of-file of transaction file should be mapped with end of- file of respective master file.

3) Ensure multiple updations for single record occurs in correct order
4) Maintain a suspense account

When mapping master record to transaction record results in a mismatch due to failure in the corresponding record entry in the master record then these transactions are maintained in a suspense account. A non-zero balance of the suspense accounts reflect errors to be corrected.

Report controls are:

1) Standing Data

Application programs use many internal tables to perform various functions like pay calculation, interest calculation etc. Maintaining integrity of these internal tables is critical as any changes or errors in these tables would have an adverse effect on the basic functions. Periodic monitoring of these internal tables by means of manual check or by calculating a control total is mandatory.

2) Print-Run-to Run control Totals
Ie option to print each step of transaction processing, helps in identifying errors or irregularities like record dropped erroneously from a transaction file, wrong sequence of updating or processing errors.
3) Print Suspense Account Entries
Suspense account entries are to be periodically monitored with respective error file and action taken on time.

4) Existence / Recovery Controls
The back-up and recovery strategies together encompass the controls required to restore failure in a database. Backup strategies are implemented using prior version and log of transactions or changes to the database. Recovery strategies involve roll-forward (current state database from a previous version) or the rollback (previous state database from the current version) methods.
Discuss the 3 processes of Access Control Mechanism, when a user requests for resources.(((
Access control mechanism processes the user request for resources in 3 steps.

· Identification: Name, account number, address, card number

· Authentication: ID and Password, PIN, Finger Prints

· Authorization: Access rights for access of resources

The access control mechanisms operate in the “following sequence”:

1. Users have to identify themselves, indicating their intent to request usage of system resources

2. Users must authenticate themselves and the mechanism must authenticate itself

3. Users request for specific resources, need & usage details

(((
The mechanism then accesses:

a) Previously stored information about users

b) Resources they can access

c) Action privileges they have with respect to these resources

(((
The mechanism then verifies this information against user entries & it then permits or denies the request

1) & 2) Identification and Authentication: Users identify themselves by providing information such a name, account number, finger print, and signature etc. ( his entry is matched ( process proceeds

3) Authorization: There are two approaches to implementing the authorization module in an access control mechanism:

Ticket oriented: Mechanism assigns users a ticket for each resource they are permitted to access.

Details stored in rows in matrix form 

(+) run-time efficiency (fast)

	Resources
	File A
	Editor program
	Tally program

	User A
	Yes, read only
	Yes
	Yes

	User B
	No
	No
	Yes

	User C
	Yes
	No
	No


List oriented: Mechanism associates with each resource a list of users who can access the resource and action privileges

(+) efficient administration of capabilities (list-change & control)
	File A authorized users and their actions
	Read
	Delete
	write

	A
	(
	(
	(

	B
	(
	(
	(

	C
	(
	(
	(


Service Level Agreements (SLA) (((
Formal agreement between a customer requiring services and the organization that is responsible for providing those services.

Service: A set of deliverables that passes between a provider and a consumer.

Level: Measurement of services agreed upon and delivered and the gap between the two.

Agreement: Contract between 2 entities—the one providing the service and the recipient

· Not a legal contract in itself,

· States required performance of the system in terms of its availability to users, response times, and numbers of transactions processed and any other suitable criteria meaningful to the user

· Monitored

An SLA should also define:

· Level of technical support to be provided to users

· Procedures for proposing changes to the system

· Standards of security provision and administration, controls and monitoring system and network use

· Emergency requirements

· Charges for services

PLUS the following from Auditor’s side

· Right to audit clause

· Legal compliance requirements

· Monitoring procedures

· Business continuity measures

· Non disclosure requirements

· Insurance requirements

Post-implementation review (PIR) stage (((
· PIR after a development project is completed - to determine if the anticipated benefits were achieved.

· Jointly done by project development team, end users, independent group

Objectives:

Business objectives - within budget and deadline, savings and benefits as expected

User expectations - user friendly, good response time, reliable

Technical requirements - expansion, easy to operate and maintain

What are the issues that should be considered by a system auditor at post-implementation review (PIR) stage before preparing the audit report? (((
1. Interview business users ( assess their satisfaction w.r.t. system use

2. Interview security, operations and maintenance staff

3. Based on User Requirements Specification ( system’s requirements have been met? If not, reasons

4. System is being backed up

5. Previous system de-commissioned. If not, reasons

6. Review system problem reports and change proposals to study problems/remedy

7. Adequate internal controls have been built ( documented ( operated correctly. Underlying system design weaknesses?

8.  Adequate SLA has been drawn up & implemented. Areas where failed

9. Review Business Case and determine whether:

· anticipate benefits have / are been achieved

· any unplanned benefits (extra) have been identified

· costs are in line with those estimated
Key elements in System Development and Acquisition Control

In system development and acquisition there are 3 main treats which should be treated appropriately

1. system development may consume excessive resources and time

2. system is not developed as per the requirements

3. system may contain unauthorized/fraudulent instructions

Controls to avoid above problems are:
· Develop Long-range strategic master plan,

· data processing schedules,

· System performance measurements.
· Use project control techniques
· PIR
1. Develop Long-range strategic master plan,

Which would layout major activities to be undertaken in the system development
2. Data processing schedules/resource utilization schedule
To maximize the use of scarce resources, it is necessary that all the tasks should be organized in a way to maximize the utilization of resources ie through pre determined schedules for all activities to be performed on system
3. System performance measurements 
It includes

· Response time ie processing time

· Utilization ie percentage of time the system is productively used

· Stress test ie volume of data it can handle
4. Use project control techniques
This can be done by using PERT/CPM techniques. Project should be assigned to a manager and team should be held responsible for the success or failure of the project. A performance evaluation of the project team member should be done as each plan is completed.
5. PIR
After a development project is completed a post implementation review should be performed to determine if the anticipated benefits were achieved, as review will help to control next project development activities
