CHAPTER 2: SYSTEM DEVELOPMENT LIFE CYCLE METHODOLOGY
PART 3
STAGE 3: SYSTEM DESIGN
It deals in transforming the customer requirements as described in system requirement document into a form that is easily implementable by using a programming language
Objective: Designs an IS that best satisfies user / managerial requirements.

· Describes parts of system and their interaction

· How system shall be implemented using hardware, software and network facilities

· Specifies program and DB specifications and security plan

· Specify control mechanism
Activities:

· Key design phase activities include - describing I & O, such as screen design and reports

· Determining processing steps & computation rules

· Determining data file or database system file design;

· Preparing the program specifications for various types of requirements or information criteria defined; and Internal / external controls

Document / Deliverable: A ‘blueprint’ for the design with the necessary specifications for the hardware, software, people and data resources.
System design involves first LOGICAL DESIGN and then PHYSICAL CONSTRUCTION of a system.

1. Logical design: The logical design is like an engineering blueprint of system’s features and shows how the elements are related to one another. 

2. Physical construction: It produces program software, files and a working system. Design specifications instruct programmers about what the system should do. The programmers, in turn, write the programs that accept input from users, process data, produce the reports, and store data in the files.

Once the detailed design is completed, the design is then distributed to the system developers for coding. The design phase involves following steps:

1. Architectural Design;

2. Design of the Data / Information Flow;

3. Design of the Database;

4. Design of the User-interface;

5. Physical Design; and

6. Design and acquisition of the hardware/system software platform.

1) Architectural Design- Architectural design deals with the organization of applications in terms of hierarchy of modules and sub –modules.
 Here we identify – 
· major modules; 
· function and scope of each module; 
· interface features of each module; 
· modules that each module can call directly or indirectly and 
· Data received from / sent to / modified in other modules.
The architectural design is made with the help of a tool called Functional Decomposition which can be used to represent hierarchies 
2) Design of Data / Information flow (type of data input required)
Imp for conceptual design of the new system. In designing the data / information flow for the proposed system, the inputs that are required are - existing data / information flows; problems with the present system; and objective of the new system. All these have been identified in analysis phase & documented in Software Requirements Specification (SRS).

3) Design of Database

Design of the database involves determining its scope ranging from local to global structure. The scope is decided on the basis of interdependence among organizational units. The greater the need the interdependence, the greater the need for a global database.
The design of the database involves four major activities 
· Conceptual modeling: in database administrator design the database by creating E-R diagram ie entity relationship diagram which contains entities as tables of database with attributes (fields) and relationship between them
· Data modeling: Conceptual Models need to be translated into data models so that they can be accessed and manipulated by both high-level and low-level programming languages
· Storage structure design: Decisions must be made on how to linearize and partition the data structure so that it can be stored on some device.
· Physical layout design: designer decides how the database will be physically located at different locations. For example: SBI will maintain common database at Mumbai and regional offices and branches will maintain their own database

4) Design of User-Interface

Determining ways in which users will interact with a system ie input and output of the system
· source documents to capture raw data

· hard-copy output reports
· screen layouts for dedicated source-document input

· inquiry screens for database interrogation

· graphic and color displays

· requirements for special input/output device
Designing System Outputs
Output Objectives: The output from an information system should accomplish one or more of the following objectives:

· Convey information about past activities, current status or projections of the future.

· Signal important events, opportunities, problems or warnings.

· Trigger an action.

· Confirmation of an action to indicate completion of task
Designing system input
Input Objectives: Input design consists of developing specifications and procedures for data preparation, developing steps which are necessary to put transactions data into a usable form for processing, and data entry, i.e., the activity of putting the data into the computer for processing.
There are certain important factors listed in Table, which should be considered by the system analyst while designing user input/ output forms.
	Characteristic
	Definition
	Input design
	Output design

	Form
	Way the info is inputted in the input form and the content is presented to users in various output forms
	Forms are pre-printed papers that require people to fill in responses in a standardized way.

Forms extract and capture information that often will be input to the computer.

Serve as source documents for the data entry personnel.
	Output forms should be decided keeping in view user requirements. Can be in tabular or graphical form


	Format
	Input format refers to the manner in which data are physically arranged.

Output format refers to arrangement of data output on a printed report/display screen.
	Means size, type of arrangement of data fields selected for data input records. It is normally done with user friendly easy to understand data entry forms
	Should assists in decision making, identifying and solving problems, planning and taking corrective action and searching.

	Media
	Input-output medium refers to the physical device used for input, storage or output.
	Choice of input media and devices on which to enter the data.

Alternatives – display workstations, magnetic tapes, magnetic disks, key-boards, OCR, etc. a suitable input medium should be selected for efficient data entry
	Include paper, video display, microfilm, magnetic tape/disk, voice output. Mainly depend upon the way information is required by users

	Timeliness
	When users need outputs - regular, periodic basis (daily,

weekly, monthly, quarterly or annually)
	Timeliness of data input is very important because any output will not be available until the required input is given to system
	Frequency or periods when output is required. Some are required on regular basis and some on demand basis

	Volume
	Input volume - amount of data that has to be entered in the computer system at any one time.

Output volume  amount of data output required at any one time
	Means amount of data captured at a time. In online processing and real time processing amount of data captured at a time is small whereas in batch processing it is high 
	Use high-speed printer or a rapid-retrieval display unit, which are fast and frequently used output devices in case the volume is heavy.




Physical Design

For the physical design, the logical design is transformed into units, which in turn can be decomposed further into implementation units such as programs and modules.

During physical design, the primary concern of the auditor is eff. & eff. issues. The auditor should seek evidence that designers follow some type of structured approach like – CASE tools to access their relative performance via simulations when they undertake physical design. 
Some of the issues addressed here are –

· type of hardware for client application and server application; 
· Operating systems to be used; 
· Type of networking; 
· Processing – batch – online, real – time; 
· Frequency of input, output; and Month-end cycles / periodical processing
Design Principles

· Tendency to develop merely one design and consider it the final product. However the recommended procedure is to design two or three alternatives and choose the best one on pre-specified criteria.

· The design should be based on the analysis.

· The software functions designed should be directly relevant to business activities.

· The design should follow standards laid down. E.g. user interface should have consistent color scheme, menu structure, location of error message and the like.

· The design should be modular.
Modularity

A module is a manageable unit containing data and instructions to perform a well-defined task. Interaction among modules is based on well-defined interfaces. Modularity is measured by two parameters: Cohesion and Coupling.

· Cohesion refers to the manner in which elements within a module are linked.

· Coupling is a measure of the interconnection between modules.  
· In a good modular design, cohesion will be high and coupling low.
Design of the Hardware / System Software Platform

Sometime, the new system requires hardware and system software not currently available in an organization. Will have to be designed

If different hardware and software are not able to communicate with each, subsequent changes will have to be made and resources expanded in trying to make the hardware and software compatible to each other.

Auditors should be concerned about the extent to which modularity and generality are preserved in the design of the hardware/system software platform.

Stage IV: System Acquisition and Software development
Acquisition Standards should focus on:

· Review appropriate vendors, contract, and licensing

· Products compatible with existing systems

· Invitations-to-tender and request-for-proposals (RFP) for soliciting bids from vendors

· Operational requirements identified & detailed in RFPs.

[Steps involved in selection of computer System: Reqt, RFP, Evaluate, Test]
Acquiring Systems Components from Vendors

1. Hardware Acquisition

2. Software Acquisition

3. Contracts, Software Licenses and Copyright Violations

4. Validation of Vendors’ proposals

5. Methods of validating the proposal

1. Hardware Acquisition:

• E.g. AC, machinery etc. - Purchased, leased from a 3rd party or to be rented?

• Objective selection criteria can be delegated to technical specialist

• After-sales: Support services, education and training etc.

2. Software Acquisition

• Systems analyst determines requirement, nature of s/w based on IPO

• Develop in-house or acquired

3. Contracts, Software Licenses and Copyright Violations

• Contract: Rights and responsibilities of the parties - in writing with details

• Software license: that grants permission to use/customize software

• Copyright laws protect proprietary as well as open-source software. Using unlicensed software = possible litigation.

4. Validation of Vendors’ proposals

• Evaluating and ranking proposals - difficult, expensive and time consuming esp. when variety of configurations

• The following factors have to be considered towards rigorous evaluation of vendor proposals
a. Costs - Benefits / Performance

b. Maintainability

c. Compatibility

d. Vendor Support

5. Methods of validating the proposal

Large organizations would naturally tend to adopt a sophisticated and objective approach to validate the vendor’s proposal. Some of the validation methods are as follows:

a. Test problems

b. Checklists

c. Point-Scoring Analysis

d. Public Evaluation Reports

e. Bench marking problem for vendor’s proposals

(- Test Cricket mey Points-Score hote hain aur Public Bench par baethe rehti hai -)
CHECKLISTS

• Most simple; subjective method

• Criteria/Parameters put in checklist as questions against which responses validated

POINT-SCORING ANALYSIS

• Objective method- no absolute rules, only guidelines for matching user needs with software capabilities
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PUBLIC EVALUATION REPORTS

· Consultancy agencies compare performances, cost

· Useful where the buying staff has inadequate knowledge of facts
· Various magazines and manuals publish the comparisons of vendor system
BENCH MARKING PROBLEM FOR VENDOR’S PROPOSALS

· A job mix of possible transactions to be executed on required system is prepared and same is executed into vendor system

· Outputs are analyzed 
· Testing whether vendor’s product meets buyer’s job requirements
· This approach provides true and real evaluation of vendor system
TEST PROBLEMS

· Test problems disregard actual job mix/work load

· Test the true capabilities (limits) of the hardware, software or system.

· Price-performance is compared for final judgment

· Various capabilities assigned relative weight-age
SOFTWARE DEVELOPMENT: PROGRAMMING TECHNIQUES AND LANGUAGES

Objective: To convert the specification into a functioning system.

Activities: Application programs are written, tested and documented, conduct system testing.

• Program Coding Standards

• Programming Language & Choice of Programming Language

• Program Debugging ( Test the program ( Program Documentation ( Program Maintenance

Document / Deliverable: A fully functional and documented system.

A “good coded program” should have the following characteristics (3R-3Vowels: RRR-AEU):

• Reliability: Consistent performance

• Readability: Ease of maintenance despite no program developer.

• Robustness: Considering all possible inputs and outputs

• Accuracy: What program is supposed to do + what it should not do
• Efficiency: Performance despite increase in input values.

• Usability: User-friendly interface and easy-to-understand document

Program Coding Standards

• Program logic outlined in flowcharts ( program statements or instructions.

• For each language, there are specific rules concerning format and syntax ( Syntax means vocabulary, punctuation and grammatical rules available in the language manuals that the programmer has to follow strictly and diligently.

• Different programmers may use different sets of instructions but each giving the same results. Hence, important to standardize

a. Method of communication between teams, team members and hence, a good control tool

b. Minimize the system development setbacks due to programmer turnover

c. Provide simplicity, efficient utilization of storage and least processing time

Programming Language

Application programs are coded on the form of statements or instructions and the same is converted by the compiler to binary form for the computer to understand and execute. The programming languages commonly used are as follows:

· High – level general purpose programming language such as COBOL and C language.

· Object oriented languages such as C++, JAVA etc.

· Scripting language like JavaScript, VBScript.

· Decision Support or Expert System languages like PROLOG.

Choice of Programming Language- Criteria on the basis of which the language to be used should be decided:

· Application area

· Algorithmic complexity

· Data structure complexity

· Performance consideration

· Environment in which software has to be executed

· Knowledge of software development staff

· Capability of in-house staff for maintenance
Program Debugging

Debugging is the most primitive form of testing activity which refers to correcting programming language syntax and diagnostic errors so that the program compiles cleanly.

(A clean compile means that the program can be successfully converted from the source code written by the programmer into machine language instructions – say .exe)

Debugging can be a tedious task consisting of following 4 steps:

• Inputting the source program to the compiler

• Letting the compiler find errors in the program

• Correcting lines of code that are erroneous, and

• Resubmitting the corrected source program as input to the compiler.

Test the program

A careful and thorough testing of each program is vital to the successful installation of any system.

· It is done with test data to find out any run time error which could not be detected by compiler
· Programmer should plan the testing to be performed

· Test plan should include execution of all standard processing logic, testing all possible exceptions.

· Test plan should be discussed with project manager and/or system users.

· A log (record) of test results and all conditions successfully tested should be kept

Program Documentation

• Writing of narrative procedures & instructions for users

• Managers and users should review documentation for correctness ( revised

• User documentation understandability i.e. user can clearly understand the instructions.

Program Maintenance

• Requirements of applications change ( Modification.

• Usually separate categories of programmers called maintenance programmers for this
