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Ch: 1 Information System Concept

1(a).  Discuss major characteristics of an effective MIS.
Ans.
	Mgt oriented
	Mgt Directed
	Common Database
	Common Data Flows

	Heavy Planning Element
	Sub-sys concept
	Integrated
	Computerized



1(b). There are practical set of principles which is used to guide the design of measures and indicators to be included in EIS. Explain these principles in Brief.
Ans 
1. EIS measures must be easy to understand and collect
2. EIS measures must be based on a balanced view of the Org’s obj.
3. EIS measures must encourage mgt & staff to share ownership of Org’s obj.
4. EIS measures must evolve to meet the changing needs of the Org.
5. EIS Info must be available to everyone in the Org.
6. EIS PI must reflect everyone’s contribution in a fair & consistent manner.
2. What do you mean by expert system? Explain some of its business application.
Ans.

An ES is highly developed DSS that utilizes knowledge, generally possessed by an expert to share a problem.
Business Application
	Accounting & Finance
	Marketing
	Manufacturing

	Personnel
	General Business
	



Ch: 2 SDLC

3. What is waterfall model? Describe strength and weakness in brief.
Ans
Waterfall approach is a traditional approach in which each developer in a development team works in different phases.
	Strength
1. Ideal approach for supporting less experienced project teams
2. Help to ensure the quality, reliability, adequacy and maintainability of the developed software.
3. Progress of SD is measurable.
4. Helpful in conserving resources.
	Weaknesses
1. Inflexible, slow, costly and cumbersome
2. Little room for use of iteration
3. It depends upon early identification and specification of requirements.
4. Problems are often not discovered until system testing.
5. Difficult to respond to changes.
6. Produces excessive documentation.
7. Promotes the gap b/w users & developers with clear vision of responsibility.



4(a). Discuss basic principles of Prototyping model in brief.
Ans
Step:1 Identify IS Requirements
Step:2 Develop the initial Prototype
Step:3 Test and Revise
Step:4 Obtain User Signoff of the Approved Prototype

4(b) What are the major activities that are performed in the requirement analysis phase of the SDLC?

Step:1 Conduct detailed investigation using fact finding technique
Step:2 Analysis of Present system
Step:3 Analysis of Proposed system
Step:4 Preparation of System Requirement Reports

5(a) What is Integration testing? Explain bottom-up and top-down integration.

Integration testing: This is an activity of software testing in which individual software modules are combined and tested as a group.
Unit Testing →Integration Testing  →System Testing

	Bottom-up Integration
It consists of Unit Testing, followed by sub-system testing, and then testing of the entire system.
It is easy to implement.
Testing of linked module is delayed or occur at the ed.
	Top-down integration.
This is opposite to bottom-up testing.
In this, first of all, the main control point or linked modules functionality is tested and then lower parts are tested to ensure correct working of linked modules.



5(b) Discuss system testing along with its other associated testing techniques.

System Testing: is a process in which software and other system elements are tested as a whole.
Other Associated Testing
	1. Recovery Testing: This is the activity of testing ‘how well the application is able to recover from crashes, hardware failures and other similar problems’.
	2. Security Testing: This is the process to determine that an IS protects data and maintains functionality as intended or not.


	3. Stress or Volume Testing: is a form of testing that is used to determine the stability of a given system.
	4. Performance Testing: To determine the speed or effectiveness of a computer, network, software program or device.



Ch: 3 Control Objective

6(a) What do you mean by detective controls? Explain with the help of examples.

Detective Controls: These are designed to detect errors, omissions or malicious acts that occur and report the occurrence.

Examples of Detective controls include.
· Hash Totals
· Check points in production jobs
· Echo control in telecommunications
· Error message over tape labels
· Duplicate checking of calculations
· Periodic performance reporting with variances
· Past due accounts report 
· The internal audit functions
· Intrusion detection system
· Cash counts and bank reconciliation and
· Monitoring expenditures against budgeted amount.	

6(b. ) Explain Major Boundary Control Technique in brief.

Ans
Cryptography: It encrypts data (clear text) into cryptograms (cipher text)
Passwords
Personal Identification Numbers (PIN)
Identification Cards (I Card)
7. There are a number of general questions that an auditor will need to consider for quality control. Explain those questions in brief. 
Ans

· Does the system design follow a defined and acceptable standard?
· Are completed designs discussed and agreed with the users?
· Do quality reviews follow a defined and acceptable standard?
· Are quality reviews carried out under the direction of a technically competent person?
· Are auditors/security staffs invited to comment on the internal control aspects?
· Are defects uncovered during quality reviews always corrected?
· Has system development plan developed and quality reviewed?
· Has a Training Plan been developed and quality reviewed?





8(a) Briefly describes various activities involved in a conversion process during system implementation. Also explain different strategies used in a conversion process.
Ans
Major Activities
Defining the procedures for correcting and converting data into the new application
Determining what data can be converted through software and what data manually
Performing data cleansing before data conversion
Identifying the methods to access the accuracy of conversion 
Designing exception reports.
Establishing responsibility for verifying and signing off.

Major Conversion Strategy.
1. Direct Implementation
2. Parallel Implementation
3. Phased Implementation
4. Pilot Implementation

8(b) Discuss packet filter Firewalls along with their major weaknesses.
Ans
Packet filter firewalls evaluate the headers of each incoming and outgoing packet to ensure
it has a valid internal address, 
originates from a permitted external address,
connects to an authorized protocol or service, and 
Contains valid basic header instructions.
Weaknesses

Packet filter does not examine packet contain.
Logging functionality is limited to the same information
Most of them do not support advanced user authentication schemes.
Firewalls are generally vulnerable to attacks
Firewalls are easy to misconfigure.

Ch: 4 Testing

9(a) Discuss major disadvantages/limitation of continuous Audit System in brief.

Ans
Auditors have to obtain resources required from the org. 
CAT is most likely useful when auditors are involved in the development work.
Auditors need the knowledge and experience of working with computer systems.
CAT is most likely useful when audit trail is less visible.
CAT is most likely useful when the cost or errors and irregularities are high.
9(b) Explain the term testing with reference to controls. Also define substantive and compliance testing. 
Testing is a scientific process performed to determine 
whether the controls ensure the system design effectiveness as well as
 the implemented system controls operational effectiveness.

	Substantive Testing
It is used to ensure that processes, not controls, are working as per design of the control and produce the reliable results.
	Compliance Testing
A compliance test determines if controls are working as designed.



CH: 5 Risk Assessment Methodologies and Application

10   (a). Briefly explain the following terms.
1. Threat: is an action or event which may cause harm to org.
For e.g. Virus Attack is threat to org IS.
2. Vulnerability: is the weakness in the safeguard or security of the system that exposes the IS to various threats.
For e.g. without firewall and antivirus software a system will be more vulnerable to various threats or attacks.
3. Exposure: is an extent of loss org may have when risk actually happen.
4. Likelihood: It is probability of occurrence of any risk.
5. Attack: is a set of actions designed to compromise CIA of an IS.
 
10(b) Describe common risk mitigation techniques.
Ans
1. Insurance
2. Outsourcing
3. Service Level Agreements

Ch: 6 BCP & DRP

11(a) Briefly explain goal of BCP
Ans
· Identify the weaknesses and implement Disaster Prevention Program
· Minimize the duration of a serious disruption to Business operations
· Facilitate effective co-ordination of recovery tasks.
· Reduce the complexity the recovery effort.

11(b) Describe some important backup tips, which must be kept in mind while taking the backup.
Develop a simple and easy to understand plan.
Be organized
Utilize software features which help to provide efficient backup.
Select options to verify the taken backup.
Restrict data storage privilege to particular person only.
Create a simple step by step guideline.
Ch: 7 ERP

12. Organization face several new business risks when they migrate to real time, integrated ERP System.’ What are those risks?
Ans. (ABCDDSOSJP)

1. Audit expertise
2. Broad system access
3. Change Management
4. Distributed computing experience
5. Dependency on external assistance
6. Single Point Failure
7. Online-Real Time
8. Structural Changes
9. Job role changes
10. Program interfaces and data conversions


Ch:8 IS Auditing Standards, Guidelines, Best Practices. 

13. Define the following terms. (w.r.t. CMM)

1. Software Process Capability
It describes the range of expected results that can be achieved by following a software process.
2. Software Process Performance 
It represents the actual results achieved by following a software process.
3. Software Process Maturity
This is the extent to which a specific process is explicitly defined, managed, measured, controlled and effective.

14. Discuss controls and objectives of ‘communication and Operations management’.

1. Operational Procedure and responsibility
2. System planning and acceptance
3. Protect against malicious software
4. Housekeeping
5. Network Management
6. Media Handling and Security
7. Exchanges of Information and software 









Ch:9 Drafting IS Security Policy, Audit Policy, IS Auditing Reports

15(a) Discuss the important points, which need to be taken into consideration of asset and security classification.
Ans
An inventory of assets must be maintained.
A formal, documented classification scheme should be in place and all staff must comply with it.
The originator or ‘owner’ of an item of information should provide a security classification. 
The handling of information, which is protectively marked CONFIDENTIAL or above must be specifically approved. 
Exchange of data and software between organizations must be controlled.
Appropriate procedures for information labeling must be agreed and put into practice. 
Classified waste must be disposed of appropriately and securely.

15(b) Briefly explain the contents of a permanent of audit file.
Ans.
The organization structure of the entity.
The IS Policies of the organization.
The historical background of IS in the organization.
Extracts of copies of important legal documents relevant to audit.
A record of the study and evaluation of internal controls related to the IS.
Copies of the Audit Report and observation of earlier years.
Copies of Management letters issued by the auditors.
Ch 10 Information Technology (Amendment) Act 2008

16 (a) Discuss the electronic signature u/s 3A of IT Act 2008
Ans
A subscriber may authenticate any electronic record by such electronic signature or electronic authentication technique which
1. Is considered reliable and
2. May be specified in II sch
Any electronic signature or electronic authentication technique shall be considered reliable if 

the signature creation data are linked to the signatory or
the authentication data are linked to the authenticator  

the signature creation data are under the control of signatory or
the authentication data are under the control of authenticator  

Any alteration to the electronic signature made after affixing such signature is detectable.
Any alteration to the information made after authentication by electronic signature is detectable.
16(b) Describe the duties of Certifying Authorities in the light of Sec 30 of IT Act 2008
Ans
Every CA shall
make use of h/w, s/w, procedure that are secure from misuse
provide reasonable level of reliability in its services
adhere to security procedures to ensure that the secrecy and privacy of the electronic signature are assured
17 Discuss the power to authorize and collect traffic data or information through any computer resources for cyber security u/s 69B of IT Act 2008
Ans
The CG may, for prevention of computer virus in the country, by NOG, authorize any agency of the Govt to monitor and collect traffic data or info generated, transmitted, received or stored in any computer.
Any intermediary or  person in charge of the computer shall when called upon by the agency provide technical assistance 
Any intermediary who intentionally or knowingly contravenes any provisions of the Act shall be punished for 3 years imprisonment and fine. 
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