
                                                                 CHAPTER  6


Business Continuity Planning     :-   The business continuity plan is a guiding document that allows the management team to continue operations. It is a plan for running the business under stressful & time compressed situations. The plan lays out steps to be initiated on occurrence of a disaster , combating it , & returning to the normal operations including the quantification of the resources needed to support the operational commitments.

Business continuity covers following area :-
1. Business resumption planning.
2. Disaster recovery planning.
3. Crisis management.

Objectives  of  BCP     :-
· Provide for the safety and well-being of people on the premises at the time of disaster; 
· Continue critical business operations;
· Minimize duration of serious disruption to operations & resource ;
· Minimize immediate damage and losses;
· Establish management succession and emergency powers;
· Facilitate effective co-ordination of recovery tasks;
· Reduce the complexity of the recovery effort; and
· Identify critical lines of business and supporting functions.

Goals of BCP     :-
· Identify weaknesses and implement a disaster prevention program;
· Minimise the duration of a serious disruption to business operations;
· Facilitate effective co-ordination of recovery tasks; and
· Reduce the complexity of the recovery effort.

Developing BCP  ( 8 Phases Process ) :-

Pre-Planning Activities   :-
· Obtain an understanding of the existing & projected system environment of the organisation.
· Steering Committee should be established to undertake an overall responsibility of BCP.
· Conducting the Security Assessment & Business Impact Analysis.
· Developing the policy.
· Scheduling Awareness Program to educate management & senior individuals who will participate in BCP.

Vulnerability  Assessment  &  Defining  Requirement   :-
· A through security assessment of system & environment ( physical security , back-up , contingency plan , database security , access control , application control , insurance etc...)
· Improve any existing emergency plans.
· Present findings & recommendations to steering committee.
· Analyse , recommend , purchase the recovery planning & maintenance S/w.
· Develop a plan framework.

Business   Impact   Analysis  (BIA)  :-
· Identify Critical Business Process.
· Quantify threats / risks in terms of outage & financial impact.
· Identify dependencies & interdependencies of critical business process.
· Determine maximum allowable downtime.
· Type & quantity of resources required for recovery.
· Impact on organisation in event of disaster.
· Above informations could be gathered through  :-
· Questionnaires.
· Workshops.
· Interviews.
· Examination of documents.


Defining  Requirement   :-
· A profile of recovery requirements is developed.
· This profile is used as basis for analysing alternative recovery strategies.
· This profile should include : H/w ; S/w ; Documentation ; Outside support ( Public N/w or DP service ) ; Facilities ( space, equipments ,etc...)  Personnel for each business unit etc...
· Recovery strategies will be based on Short term , intermediate term , & long term outages.

Plan  Development   :-
· In this phase determine the available options & formulate alternative operating strategy for timely recovery.
· Recovery strategies may be 2 tired :
· Business      =   Logistics , Accounting , Human Resources.
· Technical     =  I.T. ( Desktop , client-server , mainframe computers , midrange.)
· Recovery plans are Defined & Documented.
· Also includes :  Upgrading of existing data processing procedures.
                                       Vendor contract negotiations for recovery services.
                                       Definition of recovery team & its responsibilities.

Testing  The  Plan   :-
· On-going testing programs should be established.
· Unless plan is tested on regular basis , there is no surety that in the event the plan is activated, the organisation will survive from disaster.
· Ensure recovery procedures are complete & workable.
· Resources such as Business process ; IS system ; Personnel ; Facilities ; are obtainable & workable.
· IT Back-up system are current & can be restored.
· Success or Failure of business continuity training program is monitored.

Maintenance  Program   :-
· Determine ownership & responsibility for maintenance of BCP strategies.
· Identify BCP maintenance triggers.
· Ensure any structural ; organisational ; operational changes are communicated to maintenance team , to ensure plan is updated accordingly.
· Plan remains Up-to-date.

Testing  &  Implementation   :-
· Defining test procedures.
· Identifying test team.
· Structuring the test.
· Conducting the test.
· Analysing the test results.
· Modifying the plan as appropriate.

There are various plans which are to be designed for the purpose of effective BCP & DRP implementations ; 
Such as   :
· Emergency Plan.
· Back-up Plan.
· Recovery Plan.
· Test Plan.

Emergency  Plan   :-
· Action to be undertaken immediately when disaster occurs.
· Identify those situations ; such as – major fire ; major structural damage ; terrorist attack.
· First   -   Who is to be notified immediately when disaster occurs ; eg - police ,mgmt , fire dept. , medicos etc...
· Second   -   Actions to be undertaken ; eg   -   Shutdown of equipments , removal of files , termination of power.
· Third   -   Evacuation procedures.
· Forth   -   Return procedures ; i.e. conditions that must be met before the site is considered safe.
· In all cases , personnel responsible for actions must be identified , & the protocols ( set of rules ) to be followed must be specified clearly.



Back-Up Plan   :-
· Type of back-up to be kept , frequency , procedures , location.
· Identify personnel responsible for gathering back-up resources & restarting operations.
· Continuous updating of back-up plan.
· It is prudent to have more than one person knowledgeable in a back-up task , in case someone is injured when a disaster occurs.
· Following resources must be considered for back-up   :-
· Personnel   =   Training , Rotation , Arrangement from other company for provision of staff.
· Hardware   =   Arrangement from another company for provision of H/w.
· Facilities    =   Arrangement from another company for provision of facilities.
· Documentation   =   Stored securely on-site & off-site.
· Supplies     =   Inventory of critical supplies stored securely at another site , list of vendors.
· Data / Information   =   Inventory of files stored securely.
· Application S/w       =   Stored on-site & off-site.
· System Software      =   Stored securely on-site & off-site.

Recovery  Plan   :-
· The back-up plan is intended to restore operations quickly  ;  while recovery plan sets out procedures to restore full information system ( IS ) capabilities.
· Identify a recovery committee.
· Specify the responsibilities & provide guidelines on priorities to be followed.
· Review & Practice executing their responsibilities so they are prepared should a disaster occur.
· If committee members leave the organisation , new members must be appointed immediately & briefed about their responsibilities.

Test  Plan   :-
· The purpose of test plan is to identify any deficiencies in emergency / back-up / recovery plan.
· First   =   Plan can be tested by desk checking ; inspection ; walkthroughs.
· Next   =   Disaster can be simulated at a convenient time ; personnel & customers might be given prior notice.
· Finally   =   Disaster could be simulated without warning at any time ; these are Acid-Tests.

Threats & Risk Management   :-

· Lack of integrity   :-   Control measures are -   Implementation of security policies , procedures , standards ; encryption technique ; digital signature ; data validation & reconciliation technique ; updated anti-virus s/w ; division of job ; user identification ; security awareness.

· Lack of confidentiality   :-   Control measures are   -   Encryption , Digital Signature , Accountability by  logging system , employees to sign an non-disclosure undertaking , physical & logical access controls.

· Lack of system availability   :-   Control measures are   -   s/w configuration controls , fault tolerant h/w , asset management s/w to control inventory of h/w & s/w , insurance coverage , back-up procedures , physical & logical access control , back-up power supply , updated anti-virus.

· Unauthorised  Users   :-   Control measures are   -   Identification & authentication mechanism , passwords , biometric recognition , token , logical & physical access control , smart cards , disallowing the sharing the passwords , regular audit programs. Data transmitted over public networks & shared networks may get intercepted by unauthorised users , use firewalls & other security measures.

· Disgruntled Employees   :-  Control measures are   -   Physical & Logical access control , logging & notification of unsuccessful logins , protection of modems & network devices , one time use only passwords.

· Hackers & computer crimes   :-   Control measures are   -   Installation of firewalls & intrusion detection system, change of passwords frequently , encryption , digital signature , message authentication code mechanism , audit trails for sensitive information.

· Terrorism & Industrial espionage   :-   Control measures are   -   usage of traffic padding & flooding technique to confuse intruders , encryption , intrusion detection program usage.



Single  Point  of  Failure  Analysis   :-

Single point failure can be defined as those IT components for which there is ‘NO’ failover ; standby ; or redundancy & hence if they fail it would affect availability of that particular resource.The objective is to identify any single point of failure within the organisation’s infrastructure, in particular the information technology infrastructure. Single point’s of failure have increased significantly due to the continued growth in the complexity in the organisation’s IS environment. This growth has occurred due to changes in technology and customer’s demands for new channels in the delivery service and/or products, for example E-Commerce. Organisations have failed to respond to increase in the exposure from single point of failure by not implementing risk mitigation strategies. One common area of risk from single point of failure is the telecommunication infrastructure. Because of its transparency, this potential risk is often overlooked. While the resiliency of network and the mean average failures of communication devices, e.g. routers, have improved, it is still a single point of failure in an organisation that may lead to disaster being declared. To ensure single point failures are identified within the organisations IS architecture at the earliest possible stage, it is essential, as part of any project, a technology risk assessment be performed.

The  objectives  of  risk  assessment  are  to: 
     • Identify Information Technology risks. 
     • Determine the level of risk. 
     • Identify the risk factors.
     • Develop risk mitigation strategies. 

The  benefits  of  performing  a  technology  risk  assessment  are:
     • A business-driven process to identify, quantify and manage risks while detailing future suggestions for         
        Improvement in technical delivery. 
     • A framework that governs technical choice and delivery processes with cyclic checkpoints during the project   
        Lifecycle.
     • Interpretation and communication of potential risk impact and where appropriate, risk reduction to a perceived 
        Acceptable level. 
     • Implementation of strict disciplines for active risk management during the project lifecycle.

Types  of  Back-Ups   :-


	   Full   Back-up

	   Incremental  Back-up

	   Differential Back-up
	   Mirror   Back-up

	
Captures all files on the disks , or within the folder selected for back-up.



However the amount of time & space taken prevents it from being realistic proposition for backing up.

Simple to restore as it have only single restore session for restoring all backed-up files.
	
Only files which have changed since last full / differential / incremental back-up are saved.


Most economical , saves lots of time & Space.



Difficult to restore as have to start with last full back-up , then recovery from every incremental back-up  is to be done.
	
Back-up of all files which have changed since the last full back-up.



Faster than full back-up & more economical.



Restore in two step process 

Restore the last full back-up.

Restore the appropriate differential back-up.

	
Similar to full back-up , except files are not compressed & cannot be password protected – exact copy of back-up data.

Time consuming & very costly.



No restoration may be required since mirrored data
Is same as live data. Users can straightaway connect to mirror site & start working.








Alternate  Processing  Facility  Arrangements   :-


	         Cold   Site
	           Hot   Site
	        Warm   Site
	 Reciprocal  Agreement

	
If an organisation can tolerate some downtime , cold site back-up might be appropriate.



It has all the facilities needed to install a mainframe system , air conditioning , communication lines & so on. Least expensive.

An organisation can establish its own cold-site facility or enter into an agreement with another organisation to provide a cold-site facility.
	
If fast recovery is critical, then this type of site is appropriate.




All H/w & operations facilities will be available at hot site. In some cases - S/w , data & supplies might also be stored there.


A hot site is expensive to maintain. They are usually shared with other organisations that have hot sites needs. 
	
A warm site provides an intermediate level of back-up. It has all cold-site facilities plus H/w that might be difficult to obtain or install.

A warm sight might contain selected peripheral equipment plus a small mainframe with sufficient power to handle critical applications in short run.
Less Expensive.
	
Two or more organisations might agree to provide back-up facilities to each other in event of one suffering a disaster.


This back-up option is relatively cheap , but each participant must maintain sufficient capacity to operate another’s critical system.



If a third – party site is to be used for backup & recovery purpose , security administrators must ensure that a contract is written to cover issues such as  :-
· How soon the site will be made available after disaster.
· Number of organisations that will be allowed to use site concurrently in event of disaster.
· Priority to be given to concurrent users.
· Period during which site can be used.
· Conditions under which site can be used.
· Facilities & Services the site provider agrees to make available.
· What controls will be at place & working at off-site facility.

Back-Up Redundancy   :-  ( Why  is  it  needed ?  )


	    Multiple Back-Up   
            Media            
	    Off-Site  Back-up
	Where  to  keep  Back-up
	    Media  Rotation

	For data of high importance it is absolutely unacceptable to have a situation of data loss. 

Therefore single point of failure such as failed back-up disk that destroys the entire back-up history should be eliminated.
	This is done to keep at least one copy of your redundant back-ups at an alternate site.

In case size of back-up is considerably big ( > 10GB )
Then cost of high speed link & security issues will rule out idea of backing up.

Practical solution is to take a back up into a removable disk which will be shuttled out of your site into a secure location.
	If removable media back up are kept next to computer , a fire or other disaster will probably destroy both.

A secure off site location is best.




Consider keeping one back up in office & other one or two off site.
	Once a while , rotate the active back-up media with one of the off site stored media. 

This will update the off site media with the latest data changes.



To reduce data loss in case of disaster it is recommended to daily switch the active back up media with one of the stored.




Types  of  Back-up  Media   :-

Floppy  Disk   :-   
· These   were available with most desktop computers earlier & they were Cheapest back-ups. 
· These drives are now discontinued due to low storage capacity & are slow.

DVD  Disks   :-
· DVD   =   Digital Versatile Disc / Digital Video Disk.
· Optical disk storage media.
· Most DVDs are in same dimensions as compact disks ( CDs).
· Stores more then 6 times as much data.

Tape  Drives   :-
· Most common back up media due to their low cost.
· Average capacity 4-10 GB.
· Relatively slow then other media.
· Tend to be unreliable.
· Magnetic tape cartridges are used to store data.
· Susceptible to loss of data over time or through breaking / scratching the tape.

Disk  Drives   :-
· Very fast compared to tape drives.
· Rotates at a very fast pace & has one or more heads that read & write data.

Removable Disks   :-
· Such as ZIP /  JAZ drive is becoming increasingly popular for back-ups.
· Quite fast.
· Not that expensive.
· Easy to install & carry around.

DAT  Drives   :-
· Digital Audio Tape Drives.
· Similar to standard tape drives ; but have larger capacity.
· Comes in  DLT ; SDLT ; LTO ; AIT formats.
· Offers upto 260 GB of compressed data.

Optical  Juke  Boxes   :-
· Uses magnetic optical disk.
· High capacity back-up option.
· Extremely expensive.
· Storage space ranging from 5-20 Terabytes.
· A juke box is a tower that automatically loads internally stored disks when needed for back-up & recovery.
· Maintenance is relatively low.

Auto  Loader  Tape  System   :-
· Uses a magazines of tape to create extended back-up volumes.
· It uses DAT tapes.
· Built in capability of automatically loading & unloading tapes.
· Speed of back-up is hundreds of Gigabytes per hour.

USB  Flash  Drives   :-
· Plugs into USB Port.
· Advantage of USB Plug n Play capability saves & back ups documents documents.
· Reliable data retention media.

ZIP  Drives   :-
· Small , Portable disk drive.
· Comes with a s/w utility that provides facility to copy entire contents of hard drive to one or more zip disks.




5  Fundamental  Factors  for  selecting  back-up  media   :-
· Speed          :-   How fast can we back up & restore data using this media ?
· Reliability   :-   How reliable is the media ?
· Capacity      :-   Is it big enough for your back up load ?
· Scalability   :-   Can it support growth in data size ?
· Cost             :-   Is it in your budget ?

Disaster  Recovery  Plan   :-

DRP addresses recovery of IT infrastructure after a disaster. It is a sub-component of overall BCP. A DRP document would address the following issues   :

· Scenario under which the plan can be activated.
· Emergency procedures.
· How to move to alternate processing site.
· Plan maintenance schedule.
· Employees training & awareness program.
· Roles & responsibilities of various personnels.
· Contingency plan document , its distribution , testing & recovery procedures.
· Vendor contact list.
· Contact details of various employees & agencies.
· Medical procedure.
· Insurance details.
· Inventory of assets.
· Emergency phone list of police , fire , medical , H/w , S/w , back-up location .
· Name of employees trained to handle disaster scenario.
· Resumption procedure , actions to be taken to return to normal business operations.
· Details of airline , hotels , transport arrangements.

DRP  Test  Plans  &  Its  Components   :-

	   Hypothetical  Test
	          Unit Test
	        Module Test
	           Full Test

	Theoretical exercise to verify the existence of all necessary procedures & actions listed out in plan.


	A component / unit is the smallest set of instructions within the recovery plan.

It is performed to verify the detail & accuracy of individual procedures within the recovery plan.
	A module is a set of components or units.

It aims to verify the validity & functionality of the recovery procedures when multiple components are combined. 
	Verifies if each component within each module is working & ensures the strategy & Recovery Time Objective is met.



Steps  of  DRP  Test  Plan  :-

Setting  Objectives   :-
· DR test plan works on presumption of worst case scenario.
· Whether system can be recovered at alternative site.
· All application s/w are loaded at DR site.
· Fully documented procedures exists for recovery.
· Detailed documentation of how to restore live data.

Boundaries   :-
· Test boundaries are needed to satisfy the disaster recovery strategy , methodology & processes.
· Management must also decided whether or not to include internal ( auditors / management ) or external ( data security services ) observers or a combination of both.

Scenarios   :-
· There could be various scenarios of disaster such as Network failure , Unavailability of primary processing site.
· It should detail out the source of reason for disaster , the level of damage etc...



Test  Criteria   :-
· Helps in informing concerned personnel as to where they need to be present during drill.
· Submit the unbiased views on the learnings from the drill.

Assumptions  :-
· During testing of say working from alternate site , it can be assumed that tapes can be restored , documentation is updated , network can be linked etc...

Test  Prerequisites   :-
· Complete documentation of plan.
· Adequate training.
· Fixing responsibilities.

Briefing  Sessions   :-
· Employees briefing sessions to be held to explain boundaries of test & provide an opportunity to discuss technical issues if any.

Checklists   :-
· Comprehensive checklists are prepared for each module of test plan & verified to ensure it is complete in all respects.

Analysis  of  test   :-
· Analysis to fully comprehend what went wrong or right during test. This helps in strengthening the plan.

De-briefing Session   :-
· It is held after the DR test by the DR co-ordinator or team leader to understand the findings from the test with a view to improve it.
· Each team leader maintains a log of actual activity which took place during the drill & this is used to prepare the final report.

Insurance   :-

Insurance refers to mechanism of risk mitigation wherein the economic cost & risk of loss is spread. Insurance coverage generally extends to  :

· Equipment   :   Repairs & acquisition of h/w.
· Infrastructure   :   Rebuilding of data centre , special furniture etc...
· Storage media   :   Cost of replacement.
· Loss on account of business disruption.
· Extra expenses attributed to business disruption.
· Sensitive paper documents.
· Media in transit.
· Human errors & frauds.

Kinds  of  Insurance   :-

· First  Party  Insurance   :-   Covering claims by the policy holder against their own insurance.

Property Damage  :   The most common form of  first party insurance is property damage.
It is designed to protect the insured against the damage or destruction of property.This form often defines loss as physical injury to or destruction of tangible property.

Business Interruption   :   It covers loss arising out of inability of business to perform its contractual duties due to technological failures.







· Third Party Insurance   :-  The most common form of third-party insurance is liability.

General  Liability   :-   It covers civil wrongs. It is designed to protect the insured from claims of wrongs         committed upon others. Civil wrongs which generally fits into 3 categories – Intentional , Negligent , & strict liability. Intentional wrongs are excluded from liability insurance. Strict liability such as product liability issues are generally covered. General liability policies include comprehensive , umbrella , & excess liability clause.

Directors & Officers   :-   Errors & omissions insurance is protection from liability arising out of failure to meet the appropriate standard of care for a given profession. It covers directors & officers & professional liability.

Audit  Tools  of   BCP / DR    :-

The best audit tool & technique is a periodic simulation of a disaster. Other audit techniques would include observations, interviews, checklists, inquiries, meetings, questionnaires, & document reviews. These tools & methods may be categorised as under   :

· Automated Tools   :  It makes possible to review large computer systems for a variety of flaws in a short time period. They can be used to find threats & vulnerabilities such as a weak access control, weak passwords, lack of integrity of system s/w.

· Internal Control Auditing   :   This includes inquiries , observations , & testing. The process can detects illegal acts, errors, irregularities or lack of compliance of laws & regulations.

· Disaster & Security Checklists   :   The checklist should be based upon disaster recovery policies & practices which form the baseline. Checklist can also be used to verify changes to the system from contingency point of view.

· Penetration Testing   :   It can be used to locate vulnerabilities.

Audit  of   BCP / DRP  checklist   :-

· Items to be checked  as  part  of  Plan  Formulation   :
· Has the plan identified & prioritised activities.
· Has BIA been used as basis of plan formulation.
· Is there evidence of involvement of key personnel in plan formulation.
· Are resources needed for recovery identified & are available.
· Are plan assumptions in terms of RPO & RTO realistic.
· What are the back-up procedures followed.
· Ensure copies of plan are available at alternate processing site also.
· Are the BCP / DRP are kept updated.
· Interview users to check their understanding on BCP / DRP & their roles in the process.
· Carry out a call tree audit – check contact information of every person is updated.
· Review agreement of alternate processing site.
· Review issues relating to power failure.
· Are building safety measures & fire drills regularly tested.
· Check alternate transport arrangements for people & equipments.

· IT  related  issues   :-
· Does plan have updated list of IT infrastructure.
· Are critical applications prioritised & there order of recovery documented.
· Does plan provide for alternate networking capabilities & telecommunications.

· Administrative  Issues   :-
· Does the plan address administrative & management aspect as well.
· Has an emergency operations centre or control room identified.
· Are procedures in place to declare a disaster , graceful shutdown of system & movement to alternate site.
· Are critical records identified & stored in secure locations.
· Are names & contact information of alternate suppliers & vendors available.



· Are provisions made for emergency funds required during disaster.
· Has the overall plan been approved by a senior management.

Recovery  Time  Objective  ( RTO )   :-
It is acceptable downtime in case of disruption of operations. It indicates the earliest point in time in which the business operations must resume after a disaster.

Recovery  Point  Objective  ( RPO )   :-
It effectively quantifies the permissible amount of data loss in case of disruption.

While RPO helps in determination of frequency of back-up ( say once in every 15 minutes or once a day ) , RTO helps in determination of the recovery strategy ( Hot site , cold site etc...).

Online  Back-up   :-
Organisations running large servers with high volume of data use advanced features of databases ( like log shipment ) or specialised software ( like legato or veritas volume replicator ) to back-up data , at a set frequency say once in 15 minutes, from the primary server through a network connectivity , this is called as online back-up.
