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CHAPTER 01
INFORMATION SYSTEM CONCEPTS

1. BASIC CONCEPTS:
· A system includes set of components which work together to achieve certain objectives or goals.

· A system includes some inputs which undergo thorough processing to provide the required outputs.

2. TYPES OF SYSTEM:

· OPEN SYSTEM:

· Adaptable to changes

· Costly to develop & maintain

· Longer life span than closed system

· Require more maintenance than closed system
· CLOSED SYSTEM:

· Not adaptable to changes

· Not normally developed for business organizations

· Easy to manage & inexpensive to develop

· Shorter life span than open system
· DETERMINISTIC SYSTEM:

· Provide exact output

· Account for past data as input
· PROBABILISTIC SYSTEM:

· Provide expected output

· Take into account data for expected future transactions
· ABSTRACT SYSTEM:
· Include design & drawings containing set of ideas or planning

· Non-working system, ultimately converted into physical system
· PHYSICAL SYSTEM:

· Includes all working system

· Contain some physical components
3. SYSTEM CONCEPTS:
· SYSTEM BOUNDARY: It represents the periphery or limit within system components work together.
· SYSTEM ENVIRONMENT: The components outside the system boundary with which the system interacts is the system environment. System can accept inputs from & provide outputs to the environment.
· SUB-SYSTEM: Parts of a system are sub-systems. A complex system is divided into various sub-systems which help in easy development & management of the complex system.
· SUPRA-SYSTEM: it is the system immediately above the sub-system.
· SYSTEM DECOMPOSITION: It is the process of dividing the system into various subsystems. This is based on the principles that: 
· Systems should be divided into sub-systems until the overall system is easy to manage & develop 
· Every sub-system should have relevance to the main system.
· SYSTEM SIMPLIFICATION: This concept is used to divide a system into large number of sub-systems. It describes a methodology to manage the sub-systems. Here, similar subsystems are grouped together to form clusters & one cluster is linked to another to provide integrated system.
· SYSTEM STRESS: In a normal process, a supra-system provides stress / pressure to its sub-system due to change in its objectives or goals. The sub-system can adapt to these changes only if they are open-type systems and by changing their components/ processes.
· SYSTEM ENTROPY (or) MAINTENANCE: In order to avoid the system losing its value over time due to positive entropy (natural energy leakage), it should be provided continuously with some up-gradations (negative entropy).
4. INFORMATION:
· Processed data is known as information.

· The data which has some value for its receiver is information.

· Information Systems are developed to process the data & provide information which help in decision-making process.
5. CHARECTERESTICS OF GOOD INFORMATION:
1. Value of information




2. Quality
3. Availability
4. Transparency
5. Frequency
6. Adequacy
7. Rate

8. Reliability
9. Completeness
10. Mode and format
11. Validity
12. Purpose
13. Decay

CHEAT : the VALUE OF INFORMATION increases when QUALITY information is made AVILABLE TRANSPERENTLY and FREQUENTLY at ADEQUATE RATE in a RELIABLE MODE and COMPLETE FORMATE for VALID PURPOSEs otherwise it will DECAY.
6. FACTORS ON WHICH INFORMATION REQUIREMENTS OF EXECUTIVES DEPENDS:

· Functions of the executive: Management or Operational

· Level of the executive in the management
· Type of decision the executive wants to make
The information requirement of top executives is normally through external sources and the

Information requirement of middle and supervisory management if through internal sources.
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7. TYPES OF DECISIONS EXECUTIVES WANT TO MAKE:

This factor includes two analyses for deciding the information requirements of the activities:

· Program decisions

· Non-program decisions

In case of program decisions, given information is without any uncertainty, whereas in no program decisions, the information will include a factor of uncertainty.
8. INFORMATION SYSTEM & ITS ROLE IN BUSINESS:

Information System (CBIS) is a collection of hardware, software, data, procedures & people. It helps organization in efficient and effective decision making. Its key roles are:

· Work for predetermined objectives.
· Contains interrelated & interdependent subsystems.
· If one subsystem fails, entire system files; depends on how subsystems are interrelated.
· Subsystems interact to achieve goal of the system.
· Work done by individual subsystems is integrated to achieve the central goal.
9. VALUE / DIMENSIONS OF INFORMATION:
· ECONOMIC DIMENSION: information is evaluated in terms of cost & benefits. It is a

difficult task due to its intangible nature but an appropriate analysis for cost incurred and

benefits to be derived is performed.

· BUSINESS DIMENSION: the importance of information for business continuity is

determined.

· TECHNICAL DIMENSION: Technical characteristics are evaluated in terms of security,

access control & availability to user when required.
10. TYPES OF INFORMATION SYSTEM:

· Transaction Processing System

· Management Information System

· Decision Support System

· Executive Information System
11. TRANSACTION PROCESSING SYSTEM:

· TPS is used to process transactions & provide routine & regular reports.

· TPS is known as basic information system & it acts as a base to other IS like MIS & EIS.

· TPS automates the routine procedures of transaction-processing which helps to provide the required outputs in an efficient manner.

· TPS is developed using SDLC Methodology & is known as Life-cycle system.
· Typically, a TPS involves the following activities:

i. Capturing data to organize in files or databases;

ii. Processing of files/ databases using application software;

iii. Generating information in the form of reports;

iv. Processing of queries from various departments of the organization.

Features of TPS:

· It generally consists of large volumes of data and thus require greater storage capacity.

· It aims at automating the basic operations of a business enterprise and thus plays a critical role in the day-to-day functioning.

· It reduces the workload of the people associated with the operations and improves their efficiency by automating some of the operations. Most of the benefits are tangible and easily measurable.

· It is the basic source of internal information for other IS.

12. COMPONENTS USED IN TPS:

· Input, used for capturing and classifying transactions

· Processing, used to process transaction as per business logics

· Storage, used to maintain the data of transactions in form of master file and transaction files

· Output, used to provide required reports from TPS. It gives 2 types of reports:

· Operational reports & Financial reports
13. MANAGEMENT INFORMATION SYSTEM:
Definition by Davis & Olson: An integrated user-machine system designed for providing information to support operational control, management control and decision making functions in an organization.

It is an extension of TPS. MIS provides some value-added reports by using operational database of TPS. It provides reports based on exceptions & mathematical sign principles which help in management decision making.
It is also based on a life cycle system & it is extensively used in various management functions.
14. CHARECTERESTICS OF A GOOD MIS:
1. Management-oriented
2. Common data flow

3. Common database
4. Management-directed
5. Integrated

6. Sub-System Concept (Modularity)

7. Computerized
8. Heavy Planning Element

Cheat : Manager Chalte Chalte ja raha tha, Meduvada, Idli, Sambhar, Chatani, Hajmola  

            kha raha tha. 

	Management 

	Information

	Systems


15. ELEMENTS OF MIS:     

· Management: process for planning, organizing, initiating & controlling works on information provided by MIS.

· Information: Processed data.

· System: components which work together to achieve goals.
Putting all the three components together, MIS can be defined as a set of related processes, activities, individuals or entities interacting together to provide processed data to managers at various levels and functional areas.

16. MISCONCEPTIONS ABOUT MIS:
· More data means more information

· Accuracy is highly important

· The study of MIS is about the use of computers
17. PRE-REQUISITES OF MIS:
· Common database

· Expert staff

· Top management support
· Control & Maintenance

· Time to Time Evaluation
18. CONSTRAINTS IN OPERATING COMPUTER-BASED MIS:
· Non-availability of experts

· Troubles in selecting subsystems of MIS
· Non-standardized approach in implementation of MIS
· Non-supporting staff

19. EFFECTS OF USING COMPUTERS FOR MIS:

· Speed of processing & retrieval of data increases
· Scope of analysis widened
· Complexity of system design & operation increased
· Integrates the working of different information subsystem
· Increases the effectiveness of information system 
· More comprehensive information
20. LIMITATIONS OF MIS:
· Quality of output depends on quality of input
· MIS is not a substitute for effective management (i.e. managerial judgment & decision making)
· Inflexible to the dynamic & complex environment

· Cannot provide tailor made information packages suitable for every type of decision at hand 
· Takes into a/c only quantitative factors (ignores non-quantitative factors like moral & attitude of managers which are important in DM process)
· Less useful in making non-programmed decisions(Can be used to solve only structured problems)

· Not effective where culture of holding information and not sharing with other holds.
· Effectiveness decreases due frequent changes in management structure

21. DECISION SUPPORT SYSTEM:
DSS can be defined as a system that provides tools to managers to assist them in solving semi-structured & unstructured problems in their own, somewhat personalized, way.
A DSS is not intended to make decisions for managers but rather to provide managers with a set of capabilities that enable them to generate information required by them in making decisions. 

A properly-designed DSS is an interactive software-based system intended to help decision makers compile useful information from raw data, documents, personal knowledge and/or business models to identify and solve problems and make decisions.

These systems allow its users to apply his knowledge for solution of problems by using “what-if analysis”. In other words, a DSS supports the human decision making process rather than providing a means to replace it.
22. Characteristics OF DSS: (should have at least following 3 properties)
1. Support semi-structured & unstructured DM
2. Flexible enough to respond to the changing needs of decision makers
3. Easy to learn & use
23. COMPONENTS OF DSS:

There are 4 major components of DSS:
· User: applies its knowledge for solution of problems. There are two types of users for DSS -
· Analysts: they normally design & develop the DSS using complex formulae & functions for a problem solution.

· Managers: these users have knowledge of problem to be solved & they use       
     already created DSS for problem’s solutions.

· Data Base (DB): DSS include one or more DBs that contain both routine & non-routine data from both internal and external sources. DB is implemented at 3 levels -
· Physical level: involves implementation of DB on the HD.  
· Logical level: deals with the nature of data stored and the scheme of data.
· External level: defines the schema & sub-schema

· Planning Language: There are two types of planning languages:

· General Purpose Planning Language: allows users to perform many routine tasks; enables users to tackle a broad range of budgeting, forecasting and other worksheet-oriented problems.
· Special Purpose Planning Language: more limited in what they can do but they usually do certain jobs better than the GPPL.
· Model Base: It is the “brain” of DSS coz it performs data manipulations and computations with the data provided to it by the user. 
24. SOFTWARE TOOLS USED FOR CREATING DSS:
· Database software-Back end

· Model-based software-Front end

· Statistical Software-Process

· Graphical Software-Output
25. USE OF DSS IN ACCOUNTING APPLICATIONS:
· In capital budgeting applications for investment analysis

· In cost accounting problems

· General budgeting problems

· Portfolio management
26. EXECUTIVE INFORMATION SYSTEM:
· Provides information for top executives

· Helps to solve complex problems without much know-how

· Rapid access to timely information & direct access to management reports
· Provides information on internal & external databases

· Provides extensive online analyses tools
· Can easily be given a DSS support for DM
27. The Executive DM Environment:
· The executive generally have to make broad decisions which are based on a vision the have regarding what it will take to make their companies successful.
· To a large extent, executives rely their own intuitions rather than on the sophisticated analytical skills.

· The institutive character of executive DM is reflected strongly in the types of information found most useful to the manager.

· The 5 characteristics of the types of information used in executive DM are –

1. Lack of structure

2. High degree of uncertainty

3. Future orientation

4. Informal source

5. Low level of detail

28. CONTENTS OF EIS:
1. Must be easy to understand & collect; if possible, data should be collect naturally as a part of the work; should not exert unnecessary pressure on the workforce.

2. Data in the system must reflect the objectives of the organization such as productivity, resource management, quality and customer service.

3. Performance indicators must reflect everyone’s contribution in a fair & consistent manner

4. Must encourage management & staff to share ownership of the organization’s objectives

5. EIS information must be made available to everyone in the organization; information that must remain confidential should not be part of the EIS

6. EIS measures must evolve to meet the changing needs of the organization.

29. EXPERT SYSTEMS:
· It is a highly developed DSS that utilizes knowledge generally possessed by an expert to share a problem.

· Expert systems are software systems that imitate the reasoning processes of human experts and provide decision makers with the type of advice they would normally receive from such expert systems.

30. BUSINESS APPLICATIONS OF EXPERT SYSTEMS
1. Accounting & Finance
2. Marketing
3. Manufacturing
4. Personnel
5. General Business
31. NEED OF EXPERT SYSTEMS

· Expert labour is expensive & scare
· Humans can handle only few factors at a time
32. BENEFITS OF EXPERT SYSTEMS

· ES preserve knowledge that might be lost by a human expert

· Information can be summoned at any time

· Assist novices in thinking the way experienced professional do

· Not subjected to human feelings like fatigue & being emotional

· Effectively used as a strategic tool in the areas of marketing, cost cutting and product improvement

33. PROPERTIES OF EXPERT SYSTEMS

1. Availability

2. Complexity

3. Domain

4. Expertise

5. Structure

34. COMPONENTS OF EXPERT SYSTEMS

· Knowledge Base (KB) – stores the rules, data and relationship that are used to solve problems and contains specific facts about the expert area

· Inference Engine – it’s the main processing element consisting of programs that requests data from the user, manipulates the knowledge base and provides a decision to the user. Various techniques which model different reasoning methods include backward and forward chaining.

· Knowledge Acquisition System – the software component of an Expert System that enables the Knowledge Engineer (KE) to build & refine an Expert System’s KB.
· User Interface – the method by which an Expert System interacts with a user using dialog boxes, command prompts etc.
35. COMPUTER BASED OFFICE AUTOMATION SYSTEM (OAS)





    

36. BENEFITS OF OAS
1. Improves communication within & between the organization
2. Reduces message cycle time
3. Reduces costs
4. Ensures accuracy
CHAPTER 02

SYSTEM DEVELOPMENT LIFE CYCLE METHODOLOGY

STAGES IN SDLC

1. SYSTEM DEVELOPMENT PROCESS is that process which takes place in an organization  whenever that organization wants to convert an old system into a new system or wants to upgrade or change the existing system.
2. REASONS FOR FAILURE OF SYSTEM DEVELOPMENT IN ORGANIZATIONS
1. Lack of senior management support and involvement in IS development
2. Shifting user needs
3. Development of strategic systems
4. New technologies
5. Lack of standard project management and system development methodologies
6. Overworked or undertrained development staff

7. Resistance to change

8. Lack of user participation

9. Inadequate testing and user training 

3. APPROACHES TO SYSTEM DEVELOPMENT
I. Traditional approach/ Waterfall approach/ Sequential approach – Linear framework type
II. Prototype approach – Iterative framework type
III. Incremental model – Linear + Iterative framework type
IV. Spiral model/ Spiral Lifecycle – Linear + Iterative framework type
V. Rapid Application Development (RAD) – Iterative framework type
VI. Agile Methodologies
4. TRADITIONAL APPROACH

· Project is divided into sequential phases; some overlap & splash back is acceptable.
· Emphasis is on planning, time schedules, target dates, budgets & implementation of an entire system at a time.
· Tight control is maintained over the life of the project through the use of extensive written documentation + formal reviews + approvals/sign-off before beginning of next phase.

Advantages:
· Idle for less experienced project teams/ managers or teams with fluctuating compositions
· Sequence of development & design steps help ensure quality + reliability + adequacy +     
     maintainability of the developed software
· Progress of system development is measurable
· Conserves resources
Disadvantages: 
· Inflexible + slow + costly + cumbersome – due to tight controls
· Project progresses forward, with only slight movement backward
· Little room for use of iteration – reduces manageability
· Depends upon early identification and specifications of requirements, yet users may not be able to clearly define what they need early in the project
· Requirement inconsistencies + missing system components + unexpected development needs – often discovered during design & coding
· Problems are often not discovered until system testing
· System performance cannot be tested until the system is almost fully coded
· Difficult to respond to changes – changes that occur later in the SDLC are more costly and thus discouraged
· Produces excessive documentation – time consuming to keep it updated
· Written specifications – often difficult to read
· Promotes the gap between users & developers with clear vision of responsibility 
5. PROTOTYPE APPROACH
· Prototype is a usable system/ a system component that is built quickly at a lesser cost   

           with the intention of being modifying/ replacing it by a full-scale + fully operational system
· The goal is to develop a small/ pilot version (prototype) of a part or all of a system
· As users work with the prototype, they make suggestions about the ways to improve it

· These suggestions are incorporated into another prototype which is also used & evaluated and so on.

· Finally, when a prototype is developed that satisfies all user requirements, either it is refined and turned into the final system or it is scraped

· If it is scraped, the knowledge gained from building the prototype is used to develop the real system
Basic Principles: - a 4 step process

I. Identify information system requirements

II. Develop the initial prototype

III. Test & Revise

IV. Obtain user signoff of the approved prototype

ADVANTAGES
· Improves user participation - better definition of these users’ needs and requirements
· Useful for resolving unclear objectives + developing & validating user requirements + experimenting with or comparing various design solutions + investigating both performance and human computer interface

· Potential exists for exploiting knowledge gained in an early iteration as later iterations are developed.
· Helps to easily identify confusing or difficult functions and missing functionality.
· generate specifications for a production application
· Encourages innovation and flexible designs.

· quick implementation of an incomplete, but functional, application.

· very short time period is normally required to develop and start experimenting with a prototype
· the information system ultimately implemented should be more reliable and less

DISADVANTAGES
· Approval process and control are not strict
· Incomplete or inadequate problem analysis may occur whereby only the most obvious
            and superficial needs will be addressed, resulting in current inefficient practices being   

            easily built into the new system.

· Requirements may frequently change significantly.

· Identification of non-functional elements is difficult to document

· Designers may prototype too quickly, without sufficient upfront user needs analysis, resulting in an inflexible design with narrow focus that limits future system potential

· Prototype may not have sufficient checks and balances incorporated

· users may not be able or willing to spend the amount of time required

· experimented with quite extensively - the system developers are frequently tempted to minimize the testing and documentation process

· cause behavioural problems with system users - dissatisfaction by users if system developers are unable to meet all user demands
6. INCREMENTAL MODEL

BASIC PRINCIPLES
· This is a method of software development where the model is designed, implemented and tested incrementally (a little more is added each time) until the product is finished.
· Here, the product is decomposed into a number of components, each of which are designed and built separately (termed as builds).
· Each component is delivered to the client when it is complete.
· The initial software concept, requirement analysis, and design of architecture and system core are defined using the Waterfall approach, followed by iterative Prototyping, which culminates in installation of the final prototype.

ADVANTAGES
· Potential exists for exploiting knowledge gained in an early increment as later increments are developed.
· Moderate control is maintained over the life of the project through the use of written documentation and the formal review and approval/signoff

· Stakeholders can be given concrete evidence of project status throughout the life cycle.

· More flexible – less costly to change scope and requirements.

· Helps to mitigate integration and architectural risks earlier in the project.

· Allows delivery of a series of implementations that are gradually more complete and can go into production more quickly as incremental releases.

· Gradual implementation provides the ability to monitor the effect of incremental changes + isolated issues and make adjustments before the organization is negatively impacted.

· helps ease the traumatic effect of introducing completely new system all at once.

DISADVANTAGES
· When utilizing a series of mini-waterfalls for a small part of the system before moving onto the next increment, there is usually a lack of overall consideration of the business problem and technical requirements for the overall system.

· Each phase of an iteration is rigid and do not overlap each other.

· Problems may arise pertaining to system architecture because not all requirements are gathered up front for the entire software life cycle

· Since some modules will be completed much earlier than others, well-defined interfaces are required

· Difficult problems tend to be purchased to the future to demonstrate early success to management

7. SPIRAL MODEL – game development is the main area where this model is used & needed b’coz of the size and the constantly shifting goals of those large, expensive & complicated projects.

BASIC PRINCIPLES
I. the new detailed system requirements are defined.
II. a preliminary design is created for the new system in which all possible alternatives & risks, that can help in developing a cost effective project is analyzed and strategies are designed to use them. If the risks indicate any kind of uncertainty in requirements, prototyping may be used to proceed with the available data and find out possible solution in order to deal with the potential changes in the requirements.
III. A 1st prototype of the new system is constructed from the preliminary design
IV. A 2nd prototype is evolved by a fourfold procedure:
· Evaluating the 1st  prototype in terms of its strength, weaknesses & risks
· Defining the requirements of the 2nd prototype
· Planning and designing the 2nd prototype
· Constructing and testing the 2nd prototype
ADVANTAGES
· Enhances risk avoidance

· Useful in helping to select the best methodology to follow for development of a given software iteration based on project risk

· Can incorporate Waterfall, Prototyping & Incremental methodologies as special cases in the framework and provide guidance as to which combination of these models best fit a given software iteration based upon the type of project risk. 

DISADVANTAGES
· challenges to determine the exact composition of development methodologies to use for each iteration around the spiral
· highly customized to each project and thus is quite complex – limiting reusability

· a skilled & experienced project manager required to determine how to apply it to any given project

· no established controls for moving from one cycle to another cycle – each cycle may generate more work for the next cycle.
· No firm deadlines – cycles continue with any clear termination condition so there is an inherent risk on not meeting budget / schedule.

8. RAPID APPLICATION DEVELOPMENT

A. RAD is the latest system development approach, to develop complex systems rapidly or in lesser time
B. This approach is an extension of the traditional system development approach. Here, instead of developing software by analysts & developers on a standalone basis, a joint application process / approach is followed by involving user as a part of development.

C. In this approach, system development work are organized with following components as part of that workshops:

· Users

· Analysts

· Developers

· Computer Aided Software Engineering (CASE) tools

· Previously developed applications
D. These components help to develop applications rapidly by using the following process
· Document the requirements of the user

· Design the system

· Develop the system

· Test the system

· Jointly develop the application

· Satisfy the requirements of the user
All the above processes are iterative process & are continued till the final product is out for use.
ADVANTAGES
· The operational version of an application is available much earlier than the Waterfall/ Incremental/ Spiral frameworks
· B’coz RAD produces systems more quickly and to a business focus – this approach tends to produce system at lower cost

· Quick initial reviews are possible

· Constant integration isolate problems and encourage customer feedback

· Holds a great level of commitment from both business and technical stake holders than Waterfall/ Incremental/ Spiral frameworks. Users are seen as gaining more of a sense of ownership of a system while developer are seen as gaining more satisfaction from producing successful systems quickly

· Concentrates on essential system elements from user viewpoint

· Provides the ability to rapidly change system design as demanded by users

· Produces a tighter fit between user requirements and system specifications

· Generally produces a dramatic savings in time, money and human effort. 

DISADVANTAGES
· More speed + lower cost may lead to a lower overall system quality
· Danger of misalignment of developed system with the business due to missing information

· Project may end up with more requirements than needed

· Potential fit future creep where more and more features are added to the system over the course of development

· Potential for inconsistent designs within and across systems

· Potential for violation of programming standards related to inconsistent naming conventions and documentation

· Difficulty with module reuse for future systems

· Potential for designed system to lack scalability

· Potential for lack of attention to later system administration needs built into system

· High cost of commitment in the part of key user personnel

· Formal reviews and audits are more difficult to implement than for a complete system

· Tendency for difficult problems to be pushed to the future to demonstrate early success to management

· Since some modules will be completed much earlier than others, well-defined interfaces are required 
9. AGILE METHODOLOGIES
· Software development being essentially a human activity will always have variations in processes and inputs and the model should be flexible enough to handle the variations.
· Each iteration is like an miniature software projects of its own and includes all of the tasks necessary to release the mini-increment of new functionality.

· When an iteration may not add enough functionality to warrant releasing the project, an agile software project intends to be capable of releasing new software at the end of every iteration.

· That is, the given project is broken into subsystems and each subproject is developed and integrated in to the already delivered system.

· This way, the customer gets continuous delivery of useful and usable system.

· Hence, the agile methodologies advocate the principle of “Build Short, Build Often”.

· Some popular agile methodologies – Scrum, FDD (Feature-Driven Development), Crystal and XP(Extreme Programming)

CHARACTERISTICS
· Iterative with short cycles enabling fast verifications and corrections
· Time bound iterative cycles
· Modularity at development process level
· People oriented
· Collaborative and communicative working style
· Incremental and convergent approach that minimizes risks and facilitates functional additions
10. PHASE 1 OF SDLC - PRELIMINARY INVESTIGATION
This phase is normally initiated by some sort of system request. The objective is to determine + analyze the strategic benefits in implementing the system through evaluation and quantification of various costs and benefits related to the project.
Following steps are part of this phase:
A. Identification of problem – defining the problem and evaluating the project request clearly and precisely with respect to its prevalence in the organization after several rounds of discussions with the user group. It relates to collection of information that permits committee members to evaluate the merits of the project request and make an informed judgment about the feasibility of the proposed project.
B. Identification of objectives - after identifying the problem, it is easy to work out the objectives of the proposed solution.
C. Delineation of scope – following questions should be answered – 
· Functionality requirements

· Data to be processed

· Control requirements

· Performance requirements

· Constraints

· Interfaces

· Reliability requirements

Aspects to be kept in mind while delineating the scope:

· Different users will respond to the problem and the required solution differently. The system developer should draw out the need from the imitator of the project addressing his concerns should be the basis of the scope.

· Understanding the profiles of actual users who may be at operational levels of the management helps in designing the appropriate user interface.

· While presenting the proposed system, the development team should clearly quantify the economic benefits to the user team.

· Understand the impact of solution on the organization – its structure, roles and responsibilities. Solutions which have a wide impact are likely to meet with greater resistance.

Preliminary methods with which the scope of project can be analyzed:
· Reviewing internal documents
· Conducting interviews of management & supervisory personal

D. Feasibility Study – various feasibilities are tested for the selected viable options.

They include:

· Technical feasibility


· Financial feasibility

· Economic feasibility

· Schedule/ Time feasibility
· Resources feasibility

· Operational feasibility

· Behavioural feasibility

· Legal feasibility
E. Reporting reports to the management – After analysis, complete analysis is documented as a report for submission to management. This report also includes the recommendations for options to be used in a new system.

11. PHASE 2 OF SDLC - SYSTEM REQUIREMENT ANALYSIS
This phase includes a thorough and detailed understanding of the current system, identifies the areas that need modification to solve the problem, the determination of user/ managerial requirements and to have fair idea about various system development tools.
Following activities are performed at this stage:

A. Collect information –
· Every system is built to meet some set of needs.

· To assess these needs, the analysts often interact extensively with the people, who will be benefited from the system, in order to determine what their actual requirements are.
· Various fact-finding techniques, which are used by the system analyst for determining these needs/ requirements are –

· Collect documents
· Questionnaires
· Structured interview

· Observation
B. Analysis of existing system – There should be enough information assembled so that a qualified person can understand the present system without visiting any of the operating departments.
 Detailed analysis of existing system is performed by the analyst in terms of the following:
I. Review historical aspects – to investigate what system changes have occurred in past including operations that have been successful / unsuccessful with computer equipments and techniques + to identify the major turning points & milestones that have influenced its growth.
II. Analyze inputs – to analyze various sources from where the data are initially captured keeping in view the fact that outputs of one area may serve as input for another area and thus to determine how these inputs fit into the framework of existing system.

III. Review data files maintained – by each department noting their number & size + location + users + usage frequency + redundancy + system & procedure manuals + online & offline data files.
IV. Review methods, procedures & data communication – understand the methods and procedures to eliminate unnecessary tasks or to pensive improvement opportunities in the present IS. Also understand how the data-communication network is used in the present IS so as to identify the need to revamp the network when the new system is installed.
V. Analyze outputs – in order to determine how well they meet the organization’s needs.
VI. Review internal controls – helps visualize the essential parts & framework of the IS + indicate the weaknesses that should be removed in the new system; adoption of advanced methods, procedures & equipments might allow much greater control over the data.
VII. Model the existing physical & logical system – allows a thorough comprehension of the numerous details and related problems in the present system. 
VIII. Undertake overall analyses of present system – present work volume + current personnel requirements + present costs & benefits
C. Analysis of proposed system – Requirements of proposed system are then carefully analyzed, the proposed system specifications must be clearly defined which is determined from the desired objectives specified in a document known as requirement specification document. Detailed analysis of proposed system is performed by the analyst in terms of the following:
· Outputs produced



(should be the starting point)
· DB maintained
· Input data
· Methods, procedures & data communication

· Work volumes & timings
The future workload of the system must be defined for inputs, DB & outputs in terms of average and peak loads, cycles & trends.

D. Preparing System Requirement Specifications (SRS) document – All requirements from proposed system are specified in a document known as SYSTEM REQUIREMENT SPECIFICATIONS DOCUMENT. This acts as a base for further development of system. This document is submitted to management for further process.
E.  SYSTEM DEVELOPMENT TOOLS
These are software & methods used for efficient system development. They help to document

the specification of the system to be built. They are of the following types:
1. System component & flow tools

2. User interface tools

3. Data attribute & relationship tools

4. Detailed logics tools
a) Structured English/ Program Design Language (PDL)/ Pseudo Code:

· It is the use of English language with the syntax of structured programming

· Aims at getting the benefits of both programming logic + natural language

b) Flowcharts: 

· A graphic technique used by analysts to represent the inputs, outputs and processing of a business in a pictorial form

· It is a common type of chart that represents an algorithm / process showing the steps as boxes of various kinds and their order by connecting these with arrows.

· Used in analyzing + designing + documenting + managing a process in various fields.

· Types of flow charts are – Document flowchart + Data flowchart + system flowchart  + program flowchart

· Benefits of flowcharting – better way of communication + more effective analysis + good program documentation + effective coding + proper debugging + efficient program maintenance

· Limitations  of flowcharting – complex logic + alterations & modifications + reproduction
c) Data Flow Diagram:
· Uses few simple symbols to illustrate the flow of data among external entities, processing activities and data storage elements.

· A DFD is a components of 4 basic elements: Data sources & Destinations + Data Flows + Transformation Processes + Data Stores – which are combined to show how data are processed.
d) Decision Tree/ Tree Diagram
· A support tool that uses a tree like graph or model of decisions and their possible consequences including chance event outcomes, resource costs and utility.
· Commonly used in OR, specifically in design analysis, to help identify a strategy most likely to reach a goal and to calculate conditional probabilities.
e) Decision Table
· A table which may accompany a flowchart defining the possible contingencies that may be considered within the program and the appropriate course of action for each contingency.

· These tables are necessitated by the fact that braches of the flowchart multiply at each diamond (comparison symbol) and may easily run into scores and even hundreds
· If, therefore, the programmer attempts to draw a flowchart directly, he is liable to miss some of the branches.

· The 4 parts of the decision table are – Condition Stub + Action Stub + Condition Entries + Action Entries
f) Case Tools

· The DFD & SFC that users review are commonly generated by system developers using the on-screen drawing modules found in CASE s/w pack.
· CASE refers to the automation of anything that humans do to develop systems and support virtually all phases of traditional system development process
· An ideal CASE system would have an integrated set of tools and features to perform all aspects in life cycle.

· Features possessed – Repository/ Data Dictionary, Computer aided Diagramming Tools, World processing, Screen & Report Generator, Prototyping, Project Management, Code Generation, Reverse Engineering

g) System Components Matrix

· Provides a matrix framework to document the resources used, the activities performed and the information produced by the IS

· It can be used as an IS framework for both systems analysis and system design and views the IS as a matrix of components that highlights how the basic activities of input, processing, output, storage & controls are accomplished in an IS and how the use of h/w, s/w & people resources can convert data resources into information products.

h) Data Dictionary 

· A computer file that contains descriptive information about the data items in the files of the business IS.
· it is used to maintain data about data and also known as metadata.

· It maintains structural information, which helps in efficient operation of database. It does all valuations for database operations. & provides information on database structure.

12. PHASE 3 OF SDLC - SYSTEM DESIGN – involves following steps

I. Architectural Design – deals with the organization of applications in terms of hierarchy of modules & sub-modules. It is made with the help of a tool called Functional Decomposition. It has 3 elements – Module; Connection ; Couple (data element)
II. Design of Data/ Information flow – as identified in the analysis phase and documented in SRS
III. Design of DB – involves 4 major activities

· Conceptual Modelling
· Data modelling
· Storage Structure Design

· Physical Layout Design

IV. Design of User-Interface – involves determining the ways in which users will interact with the system. The imp. factors in input/output design include – 

· Content

· Timeliness

· Format

· Media

· Form

· Volume

V. Physical Design – involves following design principles
· Design 2-3 alternatives and choose the best one on pre-specified criteria
· Should be based on the analysis

· Should be directly relevant to the business activities

· Should follow standards laid down

· Should be modular

VI. Design of Hardware/ System Software Platform – h/w – s/w should be compatible with each other.
13. PHASE 4 OF SDLC - SYSTEM ACQUISITION 

A. Acquisition Standards – should focus on - 
· Ensuring security, reliability & functionality already built into a product
· Ensuring complete & appropriate vendor contract and licensing reviews and acquiring products compatible with existing systems

· Including invitations-to-tender and request-for-proposals

· Ensuring functional, security & operational requirements to be accurately identified and clearly detailed in request-for-proposals
B. Acquiring System Components from Vendors 
I. Hardware Acquisition
II. Software Acquisition – deciding about nature of the systems s/w & computer h/w that will be most suitable for generating the desired outputs and also the functions and capabilities that the application s/w must possess; determine whether the application s/w should be created in-house or acquired from the vendor.

III. Contracts, Software Licenses & Copyright Violations
IV. Validation of Vendors’ proposals – factors to be considered – 

· Performance capacity in relation to its costs

· Costs & Benefits

· Maintainability

· Compatibility with existing systems

· Vendor support

V. Methods of Validating the proposal
· Checklists

· Point-Scoring Analysis

· Public Evaluation Reports

· Bench marking problem for vendor’s proposals

· Test problems

14. PHASE 5 OF SDLC – DEVELOPMENT

 A good coded program should have following characteristics:

· Reliability

· Robustness

· Accuracy 

· Efficiency

· Usability

· Readability

Software development involves development of programs. Program development includes

various steps or phases known as program development life cycle. They are:
A. Program Coding Standards: Different programmers may write a program using different sets of instructions but each giving the same results. Therefore, the coding standards are defined which serves as a method of communication between teams, among the team members and users, thus working as a good control.
B. Programming Language: most imp criteria on the basis of which the language to be used – algorithmic complexity, environment in which s/w has to be executed, performance consideration, data structure complexity, knowledge of development staff and capacity of in-house staff for maintenance.
C. Program Debugging: refers to correcting programming language syntax and diagnostic errors so that the program compiles cleanly. 
D. Test the Program: the test plan should require the execution of all slandered processing logic. A careful & through testing of each program is imperative to the successful installation of any system incorporating the results in a test log.
E. Program Documentation: writing of narrative procedures and instructions for people who will use software is done throughout the PDLC. Managers / users should carefully review the docs to ensure suitability of its working otherwise it should be revised.
F. Program Maintenance: maintenance programmers are entrusted with the task of modification of various programs to keep pace with the continual changing requirements of business data processes applications.  
15. PHASE 6 OF SDLC – SYSTEM TESTING – a process used to identify correctness, completeness and quality of developed computer s/w.
Different levels of testing are – 

I. Unit Testing
· a s/w verification and validation method in which a programmer tests if individual units of source code are fit for use.
· Unit tests are typically written and run by s/w developers to ensure that code meets its design and behaves as intended.
· The goal is to isolate each part of the program and show that the individual parts are correct.
· It provides a strict written contract that the piece of code must satisfy.
· Categories of test – 
· Functional tests
· Performance tests
· Stress tests
· Structural tests
· Parallel tests
· Types of Unit Testing
i. Static Analysis Testing

· Desk Check

· Structured walk-through

· Code inspection

ii. Dynamic Analyses Testing

· Black Box Testing

· White Box Testing

· Gray Box Testing

II. Integration Testing
· An activity of s/w testing in which individual s/w modules are combined and tested as a group with an objective to evaluate the connection of two or more components that pass information from one area to another.
· It takes its input – modules that have been unit tested, groups them in larger aggregates, applies tests defined in an integration test plan to those aggregations and delivers as its output the integrated system ready for system testing.
· This is carried out in following manner:
· Bottom-up Integration – consists of unit testing, followed by sub-system testing and then testing the entire system.
· Top-down Integration – starts with the main routine and stubs are substituted for the modules directly subordinate to the main module. Once the module testing is complete, stubs are substituted with real modules one by one and these modules are tested with stubs. This process is continued till the atomic modules are reached.
· Regression Testing – to ensure that changes or corrections have not introduced new errors.
III. System Testing – a process in which s/w and other system elements are tested as a whole. The purpose is to ensure that the new / modified system functions properly.
Types

· Recovery Testing – ‘how well the application is able to recover from crashes, h/w failures and other similar problems.
· Security Testing – the process to determine that an IS protects data and maintains functionality as intended.
· Stress & Volume Testing – involves beyond the normal operational capacity, often to a breaking point, in order to observe the results.
· Performance Testing – to determine the speed or effectiveness of a computer, network, software program of device.
IV. Final Acceptance Testing – conducted when the system is ready for implementation to ensure that the new system satisfies the quality standards adopted by the business and the system satisfies the users. It has 2 parts –
· Quality Assurance Testing

· User Acceptance Testing

· Alpha Testing
· Beta Testing
16. PHASE 7 OF SDLC – SYSTEM IMPLEMENTATION
System implementation is a process, which ensures that information system is properly operational and allows its users to take over its operation for use & evaluation. It includes activities for conversion of an old system to a new system. The system implemented can be a totally new system or a major modification to the existing system. In either case, a proper implementation is necessary to provide a reliable system to meet user’s requirements. System implementation consists of following activities:
A. Equipment installation – In this, procured hardware is installed in the organization for using the developed or acquired software. Steps involved are:

· Site Preparation: Here, a layout is prepared regarding where the equipments will be installed in terms of their place, user locations etc.

· Install Equipments: Once a site is prepared, the equipments are installed physically and connected to power line and communication lines etc.

· Check equipments: Installed equipments are checked for proper utilization and various routine tests.

B. Training personnel – It is an important aspect for effective utilization of the installed system. Whenever a new system is installed in the organization, a need of training arises for both general users and computer professional as the new system often contains some new types of software and hardware. Normally, 2 types of training are provided, namely:

· Training to system operators

· Training to end users
C. Conversion procedures – This involves the activities carried out for successful conversion from old system to new system. Following activities are carried out:
· Procedures Conversion: For implementing the new system, the procedure & methods for working on the new system must be clearly defined and converted from old procedures and methods.

· File Conversion: Old data files should be converted to as per the requirements of the new system and these conversions must be done before the new system is implemented.

· System (Processing) Conversion

· Scheduling of personnel and equipment
D. Conversion Strategies

· Direct implementation/ Abrupt change-over: On a given date, old system is totally discontinued and new system is started from next date.

· Parallel running implementation: Both old & new system are used together for some time and after that, the old system is discontinued.

· Phased implementation/ Gradual conversion: Here, the volume of transactions is gradually reduced in the old system and subsequently increased in the new system.

· Pilot implementation/ Modular prototype conversion: Here, each part of the system is developed, redefined, implemented and then, the next one and so on and so forth until the whole system is converted.
17. PHASE 8 OF SDLC – Post implementation evaluation 
A. Post Implementation Review

· It ascertains the degree of success from the project, in particular, the extent to which it met its objectives, delivered planned levels of benefit and addressed the specific requirements as originally defined.

· It examines the efficiency of all elements of the working business solution to see if further improvements can be made to optimize the system.

· The following are the basic dimensions of IS that should be evaluated properly. 

· Development Evaluation: Checks whether the system is developed on schedule & within the budget.

· Operation Evaluation: includes the operational aspects of the developed system. It is very essential that the developed system should be easy to operate and should work as per the user requirements.

· Information Evaluation: This evaluation is related to finding out the value of information that the developed system is providing to the user and how it is affecting the quality of decision making.
B. System Maintenance

Organizations have changing information requirements from time to time. Hence, the system requires to be modified to adapt to these changing requirements. Maintenance can be of following types:

· Schedule Maintenance – is anticipated and can be planned for.

· Rescue Maintenance – refers to previously undetected malfunctions that were not anticipated but require immediate solution
· Corrective Maintenance – deals with fixing bugs in the code of defects found

· Adaptive Maintenance – consists of adapting s/w to changes in the environment such as the h/w of the OS.

· Perfective Maintenance – mainly deals with accommodating to new or changed user requirements and concerns functional enhancements to the system and activities to increase the system’s performance or to enhance its user interface

· Preventive Maintenance – concerns activities aimed at increasing the system’s maintainability such as updating documentation, adding comments and improving the modular structure.

CHAPTER 03

CONTROL OBJECTIVES

1. CONTROL

· Defined as – Policies, procedures, practices and enterprise structure that are designed to provide reasonable assurance that business objectives will be achieved and undesired events are prevented / detected and corrected.
· Thus, an IS auditing includes reviewing the implemented system or providing consultation and evaluating the reliability of operational effectiveness of controls.

2. IMPORTANCE OF CONTROL & AUDIT OF AN IS

i. Organizational costs of Data Loss

ii. Incorrect Decision Making

iii. Costs of Computer Abuse

iv. Value of Computer H/w, S/w & Personnel
v. High Costs of Computer Error
vi. Maintenance of Privacy
vii. Controlled evolution of computer use
viii. IS Auditing
ix. Asset Safeguarding Objectives
x. Data Integrity Objectives
xi. System Effectiveness Objectives
xii. System Efficiency Objectives
3. EFFECT OF COMPUTERS ON INTERNAL CONTROLS
i. Personnel
ii. Segregation of Duties
iii. Authorization procedures
iv. Record keeping
v. Access to assets and records
vi. Management supervision and review
vii. Concentration of programs and data
4. COMPONENTANTS OF INTERNAL CONTROLS USED WITHIN AN ORGANISATION
i. Control environment

ii. Risk assessment

iii. Control activities

iv. Information and communication

v. Monitoring

5. EFFECT OF COMPUTERS ON AUDIT

· To cope with the new technology the auditor is to be competent to carry out the following 2 basic functional changes –

· Changes to Evidence Collection – involves issues like – 
· Data retention & storage

· Absence of input documents

· Lack of visible audit trail

· Lack of visible output

· Audit evidence

· Legal issues

· Changes to Evidence Evaluation – involves issues like –
· System generated transactions

· Systematic Errors

6. THE IS AUDIT PROCESS

· Assessment of IC within the IS Env. to assure validity, reliability and information  security. 
· Assessment of the efficiency & effectiveness of the IS Env. in economic terms.

7. SKILLS REQUIERED OF IS AUDITOR
· Professional technical qualifications & skills
· Good knowledge of Professional Standards and Best practices of IT controls & security
· Sound knowledge of business operations, practices & compliance requirements
· Knowledge of IT strategies, policy & procedure controls
· Good understanding of information Risks & Controls
· Ability to understand technical and manual controls relating to business continuity
8. RISKS RELATING TO IT SYSTEMS & PROCESSES THAT IS AUDITORS REVIEW INCLUDE

· Inadequate information security
· Inefficient use of corporate resources or poor governance
· Ineffective IT strategies, policies and practices
· IT related frauds
9. CATAGORIES OF IS AUDITS

a. Systems and Applications – are appropriate and efficient and are adequately controlled to ensure valid, reliable, timely and secure input, processing and output at all levels of a system’s activity.
b. Information Processing Facilities – are controlled to ensure timely, accurate and efficient processing of applications under normal and potentially disruptive conditions.
c. Systems Development – the systems under development meet the objectives of the organisation and to ensure that the systems are developed in accordance with generally accepted standards for systems development
d. Management of IT and Enterprise Architecture – IT management has developed an organisational structure & procedures to ensure a controlled and efficient environment for information processing.
e. Telecommunications, Intranets and Extranets – controls are in place on the client, server and on the network connecting the clients & servers.
10. STEPS IN IT AUDIT

i. Scoping and pre-audit survey

ii. Planning and preparation

iii. Fieldwork

iv. Analysis

v. Reporting

vi. Closure 
11. COST EFFECTIVENESS OF CONTROL PROCEDURES
· To determine if a control is effective, an auditor must compare the reduction in expected losses that will occur by virtue of having the control with the cost of designing, implementing and maintaining the control.
· Implementing & operating controls involves –
· Initial set-up cost
· Executing cost
· Correction cost
· Failure cost

· Maintenance cost
· The benefit of a control procedure is the difference between the expected loss with the control procedure(s) and the expected loss without it.
IS CONTROL TECHNIQUES
1. Objective of Controls
· Control objective is defined as – a statement of the desired result or purpose to be achieved by implementing control procedures in particular IT process or activity.
· It defines what is sought to be accomplished by implementing the control and the purpose thereof.
· It serves mainly 2 purposes –
· Outline the policies of the organisation as laid down by the management
· A benchmark for evaluating whether control objectives are met
2. CLASSIFICATION OF CONTROLS BASED ON OBJECTIVES

1. Preventive Controls – designed to prevent an error, omission or malicious act occurring; devised by understanding probable threats, vulnerabilities of the asset & provision of necessary controls for probable threats from materializing.
2. Detective Controls – designed to detect errors, omission or malicious acts that occur and report the occurrence. Devised by having clear understanding of lawful activities, establishing mechanism to refer the reported unlawful activities to the appropriate persons and surprise checks.
3. Corrective Controls – designed to reduce the impact or correct an error once it has been detected by minimizing the impact of threats, identify the cause of problem, remedy the problems discovered, get feedbacks, correct errors and with suitable modifications in the system.
4. Compensatory Controls – when because of constraints like fiscal, admin and operational, organisations are not able to implement appropriate controls, there should be adequate compensatory measures which may, although not be as efficient as the appropriate control, can indubitably reduce the probability of threats to the assets.
3. CLASSIFICATION OF CONTROLS BASED ON NATURE OF CONTROLS

1. Environmental Controls
2. Physical Access Controls
3. Logical Access Controls
4. IS Operational Controls
5. IS Management Controls
6. SDLC Controls
4. CLASSIFICATION OF CONTROLS BASED ON THEIR FUNCTIONAL NATURE:

1. Internal Accounting controls

2. Operational controls

3. Administrative controls
5. ORGANISATIONAL CONTROLS – include documentation of –
· Definition of responsibilities and objectives of each function

· Definition of policies, standards, procedures and practices

· Job descriptions

· Segregation of duties

6. MANAGEMENT CONTROLS – to ensure that the IS function correctly and that they meet the strategic business objectives. These controls include – 
· Assigning Responsibility

· An official IT structure

· An IT steering committee
7. FINANCIAL CONTROL TECHNIQUES
· Authorisation to perform some act
· Budgets must be compared with the actual

· Cancellation of Documents to prevent its reuse

· Documentation of actions taken

· Dual Control entails having 2 people simultaneously access an asset

· Input/ Output verification entails comparing the information provided by the computer system to input docs

· Safekeeping entails physical securing assets

· Segregation of Duties entails assigning similar functions to separate people

· Sequentially numbered docs to enable detection of missing documents

· Supervisory review refers to review of work by a superior 

8. DATA PROCESSING ENVIRONMENT CONTROLS – are h/w & s/w related controls and include procedures exercised in the IS env areas.

9. PHYSICAL ACCESS CONTROLS – relate to establishing appropriate physical security and access control measures for IT facilities including off-site use of information devices in conformance with the general security policy.
10. LOGICAL ACCESS CONTROLS – s/w related and include procedures exercised in the IS s/w through access controls through system s/w and application s/w; implemented to ensure that access to systems, data and programs is restricted to authorised users so as to safeguard information against unauthorised use, disclosure or modification, damage or loss.
11. SDLC CONTROLS – are the functions and activities generally performed manually that control the development of application systems either through in-house design and programming of package purchase. It involves
· System development standards to be defined
· Documentation 
12. BUSINESS CONTINUITY (BCP) CONTROLS – relate to having an operational and tested IT continuity plan which is in line with the overall BCP and its related business requirements so as to make sure IT services are available as required and to ensure a minimum business impact in the event of a major disruption.
13. APPLICATION CONTROL TECHNIQUES – any function or activity that works to ensure the processing accuracy of an application can be considered an application control. These include the programmatic routines within the application program code.
14. AUDIT TRAILS – attempts to ensure that a chronological record of all events that have occurred in a system is maintained to answer queries, fulfil statutory requirements, detect the consequences of error and allow system monitoring and tuning. Thus if properly implemented, it provide an important detective control to help accomplish security policy objectives. Audit trials can be used to support security objectives in 3 ways :
· Detecting unauthorised access to the system
· Facilitating the reconstruction of events
· Promoting personal accountability
USER CONTROLS
1. BOUNDRY CONTROLS
· Establishes interface between the user if the system and the system itself.
· The major controls here are the access control mechanisms and thus link the authenticated users to the authorized resources they are permitted to access.
· The boundary control techniques are:
· Cryptography – deals with programs for transforming data into codes that are meaningless to anyone who does not possess the authentication to access the respective system resource of file.
· Passwords 
· PIN
· I Cards 
2. INPUT CONTROLS

· These are responsible for ensuring the accuracy and completeness of data and instruction into an application system.
· Data codes are used to uniquely identify an entity of indentify an entry as a member of a group of set.
· Types of data coding errors are:
· Addition of an extra character
· Truncation = Omission of character
· Transcription = recording wrong characters
· Transposition = reversing adjacent characters
· Double transposition = reversing characters separated by one or more characters
· Factors affecting coding errors: 
· Length of the Code
· Alphabetic numeric mix
· Choice of characters
· Mixing uppercase/ lowercase fonts 
· Sequence of characters
3. Processing Controls
· They perform validation checks to identify errors during processing of data.
· They are required to ensure both completeness and accuracy of data being processed.
· They include following controls:
· Run-to-run totals – help in verifying data that is subject to process through different stages.
· Reasonableness verification – two or more fields can be compared and cross verified to ensure their correctness
· Edit checks – used at the processing stage to verify accuracy and completeness of data. (similar to validation checks)
· Field initialization – setting all values to zero before inserting the field or record co prevent data overflow.
· Exception reports – generated to identify errors in data processed
· Existence/ Recovery controls – enables a system to be recovered if failure is temporary and localised.
4. OUTPUT CONTROLS
· These are to ensure that the data delivered to users will be presented, formatted and delivered in a constant and secured manner.
· Whatever the type of output, it should be ensured that its confidentiality and integrity if the output is maintained and that the output is consistent.
· These controls include –
· Storage and logging of sensitive, critical forms
· Logging of output program executions
· Spooling/ Queuing
· Controls over printer
· Report distribution and collection controls
· Retention Controls
· Existence/ Recovery controls
5. DB CONTROLS

· Protecting the integrity of a DB when application s/w acts as an interface between the user and the DB are called the update controls and report controls.
· Update controls are:
· Sequence Check Transaction and Master Files – involves synchronization and the correct sequence of processing between the master file and transaction file.
· Ensure all Records on Files are processed
· Process multiple transactions for a single record in the correct order
· Maintain a suspense account
· Report controls are:
· Standing Data
· Print Run-to-Run Control Totals
· Print Suspense Account Entries
· Existence/ Recovery Controls
SYSTEM DEVELOPMENT AND ACQUISITON CONTROLS
1. PROBLEM DEFINITION

· Controls:

· Need of IS in view of business requirement

· Support & priority given by management

· Acceptance level among the stakeholders(management, users, developers)
· Justification of need for the IS

· Auditor’s Role:

· Agreement among the stakeholders wrt the problem/ opportunity

· An understanding of the threats, integrity, effectiveness & efficiency wrt proposed solution

2. MANAGEMENT OF THE CHANGE PROCESS – goes parallel with all phases of SDLC
· Controls:

· Preparing the organisation for an unrestricted change

· Complete changeover to the system

· Help users adopt changes

· Auditor’s Role:

· Evaluate the quality of decisions being made with this respect

· Evaluating the impact of change based on the size of proposed change
3. ENTRY AND FEASIBILITY ASSESSMENT – depends upon the type & size of the system being proposed
· Controls:
· Technical Feasibility
· Operational Feasibility
· Economic Feasibility
· Behavioural Feasibility
· Auditor’s Role:
· If the change proposed is not imposed upon the stakeholders
· Behavioural impact on the users and the problems that may arise
· Material losses incurred
4. ANALYSIS OF THE EXISTING SYSTEM – includes the study of organisational history, structure, culture and the information flow.
· Controls – that give an insight of –
· type of systems that have been useful
· issues not addressed over a period of time
· new issues that require attention
· Auditor’s Role:
· Study various aspects of the present organisation
· Context in which the decisions wrt proposed system are being taken and its impacts
· Evaluate the quality of methodologies used and strengths of decisions taken
· Usage of high-quality tools and documentation
5. FORMULATION OF STRATEGIC REQUIREMENTS (SYSTEM DESIGN) – SRS identifies the deficiencies of the existing system
· Controls:
· Align the business requirements with the preview of management objectives, user goals and system-design work concurrently.
· Auditor’s Role:
· Evaluate the quality of SRS design work
· The feasibility of system-design work
· Assess the procedures and behavioural impact on the users
6. ORGANISATIONAL AND JOB DESIGN – wrt proposed system often leads to behavioural problems and may result in implementation failures
· Controls:

· Roles & responsibilities of users are to be defined at the initial phase of SDLC using formal traditional mechanisms or open-ended structures to facilitate adaptation.
· Auditor’s Role:
· Access the assigned responsibility and process used to resolve conflicts
· Access the control risk associated with the responsibilities during SDLC
7. INFORMATION PROCESSING SYSTEMS DESIGN – to meet the strategic requirements of the proposed system
· Controls:
· Requirement elicitation/ analysis
· User interface design
· Data/ information flow design
· DB design
· Platform design
· Physical design
· Auditor’s Role:
· Appropriateness of Requirement-elicitation strategy
· Data captured
· DB design structure and cost evaluation
· Design & quality of user interface and design practices
· Efficiency of h/w & s/w platforms
8. APPLICATION S/W ACQUISITION/ SELECTION PROCESS

· Controls:
· Satisfy information & system requirements

· Feasibility analysis

· RFP (Request for Proposal)

· Vender evaluation

· Auditor’s Role:

· Highlight risks

· Ensure adequacy of Feasibility analysis, RFP & Vender evaluation

· Evaluate criteria for vender qualification

· Collect and evaluate information from own resources

· Review the contracts signed and its validity
CONTROL OVER SYSTEM AND PROGRAM CHANGES

1.  MANAGEMENT OF THE CHANGE PROCESS

· One of the most critical area; runs parallel to all phases of SDLC.

· Change management /  configuration management involves establishing baseline versions of products, services and procedures and ensuring all changes are approved, documented and disseminated.
· It should address all aspects of an organisation’s technology env. including s/w programs, h/w & s/w configs, operational standards and procedures and project management activities.

· Management should establish change controls that address major, routine and emergency s/w modifications and s/w patches.

· All requests for change are set on priority of urgency is the responsibility of a change control board who in turn communicate its views through the change manager.
2. SYSTEM CHANGE CONTROLS
· The change control process of a system under development is – 

· to address the problems not detected during system design or testing and change in user requirements.

· A change control evaluation includes checks on problems reporting, tracking, prioritising and resolving

· To check if changes are authorised, tested, documented and communicated through a legitimate management responsibility

· The objective of a change management review are to ensure that changes made to the system and programs do not adversely affect system, application or data availability or integrity.

· Auditors need to verify that all changes made to the systems and programs are appropriately authorised and documented.

3. PROGRAM CHANGE CONTROLS – auditor’s role
· Ensure maintenance of s/w program code libraries and updating is done form a central repository.

· Appropriate back-ups of version files are taken before making the changes.

· Implementation of version procedure for tracking of program changes.

· A formal handover process to authorise the changes to be made.

· Standardised s/w updation release management procedures.

· Implementation of updated technology inventory based on the criticality of the vulnerability and importance of the system.

· Thorough testing before new s/w release.

4. AUTHORISATION CONTROLS – to ensure all information and data entered or used in processing is authorised by management and responsible representatives of events that actually occurred.

5. DOCUMEMENT CONTROLS – involves evaluating the change boards efforts to complete the following critical procedures:
· Sufficiency of documents that explains how s/w or h/w is to be used

· Sufficiency of documented formal security and operational procedures.
6. TESTING AND QUALITY CONTROLS

· During the testing phase, the system is tested to verify that it works as intended and meets design specifications.

· The overall objective of the testing process is therefore to ensure that delivered system is of adequate quality.

· To meet this objective, it will be necessary to confirm that the new system –

· Confirms with the organisation’s technical policies and standards
· Performs all the required functions

· Can be used by the staff for whom it is intended

· Meets its performance objectives

· Is reliable in operation

QUALITY CONTROL – requires regular reviews and audits of the s/w products and activities to verify that process and personal within the organisation comply with the applicable procedures and standards.
1. QUALITY STANDERDS

a. Capability Maturity Model Integration (CMMI)

b. 9000 Quality Management and Quality Assurance Standards (ISO)

2. QUALITY REVIEWS – covers various non-computer testing activities.

3. AUDITORS ROLE

4. COPYRIGHT VIOLATIONS – may lead to potential risk. It is necessary for organisations to specifically address software piracy in training, in policy and procedures or in the application of general internal controls.

5. CONTRACT / WARRANTIES – IT contracts to address these issues –
a. Meet IT users expectations and the systems need to perform as intended

b. Able to file litigation in response to dissatisfaction with products or services on the failure of the selection or acquisition process.

6. SERVICE LEVEL AGREEMENTS (SLA)

· It is a formal agreement between a customer requiring services and the organisation that is responsible for providing those services.

· It is not a legal contract in itself, but an essential component of it.

· An SLA should define –

· The level of technical support to be provided to users

· The procedures for proposing changes to the system

· Standards of security provision and admin that includes system and data access controls and monitoring system and network use

· Emergency requirements

· A schedule of changes for the services to be provided.

· Auditor’s role – 

· Service provider should comply all legal requirements that are applicable to the outsourced activity

· Should provide for a right to audit clause and requirement of control responsibilities

· Responsibility of the service provider to establish performance monitoring procedures

· Business continuity measures to be put in place to ensure continuity of service

· Non disclosure requirements as regards information and processes of the audited organisation handled and control stipulations in this regard
· Insurance requirements
CONTROLS OVER SYSTEM IMPLEMENTATION
· Once system is developed & ready, User Acceptance Test is carried out. Its aim is to confirm that:

· User requirement specifications are met

· Operational documentation is accurate, comprehensive & usable

· Helpdesk & other ancillary functions are properly operating

· Back-up & recovery procedures will work effectively
· Acceptance testing includes:

· Performance testing

· Volume testing

· Stress testing

· Security testing

· Procedure testing

· Back-up & recovery

· Parallel operation

· Auditor’s validations for user acceptance & testing:
Auditor has to ensure & verify that:
· An acceptance test plan has been drawn up

· A manager with adequate authority has been appointed to handle proceedings

· Testing is working in actual environments

· Proper data conversion plan has been developed considering all material issues

· Adequate controls exist to prevent unauthorized changes from being made

· Proper resources are available

· Responsibility allocation is complete

· Ensure that end-users are fully involved
· Post-implementation review (PIR):
PIR must evaluate whether the implemented system has met its:

· Business objectives

· User expectations

· Technical requirements
CHAPTER 04

                     TESTING – GENERAL & AUTOMATED CONTROLS
1. INTRODUCTION TO THE BASICS OF TESTING (REASONS FOR TESTING)

· Testing of controls involves obtaining the population and conducting the compliance tests either on the entire population and/ or selected samples from the population. It may also be conducted using utilities of audit tools.
· Methods of Testing:

a. Substantive Testing – to substantiate (=validate) the integrity (=reliability) of actual 
                                    processing.

b. Compliance Testing – determines if controls are working as designed.

· ISCA involves the following 3 phases:

· Planning

· Testing

· Reporting

2. AUDIT PLANNING

· Planning occurs throughout the audit as an iterative process.

· Planning activities are concentrated in the planning phase, during which the objectives are to obtain an understanding of the entity and its operations including its internal control, identify significant issues, assess risk and design the nature, extent and timing of audit procedures.

· The auditor uses equivalent concepts of materiality and significance to plan both effectiveness and efficient audit procedures.

· On the basis of this principle, the auditor may determine that some areas of the ISCA are not material or significant and therefore warrant little or no audit attention.

3. AUDIT TESTING
· The key concern is that the testing should reveal any type of exposure of sensitive data and that the information produced by the application is valid, intact and correct.
· The auditor should perform necessary testing by using documentary evidence, corroborating interviews and personal observation.

· He is to use one of many Generalized Audit Software (GAS) to do sampling, data extraction, exception reporting, summarize and foot totals and other tasks to perform in-depth analysis and reporting capability.
4. IS AUDIT CONTROL PROCESS

· The nature and extent of audit planning procedures varies for each audit depending on several factors including the entity’s size and complexity, the auditor’s experience with the entity and the auditor’s knowledge of the entity’s operations.

· Auditor need to determine which audit procedures related to information systems controls are needed to obtain sufficient appropriate audit evidence to support the audit findings and conclusions.

· The IS control audit process involves –

· Obtaining an understanding of an entity and its operations and key business processes

· Obtaining a general understanding of the structure of the entity’s networks,

· Identifying the key areas of audit interest (files, applications, systems, locations)

· Assessing IS risk on a preliminary basis,

· Identifying critical points (e.g. External access points to networks)

· Obtaining a preliminary understanding of IS controls,

· Performing other audit procedures.

5. IDENTIFY KEY AREAS OF AUDIT INTEREST – areas critical to achieving audit objectives
· By identifying and prioritizing imp systems, files or locations in order of importance of audit objectives, the auditor can concentrate efforts on them and do little or no work associated with other areas.
6. PERFORMING ISCA TESTS

· To understand the IS relevant to the Audit in the testing phase, the auditor uses information obtained in the planning phase to test the effectiveness of IS controls that are relevant to the audit objectives and should assess the cumulative audit evidence obtained to identify any revisions needed to the audit plan at each of the following levels:
· Entity wide or Component level
· System level

· Network

· OS

· Infrastructure applications

· Business process application level

7. TESTING CRITICAL CONTROL POINTS (CCP)
· The auditor should evaluate the effectiveness of IS controls including system and/or application level controls related to each CCP.

· He should evaluate all potential ways the CCP could be accessed.

· Generally, this would include assessing controls related to network, OS and infrastructure application components.

8. TEST EFFECTIVENESS OF IS CONTROLS

· If the auditor identifies IS controls for testing, he should evaluate the effectives of –

· General controls at the entity wide and system level;

· General controls at the business process application level; and

· Specific business process application controls (business process controls, interface controls, data management system controls) and/or user controls unless the IS controls that achieve the control objectives are general controls.

· By using the knowledge obtained in the planning phase, the auditor should determine whether entity wide and system level general controls are effectively designed, implemented and operating effectively by –
· Identifying applicable general controls;

· Determining how those controls function and whether they have been placed in operation; and

· Evaluating and testing the effectiveness of the identified controls.

9. TESTS OF GENERAL CONTROLS AT THE ENTITYWIDE AND SYSTEM LEVELS
· The auditor should –

· Determine and document the nature and extent of risks resulting from ineffective general controls and

· Identify and test any manual controls or any specific IS controls in lieu of manual controls that achieve the control objectives that the IS controls were to achieve.

· If the findings are favourable, the auditor will proceed further.
10. TEST OF GENERAL CONTROLS AT THE BUSINESS PROCESS APPLICATION LEVEL
(APPLICATION SECURITY/ AS CONTROLS)
· If general controls are not operating effectively within the business process application, business process application controls and user controls will be ineffective.
· After discussing the nature and extent of risks resulting from ineffective general controls with the audit team, the auditor should determine whether to precede with the evaluation of business process application and user controls.

· If the findings are favourable, the auditor will proceed further.

11. TEST OF BUSINESS PROCESS APPLICATION CONTROLS AND USER CONTROLS

· If the IS controls are not likely to be effective, the auditor should obtain sufficient understanding of control risks arising from information systems to –

· Identify the impact on the audit objectives;

· Design audit procedures; and

· Develop appropriate findings.

12. APPROPRIATENESS OF CONTORL TESTS – such procedures could include –
· Inquiries of IT and management personnel
· Questionnaires

· Observation of the operation of controls

· Review documentation of control policies and procedures

· Inspection of approvals/ reviews

· Analysis of system information such as config settings and ACL

· Data review and analysis of output of application processing

· Re-performance of controls to test effectiveness of some programmed controls

· For each potential weakness, the auditor should obtain evidence that the compensating or other control is effectively operating and actually mitigates the potential weakness.

· If the potential weakness is not effectively mitigated, the auditor evaluates its effects on IS controls in combination with other identified weaknesses in the reporting phase.

13.  MULTIYEAR TESTING PLANS

· Here, different controls are comprehensively tested each year, so that each significant general and business process control is selected for testing at least once during the multiyear period, which should not be more than 3 years.
· This concept allows the auditor to test computer-related general and business process application controls on a risk basis rather than testing every control every year.

14. AUDIT REPORTING

· After completing the testing phase, the auditor summarizes the results of the audit, evaluates and draws conclusions on the individual and aggregate effect of identified IS control weaknesses on audit risk and audit objectives and reports the results of the audit.

· He evaluates the effect of any weakness on the entity’s ability to achieve each of the critical elements and on the risk of unauthorised access to key systems or files.

· Also, the auditor evaluates potential control dependencies.

15. CONCURRENT / CONTINUOUS AUDIT & EMBEDDED AUDIT MODULES / TECHNIQUES
· Integrated Test Facility (ITF):
· Used in IS which is to be audited
· Auditor uses a dummy account for testing & reviewing. The dummy transactions do not affect IS.
· Mainly used in online system

· Test transactions can be submitted along with actual transactions on frequent basis without disrupting regular processing operations.
· Snapshot Technique:
· Involves having audit software taking pictures of transactions as it flows through an application system.

· Both before-images & after-images of transactions are captured

· Decision to be made regarding location of snapshot points & reporting of snapshot data captured

· System Control Audit Review File (SCARF):

· Similar to snapshot technique

· An embedded audit module is used to continuously monitor transactions & collect data on transactions with special audit significance

· One of most complex online audit techniques

· The audit modules are placed at predetermined points to gather information about transactions which auditors deem to be material

· Two key decisions: what information to be collected & what reporting system to be used.
· Auditor might use this technique to collect the following types of information:

· Application system errors

· Policy and procedural variances

· System exception

· Statistical sample

· Snapshots and extended reports

· Profiling data

· Performance measurement

· Continuous & Intermittent Simulation (CIS):
· Embeds audit module in DBMS

· This can be used when application system uses DBMS

· Uses DBMS to track exceptional transactions
· Advantages of continuous audit
· Timely audit

· Comprehensive & detailed auditing

· Surprise test capability

· Assessing whether IS meets set objectives

· Training for new users
·  Disadvantages of continuous audit:

· Rationing of available resources

· Involvement in system development

· Expert knowledge of IS being used

· Missing audit trail

· Stable application system required for implementation
16. HARDWARE TESTING & REVIEW

· Types of H/w testing:
· Functional testing

· User interface testing

· Usability testing

· Compatibility testing

· Model Based testing

· Error exit testing

· User help testing

· Security testing

· Capacity testing

· Performance testing

· Reliability testing

· Recovery testing

· Installation testing

· Maintenance testing

· Accessibility testing

· Auditor should review & audit procedures for:







17. OPERATING SYSTEM REVIEW

· Here, the auditor reviews the procurement, implementation, execution and maintenance of system software such as operating system, in terms of:

· Approval process of software selection

· Cost / benefit analysis of system software procurement

· Controls over installation of the software

· System documentation

· Test software implementation

· System software security procedures
· Feasibility studies

18. NETWORK REVIEW

· Network Audit Objectives

· Standards are in place for designing and selecting a LAN architecture

· Controls are there to ensure continuous working of LAN

· Ensure that there is cost benefit in operating a LAN
The reviewer / auditor of networks should have knowledge about networks, network topology, LAN technicalities etc. The auditor should review, test and validate the following controls for networks:
· Physical controls

· Logical controls

· Environment controls

CHAPTER 05

RISK ASSESSMENT METHODOLOGIES & APPLICATIONS

1. RISK

· A risk is the likelihood that an organization would face a vulnerability bring exploited or a threat becoming harmful.

· Reasons for occurrence of risk:
· Widespread use of technology
· Interconnectivity of systems

· Elimination of distance, time & space as constraints

· Unevenness of technological changes

· Devolution of management & control

· Attractiveness of conducting unconventional electronic attacks against organizations

· External factors such as legislative, legal & regulatory requirements of technological developments 
· Possible impact on critical business operations:
· External dangers from Hackers leading to DOS & virus attacks and extortion &  leakage of corporate information

· Growing potential for misuse & abuse of IS affecting privacy & ethical values

· Increasing requirements for availability & robustness
2. DEFINITIONS

· Threat – any circumstance or event with the potential to cause harm to an IS in the form of distortion, disclosure, adverse modification of data and DOS.
· Vulnerabilities – the weakness in the system safeguard that exposes the system to threats.

· Exposure – the extent of loss the organization has to face when a risk materializes in immediate or long term.
· Likelihood of threat – the estimation of the probability that the threat will succeed in achieving an undesirable event.
· Attack – a set of actions designed to compromise confidentiality, integrity, availability or any other desired feature of an IS. The type of attack & its degree of success determine the consequences of attack.

· Residual Risk – a likelihood that the risk still remains after all the security measures to prevent the risks are analyzed & implemented. Here, organization’s management needs to consider two areas: 

· Acceptance level of residual risk

· Selection of safeguards to be implemented to reduce overall risks to reach level of acceptance
As long as residual risks can be minimized & kept at acceptable level, the risks are considered to be managed.
3. THREATS TO COMPUTERIZED ENVIRONMENT

· Power failure
· Communication network failure

· Disgruntled employees

· Errors

· Malicious codes (programs)

· Abuse of access privileges by employees

· Natural disasters

· Theft / destruction of computing resources

· Downtime due to technology failure

· Fire, etc.
4. CYBER CRIME & THREATS DUE TO CYBER CRIME

Cyber Crime is the general nomenclature for “electronic offences” due to increasing use of computer network & internet & frauds thereof.
Examples of cyber crimes:

· Embezzlement

· Fraud – unauthorized use of ATM/ DC/ CC

· Theft of proprietary information

· DOS
· Vandalism or sabotage

· Computer virus
· Others – intrusions, breaches & compromises of IS networks

5. RISK ASSESSMENT
· It is the analysis of threats to resources (assets) and the determination of the amount of protection necessary to adequately safeguard the resources so that vital systems, operations and services can be resumed to normal status in the minimum time in case of a disaster.

· It is a useful technique to assess the risks involved in the event of unavailability of information to prioritize applications, identify exposures and develop recovery scenarios.  

· In general, includes the following for protection of an IS & its applications:

· Prioritization – all applications are inventoried and critical ones identified
· Identifying critical applications

· Assessing their impact on organization
· Determining recovering time-frame
· Assessment of Insurance coverage
· Hardware facilities

· Software reconstructions

· Extra expenses

· Business interruption

· Valuable paper and records

· Errors & Omissions

· Fidelity coverage

· Media Transportation
· Identification of exposures and implications

· Development of recovery plan
6. RISK MANAGEMENT

The systematic application of management policies, procedures & practices to the tasks of establishing the context, identifying, analyzing, evaluating, treating, monitoring and  communicating risk.
CLASSIFICATION OF RISKS
· Systematic Risk – unavoidable risk; these are constant among majority of technologies and applications; can be reduced by designing management control processes and does not involve technological solutions.
· Unsystematic Risk – peculiar to specific applications or technology; can be generally mitigated by using an advanced technology or system,
Risk Management Process:
· Identify the technology related risks under the scope of operational risks
· Assess the identified risks in terms of probability and exposure

· Classify the risks as systematic & unsystematic 
· Identify various managerial actions that can reduce exposure to systematic risks and the cost of implementing the same
· Look out for technological solutions available to mitigate unsystematic risk
· Identify the contribution of the technology in reducing the overall risk exposure. 
· Evaluate the technology risk premium on the available solutions and compare the same with the possible value of loss from the exposure
· Match the analysis with the management policy on risk appetite and decide on induction of the same.
7. RISK IDENTIFICATION
· Purpose is to identify the inherent risk of performing various business functions, especially

w.r.t. use of IT enabled services.
· Risk identification should be comprehensive

· Risk identification should be for operations, financial objectives & compliance

· Questions to be asked:

· What assets to be protected?
· What could go wrong with assets?
· How could we fail to deliver?
· What are various threats to A & L?
· What info. to be relied upon?
· What is greatest legal, financial & operational exposure?
8. RISK ASSESSMENT & EVALUATION TECHNIQUES
· Judgment & intuition
· Delphi Techniques

· Scoring Approach

· Quantitative Techniques
· Qualitative Techniques

9. RISK RANKING
· Technique to measure impact of potential risks

· Requires that each component & application be analyzed separately before ranking

· Two quantitative parameters used for ranking:
· Probability of occurrence

· Possible impact or exposure of threats
· Considering & analyzing risk impacts & probability of occurrence includes:

· Investigating the frequencies of particular types of disaster

· Determining the degree of predictability of disaster

· Analyzing speed of occurring impact of disaster

· Determining amount of forewarning associated with disaster

· Estimating situation of disaster

· Considering impact of disasters if vital records are destroyed/ not destroyed

· Identifying consequences of disaster

· Estimating potential loss

· Determining cost of contingency planning

10. RISK MITIGATION
· Means avoiding risks

· Should be based on probability of occurrence of risk & severity of risk in terms of losses

· Some risk mitigation measures are:

· Creating supportive environment

· Strengthening internal controls

· Establishing reserve funds

· Setting up of operational risk limits

· Setting up independent operational risk management departments

· Establishing disaster recovery plan

· Common risk mitigation techniques:

· Insurance

· Outsourcing

· Service Level Agreements
11. RISK & CONTROLS
	Excessive Risk leads to:
	Excessive Control leads to:

	· Loss of assets, donor or grants
	· Increased bureaucracy

	· Poor business decisions
	· Reduced productivity

	· Non-compliance
	· Increased complexity

	· Increased regulations
	· Increased processing cycle-time

	· Increased frauds/public scandals
	· Increase of activities having no value


CHAPTER 06

BUSINESS CONTINUITY PLANNING & DISASTER RECOVERY PLANNING
1. BUSINESS CONTINUITY PLANNING

· BCP is the creation & validation of a practical logistical plan for how an organization will recover and restore partially or completely interrupted critical (urgent) functions within a predetermined time after a disaster or extended disruption.

· The plan lays out steps to be initiated on occurrence of a disaster, combating it and returning to normal operations including the quantification of the resources needed to support the operational commitments.
· BCP covers three important areas:
· Business Resumption Planning

· Disaster Recovery Planning

· Crisis Management

· Following resources play an important role in Business Continuity Life Cycle:

· IT & Telecommunication

· Business Processes

· People
· Facilities

· The above resources are assigned based on following Business Continuity Life Cycle assessment:

· Risk Assessment

· Determination of Recovery Alternatives

· Recovery Plan Implementation

· Recovery Plan Validation

2. OBJECTIVES & GOALS OF BCP

· The primary objective of BCP is to minimize loss by minimizing the cost associated with disruptions and enable an organization to survive a disaster and to reestablish normal business operations within a reasonable time frame.
· Objectives:  (Long-term aim)
· Safety to people at time of disaster

· Identification & Immediate resumption of critical business operations

· Minimization of losses

· Minimum resource disruption

· Reduce complexity of recovery tasks

· Ensuring effective co-ordination of recovery tasks

· Establish required emergency powers & management succession
· Goals:  (short-term aim)
· Identify weaknesses & implement DRP accordingly

· Minimizing duration of serious disruption to business operations

3. DEVELOPING BCP 
· General aspects of sound BCP:

i. Provide a complete understanding of efforts required to maintain effective DRP

ii. Sufficient management support

iii. Defining recovery requirements from the perspective of business functions

iv. Document possible losses, recovery tasks & procedures

v. Focusing on preventing disaster, minimizing impact of disasters and orderly & timely recovery from disaster

vi. Select proper BCP team

vii. Develop easy-to-maintain, understand & implement DRP

viii. Integrate the BCP into ongoing other business planning processes
· Phases of BCP:

I. Pre-planning – understanding existing & projected business operations; establish a steering committee; develop a policy to support BCP; provide awareness & education

II. Vulnerability Assessment & General Definition of Requirements – analyze possible threats/ disasters; assess all security measures

III. Business Impact Analysis (BIA) – intended to help understand the degree of potential loss which could occur with the use of Questionnaires, Workshops, Interviews & Examination of docs
IV. Detailed Definition of Requirements – a profile for recovery requirements is developed that is used as a basis for analyzing alternative recovery strategies by identifying resources required to support critical functions identified in Phase III above which are classified into short-term, medium term & long-term outages.
V. Design & develop BCP Plan – to determine the available options and formulation of appropriate alternative operating strategies to provide timely recovery of all critical processes and their dependencies. two aims - business recovery & technical recovery

VI. Testing – ensure recovery procedures are complete & workable; adequate competence of personnel; availability of resources; workability of manual procedures; proper training of BCP programmers
VII. Implementation – implement selected plan; define periodic test schedules; define test approaches; identify test types with procedure to conduct tests; analyze test results; modify plans as per maintenance program

VIII. Maintenance – determine ownership of responsibility for maintenance; identify events which may trigger maintenance of BCP; ensure proper maintenance & updating of plan
4. DISASTER RECOVERY PLAN

· DRP is a document which includes all the procedures to be followed to recover from disasters

· A very detailed document which lists all procedures & plans.

· Also known as DRP Document or DRP Manual

· Includes:
· Emergency plan

· Recovery plan

· Back-up plan

· Test plan

· Insurance
5. TYPES OF DRP (Disaster Recovery Sub-plans)

· Emergency plan – specifies the action to be undertaken immediately when a disaster occurs; depends upon the nature of disaster that occurs; it includes – persons to be notified immediately, actions to be undertaken, evacuation procedures, return procedures – in all cases persons responsible for actions must be identified and protocols to be followed must be specified clearly.
· Recovery Plan – It sets out the procedures to restore full information system capabilities; identify a recovery committee that will be responsible for working out the specifics of the recovery to be undertaken; decide which applications to be recovered first
· Back-up Plan  - specifies the type of backup, its frequency, procedures, locations, sites where operations can be restarted, selecting appropriate personnel, assigning priorities and defining recovery time frame. Needs continuous updating. Critical resources to be backed up include – Personnel, H/w, Facilities, Documentation, Supplies, Data/ Information, Applications & System s/w. For some resources, procedures specified in the back-up plan might be straight forward while in other cases, it should be complex & somewhat uncertain.
6. SOFTWARE & DATA BACK-UP TECHNIQUES

· Full back-up: all files entirely backed-up; restores entire sessions’ data; stored in .zip format

· Differential back-up: all file changes from last full back-up are backed-up again

· Incremental back-up: only those files which have changed since last back-up are backed-up; most effective & economical

· Mirror back-up: exact copy of files; stored in exact format in a parallel to original one
7. ALTERNATE PROCESSING FACILITY ARRANGEMENT

· Cold Site: maintains critical equipments & resources in duplicate form at some off-site location. In case of disasters, these resources & equipments operate from off-site. Low cost, but does not provide 100% downtime elimination

· Hot Site: maintains critical equipments & resources in synchronized form at some off-site location. Most expensive, but nil downtime.

· Warm Site: between hot & cold sites. Better than cold, worse than hot sites.

· Reciprocal Agreement: two organizations maintain each-other’s back-up to facilitate the other in continuance of services in case of disaster. Each party maintains extra capacity to serve other’s critical systems.

8. BACK-UP REDUNDANCY

· Off-site back-up: maintain at least one back-up at different location (if the back-up is maintained at working location itself, it is active back-up)

· Multiple Back-up: maintain same back-up in multiple disks

· Media rotation: rotate active back-up with off-site back-up to update off-site back-up with latest values

9. BACK-UP MEDIA TYPES & BASIS OF SELECTION

· Various types of back-up media are:

· Floppies

· DVD
· Magnetic tape

· Disk Drive

· Removable disks

· Digital audio tape (DAT) Drives

· Optical jukeboxes

· Autoloader tape systems

· USB Flash drives

· Zip drive
· Selection of appropriate tools & back-up devices depends upon:

· Speed

· Reliability

· Capacity

· Extensibility

· Cost
· Back-up Tips:

· Develop simple & easy-to-understand plan

· Be organized

· Utilize user-friendly software

· Verify the available back-up
· Create a reference point
· Restrict data storage privilege

· Create a step-by-step guideline
10. Test Plan - to identify deficiencies in the emergency/ backup/ recovery plans or in the preparedness of an organization and its personnel for facing a disaster. It enables a range of disasters to be simulated and specify the criteria by which the above plans can be deemed satisfactory.
11. INSURANCE

· Considered to spread the cost & risk of loss from individual to large number of people

· Policies are obtained to cover loss of following:
· Equipments

· Facilities

· Storage media

· Business interruption

· Extra expenses

· Valuable documents

· Accounts receivables
· Media transportation
· Malpractices, errors.

· Types of Insurances:

· First party insurance – Property damage

· First party insurance – Business interruption

· Third party insurance – General liability

· Third party insurance – Directors & officers
12. THREATS MANAGEMENT

· Potential Threats:

· Human errors

· Equipment failures

· Electricity/ communication outages

· Natural disasters

· Virus attack/ hacking

· Outsourcing
· Threats may cause:

· Loss of data integrity

· Loss of data confidentiality

· Loss of system availability

· Unauthorized access to system

· resources

· Industrial espionage
· Possible appropriate controls:

· Data encryption

· Installing firewall

· Use of data validation &

· reconciliation

· User identification & authentication

· Updated anti-virus

· Regular back-up

· Audit trail control

· System & network monitoring
· Single Point of Failure Analysis – objective is to identify any single point of failure within the organization’s IT infrastructure by performing technology risk assessment.
13. TESTING MEDHODOLOGY & CHECK-LIST

· Following tests are conducted for DRP:

· Hypothetical test – a theoretical check to verify the exercise of all necessary procedures and actions specified within the recovery plan and to prove the theory of those procedures.
· Component test – used to verify details & accuracy of individual procedures within recovery plan

· Module test – combination of components is tested together for functionality

· Full test – used to verify that multiple modules will recover immediately from any disaster. Main objective is to ensure that: 1) total time for recovery meets set time objective & 2) recovery plan is efficient & can be performed without obstacle

· Following methodologies are used for testing:

· Setting test objectives

· Defining boundaries

· Defining scenarios

· Setting testing criteria

· Developing assumptions

· Testing pre-requisites

· Briefing sessions

· Checklists

· Analyzing the tests

· Debriefing sessions
14. AUDIT TOOLS & TECHNIQUES FOR DRP

· Automated tools

· Internal control auditing

· Disaster & security check-list

· Penetration Testing (used to locate specific vulnerabilities & threats)
15. AUDIT OF DRP / BUSINESS RESUMPTION PLAN

Steps:

· Audit the methodology of DRP preparation and its updating 
· Audit the back-up & recovery procedures

· Audit the test plan & availability of resources and off-site storage facilities
· Review existing BIA
· Audit the team & personnel responsibilities

CHAPTER 07

AN OVERVIEW OF ENTERPRISE RESOURCE PLANNING
1. INTRODUCTION

· Most organisations across the world have realised that in a rapidly changing environment, it impossible to create and maintain a custom-designed software package which will cater to all their requirements and be up-to-date.
· Realising the requirement of user organisations, ERP solution seek to streamline and integrate operation processes and information flow in the company to synergise the resources of an organisation namely man, material, money and machine through info.
2. DEFENITION

· ERP is a Fully Integrated Business Management System (FIBMS) covering functional areas of enterprise like Logistics, Production, Finance etc.

· It organizes and integrates operation processes and information flows to make optimum use of resources such as man, material, money and machine.

· It promises 1 DB

                               1 Application

                               1 User Interface for the entire enterprise.

· ERP is a global, tightly structured integrated closed loop solution package and is multifaceted.

· ERP works on a Synergy Concept – “ whole is greater than sum of its parts”

3. EVOLUTION OF ERP

Basic requirements of businesses to remain in competition:
· Aggressive cost-cutting

· Cost/ Revenue Analysis

· Flexibility to respond quickly to enhancing requirements

· Better-informed decision-making
· Change in the way of doing business

To assist businesses in their needs, following IS were introduced:
· Management Information System (MIS)

· Integrated Information System (IIS)

· Executive Information System (EIS)
· Corporate Information System (CIS)
· Enterprise-wide System (EWS)
The above IS lacked integration. Then,
· Materials Requirement Planning (MRP)

Was introduced which integrated manufacturing process with other business IS.
MRP was further extended to include vendors, suppliers etc. through LAN & WAN. This was

known as:
· Manufacturing Requirement Planning (MRP II)

· ERP evolved from MRP II.

4. ENABLING TECHNOLOGIES FOR ERP

Most of ERP systems use power of Three-Tier Client/Server Architecture:
In three-tier C/SA Environment:
· Organisation data is stored on back-end database server

· Application logic/ business rules are stored on middle ware

· Presentation for data entry & viewing is kept at client workstation
To facilitate online transactions, other important enabling technologies for ERP systems are:
· Workflow,

· Work group,
· Group Ware
· Electronic Data Interchange, (EDI)
· Internet & Intranet; and

· Data warehousing.
5. CHARECTERISTICS OF ERP
CHEAT : Mein hun Characteristics of ERP, Promise karta hu Flexible hokar, Beyond Co jakar,  

               New Technology launga.
i. Mein hun – Modular & Open
ii. Characteristics – Comprehensive

iii. Promise – Best Business Practices

iv. Flexible – Flexible

v. Beyond Co – Interconnectivity with sister concerns, customers etc.

vi. New Technology – To adopt new Technologies

6. FEATURES OF ERP
· Comprehensive

· Supports business process integration

· Provides end-to-end supply chain management solutions

· Provides customer relations management solutions

· Bridges information gap across organization

· Inter-group system integration

· Automatic use of latest technologies like EFT, EDI, Data Warehousing & E-commerce

· Provides intelligent business tools
· Solution for better project management

· Eliminates most business problems

7. BENEFITS OF ERP
· Reduces paper work
· Improves timeliness

· Greater accuracy

· Improved cost control

· Faster response & follow-up

· More efficient cash collection

· Better monitoring and quicker resolution of queries

· Enables quick response to change in business operations and market conditions

· Helps to achieve competitive advantage

· Improves supply-demand linkage

· Provides a unified customer DB

· Improves international operations

· Improves information access and management

· Provides solution for problems like Y2K, SMU, Euro Currency
BUSINESS PROCESS RE-ENGINEERING
8. DEFINITION
· BPR is the fundamental rethinking + radical redesign of processes to achieve dramatic improvement in critical, contemporary measures of performance such as cost, quality, service and speed.
· “Why we do what we do?” – “Whatever we were doing in past is all wrong.” – do not get biased by it.

· Major transformation (80% – 90% Growth story)

· Eliminating processes not adding value to the customers i.e. Reinventing and not Enhancing of improving.

· Thus, it aims to achieve dramatic improvement by major transformations of business processes.
9. BUSINESS ENGINEERING
Business Engineering is the merger of two concepts. It combines the innovation of information technology with BPR to focus on better business processes. The main thrust of business engineering lies in far reaching, best procedure based, process oriented solutions; which have been greatly enhanced by client / server computing.
10. ROLE OF BPR IN ERP
The basic objective of implementing ERP is to put in place the application and infrastructure

that support organization’s business plans & processes in the best possible manner. Thus,

BPR is mandatory for successful ERP implementation.
11. BUSINESS MODELING
· The first step in ERP implementation is to carry out BPR by development of business process model showing business processes as one large system with interconnection and sequence of business subsystems and processes. This development of business process model for present and required business process is known as Business Modelling.

· Business modelling is not a mathematical model, but the representation of business as one large system with interconnection and sequence of business subsystems and processes.

· It is kind of diagrammatical and tabular representation of various business processes in an interconnected manner with their underlying data models. First, an existing business model is prepared and based on that, another business model consisting the required business model is prepared.
Business model consists of two main elements:
a. A Blue print describing various business processes and their interactions
b. An Underlying data model.
12. ERP IMPLEMENTATION – STEPS
a. Identification of the needs for implementing the ERP package

b. Evaluating the as-is situation of the business

c. Deciding upon the would-be situation of the business

d. Conducting of BPR

e. Evaluation of various ERP packages

f. Finalization of the ERP package

g. Installing required hardware & networks

h. Finalizing the implementation consultant

i. Implementation of ERP.
13. GUIDELINES FOR ERP IMPLEMENTATION
1. Understanding the corporate culture and needs

2. Complete business process redesign
3. Communicate across the organizations

4. Provide strong leadership

5. Ensure availability of effective, efficient & capable project manager

6. Create a balanced team

7. Select a good implementation methodology with minimum customisation
8. Training end users
9. Commitment of adapting to changes
POST IMPLEMENTATION SCENARIOS
14. EXPECTATIONS
· An improvement in processes

· Increased productivity on all fronts

· Total automation & disbanding of all manual processes

· Improvement of all Key Performance Indicators (KPI)

· Elimination of all manual records

· Availability of real time information systems

· Total integration of all operations
15. FEARS
· Job redundancy & change of job profile

· Loss of importance

· Loss of proper control & authority

· Increased stress due to greater transparency
16. GOVERNENCE ISSUES IN AN ERP

i. Single point of failure

ii. Structural changes

iii. Job role changes

iv. Online, real-time

v. Change management

vi. Distributed computing experience

vii. Broad system access

viii. Dependency on external assistance

ix. Program interfaces and data conservations

x. Audit expertise

xi. Single sign on (+ive)

xii. Data content quality (+ive)

xiii. Privacy and confidentiality (+ive)

17. LIFE AFTER IMPLEMENTATION
· Organizations should prepare a list of Critical Success Factors (CSF) & their corresponding KPIs and continuously evaluate the processes against KPI

· CSF is a process name which is critical to the successful working of the organization. Some general CSF are:
· Transaction processing time

· Product delivery time

· Customer complaint response time

· Labour productivity

· Quality of product

· Consumption of resources
· All these CSF have some sort of KPI, i.e. can be quantified in a value known as KPI, which is a continuously changing value.

· Both CSF and their corresponding KPI are defined through BPR.

· Some other tasks to be performed post-implementation are:
· Develop new organization structure and job descriptions

· Determine the skill gap between the existing and required jobs post ERP

implementation

· Assess training requirements and implement a proper training plan

· Develop and amend HR, Financial & Operational Policies to suit ERP environment
18. POST IMPLEMENTATION PROBLEMS
· Changing CSF due to changing business environment & corresponding new KPI which

require change in processes

· Continuous improvement in technologies
19. LIST OF POPULAR ERP PACKAGES
· BAAN

· MFG / Pro

· ORACLE

· SAP R/3

· JD Edwards
20. BRIEF DESCRIPTION OF CAPABILITIES OF ERP SOFTWARE PACKAGES
SAP AG has developed an ERP package called “SAP R/3”. It is the most popular package and

considers the entire business as a single entity. It is a unique system that supports nearly all

areas of business on a global scale.
SAP has a number of application modules in the package. Some of these are:
1. Financials

2. Cost control

3. Investment management

4. Treasury management

5. Integrated enterprise management

6. Product data management

7. Sales & distribution

8. Production, planning & control

9. Materials management

10. Human resource management

Chapter 8 on Auditing Standards should be read directly from Practice manual.   

CHAPTER 09

DRAFTING OF IS SECURITY POLICY, AUDIT POLICY, IS AUDIT REPORTING – A PRACTICAL PRESPECTIVE
1. INFORMATION SECURITY

· The concept applies the data of information recorded, processed, stored, shared, transmitted or retrieved from an electronic medium.

· The data or information is protected against harm from threats that will lead to its loss, inaccessibility, alteration or wrongful disclosure.

· The protection is achieved through a layered series of technological and non-technological safeguards such as physical security measures, user identifiers, passwords, smart cards, biometrics, firewalls, etc.

2. OBJECTIVE OF INFORMATION SECURITY – the protection of the interests of those relying on information and the IS and communications that deliver the information from resulting from failures of confidentiality, integrity and availability.
· Confidentiality – Information is disclosed only to those who have the right to know it

· Availability – IS are available and usable when required

· Integrity – Information is protected against unauthorized modifications
3. IMPORTANCE OF INFORMATION SECURITY

· Increased dependence of organizations on information

· Information spread geographically and accessed through networks, which are vulnerable

· Organizations depend upon timely, complete, reliable and valid information

· IS are increasingly, coming under threats from internal and external sources

· Security failure may result in both financial and intangible losses
4. SENSITIVITY OF INFORMATION

Following types of information are normally considered sensitive information:
· Strategic Plans: They are very crucial for success of organization and it is required that these plans should be well protected

· Business Operations Information: Business operation consists of organization process and procedures, information of which of proprietary in nature, whose secrecy is to be well guarded

· Financial Information are very sensitive and should not be made public
5. PURPOSE AND SCOPE OF INFORMATION SECURITY POLICY

· Purpose is to define, what the organization is trying to accomplish through security policy for IS and its information

6. FACTORS DECIDING LEVEL OF SECURITY OF INFORMATION

· Not all data has the same value
· Know where the critical data resides
· Develop an access control methodology
· Protect information stored on media
· Review hardcopy output
7. CORE PRINCIPLES OF INFORMATION SECURITY

· Rule # 1 : We need to know that ‘what the IS are’ and ‘where these are located’
· Rule # 2 : We need to know the value of information held and how difficult it would be to recreate if it were damaged or lost

· Rule # 3 : We need to know that ‘who is authorised to access the information’ and ‘what they are permitted to do with the information’

· Rule # 4 : We need to know that ‘how quickly information needs to be made available should it become unavailable for whatever reason.

8. INFORMATION PROTECTION METHODS

· Preventive Protection: This is based on use of security controls. This is based on three types of controls i.e. Physical controls, Logical controls and Administrative controls.

· Restorative Protection: It is necessary to have an effective and timely information backup and recovery plan. The main requirement is that information lost should be recovered.

· Holistic Protection: Protection should be done in such a way that it gives business, appropriate level of security at a cost acceptable to business.

9. INFORMATION SECURITY POLICY

The security policy is a set of laws, rules and practices that regulates how assets and information are managed, protected and distributed within the organization. A policy addresses many issues related to information such as disclosure, integrity and availability concerns.
An information security policy discusses the following in detail:
· Issues to address
· Definition of information security

· Importance of information security

· Goals & principles of information security

· Explanations to Information security standards & compliance requirements
· Definition of all information security responsibilities

· Reference to supporting documentation

· Members of security policy
· Management authorities

· Technical staff

· Legal experts
10. TYPES OF INFORMATION SECURITY POLICIES
· Information Security Policy provides a definition of Information Security, its overall objectives and its importance.
· User Security Policy sets out the responsibilities and requirements for the users of the information system
· Acceptable Usage Policy defines the rules for email and internet services

· Organizational Information Security Policy defines the Group Policy for security of the information assets and information systems

· Network & System Security Policy defines rules for network & Data communication systems

· Information Classification Policy defines the rules for classification of information

· Conditions of Connection define the rules for access of network and it specifies the conditions to be satisfied for connecting to different networks

11. COMPONENTS OF THE SECURITY POLICY

· Purpose and scope of policy and its audience

· Security organization structure

· Classification of assets and their inventory

· Roles and responsibilities of people connected

· IS and its security infrastructure

· Access control mechanism

· Physical and environmental security

· System development and maintenance controls

· Network and data communication controls

· Business continuity planning

· Security incident response and reporting mechanisms
12. PUROPSE & SCOPE OF SECURITY POLICY – designed to 

· Deny and restrict unauthorised access to IT resources and data

· Services to the authorised persons only

· Applicability of the policy

13. SECURITY POLICY STRUCTURE

· Information Security Forum (ISF) – to ensure that there is clear direction and visible management support of security initiative within the organisation.
· Information Security Management Group (ISMG) – to co-ordinate the implementation and management of information security controls across all of the divisions and sites

· Group Security Officer (GSO) – will have overall responsibility for security within the Group including the security of all information assets, network accreditation scheme and for non-IT security including physical and personnel matters.

· Assistant GSO (AGSO) – responsible for co-ordination of information security implementation and management across the Group.

· IT Management – overall responsibility for security of IT infrastructure.

· IT Security Officer (ITSO) – responsible for managing IT security programmes and IT security incidents

· Installation Security Officer (ISO) – responsible for all security matters related to their system/ installation and/ or network 

· Personnel Security Officer (PSO) – ensuring the controls set out are implemented, adhered to and reviewed.

· Facility Management Security Officer (FMSO) – same as PSO

· System Security Officer (SSO) – focuses on business aspects of security thus ensuring that the information security of the system meets all relevant business control objectives

· Divisional System Security Officer (DSSO) – same as SSO + responsible for representing the SSOs in their division

· System Owners – responsible for allocation of protective markings to their systems and data according to Information Classification Policy

· Line Managers – will ensure that all required security measures are understood and in force.

14. RESPONSIBILITY ALLOCATION IN SECURITY POLICY

· An owner should be appointed for each information asset
· All staff should be aware of the need for Information Security and their own responsibilities
· All new network communication link must be approved

· Risk assessment for all third party access to information assets and the IT network must be carried out

· A conditions of connection agreement in place for all third party connections
15. INFORMATION ASSET CLASSIFICATION

· An inventory of IS’s assets should be defined

· Assets should be classified as per their importance of value, in the policy

· Handling of information must be approved

· Exchange of data must be controlled

· Classified waste information must be disposed off appropriately
16. ACCESS CONTROLS

Access control (AC) is considered as very important mechanism to provide information security. Following rules should be part of policy under access control mechanism:

· AC must be in place to prevent unauthorized access to IS

· Access of business information should be permitted in response to a requirement

· Formal process must be in place to validate and provide individuals with access to information

· Access controls should be regularly audited
· Assess should be granted only up to the level required to perform the duties
· Access rights should be immediately deleted for users who do not need the information any further 
· Each user must be provided with unique IDs and should be prohibited from using another user’s IDs.
· Password policies should be defined

· While using mobile computing facilities, spl care should be taken to ensure that business information is not compromised, particularly when the equipment is used in public places
17. INCIDENT HANDLING

· Security incident reporting times and approach must be consistent at all times. 
· Procedures must be introduced to ensure that incidents to ensure that incidents are recorded and any recurrence us analysed to identify weaknesses or trends.

· Procedures for collection of evidence relating to security incidents should be standardised and all staff must be made aware of the process.

· Adequate records must be maintained and inspections facilitated to enable the investigation of security breaches or concerted attempts by 3rd parties to identify security weaknesses.

18. PHYSICAL AND ENVIRONMENTAL SECURITY

· IT infrastructure must be physically protected and securely locked away when not in use
· Checks must be performed to identify all vulnerable areas

· Assess to secure assess must remain limited to authorised persons only

· Computers must never be left unattended whilst displaying confidential/ sensitive information or whilst logged on to systems

· Supplies and equipments must be delivered and loaded in an isolated area to prevent any unauthorised access to key facilities

· Equipments, information or s/w must not be taken off-site without proper authorisation

· Should be protected from threats of deliberate or accidental damages
19. CAUTIONS ON ACCESS RIGHTS FOR IS AUDIT

Audit policy should determine when & to whom audit results should be reported. It should define access rights to be given to auditors & must include:

· User/ system level access to any computing or communicating device

· Access to information that may be produced, transmitted or stored on dept. equipments

· Access to work areas

· Access to reports/ documents relating to internal audit

· Access to network traffic
20. BUSINESS CONTINUITY MANAGEMENT

· BCP must be maintained, tested and updated. All staff must be made aware of it.

· Business Continuity and Impact Assessment must be conducted annually

· Suppliers must be contractually obliged to provide a predetermined minimum service level

21. AUDIT WORKING PAPERS & DOCUMENTATION

· Working papers should include:

· Audit plan

· Nature of audit

· Timing of audit

· Details of audit procedures performed

· Conclusions drawn from evidences obtained
· In case of recurring audit, some papers may also be classified as permanent:

· Organization structure

· IS policies of organization

· Historical background if IS in organization

· Record of internal controls related to IS

· Copies of previous audit report

· Copies of management letters issued by auditors
· Planning documents:

· Knowing available resources

· Knowing the audience

· Knowing scope of work
· Finalizing documents:
· Thoroughly tested & revised documents

· Proper glossary & index

· Proper format
22. CONTENTS OF IS AUDIT REPORT

· Cover & title page

· Table of contents

· Executive summary

· Introduction
· Context of IT environment

· Purpose of audit

· Scope of audit

· Methodology used for audit

· Findings

· Opinions

· appendices

CHAPTER 10

INFORMATION TECHNOLOGY (AMENDMENT) ACT, 2008
STRUCTURE OF THE ACT
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