BCP and DRP
Objectives and Goals of BCP : Safety of People, Continuing Critical Operations, Minimize Duration of a serious disruption to operations, Reduce complexity of Recovery effort etc…..
8 Phases in developing BCP:
a) Pre Planning Activities – Establishing a Steering Committee which has the overall responsibility for providing direction and guidance to BCP team. It is the decision making committee.
b) Vulnerability Assessment – i) Thorough security assessment of sys and comm. Environment
ii) Improve existing emergency plans
iii) Present findings and recommendations can be used to initiate corrective actions
iv) Define scope of the planning effort.
v) Analyze and Recommend Purchase Recovery planning and maintenance software
vi) Develop plan Framework
vii) Assemble BC Team
c) Business Impact Analysis – i) Identify organizational task, critical business process, quantify threats, dependencies and interdependencies of critical business processes, max downtime allowable, the type and the quantity of resources req for recovery, impact on the org
d) Detail Definition of Requirements – Identify resources to support, hardware and software, outside support, facilities
e) Plan Development – Develop the recovery strategies that is 2 tiered – Business and Technical
f) Testing the plan – To see whether the recovery procedures are complete, competence of personnel, resources for BCP are obtainable, manual recovery procedures are current and success and failure of BC training programmes.
g) Maintenance Program- Determine the ownership and maintenance of BCP strategies, BCP triggers, maintenance regime, maintenance processes 2 update the plan, Implement version control  procedures 2 ensure that plan remains up 2 date
h) Testing and Implementation – Defining test purpose, approach, test teams, structure the test, conduct the test, analyze the test results and modifying the plans as appropriate.
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Emergency Plans – Deals with who is 2 be notified immediately when the disaster occurs, actions 2 be taken, evacuation procedures etc.
Backup Plan – Who are responsible for back up, priorities, time frame of recovery of each system considering the following resources – Personnel, Hardware, Facilities, Documentation, Supplies, Data and Info, Apps, System Software.
Recovery Plan – Recovery Committee 2 be setup, their responsibilities, which app 2 be recovered first etc
Single Point of Failure Analysis - Identify any single point of failure in the infrastructure of the organization which could disrupt the operations. Once it is identified, it is useful in the future from the failure from being occurring again.
Objectives of Risk Assessment – Identify Tech Risk, level of risk, risk factors, factors to mitigate risk
Benefits of performing it are – Identify and manage risks, Governs technical choice and delivery process with cyclic checkpoints, Interpretation and communication of potential risk impact, Implementation of strict disciplines for active risk management.
Alternative Development Methodologies – As explained in PCC – Cold Site, Hot Site, Warm Site, Reciprocal Agreement
DRP – To include following areas – Fallback procedures, Emergency procedures, Resumption procedures, Conditions for activating the plans, Maintenance Schedule, Awareness and Education Activities, Responsibility of Individuals etc.
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