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1. BASIC CONCEPTS OF SYSTEMS
1. What do you mean by Information? Describe the important characteristics of information, which makes it useful to the organization [May 2006]
Information: Information is data that has been processed into a form that is meaningful to the recipient and is of real or perceived value in current or progressive decision. The term data and information are often used interchangeably. However, the relation of data to information is that of raw material to finished product. 
Characteristics of Information: The important characteristics of useful and effective information are as follows: 
(i) Timeliness: Timeliness refers to when user needs information. Some information is required on regular, periodic basis – perhaps daily, weekly, monthly or quarterly, while much other information is generated on the request of the manager. Usually as we proceeds from lower level to higher level of management, the time interval

necessary for providing decisions impelling information on a routine or on exception basis increases at strategic level. 
(ii) Purpose: Information must have purposes at the time it is transmitted to a person or machine, otherwise it is simple data. Information communicated to people has a variety of purposes because of the variety of activities performed by them in business organizations. The basic purpose of information is to inform, evaluate, persuade and organize. It helps in creating new concepts, identifying problems, solving problems, decision making, planning and controlling. 
(iii) Mode and Format: The mode of communicating information in business are either visual, verbal or in written form. Format of information should be so designed that it assists in decision-making, solving problems, planning, controlling and searching. Therefore, all the statistical rules of compiling statistical tables and presenting information by means of diagram, graph, curves etc. should be considered. The reports should be preferably supplied on an exception basis to save the manager from an overload of information. Also the data should be classified into categories, which have relevance to the problem at hand. 
(iv) Redundancy: It means the excess of information carried per unit of data. However, in business situation redundancy may some time be necessary to safeguard against error in the communication process. 

(v) Rate: The rate of transmission/reception of information may be represented by the time required to understand a particular situation. Quantitatively, the rate for humans may be measured by the number of numeric characters transmitted per minute. For machines, the rate may be based on the number of bits of information per character per unit of time.  
(vi) Frequency: The frequency with which information is transmitted or received affects its value. Frequency has some relationship with the level of management and it should also be related to operational needs. For example, at the level of foreman it should be on weekly basis but at the management level, it should be usually on monthly basis. 
(vii) Completeness: The information should be as complete as possible. For example, net present value models provide a point estimate and do not give any indication of the range within which these estimates may vary. Thus, complete information helps the manager to arrive at better decisions. 
(viii) Reliability: In statistical surveys, for example, the information that is arrived at should have an indication of the confidence level. Even otherwise also, information should be reliable. 
(ix) Cost benefit analysis: The benefits that are derived from the information must justify the cost incurred in procuring information. The information may be categorized into three categories: (i) necessary (ii) normal and (iii) extra. The information of necessary category cannot be discontinued whatever be the cost of preparing them. The second category statements may have a high cost but may be discontinued only in very stringent circumstances. Some of the normal statements can be discontinued or replaced if their costs are too high. 
(x) Validity: It measures the closeness of the information to the purpose, which it purports to serve. The measures suiting the organization may have to be carefully selected or evolved. 
(xi) Quality: It refers to the correctness of information, which is likely to be spoiled by personal bias. Hence, proper internal controls and procedures should be developed. 
2. Explain the various categories of Information Systems? [Nov 2007, Nov 2001]    
Ans : Systems analysts develop the following types of information systems to meet a variety of business needs: 
(i) Transaction processing systems

(ii) Management information systems

(iii) Decision support systems

(iv) Executive information systems

(v) Expert systems.
(i)Transaction Processing Systems [TPS] : 
These systems are aimed at expediting and improving the routine business activities that all organizations engage. Standard operating procedures, which facilitate handling of transactions, are often embedded in computer programs that control the entry of data, processing of details, search and presentation of data and information. Transaction processing systems if properly computerized provide speed and accuracy and can be programmed to follow routines without any variance. 
(ii) Management Information Systems [MIS]:  
Transaction processing systems are operations oriented. In contrast, MIS assist managers in decision making and problem solving. They use results produced by the transaction processing systems, but they may also use other information. In any organization, decisions must be made on many issues that recur regularly and require a certain amount of information. Because the decision making process is well understood, the manager can identify the information that will be needed for the purpose. In turn, the information systems can be developed so that reports are prepared regularly to support these recurring decisions. 
(iii) Decision Support Systems [DSS] : 
Not all decisions are of a recurring nature. Some occur only once or recur infrequently. Decision support systems (DSS) are aimed at assisting managers who are faced with unique (non-recurring) decision problems. In well structured situations, it is possible to identify information needs in advance, but in an unstructured environment, it becomes difficult to do so. As information is acquired, the manager may realize that additional information is required. In such cases, it is impossible to pre-design system report formats and contents. A DSS must, therefore, have greater flexibility than other information systems. Finally, we can say that DSS is of much more use when business are of an unstructured or semi-structured in nature. A decision support system is an integrated piece of  software incorporating data base, model base and user interface. While the decision-support system can be of use at the tactical level, it is the strategic level that could make best use of it. 
Characteristics of DSS : 
(i) Semi-structured / Unstructured decisions – Structured decisions are those that are easily made from a given set of inputs. Unstructured decisions and semistructured decisions are decisions for which information obtained from a computer system is only a portion of the total knowledge needed to make the decision. The DSS is particularly well adapted to help with semi-structured / unstructured decisions. In DSS, the problem is first defined and formulated. It is then modeled with DSS software. The model is run on the computer to provide results. The modeller, in reviewing these results, might decide to completely reformulate the problem, refine the model, or use the model to obtain other results.  
(ii) Ability to adapt to changing need – Semi-structured / unstructured decisions often do not conform to a predefined set of decisions-making rules. Because of this, their decision support system must provide for enough flexibility to enable users to model their own information needs. The DSS designer understands that managers usually do not know in advance what information they need and, even if they do, those information needs keep changing constantly. Thus, rather than locking the system into rigid information producing requirements, capabilities and tools are provided by DSS to enable users to meet their own output needs. 
(iii) Ease of Learning and Use - Since decision support systems are often built and operated by users rather than by computer professionals, the tools that company possesses should be  relatively easy to learn and use. Such software tools employ user-oriented interfaces such as grid, graphics, non-procedural 4GL and easily read documentation. These interfaces make it easier for user to conceptualise and perform the decision making process. 
Software Tools used in DSS :  
Decision support system includes a variety of software supporting database query, modelling, data analysis and display. These tools fall under following four categories: 
(i) Database languages: Tools supporting database query and report generation use mainframe, mini computer and microcomputer based databases. FOCUS, RAMIS and NOMAD II are mainframe based languages supporting data base query, report generation and analysis. FOCUS, RAMIS are also available in PC version. MS Access is one of the most popular database query package used in Window based PC. 
 (ii) Model based Software: Model based analysis tools such as spreadsheet software enable manager to design models that incorporate business rules and assumptions. Lotussuits and MS-Excel supports model building and “what if” type analysis. Modelling tools like IFPS are designed to support financial modelling and analysis. 
(iii) Statistics and Data Manipulation tools: Statistical analysis software such as SAS, SPSSS supports market researchers, operation research analysts and other professionals using statistical analysis functions and are generally used on mainframe computers. Microcomputer-based statistical packages are available as well. 
(iv) Display based DSS: Graphic displays of output generated from MS-Excel are very effective in management presentation. Graphics tools running in a mainframe environment include DISSPLA, TELLAGRAF and SASGRAPH. Microcomputer based tools such as Harward Graphics, and Power Point display output in the form of pie charts, bar charts and graphs. An integrated module of MS-Excel and Power-Point that provides the ability to generate, manipulate and statistically analyse data is best example of query, modelling and display software 
Components of DSS :  A decision support system has the following components: 
(i) The User: The user of a decision support system is usually a manager with an unstructured or semi-structured problem to solve. Users do not need a computer background to use a decision support system for problem solving. The most important knowledge is a thorough understanding of the problem and the factors to be considered in finding a solution. A user does not need extensive education in computer programming in part because a special planning language performs the communication function within the decision support system.            
(ii) One or more databases: Decision support systems include one or more databases which contain both routine and non-routine data from both internal and external sources. The data from external sources include data about the operating environment surrounding an organization. Decision support system users may construct additional database themselves. Some of the data may come from internal source. 
(iii) A planning language: Two types of planning languages that are commonly used in decision support system are   (1) general purpose planning languages and (2) special purpose planning languages. General purpose planning languages allow users to perform many routine tasks like-retrieving various data from a database or performing statistical analysis. The languages in most electronic spreadsheets are good example of general purpose planning languages. These languages enable the user to tackle a broad range of budgeting, forecasting and other worksheet oriented problems. Special purpose planning languages are more limited. Some statistical languages, such as SAS, SPSS and Minitab are examples of special purpose planning languages. 
(iv) Model Base: The model base is the “brain” of the decision support system because it performs data manipulation and computations with the data provided to it by the user and the database. There are many types of model bases but most of them are custom-developed models that do some type of mathematical functions. The analysis provided by the routine in the model base is the key to supporting the user’s decision 
(iv) Executive Information Systems(EIS) : [May 2001,Nov 2003,Nov 2005, Nov 2008]
a) An Executive Information System (EIS) is a tool that provides direct online access to relevant information in a useful and navigable format. 
b) Relevant information is timely, accurate, and actionable information about aspects of a business that are of particular interest to the senior manager. 
c) The useful and navigable format of the system means that it is  specifically designed to be used by individuals with limited time, limited key boarding skills and little direct experience with computers. 
d) An EIS is quite easy to navigate so that mangers can identify broad strategic issues and then explore the information to find the root causes of those issues. 
e) Executive Information Systems can be used for wide range of applications. In government, EIS have been constructed to track data about ministerial correspondence, case management, workers productivity, finances and human resources etc. 
f) EIS have also been used to monitor information about competitors in the news media and data bases of public information etc. 
g) EIS require large amounts of capacity and processing power within both the system and the network since information is in summary format by pictorial or graphical means.
h) However, EIS has the facility to “drill down” to other levels of information to see the details. 
i) The ability to manipulate data, to project “what if” outcomes and to work with modeling tools. Within the system are also evident in EIS. 

Purposes of EIS: 
(i) The primary purpose of an EIS is to support managerial learning about an organisaiton, its work processes and its interaction with the external environment. Informed managers can ask better questions and make better decisions. 
(ii) Second purpose for an EIS is to allow timely access to information. All of the information contained in an EIS can typically be obtained by a manager through traditional methods. However, the resources and time required to manually compile information in a wide variety of formats and in response to ever changing requirements often inhibit managers from obtaining this information. Often, by the time a useful report can be compiled, the strategic issues facing the manager change, and the report can not be used. Timely access also influences learning. When a manger obtains the answer to a question, that answer typically sparks other related questions in the manger's mind. This way learning cycle continues unbroken. 
(iii) Third purpose of an EIS is commonly misperceived. An EIS has a powerful ability to direct management attention to specific areas of the organization or specific business problems. Some managers look upon this as an opportunity to discipline subordinates.

(iv) Sometimes misaligned reporting systems can result in inordinate management attention to things that are not so important. An EIS system can provide information that is actually important and represents a balanced view of the organisation's objectives. 
(V) Experts Systems [ES]  [May 2004] :  
a) These are designed to replace the need for a human expertise.  They are useful where expertise is scarce and expensive.  The expert systems should be able to learn, i.e., change or add new rules. 
b) It consists of software that expresses knowledge in terms of facts and rules.  This knowledge will be in a specific area, and therefore expert systems are not general like DSS which can be applied to most situations.

c) Expert  systems have arisen largely from academic research into artificial intelligence.

d) These systems are developed using 5th GL or ES shells, which can make the process quicker and easier.

e) Expert Systems would be of great use in the tactical and strategic level eg: in banking, where expert systems scrutinize applications for loans, and lower level staff accepts the system decision. 
3. Define the terms System Stress and System Change. 
Ans :  System Stress : A stress is a force transmitted by a systems’ supra system that causes a system to change, so that the supra system can achieve its own goals better.

Types of stress, which can be imposed on a system, separately or concurrently are :  
a) Goals : Changes in the goal set, Creation of new goals or elimination of old goals.

b) Achievement Levels : The level of desired achievement for existing goals may be increased or decreased.. 
System Change : In trying to accommodate the stress, the system may adapt itself and/or   impose stress on its subsystems.  The process of adaptation involves changes which can be categorized into :
a) Structural Change : Change in form

b) Process Change : Change in processing

c) Global Change : Overall Change

d) Local Change : To preserve system intergrity – The adjustment processes is restricted to only one or some of its subsystems.
4) Differentiate between following . [May 2007] 
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Ans.
I)       Deterministic system



Probabilistic system
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1. Operates in predictable manner.

1) Operates in probable manner.


2.  Interacting among its subsystems can
2) has a probable behavior that 


     be anticipated without errors.


Can not be anticipated 








with out errors.


3. E.g. a computer system


3) E.g. manual processing 








system, inventory system.    
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II)                Closed 





   Open

---------------------------------------------------------------------------------------------------------------

1. An independent self contained system

1) actively interact with other 

    that does not interact with environment

systems and establish relation

2. As it does not get feedback from environ-

2) aware of the environment 

    ment hence tend to deteriorate.


Around and gets continuous 








feedback.

3. E.g. some computer program


            3.E.g. business organization

---------------------------------------------------------------------------------------------------------------

III) Subsystem :- a subsystem is part of a large system. Each system is composed of subsystems, which in turn are made up of other subsystems, each subsystem being delineated by its boundaries. The interconnections and interactions between the subsystems are termed interfaces.      

     Supra system :- a supra system refers to the entity formed by a system and other equivalent subsystems with which it interacts. For example an organization may be subdivide into numerous functional areas such as marketing finance etc. each of these functional areas can be viewed as a subsystem of a larger system. For example marketing may be viewed as a system that consists of elements such as market research, advertising etc collectively these elements in the marketing area may be viewed as making up the marketing supra system.
5) Explain the concept of decomposition with the help of an example. [May 2003]

Ans : A computer system is difficult to comprehend when considered as a whole. Therefore, it is better that the system is decomposed or factored into sub systems. The boundaries and interfaces are defined, so that sum of the sub systems constitutes the entire system. This process of decomposition is continued with sub systems divided into smaller sub systems until the smallest sub systems are of manageable size. The sub systems resulting from this process generally form hierarchical structure as shown in the figure given blow: 

An example of decomposition is the factoring of an information processing system into sub systems. One  approach to decomposition can be as follows: 
(a) Information system divided into sub system such as:- 
(i) Sales and order entry                   (ii) Inventory

(iii) Production                                   (iv) Personnel and payroll

(v) Purchasing                                  (vi) Accounting and control

(vii) Planning                                   (viii) Environmental intelligence 

(b) Each sub system is divided further into sub systems. For example, the personnel and payroll sub system might be divided into the following smaller sub systems:- 
(i) Creation and update of personnel pay roll records 
(ii) Personnel reports                            (iii) Payroll data entry and validation

(iv) Hourly payroll processing                (v) Salaried payroll processing

(vi) Payroll reports for management     (vii) Payroll reports for Government 
(c) If the task is to design and programme a new system, the sub systems (major applications) defined above might be further sub divided into smaller sub systems or modules. For example, the hourly payroll processing sub system might be factored into modules for the calculation of deductions and net pay, payroll register and audit controls preparation, cheque printing and register and controls output. Decomposition into sub systems is used to analyze an existing system and to design and implement a new system. In both the cases, the designer must decide how to factor i.e. where to draw the boundaries. The general principle in decomposition, which assumes that system objectives dictate the process, is functional cohesion. Components are considered to be part of the same sub system if they perform or are related to the same function. The boundary then needs to be clearly specified, interfaces simplified and appropriate connections established among the subsystems
2. Transaction Processing System
1) Write short note on transaction processing cycle? Explain also the four common cycles of business activity?    

 
Ans.
The term accounting information system includes the variety of activities associated with an organization’s transaction processing cycles. Although no two organizations are identical, most experience similar types of economic events. These events generate various transactions. A transaction processing cycle organizes transactions by an organization’s business processes. The nature and types of tps varies, depending on the information needs of a specific organization. Nevertheless, most business organizations have in common, transactions that may be grouped according to 4 common cycles of business activity.   
Four common cycles 
1. Revenue Cycle: - events related to the distribution of goods and services to other entities and the collection of related payments.

2. Expenditure Cycle: - events related to the acquisition of goods and services from other entities and the settlement of related obligations.

3. Production Cycle: -  events related to the transformation of resources into goods and services.

4. Finance Cycle: - events related to the acquisition and management of capital funds including cash. 
The transaction cycle model of an organization includes a fifth cycle- the financial reporting cycle. The financial reporting cycle is not an operating cycle. It obtains accounting and operating data from the other cycles and processes these data in such a manner that financial reports may be prepared. The preparation of financial reports in accordance with generally accepted accounting principles requires many valuations and adjusting entries that do not directly result from exchanges. Depreciation and currency transactions are two common examples. Such activities are part of an organisation’s financial reporting cycle.

2) Write short note on transaction processing system?

Ans :-
the principle components of a TPS include inputs, processing, storage, and outputs. These components or elements are part of both manual and computerized systems. 
i) Input   source documents such as customer orders, sales slips, invoices, purchase orders and employee time cards are the physical evidence of inputs into the TPS


ii) Processing  processing involves the use of journals and registers to provide a permanent and chronological record of inputs. The entries are done either by hand in simple manual systems or by a data entry operator using a pc. Journals are used to record financial accounting transacts and registers are used to record other types of data not directly related to accounting. 
iii) Storage ledgers and file provide storage of data in both manual and computerized systems. The general ledger, the accounts/vouchers payable ledgers and the accounts receivable ledgers are the records of financial account. They provide summaries of a firm’s financial accounting transactions. All accounting transactions must be reflected in the GL. 


iv) Computer Storage a file is an organized collection of data. There are several types of files. A transaction file is a collection of input data. Transaction files usually contains data that are of temporary rather than permanent interest. By contrast, a master file contains data that are of a more permanent or continuing interest. 


v) Computer Processing  when computers are used for processing, two different modes of processing accounting transactions are possible. These modes are batch processing and direct processing. Batch processing is conceptually very similar to a traditional manual accounting system.  


vi) Output  there is a wide variety of outputs from a TPS. Any document generated in the system is an output . Some documents are both output and input( e.g. a customer invoice is an output from the order entry application system and also an input document to the customer). Other common outputs of a tps are the trial balance, financial reports, operational reports, pay cheques, bill of lading and voucher cheques (payments to vendor). 
-----------xxxxxxx----------

3. MANAGEMENT INFORMATION SYSTEM

1. Describe the main Pre-Requisites of a Management Information System, which makes it an effective tool. (Or) What are the Essential Factors that determine the effective MIS in an organization? [Nov 99,May 05,May 2008]
Pre-requisites of an MIS – The following are pre-requisites of an effective MIS:

(i) Database – It is a superfile which consolidates data records formerly stored in many data files. The data in database is organized in such a way that access to the data is improved and redundancy is reduced. Normally, the database is subdivided into major information sub-sets needed to run. The database should be user-oriented, capable of being used as a common data source, available to authorized persons only and should be controlled by a separate authority such as DBMS. Such a database is capable of meeting information requirements of its executives, which is necessary for planning, organizing and controlling the operations of the business. 
(ii) Qualified System and Management Staff - MIS should be manned by qualified officers. These officers who are experts in the field should understand clearly the views of their fellow officers. The organizational management base should comprise of two categories of officers (i) System and Computer experts and (ii) Management experts. Management experts should clearly understand the concepts and operations of a computer. Their whole hearted support and cooperation will help in making MIS an effective one. 
(iii) Support of Top Management - An MIS becomes effective only if it receives the full support of top management. To gain the support of top management, the officer should place before them all the supporting facts and state clearly the benefits  which will accrue from it to the concern. This step will certainly enlighten the management and will change their attitude towards MIS. 
(iv) Control and Maintenance of MIS – Control of the MIS means the operation of the system as it was designed to operate. Sometimes users develop their own procedures or shortcut methods to use the system, which reduces its effectiveness. To check such habits of users, the management at each level in the organization should device checks for the information system control. Maintenance is closely related to control. There are times when the need for improvements to the system will be discovered. Formal methods for changing and documenting changes must be provided. 
(v) Evaluation of MIS – An effective MIS should be capable of meeting the information

requirements of its executives in future as well. The capability can be maintained by evaluating the MIS and taking appropriate timely action. The evaluation of MIS should take into account the following points: 
- Examining the flexibility to cope with future requirements;
- Ascertaining the view of the users and designers about the capabilities and deficiencies of the system ;

- Guiding the appropriate authority about the steps to be taken to maintain effectiveness of MIS.
2) What are the major constraints in operating a MIS?[May 2008] 
Ans: Major constraints, which come in the way of operating a management information system, are the following: 
1. There is non-availability of experts who can diagnose the objectives of the organization and provide a desired direction for installing and operating information system. This problem may be overcome by grooming internal staff. The grooming of staff should be preceded by proper selection and training. 
2. Experts usually face the problem of selecting the sub-system of MIS to be installed and operated upon. The criteria, which should guide the experts here, may be the need

and importance of a function for which MIS be installed first. 
3. Due to varied objectives concerned, the approach adopted by experts for designing and implementing business MIS is a non-standardized one. Though in this regard nothing can be done at the initial stage but by and by standardization may be arrived at for the organization in the same industry. 
4. Non-availability of cooperation from staff in fact is a crucial problem. It should be handled tactfully. This problem may be solved by educating the staff. This task should be carried out by organizing lectures, showing films and also explaining to them the utility of the system. Besides this some persons should also be involved in the development and implementation of the system.
5. There is high turnover of experts in MIS. Turnover in fact arises due to several factors like pay packet; promotion chances; future prospects, behavior of top linking manages etc. Turnover of experts can be reduced by creating better working conditions and paying at least at par with other similar concerns. 
6. Difficulty in quantifying the benefits of MIS, so that it can be easily comparable with cost. This raises questions by departmental managers about the utility of MIS. They forget that MIS is a tool, which is essential to fight out competition and the state of uncertainty that surrounds business today.
3) State the factors to be considered for designing an effective Management information System. (Or) Characteristics of Effective MIS [Nov 2006] 
Ans: The following factors should be considered for designing an effective MIS: 

1. Management Oriented: The development of Management Information system should start from assessment of management needs and overall business objectives. Such  system does not only take care of the information requirements of the top management but it also caters to the information needs of the middle and operating levels of  management. 
2. Management Directed: As MIS is oriented towards the information needs of the management; it is essential that management should direct the development efforts of such systems on an on-going basis. Management should devote sufficient time not only at the stage of conceptualization and designing, but also for the regular reviews of its effectiveness. In short, management should play the key role in setting the system specifications as well as subsequent trade-off occurring in system development. 
3. Integrated: All functional and operational information sub-systems should be integrated into one entity. Such Information system has the potential of generating meaningful and comprehensive information to management. 
4. Common Data flows: For such integrated information system, data is captured only once and as close to its original generating source as possible. This eliminates duplication in data collection, documents and procedures. It also simplifies operations and produces an efficient and effective information system. However, the duplication cannot be avoided to some extent in order to ensure such system.  
5. Meticulous Planning: It takes 3 to 5 years, sometimes even longer period, to get the MIS system established firmly in an organization. Therefore, there should be meticulous planning in designing and development of MIS system. It should be designed  considering the future objectives and information needs of the organization. The system obsolescence should be avoided before it becomes operational. 
6. Sub Systems approach: Although MIS is considered to be a single entity, it is broken into various sub systems so that it can be implemented one at a time by developing the systems in phases. This ensures meaningful and effective implementation of information systems. 
7. Common Database: The common database holds all functional systems together, consolidates and integrates data of all functional systems. The access to this database is allowed to the users of sub systems on need-to-know and need-to-do basis. It  eliminates duplication in data storage, updating and protection as well as optimizes the cost of data storage and management. 
8. Computerized: MIS can be established using a manual system. Use of computers increases the effectiveness of the system. In fact, it equips the information system to handle variety of applications by catering quickly to their information requirements. While designing an MIS, it should also be considered that computerization has following effects on management Information Systems:  
(1) High speed of data processing and retrieval.

(2) Expanded scope of use of Information system.

(3) Wide scope analysis.

(4) Increased complexity of system design and operations.

(5) Integrated functioning of various information sub-systems.

(6) Enhanced effectiveness of Information Systems.

(7) Comprehensive Information.
4) Limitations of the Management Information System 
(i) MIS is not a substitute for effective management. It cannot replace managerial judgment in making decisions in different functional areas. 

(ii) (ii) MIS may not have requisite flexibility to quickly update itself with changing needs of time.
(iii) MIS cannot provide tailor-made information packages suitable for the  purpose of every type of decision made by executives.
(iv) MIS takes into account mainly quantitative factors, thus it ignores the  no quantitative factors like morale and attitude of members of the organization.
(v) MIS is less useful for making non-programmed decisions.
(vi) The effectiveness of MIS decreases due to frequent changes in top managements, organizational structure and operational team.
(vii) MIS effectiveness is reduced where culture of hoarding information and not sharing with others exists.
(viii) The quality of the outputs of MIS is basically governed by the quality of input and processes.
5) Describe, in brief, the impact of computers on management information system.[May 2003] 
Ans : The effect of applying computer technology to information system can be listed as below:-

(i) Speed of processing and retrieval of data increases: Computers help in processing data with speed which in turn help in timely information. Efficient storage devices and databases help in fast and easy retrieval of information as per management requirements. 
(ii) Scope of use of information system has expanded: Timely and accurate information increases the confidence of managers for decision making process and in-turn they rely more and more on information system for decision making processes. 
(iii) Scope of analysis widened: Computers help in extracting and generating multiple type of information accurately and in no time for decision makers. This helps in widening analysis of problems.

(iv) Complexity of system design and operation increased: Use of computers   require proper design and implementation of information systems, this in turn requires lot of hardware and software integration which is a complex task. 
(v) Integrates the working of different information sub-systems: MIS allows a smooth and timely flow of information between various sub-systems of business organization, which helps in integration of business functions for achieving objectives of the organization.  
(vi) Increases the effectiveness of information systems: The use of computer has increased the effectiveness of information systems also. 
(vii) More comprehensive information: The use of computer for MIS enabled systems  expert to provide more comprehensive information to executives on business matters. 

6. What are the various categories of information needed in management process 
Ans: The information is necessary to managers for performing the functions of planning and controlling. The task of establishing the information requirements for the aforesaid functions is usually performed by system analysts and system designers. They establish the information requirement by interviewing and analyzing the functions, which each executive in the organization is required to perform. The planning information requirements of executives can be categorized into three broad categories viz.        

(a) Environmental  (b) Competitive and (c) Internal. 
1. Environment information: 
(i) Government policies  (ii) Factors of production  (iii) Technological environment  (iv) Economic trends 
2. Competitive information: 
(i) Industry demand    (ii) Firm demand  (iii) The competitive data

3. Internal information: It includes information concerning organizations :  
(i) sales forecast, (ii) financial plan/budget, (iii) supply factors, and (iv) policies, which are vital for subsidiary planning at all levels in the organization 
7. Breifly describe the various levels of management- Information Requirement ? 
Level of management activity – Different levels of management activities in management planning and control hierarchy are strategic level, tactical level and operational level 
A) Strategic Level(Top Level) -strategic level management is concerned with developing of organizational mission, objectives and strategies. Decision made at this level of organization to handle problems critical to the survival and success of the organization, are called strategic decisions. They have a vital impact on the direction and functioning of the organization-as for example decision on plant location, introduction of new products, making major new fund raising and investment operations, adoption of new technology, acquisition of outside enterprise and so on.  
B) Tactical Level (Middle Level) : Tactical level lies in the middle of management hierarchy. At this level, managers plan, organize, lead and control the activities of other managers. Decisions made at this level called the tactical decisions ( which are also called operational decisions) are made to implement strategic decisions . A single strategic decision calls for a series of tactical decisions, which are of  a relatively structured nature. Tactical decisions are relatively short, step-like spot solutions to breakdown strategic decisions into implementable packages.
 
C) Supervisory Level (Lower Level) : This is the lowest level in managerial hierarchy. The mangers at this level co-ordinate the work of others who are not themselves mangers. They ensure  that specific tasks are carried out effectively and efficiently. 
Information Requirements : Top----   Middle---  Lower Levels: 
1. Type of Information : External  ---- Mostly Internal ---- Only Internal 

2. Nature of Info          : Futuristic ---- Historical ---- Historical

3. Accuracy of Info      : Very less---Comparatively accurate—Very high

4. Inflow of Info       : Summary Performance Reports, Projected data---Compliance &                                       Performance Reports ----- Instructions, Rules and Regulations and Budgets.

5. Outflow of Info  : Overall Plans, Targets, Policies and Strategies ---- Specific Performance Targets, Functional Budgets--------Operational & Compliance Reports on performance.

----------xxxxxxx-----------

17 . AUDIT OF INFORMATION SYSTEMS

1. Discuss the various issues that are of primary concern for an auditor involved in IS audit ? [May 2003, Nov 2008] 
Ans : Auditors involved in reviewing an information system should focus their concerns on the system’s control aspects. They must look at the total systems environment not just the computerized segment. This requires their involvement from the time that a transaction is initiated until it is posted to the organisation’s general ledger. Specifically, auditors must ensure that provisions are made for:  
An adequate audit trail so that transactions can be traced forward and backward through the system.

Controls over the accounting for all data (i.e. transactions) entered into the system and controls to ensure the integrity of those transactions throughout the computerized segment of the system.

Handling exceptions to and rejections from the computer system.

Testing to determine whether the systems perform as stated.

Control over changes to the computer system to determine whether the proper authorization has been given.

Authorisation procedures for system overrides. 

Determining whether organization and Government policies and procedures are adhered to in system implementation.

Training user personnel in the operation of the system.

Developing detailed evaluation criteria so that it is possible to determine whether the implemented system has met predetermined specifications.

Adequate controls between interconnected computer systems.

Adequate security procedures to protect the user’s data.

Backup and recovery procedures for the operation of the system.

Technology provided by different vendors (i.e. operational platforms) is compatible and controlled.

Databases are adequately designed and controlled to ensure that common definitions of data are used throughout the organization, that redundancy is eliminated or controlled and that data existing in multiple databases is updated concurrently. This list affirms that the auditor is primarily concerned with adequate controls to safeguard the organization’s assets.
2) Discuss various factors that render manual audit method ineffective in Information System audit. [ Nov 2005, May 2008]
Ans : The audit methods that are effective for manual audits prove ineffective in many IS audits because of following factors. 
(i) Electronic evidence: Essential evidence is not physically retrievable by most auditors and it is not readable in its original electronic form.  
(ii) Terminology: The tools and techniques used in automated applications are described in terms that are difficult for the Non-EDP auditors to understand.

(iii) Automated processes: The methods of processing are automated rather than manual, making it difficult for the non-EDP auditors to comprehend processing concepts and the logic of these concepts. 
(iv) New risks and controls: Threats to computer systems and the counter measures to those threats are new to non-EDP auditors, and the magnitude of the risks and the effectiveness of the controls are not understood. 
(v) Reliance on controls: In manual systems, the auditor can place some reliance on hard-copy evidence, regardless of the adequacy of the controls. Whereas, in automated systems, the electronic evidence is only as valid as the adequacy of controls. 
3) Discuss Review areas of an IS Auditor [Nov 2007] 
Ans: The IS auditors may focus on following review areas: 
(1) Computerised systems and applications: The auditor should verify that systems and applications are appropriate to the users’ needs, efficient and adequately controlled to ensure valid, reliable, timely and secure input, processing and output at current and projected levels of system activity.  
(2) Information Processing Facilities: This facility must be controlled to ensure timely, accurate and efficient processing of applications under normal and potentially disruptive conditions.  

(3) Systems Development: An IS auditor should ensure that systems under development meet the objectives of the organization, satisfy user requirements and provide efficient, accurate and cost effective systems and applications. The auditor should also ensure that these systems are written, tested and installed in accordance with generally accepted standards for systems development. 
(4) Management of Information Systems: MIS must develop an organizational structure and procedures to ensure a controlled and efficient environment for information processing. This plan should also specify the computers and peripheral equipments required to support all functions in an economic and timely manner. 
(5) Client/Server, Telecommunications and Intranets: In a client/server environment, all applications that can be dedicated to a user are put on the client. All resources that need to be shared are put on the server. Auditors must ensure that controls are in place on the client as well as on the server and on the network. Auditors must provide the same level of control assurance in an Internet/Intranet environment as in a client/server environment, with special emphasis on TCP/IP and HTTP.

4) While performing an IS audit, the auditors should ascertain that various objectives are properly met. Briefly describe them. [Nov 2003,2005, Nov 2007] 
Ans :  The purpose of an IS audit is to review and evaluate the internal controls that protect the system. While performing an IS audit, auditors must ascertain that following objectives are met:

(i) Computer Security : Security provisions protect computer equipment, programs, communications and data from unauthorized access, modification or destruction.  
(ii) Program Development : Program development and acquisition is performed in accordance with management’s general and specific authorisation. 
(iii) Program Modification :Program modifications have the authorization and approval of management. 
(iv) Computer Processing: Processing of transactions, files, reports and other computer records is accurate and complete. 
(v) Source Data Controls: Source data that is inaccurate or improperly authorized is identified and handled according to prescribed policies of management. 
(vi) Data File: Computer data files are accurate, complete and confidential.
5) Briefly discuss the frame work on which the auditor should work for following : 

a) Auditing Computer Security [May 2004]
b) Audit of Program Development & Acquisition

c) Audit of Program modification procedures

d) Audit of computer processing controls.
Ans : Framework – Auditing Computer Security 

(1) Types of security errors and frauds faced by companies: These include accidental or intentional damage to system assets; unauthorized access, disclosure, or modification of data and programs; theft; and interruption of crucial business activities. 
(2) Control procedures to minimize security errors and fraud: These include developing an information security/protection plan, restricting physical and logical access, encrypting data, protecting against viruses, implementing firewalls, instituting data transmission controls, and preventing and recovering from system failures or disasters.

(3) Systems review audit procedures: These include inspecting computer sites; interviewing personnel; reviewing policies and procedures; and examining access logs, insurance policies, and the disaster recovery plan. 
(4) Tests of controls audit procedures: Auditors test security controls by observing procedures, verifying that controls are in place and work as intended, investigating errors or problems to ensure they were handled correctly, and examining any tests previously performed. The security breakdown was possible because of poor administrative controls and inadequate security software. 
(5) Compensating controls: If security controls are seriously deficient, the organization faces substantial risks. Sound personnel policies and effective segregation of incompatible duties can partially compensate for poor computer security. Good user controls will also help, if user personnel can recognize unusual system output. However, it is unlikely that these controls can compensate indefinitely for poor computer security. Hence, auditors should strongly recommend that security weaknesses be corrected.
6) What is an Audit Trail? In what ways does an audit trail safeguard both data and the organization in an online environment? 
Audit Trails are logs that can be designed to record activities at the system, application, and user level. When properly implemented, audit trails provide an important detective control to help accomplish security policy objectives.  
The audit trail helps safeguard both data and the organization in an online environment in the following ways: 
(i) Detecting unauthorized access to the system; 
(ii) Facilitating the reconstruction of events; and 
(iii) Promoting personal accountability.
7) Concurrent Audit Techniques : 

a)Integrated Test Facility:  
(i) It is one of the five concurrent audit techniques. It places a small set of fictitious records in the master files. The records might represent a fictitious division, department, or branch office, or a customer or supplier.  
(ii) Processing test transactions to update these dummy records will not affect the actual records. Because fictitious and actual records are processed together, company employees usually remain unaware that this testing is taking place.  
(iii) The system can distinguish ITF records from actual records, collect information on the effect of the test transactions and report the results.  
(iv) The auditor compares processing and expected results in order to verify that the system and its controls are operating correctly.  
(v) In a batch processing system, the ITF technique eliminates the need to reverse test

transactions and is easily concealed from operating employees.  
(vi) ITF is well suited to testing on-line processing systems because test transactions can be submitted on a frequent basis. All this can be accomplished without disrupting regular processing operations.  
However, care must be taken not to combine dummy and actual records during the reporting process.
b)      Snapshot Technique:  
(i) It examines the way transactions are processed.  
(ii) Selected transactions are marked with a special code that triggers the snapshot process.  
(iii) Audit modules in the program, records these transactions and their master file records before and after processing.  
(iv) Snapshot data are recorded in a special file and reviewed by the auditor to verify that all processing steps have been properly executed. 
c) System Control Audit Review File [SCARF] :
(i) It is used to embedded audit modules to monitor continuously transaction activity and collect data on transactions of special audit significance. 
(ii) The data are recorded in a SCARF file or audit log.
(iii) SCARF file records transactions like the following – transactions exceeding a specified rupee limit, involving inactive accounts, deviating from company policy, or containing write-downs of asset values.  
(iv) The Auditor receives a periodic printout of the SCARF file, examines the information to identify questionable transactions, and performs necessary follow-up investigation.
d) Audit Hooks :  
(i) These are audit routines that flag or mark suspicious transactions. 
(ii) When audit hooks are employed, the auditors are informed of questionable transactions immediately on their occurrence by displaying a message on the auditor’s terminal. This immediate notification is called Real Time notification 
e) Continuous and Intermittent Simulation (CIS) : 
(i) This embeds an audit module in a data base management system 
(ii) The module examines all transactions that update the DBMS using criteria similar to SCARF  
(iii) If a transaction has special audit significance, the module independently processes the data , records the results and compares them with those obtained by DBMS. 
(iv) When any discrepancies exist, the details are written onto an audit log for subsequent investigation.  If serious discrepancies are discovered, the CIS may prevent the DBMS from executing the update process. 
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18. INFORMATION SECURITY

1) What is “Information Security”? State the core principles of Information Security.[Nov 2002,03,May 2005] 
Ans: “Information Security” relates to protection of valuable asset (data or information) in any form recorded, processed, stored, shared, transmitted or retrieved. The data or information is protected against all threats leading to its loss, damage, inaccessibility, integrity or unauthorized disclosure. The protection of these valuable assets is achieved by deploying layered series of technical as well as non-technical safeguards such as physical security, user-ids, passwords, smart cards, biometrics, anti-virus, firewalls etc. In other words, it can be stated that the objective of Information Security is to safeguard the interests of those relying on Information and the Information Systems as well as communications delivering the information, against any harm resulting from failure of confidentiality, integrity and availability (CIA).  
There are eight core principles supporting the Information Security as stated below: 
(i) Accountability: The roles, responsibility and accountability of data owners, process owners, technology providers and users have to be defined very explicitly, formalized and communicated to all concerned. In accomplishment of this, the following areas have to be addressed: 
· Specification of ownership of data and Information;

· Users identification and their authorization for accessibility of information;

· Log-book of activities for management audit trails;

· Assignment of responsibilities for maintenance of data and information;

· Institution of investigative and remedial procedures on occurrence of breach or attempt to breach of security 
(ii) Awareness: In order to foster confidence in information, the data owners, process owners, technology providers, users and other concerned parties with legitimate interest must be enlightened and trained to gain the knowledge about the existence and extent of general risks, which the organisation and its systems are facing, the security initiatives and requirements of the organisation.  
The following issues need to be considered:

· Level of detail disclosed must not compromise security;

· Appropriate knowledge is available to all parties, not just users, who have a legitimate right to be informed.

· Awareness is part of the induction program for new recruits to an organization so as to build security awareness as part of the corporate culture.

· Recognition that maintaining awareness is an on-going process.

(iii) Multidisciplinary: While addressing the information security, both technical as well as non-technical issues have to be addressed. Security is not only technology, it covers much wider areas such as administrative, organisational, operational and legal issues. Hence, Information Security policies and procedures have to be developed and reinforced through technical standards, codes of practice, audit, legislative, legal and regulatory requirements, and also through awareness, education and training.   Issues to consider are: 
· Business value or sensitivity of the information asset;

· Impact of the organizational and technological changes on the administration of security;

· Technologies that are available to meet the security objectives;

· Requirements of legislation and industry norms; and

· Requirements to carefully mange advanced security techniques. 
(iv) Cost Effectiveness: Different levels of security may be required to address the risks to information. Security levels and associated costs must be compatible with the value of the information. Issues to consider include: 
· Value to and dependence of the organisation on particular information assets;

· Value of the data or information itself, based on a pre-defined level of confidentiality or sensitivity;

· Threats to the information, including the severity and probability of such threats;

· Safeguards that will minimize or eliminate the threats, including the cots of implementing the safeguards;

· Costs and benefits of incremental increases to the level of security;

· Safeguards that will provide an optimum balance between the harm arising from a security breach and the costs associated with the safeguards; and

· Where available and appropriate, the benefit of adopting established minimum security safeguards as a cost-effective alternative to balancing costs and risks.
(v) Integration: The information security policies, procedures and practices must be coordinated and integrated with other policies and procedures of the organisation as well as third parties associated with the business processes of the organisation so that a coherent and effective security system is evolved. This requires that all levels of the information cycle-gathering, recording, processing, storing, sharing, transmitting, retrieving, and deleting-are covered.  Issues to be considered are: 
· Security policy and management included as an integral part of the overall management of the organization;

· Concurrent development of security systems with information systems or, at least, harmonization of all security processes to provide a consistent security framework;

· Review of inter-related systems to ensure that the level of security is compatible; and

· Risks relating to third parties on whom the organization’s business processes depend.

(vi) Reassessment / Audit: The information Security is not just a one-time effort, it is an unending journey. Hence, it should be reassessed / audited periodically as the information system and its security requirements keep on varying over time. Issues to be considered are: 
· Increase in dependence on the information systems requiring an upgrade to the business continuity plans and arrangements;

· Changes to the information systems and their infrastructure;

· New threats to the information systems requiring better safeguards;

· Emerging security technologies providing more cost effective safeguards than were possible earlier; and

· Different business focus, or organizational structure, or legislation necessitating a change in the existing level of security. 
(vii) Timeliness: The information security procedures, so evolved and implemented must ensure the timely response to the real or attempted breach. Automated tools must be deployed to support real-time and after-the-fact monitoring. 
(viii) Ethical Factors: Information and its security must be provided and used in a manner respecting the rights and interests of others. In other words, the level of security must be consistent with the use and flow of information, a hallmark of a democratic society. The following must be promoted amongst the users: 
· Ethical use and / or disclosure of data and information.

· Fair presentation of data and information to users.

· Secure destruction of data or information, sensitive but not required any longer. 
2) Explain the Role of an Information Security Administrator. [May 2003, May 2008]
An Information Security Administrator (ISA) is a person who is solely responsible for controlling and coordinating the activities pertaining to all security aspects of the organization. The roles of an ISA are: 
· A security administrator attempts to ensure that the facilities in which systems are developed, implemented, maintained and operated are safe from threats that affect the continuity of installation and or result in loss of security.
· The security administrator sets policy, subject to board approval.

· He also investigates, monitors, advise employees, counsels management on matters pertaining to security. 
· He is responsible for establishing the minimal fixed requirements for classification of information based on the physical, procedural and logical security elements. He assigns responsibilities to job classifications and formulates what to be done in case of exceptions. 
· The security administrator guides other information security administrators and users on the selection and application of security measures.
· Investigates all security violations. 
· Advises senior management on matters of information resource control.
· Consults on matters of information security. 
· A security administrator also has the responsibility of conducting a security program, which is a series of ongoing, regular, periodic evaluation of the facilities available. 
· A security administrator has to consider an extensive list of possible threats to the organization, prepare an inventory of assets, evaluate the existing controls, implement new controls etc. The security administrator requires the assistance of many individuals because of their expertise in that particular field. The auditor should see that these steps are  performed on a regular basis, the results of the reviews are analyzed and documented and advises the management of appropriate action in light of the results. 
3) What is “Information Security”? Why is it important in any organization? Explain briefly. [Nov 2007] 
Security refers to the protection of valuable assets against loss, disclosure or damage. “Information Security” covers all information. In this context, the valuable assets are the data or information recorded, processed, stored, shared, transmitted or retrieved from an electronic medium. It is protected against harm from threats leading to its loss, damage, inaccessibility, integrity or unauthorized disclosure. The protection of this unbreakable assets is achieved by deploying a layered series of technological and non-technological safeguards such as physical security measures, user identifiers, passwords, smart cards, biometrics, anti-virus, firewalls etc.

In a global information society, where information travels through cyberspace on a routine basis, the significance of information is widely accepted. In addition, information and the information system and communication that deliver the information are truly pervasive throughout organization – from the user’s platform to local and wide area networks to servers to main frame computers. Organisations depend on timely, accurate, complete, valid, consistent, relevant and reliable information. Accordingly, executive management has a responsibility to ensure that the organization provides all users with a secure information systems environment. It is clear that there are not only many direct and indirect benefits from the use of information systems, there are also many risks (direct and indirect) relating to information systems. Most risks have led to a gap between the need to protect systems and the degree of protection applied.  
This gap is caused by various factors such as  
(i) widespread use of technology, 

(ii) interconnectivity of systems,

(iii) elimination of distance, time and space etc. 

(iv) unevenness of technological changes, 

(v) Devolution of management and control, 

(vi) Attractiveness of conducting unconventional electronic attacks over more conventional physical attacks against organizations, and 

(vii) External factors such as legislative, legal, and regulatory requirements or technological developments.  
Threats to information systems may arise from intentional or unintentional acts and many come from internal or external sources. The threats may emanate from, among others, technical conditions (program bugs, disk crashes), natural disasters (fires, floods), environmental conditions, human factors, unauthorized access or viruses. Adequate measures for information security help to ensure the smooth functioning of information systems and protect the organization from loss or embarrassment caused by security failure. That is why, the organisations have started giving more and more importance towards information security.
4) What do you mean by Information Security policy? Explain the salient features of the Information Security Policy. [May 2006,May 2007,2008] 
Ans: Information Security Policy : Security policy defines acceptable behaviours and the reaction of the organisation when such behaviours are violated. The electronic trading, viruses affecting organisation’s security documents and the misuse of credit cards have increased and this has augmented the need for security management. Also, legislation relating to information technology is becoming more prolific, with many countries enacting laws on issues such as copyright and software privacy, intellectual property and personal data. These commercial, competitive and legislative pressures require the implementation of proper security policies. 
A good security policy should suggest procedures and policies that can prevent loses and also help in saving money and increasing productivity. The security policy defines ways in which resources in a computer system may be accessed and used. Security policies might differ depending upon the system under consideration. 

Features of Information Security Policy:  The security objectives and core principles provide a framework for the first critical step for any organization-developing a security policy. The security policy should support and complement existing organizational policies. The thrust of the policy statement must be to recognize the underlying value of, and dependence on, the information within an organization. The information security policy should describe:  
Contents 
Importance of information security to the organisation

A statement from the chief executive officer in support of goals and principles of effective information security.

Specific statements indicating minimum standards and compliance requirements for specific areas.

Asset classifications.

Data security

Personnel security

Physical, logical and environment security

Communications security

Legal, regulatory and contractual security 

· System development and maintenance life cycle requirements
Business continuity planning

Security awareness, training and education

Security breach detection and reporting requirements

Violation enforcement provision

Definitions of responsibility, accountability for information security and proper separation of duties

Reporting responsibilities and procedures. 
5) Discuss Various Types of Information Protection ??  

Preventive Information Protection: 

This type of protection is based on use of security controls. Information security controls are generally grouped into three types of controls Physical, Logical and Administrative.  Organisations require all 3 type of controls.  The organisations info security policy thru the associated info security standards documentation mandates use of these controls. Eg:  
Physical            : Doors, Locks, Guards, Floppy Disk Access Locks, CCTV, Paper Shredders,

Logical(Techn) : Passwords, File permissions, Access control Lists,

Administrative  : Security Awareness and User account revocation policy.
Restorative Information Protection: [Nov 2006]

Ans: Security events that damage information will happen. If an organization cannot recover or recreate critical information in an acceptable time period, the organization will suffer and possibly have to go out of business.

Planning and operating an effective and timely information backup and recovery program is vital to an operation. It does not simply involve backing up just the valuable information but it frequently also means backing up the system as well, since the information may need services that the system provides to make the information usable. The key requirement of any restorative information protection plan is that the information can be recovered. There is a common belief that if the backup program has written the information to the backup media, it can be recovered from the backup media. However, there are many variables that can prove that belief wrong. 
Some of the questions that any restoratives information protection program must address are: 
(i) Has the recovery process been tested recently?

(ii) How long did it take?

(iii) How much productivity was lost?

(iv) Did everything go according to plan?

(v) How much extra time was needed to input the data changes since the last back up? 
Holistic Protection: [May 2007] 
Protection must be done holistically and give the organization the appropriate level of security at a cost that is acceptable to the business. One must plan for the unexpected and unknown, expect the worst events to happen, and recover from these events if and when they occur, as though nothing ever happened. Such events cannot be planned, and they always seem to happen at the most inopportune times.
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15. DETECTION OF COMPUTER FRAUDS

1.What to do you understand by the term COMPUTER FRAUD? Discuss various types of computer frauds. 
Ans: 

2. Why is Computer fraud a serious threat to any business organization?[Nov 2003,2005]
Ans: In the modern business scenario, most of the businesses are dependent on networked or stand-alone computers. Even so, the individual businesses are also linked through computer networks or by electronic payments over the Internet. Hence, with the growth of electronic commerce and electronic cash, there are major threats of hacking, risk of interception and thefts, as well as destruction of electronic payments during transmissions. 
It is very evident that the computer fraud is very different from the conventional frauds as: 
· It is easily hidden and hard to detect. There may not be any easily recognizable audit trail and the fraud is likely to be hidden in enormous volumes of data. 
· Evidence of computer crime, besides being hard to be found out, is difficult to present to a court in a manner, which is legally admissible and effective.  
· It is not only extremely difficult to prosecute or defend the computer crimes; it is very hard to ensure that the evidence complies with the relevant statutes. 
·  It is also difficult to explain to the judge or jury having insufficient exposure to computers especially in India. 
There are various ways, which may not be obvious, to commit the computer frauds  e.g.: 
· A few keystrokes are needed to manipulate the invisible data.

· Employees as well as outsiders can access any computer remotely. 
Huge volume of data can be transported on a floppy or CD which can be written in a very short time. Lack of knowledge about the functioning of computers and protection of systems enables the fraudster to take advantage and commit the computer frauds/crimes. The extent of damage caused by the unauthorized interference with computer system may be totally disproportionate with the effort involved to cause the damage e.g. the insertion of virus takes few seconds whereas the loss/damage of data may be enormous as it may have been collected and created in the organization since the inception of the computer.  
“Using a computer to cause prejudice, in the sense of financial and / or reputational damage, to a business” may be called a Computer Fraud. This statement describes precisely the damages caused by any computer fraud. Hence, the computer fraud, committed in any manner, is a serious threat to the business and appropriate measures must be taken to prevent the computer frauds.
3. Disc Imaging and Analysis Technique [May 2003, 2005] 
Ans:  
It enables the fraud investigator to discover evidence of transactions that the fraudster thought were inaccessible or had been destroyed. It works in the following stages: 
(i) Using specialist hardware/software without the suspect necessarily being alerted. An exact copy of the computer hard disc is taken leaving the original completely intact and leaving no trace of the copying process. This preserves the integrity of the hard disc and confidentiality of the investigation. The image is written directly to an optical disc, which can be copied onto a CD ROM for investigative purpose. 
(ii) The image copy of disc is processed and areas of storage containing partially overwritten files and files which have been marked as deleted but not overwritten are recorded. At the time the image is taken, it is probable that there will be a number of deleted files or file fragments that have not been overwritten and are therefore available to investigator. 
(iii) The final stage is the analysis of the processed image. This is done by search software, which can be programmed to find references to suspect transactions. The search is across all the  contents of disc. Information can be recovered from investigation of free space, lost chains, slack space, deleted files, temporary Internet files etc. 
4. Internet Frauds [or] External Threats  [May 2004,Nov 2006] 
Ans: Internet frauds: With the fast changing and emerging Information Technology, the threat on information security is also increasing. One of the major threats is Internet Frauds. Whereas the Internet should be used for legitimate commerce and for business enhancement, its power is also being harnessed for criminal and fraudulent purposes. It attracts the fraudsters to make easy money because of:  
· It is unregulated in so far as who may set up a site. No license fees are payable to any central authority and no form of vetting is , or in practical terms ever could be, carried out on those persons or entities setting up sites. 
· An Internet site can be set up anywhere in the world at very low cost and can reach anywhere else in the world at low cost. This means that fraudsters now have “global reach” and can access a far larger market of potential victims than ever before. As fraudsters are always looking for new victims, this is a very attractive feature. 
· An impressive site with links to established companies or financial institutions might be no more than an empty shell designed to attract and trap the unwary. There is no easy way of separating the genuine from the false.

· The glamour and novelty of the Internet and the spurious credibility claimed by a site may cause otherwise prudent investors to become involved in fraudulent schemes. 
A site may, and probably will, operate outside the legal jurisdiction of the country in which the victim of the fraud resides. A company which gives itself a UK Internet address may not have absolutely any legal or commercial connection with the jurisdiction. The above factors make it extremely difficult to discover, in sufficient time to effect recovery or at all, the identity of the WWW Site operator. 
5.How can Computer Fraud be committed using input in four different ways ?
   [Or ] Internal Threats [May04, Nov2006] 
Ans: The simplest and most common way to commit a fraud is to alter computer input. In collusive fraud, one perpetrator, for example, opened an account at a bank and then prepared blank deposit slip. The slips were similar to those available in bank lobby, with his account number encoded. One morning he replaced all the deposit slips in the bank lobby with his forged ones. For three days all bank deposits using the forged slips went directly into his account. Then he withdrew the money and disappeared. 

In disbursement frauds, the perpetrator can cause a company to either pay too much for ordered goods or to pay for goods that are never ordered. He may keep the amount low enough so that most companies may not bother for purchase orders or approvals for such small amounts. 
To commit payroll frauds, perpetrator can enter data to increase that salary, create a fictitious employee or retain a terminated employee on records and proceeds to intercept and cash the illegal cheques.  
In a cash receipt fraud, the perpetrator may hide the theft by falsifying system input e.g. he may sell full-price tickets but enter the sale as half-price tickets and pocket the difference.
6. What steps can be taken to detect computer fraud? [Nov 2002, May 2007] 
The following steps can be taken to detect computer fraud:

(i) Conduct Frequent Audit: To conduct periodic external and internal audits as well as specific network security audits is the way to detect the computer fraud. Auditors regularly test system controls and periodically browse data files looking for suspicious activities. However, care must be exercised to make sure that employees’ privacy rights are not violated. 
(ii) Use a Computer Security Officer: Most frauds are not detected by internal or external auditors. The security officer should be independent of the information system function and can monitor the system and disseminate information about improper system uses and their consequences.

(iii) Use Computer Consultants: Outside computer consultants or in-house teams to test and evaluate their security procedures and that is closely evaluated, and corresponding protective measures are implemented. 
(iv) Monitor System Activities: All system transactions and activities should be recorded in a log. The log should indicate who accessed what data, when, and from which terminal. These logs should be reviewed frequently to monitor system activity and trace any problems to their source. There are a number of risk analysis and management software packages that can review computer systems and networks. These systems evaluate security measures already in place and test for weaknesses and vulnerabilities. A series of reports is then generated that explain the weaknesses found and suggest improvements.

(v) Use Fraud Detection Software: People who commit fraud tend to follow certain patterns and leave behind telltale clues, such as things that do not make sense. Software has been developed to search out these fraud symptoms.
7. Briefly explain various kinds of controls that can be incorporated in the system to make frauds difficult to perpetrate. [ Nov 2005, May 2008] 
Ans: One way to deter fraud is to design a system with sufficient controls to make fraud difficult to perpetrate. These controls help to ensure the accuracy, integrity and safety of system resources. 
(i) Develop a strong system of Internal Controls: The overall responsibility for a secure and adequately controlled system lies with top management. Managers typically delegate the design of adequate control systems to systems analysts, designers, and end users. The corporate information security officer and the operations staff are typically responsible for ensuring that control procedures are followed. 
(ii) Segregate Duties: There must be an adequate segregation of duties to prevent individuals from stealing assets and covering up their tracks.  
(iii) Require vacations and Rotate Duties: Many fraud schemes, such as lapping and kiting, require the ongoing attention of the perpetrator. If mandatory vacations were coupled with a temporary rotation of duties, such ongoing fraud schemes would fall apart. 
(iv) Restrict Access to Computer Equipment and Data Files: Computer frauds can be reduced significantly if access to computer equipment and data files is restricted. Physical access to computer equipment should be restricted, and legitimate users should be authenticated before they are allowed to use the system.

(v) Encrypt Data and Programs: Another way to protect data is to translate it into a secret code, thereby making it meaningless to anyone without the means to decipher it.

(vi) Protect Telephone Lines: Computer hackers use telephone lines to transmit viruses and to access, steal, and destroy data. One effective method to protect telephone lines is to attach an electronic lock and key to them. 
(vii) Protect the System from Viruses: There are hundreds of thousands of virus attacks every year, and estimated 90% of the PCs that suffer a virus attack are reinfected within 30 days by the same virus or some other virus. A system can be protected from viruses by ensuring that the latest versions of the anti-virus programs are used. 
(viii) Control Sensitive Data: Controls can be placed over data files to prevent or discourage copying. Employees should be informed of the consequences of using illegal copies of software, and the company should institute controls to see that illegal copies are not in use. Backup tapes, and system documentation should be locked up. Servers and PCs should also be locked when not in use. Companies should never store all of their data in one place or give an employee access to all of it. Closed-circuit televisions can be used to monitor areas where sensitive data or easily stolen assets are handled. 
(ix) Control Laptop Computers: To control laptops, companies should take following measures: 
· Establish laptop security policies to require employees to back up data before travelling and to a separate source when on the road, and to never leave a laptop unattended.

· Install software that makes it impossible for the computer to boot up without a password.

· Password protect and encrypt data on the hard disk so that if a laptop is stolen, the data cannot be used.

· Employees should be asked to store confidential data on a disk, rather than the hard drive, and always keep the diskette in their possession.

8. Briefly explain five categories of Computer frauds based on the data processing model. [Nov 2007]

Ans: Various studies have examined frauds to determine the type of assets stolen and the approaches used by employees to commit computer frauds. One way to categorise computer fraud is to use the data processing model. Based on this model, five categories of computer frauds are: 
(i) Input: The simplest and most common way to commit a fraud is to alter computer input, it requires little, if any, computer skills. Instead, perpetrators need only to understand how the system operates so that they can cover their tracks. Collusive fraud, disbursement frauds, payroll and receipt frauds are examples of computer frauds committed through computer input. 

(ii) Processor: Computer fraud can be committed through unauthorized system use, including the theft of computer time and services. For example, some companies do not allow their employees to use company computers to keep personal or outside business records. Violating this policy would constitute a fraud. Similarly, employee goofing is also considered to be computer fraud. 
(iii) Computer instructions: Computer fraud can be accomplished by tampering with the software that processes company data. This may involve modifying the software, making illegal copies of software or using it in an unauthorized manner. It might also involve developing a software program or module to carry out an unauthorized activity. This approach to computer fraud used to be one of the least common, because it requires a specialized knowledge of computer programming that is beyond the scope of most users.

(iv) Data: Computer fraud can be perpetrated by altering or damaging a company’s data file or by copying, using them without authorization. There have been numerous instances of data files being scrambled, altered or destroyed by some selfish employees. 
 (v) Output: Computer fraud can be carried out by stealing or misusing system output. System output is usually displayed on monitors or printed on paper. Unless properly safeguarded, monitor and printer output is subject to pry eyes and unauthorized copying.

9. Preventive Measures of Computer Frauds.  
Ans :  
·  Adequate system security & Regulation thereof
· Adequate appointment procedure for new joinees.
· Proper action against fraudulent employees.
· Manage the employees eager to take revenge.
· Education & training regarding security & fraud prevention measures.
· Developing a strong internal control system
· Segregation & rotation of duties
· Restriction on computer/data access
· Encrypt data & programs
· Protect telephone lines
· Protect the system from virus
· Control on use of Laptop, Floppy drives etc.,
----------xxxxxxxx---------

12. ENTERPRISE RESOURCE PLANNING
1. Briefly explain the characteristics and features of an Enterprise Resource Planning.
Ans:  Characteristics of ERP are briefly explained below: 
(i) Flexibility: An ERP system should be flexible to respond to the changing needs of an enterprise. The client-serves technology enables ERP to run across various database backend through Open Database Connectivity (ODBC). 
(ii) Modular and Open: EPR system has to have open system architecture. This means that any module can be interfaced or detached whenever required without affecting the other modules. It should support multiple hardware platforms for the companies having heterogeneous collection of systems. It must support some third party add-ons also. 
(iii) Comprehensive: It should be able to support variety of organizational functions and must be suitable for a wide range of business organizations.  
(iv) Beyond the Company: It should not be confined to the organizational boundaries, rather it should support the on-line connectivity to the other business entities of the organization. 
(v) Best Business Practices: It must have a collection of the best business processes applicable worldwide. An ERP package imposes its own logic on a company’s strategy, culture and organization. 
Some of the major features of ERP are: 
· ERP provides multi-platform, multi-facility, multi-mode manufacturing, multicurrency, multi-lingual facilities.
· It supports strategic and business planning activities, operational planning and execution activities, creation of Materials and Resources.  
· It has end-to-end supply Chain Management to optimize the overall Demand and Supply Data. 

· ERP facilitates company-wide Integrated Information system covering all functional areas like manufacturing, selling and distribution, payables, receivables, inventory accounts, human resources, purchases etc.
· ERP performs core activities and increases customer service, thereby augmenting the corporate image.
· ERP bridges the information gap across organizations.
· ERP provides complete integration of systems not only across departments but also across companies under the same management.
· ERP is the solution for better project management. 
· ERP allows automatic introduction of the latest technologies like Electronic Fund Transfer (EFT), Electronic Data Interchange (EDI), Internet, Intranet, Video conferencing and E-Commerce etc.
· ERP eliminates most business problems like material shortages, productivity enhancements, customer service, cash management, inventory problems, quality problems, prompt delivery etc.
· ERP provides intelligent business tools like Decision Support System (DSS), Executive Information System (EIS), Data mining and easy working systems to enable better decisions.

2. What is Enterprise Resource Planning? Briefly describe its benefits.  [Nov 2007]
An Enterprise resource planning system is a fully integrated business management system covering functional areas of an enterprise like Logistics, Production, Finance, Accounting and Human Resources. It organizes and integrates operation processes and information flows to make optimum use of resources such as men, material, money and machine. 
Enterprise resource planning promises one database, one application, and one user interface for the entire enterprise, where once disparate systems ruled manufacturing, distribution, finance and sales. Taking information from every function, it is a tool that assists employees and managers to plan, monitor and control the entire  business. 
The following are some of the benefits they achieved by implementing the ERP packages: 
· Gives Accounts Payable personnel increased control of invoicing and payment processing and thereby boosting their productivity and eliminating their reliance on computer personnel for these operations.

· Reduces paper documents by providing on-line formats for quickly entering and retrieving information.

· Improves timeliness of information by permitting posting daily instead of monthly.

· Provides greater accuracy of information with detailed content, better presentation, satisfactory for the auditors.

· Improved cost control.

· Faster response and follow-up on customers.

· More efficient cash collection, say, material reduction in delay in payments by customers.

· Better monitoring and quicker resolution of queries.

· Enables quick response to change in business operations and market conditions.

· Helps to achieve competitive advantage by improving its business processes.

· Improves supply-demand linkage with remote locations and branches in different countries.

· Provides a unified customer database usable by all applications.

· Improves International operations by supporting a variety of tax structures, invoicing schemes, multiple currencies, multiple period accounting and languages.

· Improves information access and management throughout the enterprise.

· Provides solution for problems like Y2K and Single Monetary Unit (SMU) or Euro Currency. 
3. Business Process Reengineering (BPR):  [Nov 2004] 
· ERP is a result of a modern Enterprise’s concept of how the Information System is to be configured to the challenging environments of new business opportunities. However, merely putting in place an information system is not enough. Every company that intends to implement ERP has to re-engineer its processes in one form or the other. This process is known as Business Process Reengineering (BPR).  
· BPR is the fundamental rethinking and radical redesign of processes to achieve dramatic improvement in critical, contemporary measure of performance such as cost, quality, service and speed. Radical Redesign means BPR is reinventing and not enhancing or improving.  
· According to BPR philosophy, whatever was being done in past, it was all wrong, so one has to reassemble the new system to redesign it afresh. There is no point in simplifying or automating a business process, which does not add any value to the customer; such business processes should be eliminated altogether.  
· BPR aims at major transformation of the business processes to achieve dramatic improvement. Here, the business objectives of the enterprise such as profits, customer – satisfaction through optimal cost, quality, deliveries etc. are achieved by transformation of the business processes which may, or may not, require the use of IT. 
· The concept of BPR when merges with the concept of IT, the business engineering emerges, which is the rethinking of Business Processes to improve speed, quality and output of materials or services. In other words, business engineering is the method of development of business processes according to changing requirements.
5.Business Engineering [Nov 2005] 
Ans:  
· Business Engineering has come out of merging of two concepts namely Information Technology and Business Process Reengineering.  
· Business Engineering is the rethinking of Business Processes to improve speed, quality and output of materials or services. The emphasis of business engineering is the concept of Process Oriented 
· Business Solutions enhanced by the client-server computing in information technology. The main point in business engineering is the efficient redesigning of company's value added chains. 
· Value added chains are a series of connected steps running through a business which when efficiently completed, add value to enterprise and customers.  
· Information technology helps to develop business models, which assist in redesigning of business processes. 

· In short, Business Engineering is the method of development of business process according to changing requirements. 
5.Enterprise Controlling [Nov 2006] 
1. Enterprise can be managed by using an integrated enterprise  management. This consists of getting accounting data   prepared by subsidiaries for corporate reporting which will be automatically prepared simultaneously within the local books of each subsidiary. 
2. This data is transferred to a module called enterprise controlling (EC). It is easy to transfer the data to the EC module to automatically set up consolidated financial statements including elimination of inter-company transactions currency translations etc.  
3. Enterprise controlling consist of 3 modules.  
· EC-CS component is used for financial statutory and management consolidation. 
·  EC-PCA allows to work with internal transfer prices and at the same time to have the right values from company, profit centre and enterprise perspectives in parallel. It is also possible to take data directly from EC-PCA to ES-CS consolidation.  
· EC-EIS (Executive Information System) allows to take financial data from EC-PCA, ECCS or any other application and combines with any external data such as market data, industry benchmark and / or data from non-SAP applications to build a company specific comprehensive enterprise information system.  
· EC allows to control the whole enterprise from a corporate and a business unit perspective within one common infrastructure. From EC-EIS top-level2 reports, end users can drill down to more detailed information within EC or any other R/3 application.
6. How will you establish and implement Critical Success Factors (CSFs) and Key Performance Indicators (KPIs) is an organization for achieving the benefits of  implementation of ERP? 
Ans:  
a) Effective use of ERP is a direct result of steps taken at the time of implementation toward preparing the organization. 
b) Change integration has to be necessarily embedded in the task list for any ERP implementation. 
c) The main tool for this is the process of communication in all forms-written, oral, workshops, meetings and follow up activities.
d) The process should start quite early by educating all layers of the management on the particular ERP product, its relevant functionality, limitations and benefits. Also at the start of the project, the Critical Success Factors (CSFs) for the company as whole should be listed. 
e) These should be drilled down to CSFs for respective departments like Finance, Marketing, Purchase, Stores, Production, Quality, Maintenance and HRD or Personnel. From these CSFs, performance measures required to address these CSFs should be culled out. 
f)The numeric figures against these performance measures can be classified as the Key Performance Indicators (KPIs). 
g)The process of firming up the above is usually done through workshops. This has to be completed before the processes to be configured on the ERP are drawn up. The important end users should be involved in evolving the process keeping ERP in mind. 
h) The KPIs derived from organisational goals and CSFs should be kept in mind.  
The post implementation tasks are: 
· Develop the new job descriptions and organization structure to suit the post ERP scenario.

· Determine the skill gap between existing jobs and envisioned jobs.

· Assessing training requirements, and create and implement a training plan.

· Develop and amend HR, financial and operational policies to suit the future ERP environment.

· Develop a plan for workforce logistic adjustment.

Then the major task is to monitor KPIs and take correct business decisions to improve them. Hence, the immediate task is to set attainable goals. Certain KPIs, though existing in the system, are better monitored and controlled after ERP System attains maturity. There will be resistance to change, but the management should be strong to continue implementation.
----------xxxxxxxxx---------
7.SYSTEM DEVELOPMENT PROCESS

1. What is System development process ? 
Ans : 
· It refers to the process of examining a business situation with an intention to improve it through better procedures and methods.

· System development process contains 2 components 1) System Design and 2) System Analysis

· 1)System Design : It is the process of planning a new business system or a new system to replace or complement an existing system

· 2) System Analysis : It is the process of gathering and interpreting facts, diagnosing problems and using the information to recommend improvements to the system.
2. What is a System Development Life Cycle (SDLC)?[Nov 2000,04,07, May 2004]
Ans: The process of system development starts when management realise that a particular business needs improvement. The system development life cycle method can be thought of as a set of activities that analysts, designers and users carry out to develop and implement an information system. 

The system development life cycle method consists of the following activities: 

(i) Preliminary investigation: It is undertaken when users come across a problem or opportunity and submit a formal request for a new system to the MIS department. This activity consists of three parts; request clarification, feasibility study and request approval.

(ii) Requirements analysis or systems analysis: In this stage, the analysts work closely with employees and managers of the organization for determining the information requirements of the users. Several fact-finding techniques and tools such as questionnaires, interviews, observing decision-maker behavior and office environment, etc. are used for understanding the requirements of the users. As details are gathered, the analysts study the present system to identify its problems and shortcomings and identify the features which the new system should include to satisfy the new or changed user application environment.

(iii) Design of the system: It produces the details that state how a system will meet the requirements identified in the previous step. The analyst designs various reports/outputs, data entry procedures, inputs, files and database. He also selects file structures and data storage devices. These detailed design specifications are then passed on to the programming staff for software development. 

(iv) Acquisition and development of software: In this stage, resource requirements such as specific type of hardware, software and services are determined. Subsequently, choices are made regarding which products to buy or lease from which vendors. Software developers may modify and then install purchased software or they may write new custom designed programs. 

(v) System testing: Before the information system can be used, it must be tested. Special test data are input for processing, and results are examined. If it is found satisfactory, it is eventually tested with actual data from the current system.

(vi) Implementation and maintenance: After system is found to be fit, it is implemented with actual data. After implementation, the system is maintained; it is modified to adapt to changing users and business needs.
3. Discuss Various approaches to System Development .
Ans:  The commonly used approaches of Systems Development are-

· Traditional Approach

· Prototyping Approach

· End-User Approach

· Top Down Approach

· Bottom-up Approach

· Systematic approach for small Organisations.

1. Traditional Approach : Ref SDLC .

a. Sequence : Activities are performed in sequence. Only after the work done in the prior stage is accepted by the managers and users, the next activity can be performed.

b. Team & Role : The managers and Users interact with System Analysts, Sys Designers and Application Programmers.
System Analyst Plays imp role in first 2 stages.

System Designer Plays imp role in the Design and Implementation stages of work

Application Programmers plays imp role in S/W Dev & Implementation stages.

c. Review : Mangers and users before review the work performed in each stage before proceeding to the next stage to ensure that the work is accurate and complete.  On satisfaction of the work of the anyalysts, they formally accept the work and allow the systems development team to proceed to the next step.

d. Advantages : 1) This approach is more suited for larger comp based info sys like TPS. 2) Risk of users and sys  analysts misunderstanding the system are less since processing requirements are clearly defined.
e. Disadvantages: 1)Take longtime to complete 2) Permission of mgrs and users to proceed to the next stage may hamper the enthusiasm of the system analyst & developers.
2. Prototyping Approach : [ Nov 2002, May 2000,04,07] 
Prototyping technique is used to develop smaller systems such as decision support systems, management information systems and expert systems. The goal of prototyping approach is to develop a small or pilot version called a prototype of part or all of a system. A prototype is a usable system or system component that is built quickly and at a lesser cost, and with the intention of being modifying or replacing it by a full scale and fully operational system. Finally, when a prototype is developed that satisfies all user requirements, either it is refined and turned into the final system or it is scrapped. If it is scrapped, the knowledge gained from building the prototype is develop the real  system. 
Prototyping can be viewed as a series of four steps: 
Step 1: Identify Information System Requirements: In traditional approach, the system requirements have to be identified before the development process start. However, under prototype, the process of determining them can be less formal and time consuming than when performing traditional systems analysis. 
Step 2: Develop the Initial Prototype: In this step, the designers create an initial base model-for example, using fourth-general programming languages or CASE tools. The main goal of this stage is ‘rapid development’ and ‘low cost’. 
Step 3: Test and Revise: After finishing the initial prototype, the designers first demonstrate the model to users for experiment. At the outset, users must be told that the prototype is incomplete and requires subsequent modifications based on their feedback. Thus, the designers ask users to record their likes and dislikes about the system and  recommend changes. Using this feedback, the design team modifies the prototype as necessary and then resubmits the revised model to system user for reevaluation. Thus interactive process of modification and reevaluation continues until the users are satisfied-commonly. 
Step 4: Obtain User Signoff of the Approved Prototype: At the end of Step 3, users formally approve the final version of the prototype, which commits them to the current design and establishes a contractual obligation about what the system will, and will not do or provide. 
Advantages of Prototyping

1. Prototyping requires intensive involvement by the system users. Therefore, it typically results in a better definition of the users’ needs and requirements than does the traditional system development approach.

2. A very short time period (e.g., a week) is normally required to develop and start experimenting with a prototype. This short time period allows system users to immediately evaluate proposed system changes.

3. Since system users experiment with each version of the prototype through an interactive process, errors are hopefully detected and eliminated early in the developmental process. As a result, the information system ultimately implemented should be more reliable and less costly to develop than when the traditional systems development approach is employed. 
Disadvantages of Prototyping

1. Prototyping can only be successful if the system users are willing to devote significant time in experimenting with the prototype and provide the system developers with change suggestions. 
2. The interactive process of prototyping causes the prototype to be experimented with quite extensively. Because of this, the system developers are frequently tempted to minimize the testing and documentation process of the ultimately approved information system. Inadequate testing can make the approved system error-prone, and inadequate documentation make this system difficult to maintain.  
3. Prototyping may cause behavioral problems with system users. These problems include dissatisfaction by users if system developers are unable to meet all user demands for improvements as well as dissatisfaction and impatience by user when they have to go through too many interactions of the prototype. 
3. End-User Approach :  
· With the increasing availability of low-cost technology, end user development is becoming popular. 
· Here it is the end user and not the computer professional who is responsible for systems development activities. 
· The number and nature of systems development activities followed by the end user often differ from those found in formal approaches. 
· There are some risks involved. Enforcing standards and policies is unlikely to be carried out to the same degree as in other approaches. 
· The end-user will not have the experience of an analyst in completing an accurate specification of system requirements. Hence, there would be a reduction in the quality assurance and stability of the system. 
· As departments would choose their own software and hardware, an increase in unrelated and incompatible systems would result. Also difficulties in accessing could arise for users trying to access a central system.
4. Top down Approach:  
The top down approach assumes a high degree of top management involvement in the planning process and focuses on organisational goals, objectives and strategies. Hence the organisation's goals should be the driving force behind development of all the computer systems. Thus, using top down approach, we begin analysing objectives and goals.
Various steps in top-down approach are as follows: 

(a) Analyse the objectives and goals of the organisation in terms of profit, growth, diversification etc.

(b) Identify the functions of the organisation and explain how they support the entire organisation.

(c) Ascertain major activities, decisions and functions at various levels of hierarchy. It should be analysed what decisions are made and what need to be made.

(d) Identify models that guide managerial decision process and find the information requirements for activities and  decisions.

(e) Prepare specific information processing programs in detail and modules within these programs. Also identify files and database for applications. 
5. Bottom up Approach :  

· Identify life stream systems which are essential for the day-to-day business activities. Eg: Payroll, Sales order, inventory control etc.
· Identify Basic Transactions  i.e., information file requirements and information processing programs for each life stream system.
· Develop an info system for each life stream sys after doing above two steps.
· Data Integration Examine in details the applications, files and records and tegrate the data of each info sys kept in different files. File integrated data Enhances the shareability and evolvability of the dbase, Ensures that all programs use uniform data and Provides added capability for inquiry processing. 
· Supporting Models : Add decision models and planning models for supporting the planning activities of management control.
· Evolve Main Model Integrate these models to evolve a complete model base.
This is the reverse of the top down approach.  Here the supervisory level management’s involvement is more. 
6. Systematic approach for small Organisations : 
a. This approach consist of the following steps :

· Identify information processing requirements.

· Locate, evaluate and secure suitable software

· Locate, evaluate and select suitable hardware on which the above software can be run

· Implement the system.
b. In the systematic approach, after information-processing requirements are determined, a search for suitable s/w becomes the primary focus.  Once it is located , h/w is selected and the system is put together and used.
c. Managers in organizations employing a large number of MIS professionals may also use systematic approach to develop the office info sys used in their own intermediate working areas. This approach may prove costly.
4. Discuss in detail, how the investigation of present system is conducted by the system analyst. ?
Ans: Detailed investigation of the present system involves collecting, organizing and evaluating facts about the system and the environment in which it operates. Survey of existing methods, procedures, data flow, output, files, input and internal controls should be intensive in order to fully understand the present system and its related problems.

The following areas should be studied in depth:

(1) Review historical aspects: A brief history of the organization is a logical starting point for an analysis of the present system. The historical facts should identify the major turning points and milestones that have influenced its growth. A review of annual reports provides historical perspective. Organisation chart can identify the growth of management levels as well as the development of various functional areas and departments. The system analyst should investigate what system changes have occurred in the past.

(2) Analyse inputs: A detailed analysis of present inputs is important since they are basic to the manipulation of data. Source documents are used to capture the originating data for any type of system. The system analyst should be aware of the various sources from where the data are initially captured. The system analyst must understand the nature of each form, what is contained in it, who prepared it, from where the form is initiated, where it is completed, the distribution of the form and other similar considerations.

(3) Review data files maintained: The analyst should investigate the data files maintained by each department, noting their number and size, where they are located, who uses them and the number of times per given time interval these are used. The system analyst should also review all on-line and off-line files which are maintained in the organization as it will reveal information about data that are not contained in any outputs.

(4) Review methods, procedures and data communications: A procedure review is an intensive survey of the methods by which each job is accomplished, the equipment utilized and the actual location of the operations. Its basic objective is to eliminate unnecessary tasks or to perceive improvement opportunities in the present information system. He must review the types of data communication equipments including data interface, data links, modems, dial-up and leased lines and multiplexers. The system analyst must understand how the data communication network is used in the present system so as to identify the need to revamp the network when the new system is installed. 
(5) Analyse outputs: The outputs or reports should be scrutinized carefully by the system analysts in order to determine how well they meet the organization’s needs. The analysts must understand what information is needed and why, who needs it and when and where it is needed. Additional questions concerning the sequence of the data, how often the form reporting it is used, how long it is kept on file, etc., must be investigated.

(6) Review internal controls: Locating the control points helps the analyst to visualize the essential parts and framework of a system. An examination of the present system of internal controls may indicate weaknesses that should be removed in the new system. 
(7) Model the existing physical system and logical system: The logical flow of the present information system may be depicted with the help of system flow charts. The physical-flow of the existing system may be shown by employing data flow diagrams. The data elements needed in the new system will be found in the present system only. 
(8) Undertake overall analysis of present system: The final phase of the detailed investigation includes the analysis of:

(a) the present work volume

(b) the current personnel requirements

(a) the present benefits and costs. 
5. Briefly explain the various fact finding techniques which are used by the system analyst for determining the needs of an organization. 
Ans: Various facts finding techniques used by system analyst for determining the needs of an organization are discussed below: 
(i) Documents: Documents refer to manuals, input forms, output forms, diagrams of how the current system works, organization charts showing hierarchy of users and managers’ responsibilities, job descriptions of the people who work with the current system, procedure manuals and program codes. Documents are good source of user needs and the current system. 
(ii) Questionnaires: Users and managers are asked to complete questionnaire about the information system when the traditional system development approach is chosen. Large amount of data can be collected through properly designed questionnaire. Responses can be analyzed rapidly with the help of a computer. 
 (iii) Interviews: Users and managers are also interviewed to extract information in depth. The data gathered through interviews provide system developer a complete picture of the problems and opportunities. Interviewers are also useful to note user reaction first hand and probe for further information. 
(iv) Observation: Observation plays an important role in requirement analysis. Only by observing how users react to prototype of a new system, the system can be successfully developed. The analyst should visit the user site to watch how the work is taking place. Such visits often help the analyst in getting a clear picture of the users’ environment and to determine why a request for a new system was submitted.

6. Write shortnote on “Data dictionary”  and  “Data Flow Diagram”:
Data dictionary  : A data dictionary is a computer file that contains descriptive information about data items in the files of a business information System. Each computer record of a data dictionary contains information about a single data item used in a business information system. This information may include: 
(i) Codes describing the data items length, data type and range. 
(ii) The identity of the source documents used to create the data item. 
(iii) The names of computer files that store the data item. 
(iv) The names of the computer program that modify the data item. 
(v) The identity of the computer program or individuals permitted to access the data item for the purpose of file maintenance, upkeep, or inquiry.  
(vi) The identity of the computer programs or individuals not permitted to access the data file. 

As new data fields are added to the record structure of a business file, information about each new data item is used to create a new computer record in the data dictionary. The data dictionary is updated to indicate the data items that are added /created. When data fields are deleted from the structure of the file records, their corresponding records in the data dictionary are dropped 

Data Flow Diagram :

1. A dataflow diagram graphically describes the flow of data within an organization.  IT is used to (a) Document existing systems and (b) Plan and design new systems.
2. Components of DFD are a) Data sources b) Data flows  c) Transformation process                d) datastores
6. What do you understand by feasibility study? How is it conducted? 
Ans: Feasibility study refers to a process of evaluating alternative systems through cost/benefit analysis so that the most feasible and desirable system can be selected for development. The feasibility study of a system is undertaken from three angles: technical, economic and operational feasibility. The proposed system is evaluated from a technical view point first and if technically feasible, its impact on the organization and staff is assessed. If a compatible technical and social system can be devised, it is then tested for economic feasibility. 
1. Technical Feasibility: It is concerned with hardware and software. Essentially, the analyst ascertains whether the proposed system is feasible with existing or expected computer hardware and software technology. The technical issues usually raised during the feasibility stage of investigation include the following:  
· Does the necessary technology exist to do what is suggested (and can it be acquired) ?

· Do the proposed equipments have the technical capacity to hold the data required to use the new system ? 
· Will the proposed system provide adequate responses to inquiries, regardless of the number or location of user ?

· Can the system be expanded if developed ?

· Are there technical guarantees of accuracy, reliability, ease of access, and data   security ? 
2. Economic feasibility: It includes an evaluation of all the incremental costs and benefits expected if the   proposed system is implemented. This is the most difficult aspect of the study. The financial and economic questions raised by analysts during the preliminary investigation are for the purpose of estimating the following: 
· The cost of conducting a full system investigation.

· The cost of hardware and software for the class of applications being considered.

· The benefits in the form of reduced costs or fewer costly errors.

· The cost if nothing changes (i.e. the proposed system is not developed) 
The procedure employed is the traditional cost-benefit study. 
3. Operational Feasibility: It is concerned with operational parameters in terms of employees, customers and suppliers etc. about the use of computer facilities. Some of the questions which help in testing the operational feasibility of a project are:  
· Is there sufficient support from the users, management ?

· Are the current business methods acceptable to users ?

· Are the users involved in the planning and development of the project ?
· Will there be loss of control, slower processing etc. ? 
There are other two feasibilities also which may be determining factors from time and legal aspects. These are: 
4. Schedule Feasibility: This feasibility relates to time estimates - how much time a particular option for a project will take. Management may take decision on this basis whether proposed time is acceptable for system development or not. 
5. Legal Feasibility: This is mainly concerned with whether there will be any conflict between newly proposed system and organization’s legal obligations. 
7. What are the Drawbacks of SDLC methodology  ? 
Some of the drawbacks created with the SDLC methodology are: 
(i) SDLC methodologies do not work well for small projects that require rapid development or heavy user involvement with many changes. 
(ii) The formality of SDLC increases the cost of development and lengthens the devepmnt time. 
(iii) Rigidity of SDLC tends to make it difficult to develop many modern applications. 
(iv) It becomes very difficult to estimate costs and as a result, projects overrun the budgets.
8. State the reasons why the organizations fail to achieve their system development objectives? 
Ans: (1) Lack of senior management support and involvement in information systems development: Developers and users of information systems will watch senior management to determine which systems development projects are important and will act accordingly by shifting their efforts away from any project not receiving management attention. In addition, management can see that adequate resources, as well as budgetary control over use of those resources, are dedicated to the project. 
(2) Shifting user needs: User requirements for information technology are constantly changing. As these changes accelerate, there will be more requests for systems development and more development projects. When these changes occur during a development process, the development team may be faced with the challenge of developing systems whose very purposes have changed since the development process began.

(3) Development of strategic systems: Because strategic decision making is unstructured, the requirements, specifications, and objectives for such development projects are difficult to define; and determining “successful” development will be elusive. 
(4) New technologies: When an organisation tries to create a competitive advantage by applying advanced information technology, it generally finds that attaining systems development objectives is more difficult because personnel are not as familiar with the technology. 
(5) Lack of standard project management and systems development methodologies: Some organisations do not formalise their project management and systems development methodologies, thereby making it very difficult to consistently complete projects on time or within budget.

 (6) Overworked or under-trained development staff: Estimates of the backlog of systems development work facing development staffs range up to 4 years!. In addition to being overworked, systems developers often lack sufficient education background. Furthermore, many companies do little to help their development personnel stay technically updated; in these organisations, training plan and training budget do not exist. 
(7) Resistance to change: People have a natural tendency to resist change, and information systems development projects signal changes -often radical- in the workplace. Business process reengineering is often the catalyst for the systems development project. When personnel perceive that the project will result in personnel cutbacks, threatened personnel will dig in their heels, and the development project is doomed to failure. Personnel cutbacks often result when reengineering projects really attempt at "downsizing" (or "rightsizing").

(8) Lack of user participation: Users must participate in the development effort to define their requirements, feel ownership for project success, and work to resolve development problems. User participation also helps reduce user resistance to change. 
(9) Inadequate testing and user training: New systems must be tested before installation to determine that they will operate correctly. Users must be trained to effectively utilize the new system. 
9. System Development Tools :
1. System Flow Chart (Documents flow of system & information processing procedures)

Presented by variety of symbols & connecting arrows. 
2. Data Flow Diagram (Flow of data within an organisation) 
[Data sources & destinations, Data flows, Transformation process, Data Stores]
Symbols in DFD – 

Data Source & Destination





Data Flow





Transformation Process

         = 
Data Storage
3. Lay out forms & screens (Pre printed forms)

Used to design source document, output, display.

4. System Components Matrix

Highlights basic activities of a system. e.g. – Input, Processing, Output & Storage

5. CASE Tools (Automation of anything that human do to develop systems)

6. Data Dictionery (Computer file containing descriptive information about the data items) 
· It contains information about each data item stored in the system, file in which it is stored, program that modifies it, authorised users & unauthorised persons.

· It is updated with every change in data item.

· Gives an audit trail to the auditor & helping aid in investigation.
10. What are the various Tangible and Intangible benefits that can result from the development of a computerised system ?
Ans: The benefits which result from developing new or improved information systems that utilize computer can be subdivided into tangible and intangible benefits. Tangible benefits are those that can be accurately measured and are directly related to the introduction of a new system, such as decrease in data processing cost. Intangible benefits such as

improved business image are harder to measure and define. Benefits that can result from the development of a computerized system are summarized below:

· Increase in sales or profit (improvement in product or service quality)

· Decrease in data processing costs (elimination of unnecessary procedures and documents)

· Decrease in operating costs (reduction in inventory carrying costs)

· Decrease in required investment (decrease in inventory investment required)

· Increased operational ability and efficiency (improvement in production ability and efficiency)

· New or improved information availability (more timely and accurate information and new types and forms of information)

· Improved abilities in computation and analysis

· Improved customer service (more timely service)

· Improved employee morale (elimination of burdensome and boring job tasks)

· Improved management decision-making (better information and decision analysis)

· Improve competitive position (faster and better response to actions of competitors)

· Improved business and community image (progressive image as perceived by customers, investors etc.) 
Intangible though, it is important to put a rupee and paise tag to each benefit for purposes of profit and loss statement. The analyst has to quantify the benefits in monetary terms.
8. SYSTEM DESIGN
1. What are the important factors to be considered while designing output reports from an information system ?

2. What are the important factors to be considered while designing system input ?

Various issues involved in designing systems input are discussed below: 

(i) Content: The analyst is required to consider the types of data that are needed to be gathered to generate the desired user outputs. Sometimes, the data needed for a new system are not available within the organization. Hence, the system designer has to prepare new documents for collecting such information.

(ii) Timeliness: In data processing, it is very important that data is inputted to computer in time because output cannot be produced until certain inputs are available. Hence, a plan must be established regarding when different types of inputs will

enter the system. In transaction data processing, the people requiring output are not the same who input most of the data. Hence, timeliness of input becomes more relevant for such systems.

(iii) Media: Input consideration includes the choice of input media and subsequently the devices on which to enter the data. Various user input alternatives available in the market include display workstations, magnetic tapes, magnetic disks, key-boards, optical character recognition, pen-based computers and voice input etc. A suitable medium may be selected depending on the application to be computerized. 

(iv) Format: While specifying the record formats, the type and length of each data field as well as any other special characteristics must be defined. Designing input formats in mainframe and mini computer database environments often require the assistance of a professional programmer or database administrator. Format is different for different type of operating system. 

(v) Input volume: Input volume refers to the amount of data that has to be entered in the computer system at any one time.
3. Suggest suitable guidelines to be followed for efficient from design ?
Guidelines for form Design: Forms are pre-printed papers, which elicit and capture  information required and often serve as source documents for the data entry personnel.

The following guidelines should be observed in order to design useful form.

(i) Making forms easy to fill: To reduce errors, speed up completion and facilitate entry of data, it is essential that forms should be easy to fill out. 

· Proper flow can minimise time and effort.

· It should be from left to right and top to bottom.

· Divide forms in logical sections consisting of heading, identifications and access instructions, body, signature and verification and comments.

· Clear captioning is another technique to make work easy.

(ii) Meeting the intended purpose: Forms are created to serve one or more purposes such as recording, processing, storing and retrieving of information for various departments. It should be able to provide the information required by different departments while avoiding duplication of information. 
(iii) Ensure accurate completion: Error rates associated with collecting data can drop sharply when forms are designed to assure accurate completion. Various controls such as internal double cheek with column and row totals, summing to same number can be embedded to ensure that forms are filled accurately. 
(iv) Keeping forms attractive: An aesthetic form draws people to encourage proper completion. Forms should look uncluttered, organised and logical even after they are filled in. To be attractive, forms should elicit information in the expected order. Using different fonts makes it attractive and forces people to fill in correctly. Type fonts and lines weights are useful 
4. State the standards that should be followed while designing graphical output 
The system analyst must determine the purpose of the graph, the kind of data that need to be analysed, its audience and the effects on the audience of different kinds of graphical outputs. 
· Graphic output also contains text, the design of which is an important aspect. Each graphic report should include a title and the date of preparation. 

· For a series, page numbers should also be included. Labels can increase the accuracy with which people read data in the graphic form. However, placement of the label affects readability.

· Consistent spacing in all labels and using a common family of type styles maximizes readability.

· All vertical and horizontal axes should be proportional. The use of all capital letters in long words, titles or footnotes impedes readability and should be avoided. Abbreviations should not be used.

5. What is system manual? What information is included in it?
A system manual or job specification manual is an output of the system design that describes the task to be performed by the system with complete layouts and flow charts. It contains:

(i) General description of the existing system: It describes the general structure of the existing system from top management to the bottom management.  
(ii) Flow of the existing system: It describes the input, processing and output of the data to be flow at various levels of organisation’s structure.  

(iii) Outputs of the existing system: The documents produced by existing system are listed and briefly described, including distribution of copies. 

(iv) General description of the new system: Its purpose and functions and also major differences from the existing system are stated together with a brief justification for the changes.

(v) Flow of the new system: This shows the flow of the system from and to the computer operation and within the computer department.

(vi) Output Layouts: It describes the user interface or layouts for the user that is used for better communication in near future.

(vii) Output distribution: The output distribution is summarized to show what each department will receive as a part of the proposed system. 

(viii) Input layouts: The inputs to the new system are described as well as a complete layouts of the input documents, input disks or tapes are described. 

(ix) Input responsibility: The source of each input document is indicated as also the user department responsible for each item on the input documents. 

(x) Macro Logic: The overall logic of the internal flows will be briefly described by the systems analyst, wherever useful.

(xi) Files to be maintained: The specifications will contain a listing of the tape, disk or other permanent record files to be maintained, and the items of information to be included in each file. 

(xii) List of programs: A list of programs to be written shall be a part of the systems specifications.

(xiii) Timing estimates: A summary of approximate computer timing is provided by the system analyst.

(xiv) Controls: This shall include type of controls, and the method in which it will be operated.

(xv) Audit trail: A separate section of the systems specifications shows the audit trail for all financial information. It indicates the methods with which errors and defalcation will be prevented or eliminated.

(xvi) Glossary of terms used.
6. Discuss the desired characteristics of good coding system. What are the commonly using coding schemes ?
(i) Individuality – The code must identify each object in a set uniquely and with absolute precision. To use one code number for several objects in a set would obviously cause a great deal of confusion. The code should be universally used over the entire organisation. 

(ii) Space - As far as possible code number must be much briefer than description. 

(iii) Convenience - The format of code number should facilitate their use by people. This implies that code number should be short and simple and consist of digits and or upper case alphabets. It is better to avoid use of special symbols. 

(iv) Expandability – As far as possible, growth in the number of objects in a set should be provided for. Therefore, whilst introducing the scheme, longer number of digits/number than necessary at present may be adopted as the code length. Related items must use similar number.

(v) Suggestiveness - The logic of the coding scheme should be readily understandable. Also, the letter or number should be suggestive of the item characteristics. But this should not be carried too far in lengthening the code since it would defeat the purpose of brevity.

(vi) Permanence – Changing circumstances should not invalidate the scheme or invalidation in future should be kept to minimal.

Some of the commonly used coding schemes are discussed below:  
(1) Classification codes: They place separate entities such as events, people or objects into distinct groups called classes. A code is used to distinguish one class from another. The code is recorded on the source document by the user. In an online system, it can be keyed directly in the system through a terminal. The user classifies the event into one of the several categories and records the code. Classification codes vastly simplify the input process because only a single digit code is required.  
(2) Function Codes: These codes state the activities or work to be performed without spelling out all the details in narrative statements. Analysts use this type of codes frequently. 
(3) Significant digit Subset Codes: Suppose item numbers are to be assigned to the different materials and products that a firm stocks or sells. Then numbers are assigned in sequence from the first to the last or a prefix can be added to the identification numbers. Codes can be divided into subsets or sub codes, characters that are part of the identification number and that have special meaning. Using digits in an identification number to convert additional information does not add to the length of the data but provides invaluable information to the management. 
(4) Mnemonic Codes: These are suitable where the codes have to be remembered by the people.

(5) Hierarchical Classification: 
7. What are the factors considered to design the ideal layout of a printed output? 
A printed output format is nothing but the arrangement of data items. While designing the printed output, the systems analyst builds the mock of actual report or document as planned to appear during actual operation. It should display the location, position of all information such as item details as well as summaries, control breaks with headings, names, addresses, instructions notes and comments etc. To start the designing, one has to determine the data items to be included in the output. The systems analyst can use layout screens, with a CASE Tools to design the report besides the manual process. There are few guidelines to design the output, which should be followed while preparing the layout form. It will make the job much easier for the analyst, and also ensure that users will receive an understandable report. Some of these guidelines are as stated below: 
1. Reports and documents should be so designed that it is to be read from left to right and top to bottom.  
2. It should be easiest to find the most important items/highlights of the report.

3. Each page of the report should include the title and heading of the report along with the page no., date of report generation and column headings. The title should be  descriptive but yet concise.   Each page should be numbered. Date of generation helps the users in determining the utility of the report at the time of reference and makes the complete review process a very effective one. Column headings serve to orient the user to the report contents. 
4. Each data item should have a heading, a very short and descriptive. Similar items should be grouped together on the report with the description printed only once at the change or in case it spills over to the next page. 

5. Control breaks should be used in the report for better readability. They should be clearly separated from rest of data with additional lines. In order to draw the attention of the user, either the boxes or bold letters or both should be used at control breaks. One can use special characters also to highlight the control breaks. This makes it easier to find critical information. 

6. There should be sufficient margin at left and right as well as at top and bottom for better concentration of the user. It also helps in getting the report bound for permanent records storage without any information being hidden in binding. 

7. The detail line for variable data should be defined by indicating whether each space is to be used for an alphabetic, special or numeric character.

8. Finally the mock reports should be thoroughly reviewed by the users and programmers for feasibility, readability, usefulness, understandability as well as aesthetic appeal. This not only helps in generating the quality reports but also saves significant development efforts, which go into re-development of modified reports later.
9. SYSTEM ACQUISITION SOFTWARE DEVELOPING & TESTING

1.State the steps involved in selection of a computer system or Equipment ?[Nov 99,07]
Ans: Steps involved in selection of a computer system:

· Prepare the design specifications.

· Prepare and distribute an RFP (Request for proposal) to selected computer vendors.

· On the basis of analysis of proposals, eliminate vendors whose proposals are inferior.

· Have vendors present their proposals.

· Conduct further analysis of the proposals.

· Contact present users of the proposed system.

· Conduct equipment benchmark tests.

· Select the equipment.

2. What is an application software ? Enumerate the advantages of prewritten application s/w? [May 03,Nov 98, 04,05]
a) Application software is a solution package to particular problem of the user of a computer system.

b) It has direct interface with computer system and  provides standard processing utilities to solve the specific application problems of user.  

Categories:

General Purpose Vs. Application Specific :

· General Purpose Programs perform common information processing jobs for end users       Eg : MS Office Products.

· Application Specific Programs supports specific applications of end users in areas like Accounting, Income Tax, etc., Eg : Tally.

In-house Vs. Prewritten software:

· In-house refers to the application programs developed in-house  by the entity to meet its specific requirements. 
· Prewritten refers to the software packages purchased from manufactures and or software vendors.
Advantages :
The 4 most compelling advantages of using pre-written application packages are summarized below:

(i) Rapid implementation: Application packages are readily available to implement after they are purchased. In contrast, software developed in-house may take months or even years until it is ready for implementation.

(ii) Low risk: Since the application package is available in the finished form, the organization knows what it is going to get for the price it has paid. With in-house developed software, the long development time breeds uncertainty with regard to both the quality of the final product and its final cost.

(iii) Quality: The firms engaged in application package developments are typically specialist in their products' niche area. Generally, they have a lot of experience in their specialized application field and hence can provide better software. In contrast,  in-house programs often have to work over a wide range of application areas; they may not be possessing expertise for  undertaking proposed software development.

(iv) Cost: Software vendors can leverage the cost of developing a product by selling the product to several other firms, thereby realizing a lower cost from each application user. Thus, an application package generally costs less than an in-house developed package. In addition, many hidden costs are faced by organizations that want to develop applications in-house. Hence,   application packages, sometimes, turn out to be cheaper compared to in-house developed software. 
Sources of packaged software : 
a) Today, packaged softwares are available in the market from various sources. Computer    manufacturers, large and small software houses and computer retail stores
b) User groups or associations of users of a particular computer system. User groups often recognise the need for a specific program, which may be developed by one member organisation and made available to other members. Eg: utility program and extensions of existing operating systems are typically developed by a member organisation and distributed through the user group. 
c) Buying packaged software is risky. Some are difficult to install. There may be undetected bugs in the software, which may create problem at a later stage for the purchaser. Many packages may not be adequately developed and tested. The best method is to deal only with those suppliers who are known for their reputation and who provide after sales support such as training, answering queries and correcting program defects.

3. What basic features should be ascertained by the system analyst before purchasing packaged software? Enumerate them. 

The following features of a packaged software may be ascertained before purchasing the same:

(i) What is the package designed to do?

(ii) How developed is the software package?

(iii) How is the package organised?

(iv) Is the package operable ?

(v) Can the package operate on our hardware configuration ?

(vi) Can the program provide the needed reports ?

(vii) Does the program have adequate capacity in terms of the number of transactions it can process, the number and length of fields per record it can process, the total file size permitted and so on?

(viii) How many processing runs on the computer are required to complete each data processing job? Some programs will perform several tasks each time they are executed. Others may perform only one task per run and hence a programme may have to be executed several times, requiring more operator time and computer processing to complete the job.

(ix) How long does the program take to process? The efficiency of program processing varies considerably among the programs that perform the same task. Some may require much more time compared to other programs.

(x) Will the package require modifications?

(xi) Can the package be modified if necessary ?

(xii) What are the overall costs?

(xiv) Is comprehensive documentation available ?

(xv) Who will maintain the package ?

(xvi) What are the package constraints ?

(xvii) Where is the package currently utilised ?

(xviii)What is the primary language?

(xix) What input/output techniques are utilised ?

(xx) What are the required input/output formats ?
4. Discuss the factors upon which “Make or Buy “ decision of an application s/w depends? [Nov98, May 2003]
1.Suitability :  Where the prewritten packages available in the market are not suitable for the entity’s  needs, it will be more appropriate to develop a software package.

2. Skilled Manpower: If the organization has sufficient number of programmers, it may develop its  own package.  If there is a shortage in manpower, then it may be forced to purchase packages.

3. Time constraint: Where the entity has very little time to implement the new computerized system, then it may decide to buy a prewritten application software.

4. Programming cost: If the cost for in-house development of software package exceeds the price of a pre-written application package, then the entity may buy the application package.

5. Program Backlog: In-house development is time consuming and if there is a huge backlog of  programs in various stages of development, the organization may choose to buy the software.

6. Sophisticated Software: If prewritten software packages are more sophisticated then the organization’s ability to develop,  then it may decide to buy the prewritten package.
5. Discuss methods of validating vendors proposal.
Ans: The organization should list the criteria for evaluation of vendors and rank them in descending order of importance.  Thereafter, the vendor’s proposal is taken up  for validation.  

Some methods of validation are : 

1) Reference from current users and Bench mark tests :

A. Current user Reference : a) Current users of a software package will be able to provide information about performance, unanticipated problems and unexpected benefits of the program.

b) Vendors may provide a list of various users of their packages.  A reference is made to such users before purchasing the software to ascertain whether the software will satisfy the organizational requirements. 
B. Benchmarking Test : a) The s/w benchmark test consists conducting a test run of the s/w i.e., using the organization’s transactions to assess the processing speed, user-friendliness of the program and operation of special features like report-writing capabilities.

b) A s/w  Benchmark test is considered slightly difficult since only experienced persons in actual operation over a long period of time can provide a full test of advantages and limitations of s/w package. Sources of Benchmark data are Manufacturers, System Analysts. 

2) Checklist : It is most simple  but subjective method for validation and evaluation.  The various requirements relating to s/w and support services are put as questions to the vendor in a questionnaire.  The checklist is prepared by the organization.  On receipt of satisfactory responses from the vendor, his proposal is taken up for validation.  Checklist may be used only for minor projects.

3) Point-scoring Analysis : 

Step-1 : The Evaluation Committee assigns potential points to each of the evaluation criteria based on its relative importance.

Step-2 :  Each vendor of his package is rated by awarding points.  The Evaluation Committee awards points to the vendor for each criteria on the basis of the responses of the vendor in his Requirement for Proposal.

Step-3 : The points are summed up for all criteria and the highest point total determines the winner.
4) Public Evaluation Reports : 

· Consultancy agencies compare H/w and S/w performance for various manufactures and publish their reports in industrial journals, editorials etc.

· The management analyses the reports published and selects the best among the reported vendors.

· Public Evaluation Reports are particularly useful where the organisation’s buying staff have inadequate knowledge about computer facts.

· For some specific criteria published reports may not be available.  In such cases, the other methods of validation are to be used.
6.What is the vendor evaluation ? Define the process for the same ? [May 05,06]
Ans: Once the proposals are received from various vendors for the system, it is the responsibility of the IT Incharge or the committee to select the best product relevant to the requirements/needs of the  organization. It is a very tedious and time consuming process and needs a very professional approach in order to safeguard the interests of the organization. The vendors would be offering various types of   variations, configurations and options. In order to facilitate the process, following are the factors contributing to evaluation and validation process of vendors’ proposals:

1. The Performance Capability of Each Proposed System in Relation to its Costs: It is imperative that a vendor system be capable of processing the organisation’s data within the time frames desired by management. Otherwise, delays in providing needed outputs will occur once the computer system is operational. There are many measures of performance, including speed, response time, number of users supported, and system testing. One way to examine the operating efficiency of a particular system is to use a benchmark test. With this approach, the vendor’s system performs a data processing task that the new system must perform (e.g., payroll processing), and representatives of the organisation then examine the outputs for accuracy, consistency, and efficiency.  

2. The Costs and Benefits of Each Proposed System: The accountants on the design team will analyze the costs of every vendor’s proposed system in relation to the system’s anticipated performance benefits – i.e., will perform a cost-benefit analysis for each proposed system. In this effort, the accountants should also investigate the differences between purchasing and leasing each vendor’s system. If the steering committee elects to purchase its computer system, the accountants should then advise the committee on a realistic depreciation schedule for the new system. 

3. The Maintainability of Each Proposed system : Maintainability refers to the case with which a proposed computer system can be modified. For example, this flexibility enables a firm to alter a portion of a payroll system to reflect new tax laws. 

4. The Compatibility of Each Proposed system with Existing Systems: Compatibility refers to the ability to implement and interface the new system with existing computer resources and software. In some instances, this comes down to hardware issues. For example, it may not be possible to run specific software modules of the new system on some of the company’s older local area network servers, which will consequently have to be upgraded. But compatibility issues can also involve the operating system, existing application software, or procedural concerns as well . 

5. Vendor Support : Vendor support includes such things as 

(1) training classes that familiarize employees with the operating characteristics of the new system, 

(2) help in implementing and testing the new system, 

(3) assistance in maintaining the new system through a maintenance contract, and 

(4) backup systems for temporarily processing company data if required. The availability of “business-hours-only” versus “round-the-clock” support is another consideration. Most vendors charge extra for enhanced services.

7. Briefly explain the various stages of developing an in-house program? [Nov 04]
An in-house creation of programs commonly involves the following six stages:

(i) Program analysis: In this stage, the programmer ascertains for a particular application (e.g. up-dating of the stock file) the outputs required (i.e. the updated stock file, listing of replenishment orders etc.), the inputs available (i.e. the stock master file, the receipts and issues transactions file) and the processing (i.e. updating the physical balance, computing stock value for various items et.). The programmer then determines whether the proposed application should be programmed at all. It may be possible that the proposal is shelves for modification on technical grounds.

(ii) Program design: In this stage, the programmer develops the general organization of the program as it relates to the main functions to be performed. Out of several other tools available to him, input, output, file layouts, and flowcharts are quite useful at this stage. These layouts and flowcharts etc. are provided to the programmer by the systems analyst.

(iii) Program coding: The logic of the program outlined on the flowcharts is converted into program statements or instructions at this stage. For each language, there are specific rules concerning format and syntax. It is highly desirable that the programs are simple to understand. Each coded instruction is then entered on to a magnetic media. These coded instructions known as source programs are then translated into a machine language by an interpreter or a compiler. These translators have diagnostic capabilities i.e., they point out the syntax errors in the program. 

(iv) Debug the program: The process of debugging a programme refers to correcting programming language syntax and diagnostic errors so that the program 'compiles cleanly'. A clean compile means that the program can be successfully converted from the source code written by the programmer into machine language instructions. Once the programmer gets a clean compile, the program is ready for execution. Thereafter, a careful and thorough testing of program is done using structured walk throughs. A careful and thorough testing of each program is imperative to the successful installation of any system. The programmer should plan the testing to be performed including all possible exceptions. A long of test results and all conditions successfully tested should be kept.

(v) Program documentation: The writing of narrative procedures and instructions for people who will use software is done throughout the program life cycle. Managers and users should carefully review documentation in order to ensure that the software and the system behave as the documentation indicates. If they do not, documentation should be revised. User documentation   should also be reviewed for understandability. 

(vi) Programme maintenance: The requirements of business data processing applications are subject to continual change. This calls for modification of the various programmes. There are, usually separate categories of programmers called maintenance programmers who are entrusted with this task. There is a difficult task of understanding and then revising the programmes they did not write. This should bring out the necessity of writing simple programs which could be easily understood. These six stages are known as the program development life cycle.

8. Briefly discuss any five program design tools? [May 2004, Nov 2007]
Five program design tools are discussed below: 

(i) Program Flow Chart: Program flow chart is among the most common program design tools. Flow chart depicts the logical steps through which a computer program must proceed when solving a problem. Often it does not provide a broad view of how the program is organized. Also, sometimes it is difficult for programmers to translate a program flow chart directly into a structured code.

(ii) Pseudo Code: When reviewing the work done by a program designer, users may also need to review narrative  descriptions of a program logic. Pseudo-code, like program flow charts, also represents program logic. However, instead of using graphical symbols and flow lines, pseudo-code presents program logic in English – like statements. Pseudo-code is generally preferred by programmers over flow charts because it represents program code more closely. Many users also find pseudo code more understandable than program flow charts. Pseudo-code is particularly useful when designing transaction processing and information – retrieval programs. 

(iii) Structure Chart: Structure Chart which looks similar to corporate organization chart is useful for organizing problems. The structure chart organizes each of the program tasks into well-defined modules. The higher level modules represent control portion of the program; the lowest level modules do the actual task of the program. It does not give any detail of the actual program logic and the order in which various tasks are performed. Instead they show how all the logical functions of the program fit together as a whole 

(iv) 4GL Tools: Fourth generation languages provide a way out to remove the obstacles of the above three design tools. These tools ensure that the work done with them is consistent with the other work performed by the system team. The automation of manual task and internal consistency checks are two reasons due to which productivity gains result from using 4GL tools. 

(v) Object oriented programming and design tools: These tools provide a means of enhancing programmer productivity and of reducing the application backlogs common in many organisations. It results in a model that describes objects,classes and their relationships to one another. It is often taken from DFD. In fact, every input and output screen, every process and data store found in a fully decomposed DFD may be a candidate of an object in an object – oriented design.

9.List the various sources of acquiring the s/w ? [Nov 2004]
(i) At the time of selection of hardware, it should be identified which manufacturer supplies general/particular software. It has been observed that all manufacturers supply general software packages for LP, PERT etc. and packages for such commercial applications as inventory control and production planning etc. A few manufacturers also offer packages specially designed for a particular industry such as airline reservation, banking and insurance.

(ii) After deciding user outputs and input designs, the system developer may decide to create the software in-house i.e. a ‘make decision’. 

(iii) At this stage, the decision may be taken to acquire the software from the vendor. This decision is often called the ‘buy decision’. In market, several pre-packaged application software in many business functions, including accounting, general ledger etc. are available. Therefore, they could be directly purchased, and personnels be trained to start the work immediately. 

(iv) Computer manufacturers, large and small software houses and computer retail stores are some of the sources from where software packages can be purchased. 

(v) There are user groups or association of users of a particular computer system, which are the sources of packaged software. These softwares are developed by one member organisation and made available to other members. 
10. Briefly describe various steps involved in system testing ? [May 2008]
Steps involved in system testing: System level testing must be conducted prior to installation of an information system.  It involves 

(a) preparation of realistic test data in accordance with the system test plan, 

(b) processing the test data using the new equipment 

(c) thorough checking of the results in all system tests and 

(d) reviewing the results with future users, operators and support personnel. System level testing is an excellent time for training employees in the preparation of the IS as well as maintaining it. 

One of the most effective ways to perform system-level testing is to perform parallel operations with the existing system. Parallel operations consist of feeding both systems the same input data and comparing data files and output results. Despite the fact that the individual programs were tested, related conditions and combinations of conditions that have not envisioned are likely to  occur. Last minute changes to computer programs are necessary to accommodate the new conditions. 

One procedure for testing the new interactive system is to have several remote input terminals connected on line, which are operated by supervisory personnel backed up by other personnel operating in the old system. The outputs are checked for compatibility and appropriate corrections are made to the on-line computer programs. Once this segment of the new system has proved satisfactory, the entire terminal network can be placed into operation for this one work. Additional sections of the system can be added by testing in this manner until all programs are operational. During parallel operations, the mistakes detected are often not those of the new system but of the old one. These differences should be reconciled as far as it is feasible economically.

11) Briefly discuss the concept of “Program debugging” [Nov 2001]
Ans: 

1)The process of debugging a program refers to correcting programming language syntax and diagnostic errors so that the programs “ compiles cleanly”. 

2) A clean compile means that the program can be successfully converted from the source code written by the programmer into machine language instructions. 

3)Once the programmer achieves a clean compile, the program is ready for structure walk through discussed below. 

Debugging can be tedious task. It consists of four steps :

i) inputting the source program to the complier, 

ii) letting the complier find error in the program, 

iii) correcting lines of code that are in error, and 

iv) resubmitting the corrected source program as input to the complier. 

The length of time required to debug a program can be shortened considerably by the use of an interactive compiler which checks the source program and displays any errors on a CRT or prints them on a printer. The programmer corrects the indicated errors and initiates the interactive compiler as often as necessary until all errors are corrected.
10. SYSTEM IMPLEMENTATION AND MAINTENANCE
1. Describe various steps that should be taken for successful installation of the   equipment during the implementation phase.

Ans: Following steps should be taken for successful installation of the equipment: 
1. Site preparation: An appropriate location must he found to provide an operating environment for the equipment that will meet the vendor’s temperature, humidity and dust control specifications. It is very important to lay down proper procedures

for acquiring and planning space layout in the systems implementation. A bad layout cannot only drastically reduce the productivity of the data processing department but also that of the entire organization as a whole. If the system is micro computer, little layout and site preparation work is needed. However, the electric lines should be checked to ensure that they are free of static or power fluctuation. It will be better to install a ‘clean’ line that is not shared by other equipments. In case of mini computer, or a mainframe, the Project Manager should prepare a rough layout, make cost estimates and get budget approved from the management. Layout planning must be done well in advance in order to permit acquisition for long lead-time items like air-conditioning equipments, etc. The following factors should be taken into consideration for space planning:

· Space occupied by the equipments

· Space occupied by the people, and

· Movement of equipment and people.

The site-layout should allow ample space for moving the equipment in and setting it for normal operation. Vendors will provide clearance requirement for performing services and maintenance and for air circulation. These requirements must be strictly adhered to otherwise warranties may become void and maintenance discontinued until specifications are met. Carpets etc, should be avoided whenever possible in the computer room since they can create static charge which can cause the introduction of errors in the data or, in some case, accidental erase of data. Highly waxed floors produce the same effect. It is best to have the site preparation completed prior to the delivery of the equipment, since vendors are reluctant to deliver equipment when construction work is still in progress. 
2. Equipment installation: The equipment must be physically installed by the manufacturer, connected-to the power source and wired to communication lines, if required.

3. Equipment check out: The equipment must be turned on for testing under normal operating conditions. Not only the routine ‘diagnostic test’ should be run by the vendor, but also the implementation team should devise and run extensive tests of its own to ensure that equipments are in proper working condition.
2. Write shortnote on System Maintenance.
Systems Maintenance: Most information systems require at least some modification after development. The need for modification arises from a failure to anticipate all requirements during system design and / or from changing organisational requirements. The changing organizational requirements continue to impact most information systems as long as they are in operation. Consequently periodic systems maintenance is required for most of the information systems. Systems maintenance includes adding new data elements, modifying reports, adding new reports and changing calculations. 
Maintenance can be categorised in the following two ways: 
(1) Scheduled maintenance is anticipated and can be planned for. For example the implementation of a new inventory coding scheme can be planned in advance.  
(2) Rescue maintenance refers to previously undetected malfunctions that were not anticipated but require immediate solution. A system that is properly developed and tested should have few occasions of rescue maintenance. 

More and more systems are developed, a greater portion of systems analyst and programmer time is spent on maintenance which is a continuous exercise.
3. Describe various strategies for change over from manual system to computerized system. 
Ans: Strategies for change over from manual system to computerized system :              The following strategies are adopted: 
(i) Direct change over: Conversion by direct changeover means that on a specified date the old system is dropped and the new system is put into use. This can be successful only if extensive testing is done before hand. It is risky approach and may cause long delays if error occurs. Users may resent being forced into using an unfamiliar system.

(ii) Parallel conversion: This refers to running the old system and the new system at the same time, in parallel. Both systems are run simultaneously for a specified period of time and the reliability of results is examined. When the same results are gained over time, the new system is put into use and the old one is stopped. The advantage includes the possibility of checking new data against old data. It also offers a feeling of security to users who are not forced to make abrupt changes. However, cost of running two systems is high and at the same time workload also increases. With a given choice between two systems, employees will continue to use old system because of their familiarity with it.

(iii) Gradual conversion: In this plan, the volume of transactions is gradually increased as the system is phased in. It combines the best features of the earlier two plans. However, it takes too long time to get new system in place.

(iv) Modular conversion: This approach uses the building of modular, operational prototypes to change from old system to new in a gradual manner. As each module is modified and accepted, it is put into use. In this manner, each module is tested thoroughly and users also get familiarised. However, special attention is required to be paid to interfaces so that the modules being built actually work as a system. 

(v) Distributed system: In this method, one entire conversion is done at one site. When that conversion is successfully completed, other conversions are done for other sites. It is most popular in banking industry or in franchises etc. This approach requires that peculiarities of each site should be handled properly.

4. Explain different activities involved in conversion from manual system to computerized system.
Ans:
Activities involved in conversion: Conversion includes all those activities, which must be completed to successfully convert from the pervious system to the new information system. Fundamentally these activities can be classified as follows: 

(i) Procedure Conversion - Operating procedures, for both computer operations and functional area operations, should be completely documented for the new system. Operating procedures must be clearly spelt out for personnel in the functional areas undergoing changes. Information on input, data files, methods, procedures, outputs and internal controls must be presented in clear, concise and understandable terms for the average reader. Qualified system personnel should provide training in the conversion areas to communicate and coordinate new development.

(ii) File Conversion - Because large files of information must be converted from one medium to another, this phase should be started long before programming and testing are completed. Present manual files are likely to be inaccurate and incomplete where deviations from the accepted formats are common. If the existing system is operating on a computer but of different configuration, the formats of the present computer files are generally unacceptable for the new system. Data from floppy discs, magnetic tapes and comparable media will have to be placed on magnetic disc to construct an on-line common database. File conversion programs must be thoroughly tested. Adequate controls should be implemented for output of conversion program.
(iii) System Conversion - After online and off-line files have been converted and the reliability of the new system has been confirmed for a functional area, daily processing can be shifted from the existing information system to the new one. A cut-off point is established so that database and other data requirements can be updated to the cut-off point. Consideration should be given to operating the old system for some more time to permit checking and balancing the total results of both systems. All differences must be reconciled. If necessary, appropriate changes are made to the new system and its programs. The old system can be dropped as soon as the data processing group is satisfied with the new system’s performance. 
(iv) Scheduling personnel and equipments – Scheduling data processing operations of a new information system and the new equipment is very necessary. Schedule should be set up by the system manager in conjunction with departmental managers of operational units serviced by the equipment. The master schedule for next month should provide sufficient computer time to handle all required processing. Daily schedule should be prepared in accordance with the master schedule and should include time necessary for reruns, program testing, special non-recurring reports and other necessary runs. Just as the equipment must be scheduled for its maximum utilisation, so must be personnel who operate the equipment.  
(v) Alternative Plans in case of equipment failure – Alternative processing plans must be implemented in case of equipment failure. Priorities must be given to those jobs which are critical to an organisation such as billing, payroll and inventory. Critical jobs can be performed manually until the equipment is set right. Documentation of alternative plans stating explicitly what the jobs are, how they are to be handled in case of equipment failure, where compatible equipment is located, who will be responsible for each area during downtime and what dead-lines must be met during the emergency. 
5.What is the purpose of the system evaluation ? How is it performed ?
System evaluation provides the feedback necessary to assess the value of information and the performance of personnel and technology in the newly designed system. The feedback provides information regarding adjustments required in the Information system. There are two basic dimensions of information systems that should be evaluated. The first dimension is concerned with whether the newly developed system is operating properly. The other dimension is concerned with whether the user is satisfied with the information system with regard to the reports supplied by it.

(1) Development evaluation: Evaluation of the development process is primarily concerned with whether the system was developed on schedule and within budget. It requires schedules and budgets to be established in advance and that records of actual performance and cost be maintained. Due to the uncertainty and mystique associated with system development, they are not subject to traditional management control procedures.

(2) Operation evaluation: The evaluation of the information system’s operation pertains to whether the hardware, software and personnel are capable to perform their duties and they do actually perform them so. Operation evaluation answers  such questions.
1. Are all transactions processed on time?

2. Are all values computed accurately?

3. Is the system easy to work with and understand?

4. Is terminal response time within acceptable limits?

5. Are reports processed on time?

6. Is there adequate storage capacity for data?

(3) Information evaluation: An information system should also be evaluated in terms of information it provides. Satisfaction can be used as a measure to evaluate the information provided by an information system. Measurement of user satisfaction can be accomplished using the interview and questionnaire technique. If management is generally satisfied with an information system, it is assumed that the system is meeting the requirements of the organization. If management is not satisfied, modifications ranging from minor adjustments to complete redesign may be required. 

6 Why is personnel training important? What type of training should be imparted to users?

Personnel training: A system can succeed or fail depending on the way it is operated and used. The quality of training received by the personnel involved with the system in various capacities helps or hinders the successful implementation of information system. Thus, training is a major component of systems implementation. When a new system is acquired which often involves new hardware and software, some type of training is needed. Users must be instructed first how to operate the equipment. The training must also instruct individuals involved in trouble shooting of the system, determining whether the problem is caused by the equipment or software or by something they have done in using the system. Training in data coding emphasizes the methods to be followed in capturing data from transactions or preparing data for decision support activities. Users should be trained on data handling activities such as editing data, formulating inquires and deleting records of data. They will have to prepare disks, load paper into printers or change ribbons on printers, format and test the disk.
6. ENABLING TECHNOLOGIES

1. What is client server architecture? What are the characteristics of Client/Server technology?
Ans: Client server refers to computing technologies in which the hardware and software components (i.e. Client and server) are distributed across a network. The Client /server software architecture is a versatile, message-based and modular infrastructure that is intended to improve usability, flexibility, interoperability and scalability as compared to centralized, mainframe, time sharing computing. This technology includes both the traditional database-oriented c/s technology, as well as more recent general distributed computing technologies.

Characteristics of Client/Server Technology:-

There are ten characteristics that reflect the key features of client / server system. These ten characteristics are as follows:

1. Client/server architecture consists of a client process and a server process that can be distinguished from each other.

2. The client portion and the server portions can operate on separate computer platforms.

3. Either the client platform or the server platform can be upgraded without having to upgrade the other platform.

4. The server is able to service multiple clients concurrently: in some client/server systems, clients can access multiple servers.

5. The client/server system includes some sort of networking capability. 

6. A significant portion of the application logic resides at the client end

7. Action is usually initiated at the client end, not the server end.

8. A user-friendly graphical user interface (GUI) generally resides at the client end.

9. A structured query language (SQL) capability is characteristic of the majority of c/s systems.

10. The database server should provide data protection and security.
2. Describe various components of Client server architecture.
Ans: Components of Client Server Architecture: It includes following five components : 

(i) Client: Clients, which are typically PC’s, are the user of the services offered by the servers. There are basically three types of clients: 

(a) Non-GUI clients: These require a minimum amount of human interaction. These include ATM, Cell Phones, Fax machine and robots. 

(b) GUI Clients : These are human interaction models usually involving objects/action models like pull down menu in Windows 3-x.

(c) Object oriented GUI: This client takes GUI-client even further with expanded visual formats, multiple work places and object interaction rather than application interaction. Windows 95 is a common OOGUI-client.

(ii) Server: Server awaits requests from the client and regulates access to shared resources. There are servers, which fulfil different functions as stated below: 

(a) File server makes it possible to share files across a network by maintaining a shared library of documents, data and images. 

(b) Database server allows processing power to execute SQL requests from clients.

(c) Web server allows clients and servers to communicate with a universal language called HTTP.

(iii) Middleware: The network system implemented within the client/server technology is commonly called as middleware. It is all the distributed software needed to allow clients and server to interact. It is typically composed of four layers, which are 

(i) service, (ii) back end processing, (iii) network operating system and (iv) transport stacks.

(iv) Fat client/Fat server: In a Fat client system, more of the processing takes place on the client like with a file server or database server. In Fat server, more emphasis is on the server and it tries to minimize the processing done by the clients. Example of Fat server is web server.

(v) Network: The network hardware includes cabling, the communication cords and the device that links the server and the clients. The communication and data flow over the network is managed and maintained by network software.

3. Describe four categories of risks that are to be considered during the transition from the mainframe (or PC) to client/server. 
There are risks involved in the transition from mainframe (or PC) to client/server. These risks can be classified into four categories as discussed below:  
(i) Technological Risk: The technological risk is quite simple- Will the new system work? The short-term aspect of this question is -will it literally work? But more important aspect of the risk is that in the long run the system may grow obsolete. That it will become obsolete is probably inevitable thus the question becomes-how soon will it become obsolete. To resolve this issue, the firm and the IT consultant/division should understand system standards and market trends and use them in their decision making processes while deciding what system to incorporate into their organisation. 
(ii) Operational Risks: These risks parallel the technological risks in both the short and long run. Respectively, they are: will the organisation achieve the performance it needs from the new technology and will the software that it chooses be able to grow or adapt to the changing needs of the business. Once again sound planning and keeping an eye to the future are the only remedies for these risks.  
(iii) Economic Risks: In the short run, firms are susceptible to hidden costs associated with the initial implementation of the new client/server system. Cost will rise in the short term since one needs to maintain the old system (mainframe) and the new client server architecture development. In the long run, the concern centres around the support costs of the new system. 
(iv) Political Risks: Finally, political (people) risks involved in this transition are addressed. Here, the short-term question is-will end users and management be satisfied? The answer to this is definitely not if the system is difficult to use or is plagued with problems. The long run question concerns costs, unless the mainframe is completely replaced, the total cost of transaction processing for the organisation as a whole goes up and this creates political problems.
4. Define a 2-tier and a 3-tier architecture.
Ans: 2-tier and 3-tier architecture: 2-tier refers to fat clients and 3-tier refers to fat servers in a client/server architecture. Fat client and fat-server serve as vivid descriptions of the type of client/server systems in place. In a fat-client system, more of the processing takes place on the client, like with a file server or database server. Fat-servers place more emphasis on the server and try to minimise the processing done by the clients. Examples of fat-servers are transaction, Groupware, and the web servers. 
5. What are the control techniques to be checked to ensure security for client/server technology? 
· To increase the security for client / server technology, an IS auditor should ensure that the following control techniques are in place: 
· Access to data and application is secured by disabling the floppy disk drive.

· Diskless workstation prevents unauthorized access.

· Unauthorized users may be prevented from overriding login scripts and access by securing automatic boot or startup batch files.
· Network monitoring can be done to know about the client so that it will be helpful for later investigation, if it is monitored properly. Various network-monitoring devices are used for this purpose. Since this is a detective control technique, the network administrator must continuously monitor the activities and maintain the devices, otherwise these tools become useless.

· Data encryption techniques are used to protect data from unauthorized access.

· Authentication systems can be provided to a client, so that they can enter into system, only by entering login name and password.

· Smart cards can be used. It uses intelligent hand-held devices and encryption techniques to decipher random codes provided by client-server based operating systems. A smart card displays a temporary password based on an algorithm and must be re-entered by the user during the login session for access onto the clientserver system.

· Application controls may be used and users will be limited to access only those functions in the system that are required to perform their duties. 
7.Write Short note on Sever centric computing 
Ans: Server Centric Computing is a model in which applications are deployed, managed, supported and executed 100% on a server. The client handles data entry and information display. It uses a multi-user operating system and a method for distributing the presentation of an application's interface to a client device. With server-based computing, client devices, whether 'fat' or 'thin' have instant access to business critical applications via the server-without application rewrites or download. This means improved efficiency when deploying business-critical applications. In today's environment, this server-based computing model is very useful for growing enterprises because it provides them with the tools and capabilities they need to be successful. Traditionally used for centralised business applications such as general ledger, payroll etc., this model now includes web-based applications where the user browse through data over the network.
Important Short Notes:
1.Programmed and Non-Programmed decisions

2.Materials Requirement Planning(MRP)

Ans: Material Requirements Planning: A major cause of production inefficiency in organisations is a lack of integrated production planning, production scheduling, and production control information systems. One approach to improve production efficiency is materials requirements planning (MRP.) which integrates several production related information systems so that MRP system can access and extract data from these systems to accomplish production scheduling. MRP's purpose is to greatly improve both inventory management and production scheduling. To achieve the efficiencies of which they are capable, MRP systems require high levels of discipline-such as not requisitioning materials long before they are needed, proper scrap reporting, and using well-defined procedures for implementing and recording changes promptly. Accurate input data also is absolutely necessary; for example inventory quantity data must be accurate, and interplant transfers must be recorded accurately and promptly.

The benefits of a successful MRP system include:

1. Significantly decreased inventory levels and corresponding decreases in inventory carrying costs.

2. Fewer stock shortage, which cause production interruptions and time-consuming schedule juggling by managers,

3. Increased effectiveness of production supervisors and less production chaos.

4. Better customer service-an increased ability to meet delivery schedules and to set delivery dates earlier and more reliably.

5. Greater responsiveness to change. MRP gives manufacturing a better feel for the effects of economic swings and changes in product demand can be translated into schedule changes quickly.

6. Closer coordination of the marketing, engineering, and finance activities with the manufacturing activities.

3. Personnel Information System :

Personnel Information system deals with the flow of information relating to people working in the organization and future personnel needs. It is concerned with six basic sub-systems of the personnel functions as discussed below:

(1) Recruitment: Properly managed recruitment sub-system may forecast personnel needs and skills required for recruiting personnel at the proper time to meet organizational manpower needs.

(2) Placement: This sub-system is concerned with the task of matching the available persons with the requirements. A good placement sub-system makes use of latest behavioural tools and techniques.

(3) Training and Development: As technological changes and demands for new skills accelerate, many companies find that they must develop much of their requirements from internal sources. In addition, a large part of the work force must constantly be

updated in new techniques and developments.

(4) Compensation: This sub-system is concerned with the task of determining pay and other benefits for the workers of the concern. It makes use of traditional payroll and other financial records, government reports and unions expectation before arriving

at the final figure of pay and other benefits for each category of workers.

(5) Maintenance: This sub-system is designed to ensure that personnel policies and procedures are achieved. It may be extended to the operation of systems control, work standards which are required to measure performance against financial plans

or other programs and the many subsidiary records normally associated with the collection, maintenance and discrimination of personnel data.

(6) Health and Safety: This sub-system is concerned with the health of personnel and 

the safety of jobs in the organization.
4. What are the production information requirements of a GM (Production and Operations

Management ) with regard to production planning and control ?

Ans: The production planning and control system involves two main procedures: the specification of materials and operations requirements and production scheduling. The information requirements of a GM for the materials and operations phase of any

organisation are as stated below:

(i) Firm’s policy with regard to production of various products.

(ii) Sales order, sales forecast, stock position, order backlog.

(iii) Available labour force with their capabilities

(iv) Standards of labour time, material, machine time and overhead cost etc.

(v) Schedule of meeting the sales orders, region-wise, territory-wise etc.

(vi) Quality norms for materials to be used and for the finished products.

(vii) Break-up of the jobs and their resource requirements. Planning the specific time at which product items should be manufactured is known as production scheduling. 

The information is required by the production-scheduling department so as to meet the following objectives:

(i) to determine the stages of production in sequential and rational order;

(ii) to minimise the idle time on the part of the operators and equipments;

(iii) to assess the extent of need for subcontracting to outside parties;

(iv) to ensure that completion dates and target dates of completing the production plans are met fully; and

(v) to study alternative methods to performing the activities so that time taken to perform can be further reduced.

5. Discuss any five benefits which are attained by implementing a computerized model for making decision.
Some of the benefits offered by a computerised model are:

(i) Makes a fairly accurate forecast of net income for one year.

(ii) Prepares short-term profit plans and long-range projections.

(iii) Provides preplanning information in budget preparation.

(iv) Calculates variances between budgeted and actual results.

(v) Triggers revised forecasts if not proceeding in accordance with plan.

(vi) Acts as early warning system for monitoring activities and signaling necessary reactive plans.

(vii) Indicates effect on income and cash flow by following alternative investment strategies.

(viii) Assists in planning the addition of new facilities and a host of special studies.

(ix) Accomplishes all the preceding item with great speed

6. Firewalls :

A firewall is a system that enforces access control between networks. To accomplish this:

All traffic between the outside network and the organization’s intranet must pass through the firewall.

Only authorized traffic between the organization and the outside, as specified by formal security policy, is allowed to pass through the firewall.

The firewall must be immune to penetration from both outside and inside the organization.

Firewalls are of two types as discussed below:

Network level firewall: This type of firewall consists of screening router that examines the source and destination addresses that are attached to incoming messages. The firewall accepts or denies access requests based on filtering rules that have been programmed into it.

Application level firewall: It provides a high level of customized network security, but can be highly expensive. These systems are configured to run security applications called proxies that permit routine services to pass through firewall. It can also perform functions such as logging or user authentication for specific task. If an outside user attempts to connect to an  unauthorized service or file, the network administrator can be notified immediately.
7. Transaction logs :

Transaction Logs – Every transaction successfully processed by the system should be recorded on transaction log, which serves as a journal. There are two reasons for creating a transaction log. First, the transaction log is a permanent record of transactions. The validated transaction file produced at the data input phase is usually a temporary file. Once processed, the records on this file are erased to make room for the next batch of transactions. Second, not all the records in the validated transaction file may be successfully processed. Some of these records may fail tests in the subsequent processing stages. A transaction log should contain only successful transactions i.e. those that have changed account balances. Unsuccessful transactions should be placed in an error file. The transaction log and error files combined should account for all the transactions in the batch file. The validated transaction file may then be scratched with no loss of data.

8. Source Program library controls :
 In large computer systems, application program modules are stored in source code form on magnetic disks called the source program library (SPL). To control the SPL, protective features and procedures must be explicitly addressed. This requires the implementation of SPL management system. This software is used to control four critical functions.

o Storing programs on the SPL.

o Retrieving program for maintenance purposes.

o Deleting obsolete programs from the library.

o Documenting program changes to provide an audit trail of the changes.

SPLMs may be supplied by the computer manufacturer as part of operating system or may be purchased through software vendors. An SPL requires specific planning and control techniques to ensure program integrity. The following control techniques may be used:

Password control : One form of access control over the SPL is provided by assigning passwords. Every financially significant program stored in the SPL can be assigned a separate password. However, passwords have drawbacks. When more than one person is authorized to access a program, preserving the secrecy of a shared password is a problem.

Separation of Test Libraries : Under this concept, a strict separation is maintained between the production programs that are subject to maintenance in the SPL and those being developed. Production programs are copied into the programmer’s library for maintenance and testing purposes only. Direct access to the production SPL is limited to a specific librarian group that must approve all requests to modify, delete, and copy programs. Passwords for production programs can be changed regularly and disclosed only on a need-to-know basis 
9. Encryption: Encryption refers to conversion of data into a secret code for storage in databases and transmission over networks. The sender uses an encryption algorithm to convert the original message called clear text into a coded equivalent called cipher text. At the receiving end, the cipher text is decoded (decrypted) back into clear text. The encryption algorithm uses a key, which is a binary number that is typically from 56 to 128 bits in length. The more bits in the key, the stronger the encryption method. Today, nothing less than 128 bit algorithms are considered truly secure. Two general approaches to encryption are private key and public key encryption.

Private Key Encryption: Data encryption standard (DES) is a private-key encryption technique designed in the early 1970s by IBM. The DES algorithm uses a single key known to both the sender and the receiver of the message. To encode a message, the

sender provides the encryption algorithm with the key, which is used to produce a cipher text message. The message enters the communication channel and is transmitted to the receiver’s location, where it is stored. The receiver decodes the message with a

decryption program that uses the same key employed by the sender.

Public Key Encryption: The public key encryption technique uses two different keys: one for encoding messages and the other for decoding them. Each recipient has a private key that is kept secret and a public key that is published. The sender of a

message uses the receiver’s public key to encrypt the message. The receiver then uses his or her private key to decrypt the message. Users never need to share their private keys to decrypt messages, thus reducing the likelihood that it may fall into the hands of criminal.
10.What are CASE tools? Discuss briefly its three categories.

CASE stands for “Computer Aided Software Engineering”. CASE tools are automated software tools. CASE encompasses computer based procedures, techniques and tools which can be used to develop, maintain and re-engineer software. CASE technology allows different types of tools to be assessed and compared. It also provides a conceptual basis of understanding.

The three categories of CASE tools are: 

1. Tools that support individual process tasks such as checking the consistency of a design, compiling a program, comparing test results and so on.

2. Work benches to support process phases such as specification, design etc. They consist of sets of tools with variable degree of integration. 

3. Environments support for all or part of software process. Includes several different workbenches which are integrated in some way.

11. What  are  the five different levels of integration of CASE tools ?

There are five different levels of integration of CASE tools as stated below

(1) Platform integration: Here the tools to be implemented run on the same platform where platform means either a single computer/operating system or a network of system.

(2) Data integration: It is the process of exchange of data by CASE tools. The result from one tool can be passed on as input to other tools.

(3) Presentation integration: It means that the tools in the system use a common metaphor or style and a set of common standards for user interaction.

(4) Control Integration: It is the mechanism of one tool in a workbench or environment to control the activation of other tools in the CASE system. 
(5) Process integration: This means that the CASE system has embedded knowledge about the process activities, their phasing, their constraints and the tools needed to support their activities.

4.SYSTEMS APPROACH & DECISION MAKING

1.How Systems approach can be used for solving Problems?[Nov 2005]

Ans : The system approach to management is in fact a way of thinking about management problems. It visualizes an   organization as a group of interacting and interdependent parts with a purpose. Managers are not in a position to deal with individual parts separately since action of one part is going to affect other parts. Each problem should be examined in its entirety to the extent possible and economically feasible from the point of view of the overall system of which the problem under consideration is one part. Under this approach, a manager should make conscious attempt to understand the relationship among various parts of the organization and their role in supporting the overall performance of the organization. Before solving problem in any financial area, or in any specific sector of the organization, he should understand fully how the overall system would respond to changes in its component parts. To understand how the system approach to problem solving is applied, let us consider the problem of long delays between receipts of orders and delivery in some hypothetical company. To seek a solution for the problems by applying systems approach, we would make use of the following steps as shown in the figure given below:

(i) Defining of the problem: The problem involved here is of inordinate delay between the receipt of orders and their delivery. This problem affects the vendor in various ways, e.g., a bad reputation, loss of customers, reduction in profits etc.

(ii) Gathering and analyzing data: The problem of delay may be because of following reasons:

(a) Excessive orders in the hand of vendors

(b) Shortage of power

(iii) Identification of alternative solutions: To overcome the stated problem by system approach, suppose the following two solutions exist:

(a) Refusals of orders, in case the total size of the orders exceeds the plant capacity of one shift.

(b) To run the plant in double shift to meet the commitment in time. Any shortfall in power supply may be met by installing a generator.

(iv) Evaluation of alternative solutions: Out of the two solutions as stated above, the second solution say accounts for an overall increase in the profitability of the concern after off-setting additional cost for the generator produced power. It also helps in retaining customers and growth of the concern. 

(v) Selection of the best alternative: Under this step, the management closely examines the alternatives and chooses the best alternative. In this case, the second alternative is finally chosen.

(vi) Implementation of the solution: The implementation of the solution requires the necessary policy changes. Besides this, the resources required to run the plant in double shift and installation of the generator are also to be arranged. Finally, appropriate procedures are developed to exercise smooth production and timely supply to customers. The concerned officers are accordingly instructed.

2.Discuss any five benefits which are attained by implementing a computerized model for making decision[May 03, Nov 07]
Ans: Some of the benefits offered by a computerised model are:

(i) Makes a fairly accurate forecast of net income for one year.

(ii) Prepares short-term profit plans and long-range projections.

(iii) Provides preplanning information in budget preparation.

(iv) Calculates variances between budgeted and actual results.

(v) Triggers revised forecasts if not proceeding in accordance with plan.

(vi) Acts as early warning system for monitoring activities and signaling necessary reactive plans.

(vii) Indicates effect on income and cash flow by following alternative investment strategies.

(viii) Assists in planning the addition of new facilities and a host of special studies.

(ix) Accomplishes all the preceding item with great speed

3. Discuss briefly the functional information areas.

Ans:

1.Different people in organizations working  in important functional areas require a wide variety of information to perform their job satisfactorily.  The information systems must satisfy all their informational requirements.

2.A business manager should have an understanding of – a) the major ways of use of information systems that support each of the business functions. b)  How information systems affect a particular business function or a particular industry related to his organizational objectives.

3.Business functions are generally categorized into four major groups viz., Production, marketing, personnel and finance.  The managers are required to make decisions in each of the above areas.  The functional areas and the respective sub areas requiring managerial decision making is represented bellow :
Major Functional Information Areas : 

1. Production : Production planning, Inventory control, Process control and R & D.

2. Marketing   : Market forecasting, Promotion Mgmt, Order Processing, Sales & Mrktg mgmt and Customer support.

3. Personnel  : Labour analysis, selection and recruitment, compensation, Training and development and Personnel Records.

4. Finance and Accounting : WC Mgmt, A/R, A/P, Payroll, Capital Budgeting, Profit planning and Tax management.
4. What are the production information requirements of a GM (Production and Operations Management ) with regard to production planning and control ?[Nov 2004]
Ans: The production planning and control system involves two main procedures: the specification of materials and operations requirements and production scheduling. The information requirements of a GM for the materials and operations phase of any organisation are as stated below:

(i) Firm’s policy with regard to production of various products.

(ii) Sales order, sales forecast, stock position, order backlog.

(iii) Available labour force with their capabilities

(iv) Standards of labour time, material, machine time and overhead cost etc.

(v) Schedule of meeting the sales orders, region-wise, territory-wise etc.

(vi) Quality norms for materials to be used and for the finished products.

(vii) Break-up of the jobs and their resource requirements. Planning the specific time at which product items should be manufactured is known as production scheduling. 

The information is required by the production-scheduling department so as to meet the following objectives:

(i) to determine the stages of production in sequential and rational order;

(ii) to minimise the idle time on the part of the operators and equipments;

(iii) to assess the extent of need for subcontracting to outside parties;

(iv) to ensure that completion dates and target dts of completing the production plans are met fully&

(v)to study alternative methods to performing the activities so that time taken to perform can be further reduced.
5. Finance and Accounting system is backbone of management information system.’ Explain.[Nov 03,08,May,06]
Ans: Finance and Accounting system: Finance and accounting are separate functions but are sufficiently related. Accounting covers the classification of financial transactions and summarization into the standard financial statements (profit and loss account and balance sheet). Finance system ensures adequate organisational financing at a low cost so as to maximize returns to shareholders (owners). It comprises of major functions such as granting of credit to customers, collection process, cash management, financing capital and so on. 

Financial Decision Making: Financial decision making deals with procurement of funds and their effective utilization in the business. Thus, there are two important aspects of financial decision-making. First relates to decisions regarding procurement of funds, and the second to decisions regarding effective utilization of funds in the business.

Procurement of funds: Procurement of funds is a complicated problem as there are number of sources from where the funds may be procured. Funds may be raised from various short-term sources such as banks, suppliers, credit etc. These sources have different characteristics in terms of risk, control and cost. The decision maker should make an analysis and decide for the options which involve minimum risk and cost. 

Utilisation of funds: The next set of financial decisions relates to effective utilisation of funds. There are several long term and short term assets where funds are to be deployed. It is crucial for an organisation to employ funds properly and profitably. The funds are procured at a certain cost with level of risk. If they are not utilized in a manner so that they generate incremental income over their cost, there is no point in running the business. Thus, each decision should be properly analysed while investing in fixed assets.

Financial Decisions: Various financial decisions made with the help of financial information system are as follows:

(i) Estimation of requirement of funds: A careful estimation of funds and the timing when they will be required is to be made. This can be done by forecasting all physical activities of the firm and translating them into monetary units.

(ii) Capital Structure Decision: Decisions are to be taken to select an optimum mix of different sources of capital structure. There are various options available for procuring funds. Decision maker has to decide the ratio between debt and equity, long term and short term funds etc. He has to ensure that overall capital structure is such that the company is able to procure funds at optimum cost.

(iii) Capital Budgeting Decisions: Funds procured from various sources are required to be invested in different assets. With the help of capital budgeting, decision maker can determine feasibility of investment in long term assets. This will help in attainment of financial objectives.

(iv) Profit Planning: Financial decision concerning profits and dividends are to be taken by decision maker. He has to ensure adequate surpluses in future for growth and distribution of dividends.

(v) Tax management: Tax planning is aimed at reducing of outflow of cash resources by way of taxes so that the same may be effectively utilized for the benefit of business. The purpose of tax planning is to take full advantage of exemptions, deductions, concessions, rebates, allowances and other relief.

(vi) Working Capital Management: Working capital is concerned with investment of long term funds into current assets. Decisions are to be taken for effective financing of current assets required for day-to-day running of the organisation.

6. What is Decision-Making? Describe the support provided by MIS in decision making.
Ans: a) Decision-making is a managerial process and function of choosing a particular course of action out of several alternative courses for the purpose of achieving the organisation’s goals. 

b) It involves committing the orgn to specific courses of action and entails commitment of resources in specified ways. 

c) Decisions can be categorised under two heads viz., structured and unstructured. 

d) A highly structured decision can be pre-planned or pre-specified. It can be programmable, in the sense that unambiguous decision rules can be specified in advance. It does not always mean that the decision making is automatic, although many programmable decisions are automatic. The structured programmable decision tends to be routine and repetitive.

e)  A highly unstructured decision cannot be preplanned or pre-specified. Such a decision is non-programmable. The unstructured decisions tend to occur frequently and tend to be nonroutine. 

MIS support in the case of structured and non-structured decision making cases differs as follows:

MIS support in the case of structured decisions: 
a)In the case of programmed decision, the organisation can prepare a decision rule or a decision procedure. 
b)This can be expressed by a set of steps to follow or a flow chart or a decision table, or a formula. c)The decision procedure should also specify the information to be acquired before applying the decision rules. These decisions can be handled by lower-level personnel. In fact, most of the highly structured decisions may be completely automated. 
d)The structured decisions clearly specify the information requirements, unambiguous procedures for data entry, validation procedures to ensure correct and complete input, processing of the input using the decision logic, and output of the programmed decision in a form that is useful for action. 
e)A useful output should be clear as to how it is to be used and should contain enough data to assist the  recipient to assess the reasonableness of the decisions. 
f)Here MIS supports fully the process of decision-making by making available the required information and procedures. 
MIS support in the case of unstructured decisions: 
a)The data/information requirements of unstructured decisions are not completely known in advance. B)The MIS support requirements for unstructured data includes access to data and a variety of analysis and decision procedures that can be applied to obtain the solution of the problem. 

7.Enumerate various information which are required for sales support and sales analysis[N06]
Ans : Information requirements for sales support and sales analysis are enumerated below:

(i) Sales support: A specialized sales support information system must provide the following information to sales personnel:

· Products descriptions and performance specifications.

· Product Prices.

· Quantity discounts and other product discount information.

· Sales incentives for salespersons.

· Sales promotions.

· Financing plans for customers.

· The strengths and weaknesses of competitors' products.

· The histories of customers ' relations with the company.

· Sales policies and procedures established by the company.

· Products that have not yet been introduced.

· Products' inventory levels.

· Buying habits of consumers.

These and other information come from a variety of sources. Product performance specifications, for example, may come from the engineering department. 
(ii) Sales Analysis: To keep abreast with the competitors in the market, the sales analysis is a very vital activity. It must provide the following information: 

· Sales trends (product-wise)

· Product wise profitability

· Region, branch wise sales performance

· Sales person wise performance

The above information is derived from Sales Transaction Processing System as well as from other systems like Financial Accounting System and HR Management System etc. The majority of information comes from actual sales transactions and is contained on sales invoices. To fully support the sales analysis system, invoices should contain information about product type, product quality, price discount terms, customer identity and type, sales region, and salesperson. Information from other sources should also be included in the sales reports. Specifically, the sales reports must contain information about the profitability of products, product lines, sales territories, and individual sales persons. Profitability reporting requires information about product administrative and selling costs
8. Write note on different subsystems of marketing information system[May 2005]
Ans : Marketing Information System - It is aimed at supporting the decision making, reporting and transaction processing requirements of marketing and sales management. It consists of following inter-related information sub-systems to enhance the decisionmaking capacities in various marketing activities:

1. Sales - The objective of the sales manager is to coordinate the sales effort so that the long-term profitability of the company is maximized. Decisions are required in the area of adequate stocks, effective distribution channels, effective motivation of sales personnel, promotion of more profitable products or product lines and good customer relations. Information required for analysis and support of sales is as stated below:

(a) Sales Support – Sales support information system provides information to sales personnel about the following: 

(i) Product descriptions and performance specifications

(ii) Product prices;

(iii) Quantity discounts,

(iv) Sales incentives for salespersons

(v) Sales promotions;

(vi) Strengths and weaknesses of competitor’s product;

(vii) Products’ inventory levels.

(viii) The histories of customers’ relations with the company.

(ix) Sales policies and procedures established by the company

(x) Buying habits of customers

(b) Sales analysis – The sales analysis is a major activity in most companies involved in sales. Its purpose is to provide information for analysis of :

(i) Product sales trends;

(ii) Product profitability on the product-by-product basis;

(iii) The performance of each sales region and sales branch;

(iv) The performance of respective sales persons.

Information for sales analysis is derived primarily from the sales order entry system; the majority of information from actual sales transactions and is contained on sales invoice. It includes information on product type, product quality, price, customer identity and type, sales region and salesperson etc.

2. Market Research and Intelligence –The objective of marketing research is to investigate problems confronting the other managers in the marketing function. These problems may involve sales, product development, advertising and promotion, customer service, or general marketing management needs. To satisfy these decision-making and reporting requirements, the market research department must either periodically or upon demand gather information from a wide variety of sources. The investigations  undertaken by market research helps in satisfaction of following informational needs of managers:

(i) Information about the economy and economic trends and the probable impact of these trends on demand for the product.

(ii) Information about the past sales; and sales trends for the entire industry;

(iii) Information about potential new markets for product;

(iv) Info about competitors, its product, strength, weaknesses, new product plans, strategies and so on.

The decision-maker can use the information provided by marketing research in a number of ways for decision making process.

3. Advertising and Promotions - The promotion and advertising development devotes its attention to planning and executing advertising campaign and to carry out various product promotions. This includes:

(i) Promotion through limited budget; 

(ii) Allocating resources in most effective manner

(iii) Analysing an array of information, sales people, locations, products, styles, sizes etc.;

(iv) Storing information that can be combined with past experiences of managers ;

(v) Establishing a body of knowledge on the response of market for each of the several types of promotional activities such as coupons, contests, trade show;

(vi) Continuously refreshing and modifying the information base in accordance with rapid changing environment.

4. Product Development and Planning – Product development involves analysing a possible opportunity for a new product and evaluating preferred specifications and probable market success. Often the market research activity initially perceives the opportunity and passes along information about it to the new  product development group. Alternatively,
· Sales persons may be aware of their need for a new product;

· Customer call reports may help elicit information about new product needed which may encourage sales persons to think about new product possibilities.

· Sales analysis system indicates the most desirable characteristics for the new product;

· Market researchers gather information about the size and structure of the market place for the product.

The product development department uses all these information to develop specifications for a new product. Product planning system provides marketing management with packaging, promotion, pricing and style recommendations throughout the life of product.
5. Product Pricing System – Product pricing is a complex managerial activity that is affected by product cost, customer demand, market psychology, competitors, prices and various actions taken by competitors. Prices may be determined on a full cost or marginal cost basis which is usually seen as the starting point in setting prices. Pricing information system almost always utilizes information about product cost. Past sales profitability information is useful to help in determining how much prices should be adjusted for changes in cost to ensure that margins are maintained. 

6. Customer Service – The objective of marketing department is to satisfy customers with product and customer service. To achieve these objectives, management provides customers with technical assistance and product maintenance. Decisions are required in the area of training of service personnel, capabilities of equipment and location facilities to serve customers and assist in the dissemination of technical information to the customers. These decisions must be congruent with the marketing management strategy regarding customer satisfaction and service. 
9.Materials Requirement Planning(MRP) [May 03, 06]
Ans: Material Requirements Planning: A major cause of production inefficiency in organisations is a lack of integrated production planning, production scheduling, and production control information systems. One approach to improve production efficiency is materials requirements planning (MRP.) which integrates several production related information systems so that MRP system can access and extract data from these systems to accomplish production scheduling. MRP's purpose is to greatly improve both inventory management and production scheduling. To achieve the efficiencies of which they are capable, MRP systems require high levels of discipline-such as not requisitioning materials long before they are needed, proper scrap reporting, and using well-defined procedures for implementing and recording changes promptly. Accurate input data also is absolutely necessary; for example inventory quantity data must be accurate, and interplant transfers must be recorded accurately and promptly.

The benefits of a successful MRP system include
1. Significantly decreased inventory levels and corresponding decreases in inventory carrying costs.

2. Fewer stock shortage, which cause production interruptions and time-consuming schedule juggling by managers,

3. Increased effectiveness of production supervisors and less production chaos.

4. Better customer service-an increased ability to meet delivery schedules and to set delivery dates earlier and more reliably.

5. Greater responsiveness to change. MRP gives manufacturing a better feel for the effects of economic swings and changes in product demand can be translated into schedule changes quickly.

6. Closer coordination of the marketing, engineering, and finance activities with the manufacturing activities.
10. “The Personnel Information System is the backbone of any organisation” Explain various subsubsystems of PIS to increase its operational efficiency?[May 04,May 08]
Personnel Information system deals with the flow of information relating to people working in the organization and future personnel needs. It is concerned with six basic sub-systems of the personnel functions as discussed below:

(1) Recruitment: Properly managed recruitment sub-system may forecast personnel needs and skills required for recruiting personnel at the proper time to meet organizational manpower needs.

(2) Placement: This sub-system is concerned with the task of matching the available persons with the requirements. A good placement sub-system makes use of latest behavioural tools and techniques.

(3) Training and Development: As technological changes and demands for new skills accelerate, many companies find that they must develop much of their requirements from internal sources. In addition, a large part of the work force must constantly be updated in new techniques and developments.

(4) Compensation: This sub-system is concerned with the task of determining pay and other benefits for the workers of the concern. It makes use of traditional payroll and other financial records, government reports and unions expectation before arriving at the final figure of pay and other benefits for each category of workers.

(5) Maintenance: This sub-system is designed to ensure that personnel policies and procedures are achieved. It may be extended to the operation of systems control, work standards which are required to measure performance against financial plans or other programs and the many subsidiary records normally associated with the collection, maintenance and discrimination of personnel data.

(6) Health and Safety: This sub-system is concerned with the health of personnel and the safety of jobs in the organization.
11. What are the variables that the top management should consider during negotiations with the labour unions?
Ans: Many types of labour today are unionized. Unionized organisations usually have strict regulations regarding such items as pay scales, hiring and firing, promotions and working conditions. Management has the choice of trade – offs on the following variables during negotiations with the labour unions
(i) Wage raise

(ii) Paid holidays

(iii) Contribution to employees, insurance and pension plan

(iv) Overtime premiums.
Cost accountants/payroll accountants would be in the best position to make various estimates for the cost implication of trade off.
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