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    2.0 How to download mtnltrustline CA certificate hierarchy

1. Go to http://mtnltrustline.com/hierarchy.htm and click MTNL CA Certificate Hierarchy Link.
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2. Click Save in the file download dialogue box.
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3. Browse to the location where the file is to be kept, and click Save. The file will be saved as MtnlTrustLineHierarchy.
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4. Click Close in Download complete dialogue box.

[image: image4.png][Homelicontact usiilisiteman]

Repository.

Services

support Resources, commercial Aboutus

>
>
>
>
>
>

MTNL TRUST LINE Class I In

dual Sub CA

l lMTNL TRUST LINE Class 1 Individual Subscriber Sub CA
l MTNL TRUST LINE Class 2 Individual Sub CA

l l MTNL TRUST LINE Class 2 Telephone Subscriber Sub GA





5. Go to the location where the file is saved , right click the saved file (MtnlTrustLineHierarchy) and click Install Certificate.
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6. Click Next in the Certificate Import Wizard.
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7. Select the first option and click Next.
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8. Click Finish.
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9. In the Security Warning pop up click Yes.
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10. In the Security Warning pop up click Yes.
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11. Click OK.
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Note: Hierarchy is successfully installed

3.0 How to export a DSC(Digital Signature Certificate)

Step by step procedure to export a digital certificate

1. Open Internet explorer and click Tools(Internet Options 
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2.Click Content in the Internet Options dialogue box.
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3. Click Certificates , select the certificate you want to export from the Personal store and click Export.
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4. Click Next in the Certificate Export Wizard.

[image: image15.png]- Content Advisar

&

Riatings help you contolthe Intemet content that can be:
viewed on this compuler

Enabl. Setings

~Celficates

Use cetficates o postively identiy yourseH, certication
authoies, and publishers.

Cotficates. Publshers

~Personal nformation

E4

AutoComplte sores previous enfies  aucConplete
and suggests malches fr you. e

MicrosoftProfle Assistant stores your My Profle,
personal information

oK Cancel Apply

Certificate Export wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certficates, certicate trust
lsts and certicate revocation s From a certficate.
store to your dis.

A certiicate, which s ssued by a certfication authority, is
 confirmation of your dentity and contains nformation
Used to protect data o to establsh secure network.
cannectians. A certficate store i the system area uhere:
certicates are kept.

To continue, cick Next

<ok ==

=

oo

Sstort|| (@) @ 31 [0

| [ eboutiblank -Microser... BilHow to expart a crtfca

[ [ [@ emet

BE e





5. Select Yes, export the private key and click Next.
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Note: If you don’t want the private key to be exported select No, do not export the private key option.

Warning: If you are exporting the Certificate with private key, it should be kept securely and should not be shared with anyone else. 
6. Select the check boxes as per the requirement and click Next.
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7. Set a password to protect the certificate and click Next.
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8. Click Browse.
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9. Browse to the location where the certificate is to be kept , enter the file name and click Save.
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10. Click Next.
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11. Click Finish.
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12. Click OK .
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13. Click Close.
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14. Click OK.
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The certificate is exported to the specified location successfully.

4.0 How to configure Outlook Express

Step by step procedure to configure Outlook Express and digitally sign mails.

Note: Before configuring Outlook Express, first install the Hierarchy following the procedure listed in chapter “How to download mtnl certificate hierarchy”. 

1. Click Start(Programs(Outlook Express. 
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2. In the Outlook Express window click Tools(Accounts   
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3. Select Mail in the Internet Accounts dialogue box.
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4. Click Add(Mail.
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5. Type the display name in the Internet Connection Wizard and click Next.
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6. Enter the exact email address and click Next.
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7. Enter the pop and smtp server as given by your email provider and click Next.
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8. Click Next.
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9. Click Finish.
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10. Go to Tools(Accounts, select the mail account you had configured in Mail tab and click Properties.
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11. Select the Security tab in the Properties dialogue box and click Select button in the Signing certificate option.
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12. Select the certificate with which the mails are to be signed and click OK.
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13. Click OK in the Properties dialogue box.
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14. Click Close in the Internet Accounts dialogue box.
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Note: Outlook Express is successfully configured to send signed emails. See the instructions below to send signed emails.

5.0 How to send signed emails using Outlook Express

Step by step procedure to send signed emails using Outlook Express

1. Click Start(Programs(Outlook Express.
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2. Click Create Mail to compose.
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3. Click Tools(Digitally Sign in the compose window.
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4. A flag appears against the To field in the compose window, which denotes that the mail will be digitally signed when send. Click Send and click OK if some dialogue box appears with the following heading “Signing data with your private exchange key”.
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Note: Your email has been digitally signed and send successfully. See the instructions below to send encrypted mail. 

6.0 How to send encrypted emails using Outlook Express.

Step by step procedure to send encrypted emails using Outlook Express. 

Note: To send encrypted mails the recipient’s public key(digital certificate) is required.

1. Click Start(Programs(Outlook Express.
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2. Click Create Mail to compose. 
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3. Click Tools( Encrypt in the compose window.
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4. A flag appears against the To field in the compose window, which denotes that the mail will be encrypted when send. Click Send.
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Note: Your email has been encrypted and send successfully.
7.0 How to configure Microsoft Outlook 

Step by step procedure to configure Microsoft Outlook and digitally sign mails.

Note: Before configuring Microsoft Outlook , first install the Hierarchy following the procedure listed in the chapter “How to download mtnl certificate hierarchy”. 

1. Click Start(Programs(Microsoft Outlook.
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2. Click Next.
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3. Select None of the above and click Next.
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4. Select the option as per your requirement and click Next.
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5. Proceed after carefully reading the pop ups and clicking Yes as per your requirement.
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6. Type the display name in the Internet Connection Wizard and click Next. 
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7. Enter the exact email address and click Next.
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8. Enter the pop and smtp server as given by your email provider and click Next.
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9. Click Next.
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10. Select the appropriate option and click Next.
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11. Click Finish.
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12. Go to Tools(Options.
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13. Select the Security option and click Settings against Default Setting.
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14. Click Choose against Signing Certificates under Certificates and Algorithms.
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15. Select the certificate with which the mails are to be signed and click OK.
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16. Click OK.
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17. Click OK.
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Note: Microsoft Outlook is successfully configured to send signed emails. See the instructions below to send signed emails.

8.0 How to send signed emails using Microsoft Outlook.

Step by step procedure to send signed emails using Microsoft Outlook.

1. Click Start(Programs(Microsoft Outlook.
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2. Click New to compose the mail and click Options in the Message window.
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3. Check the option Add digital signature to outgoing message and click Close.

[image: image67.png]How to configure microsoft outlook

[ e Tt yom or Famet Toob Table iow tcb

EEIEIET S

- Times NewRoman « 12 -

lly signed mal - Message (Plain Text)

Vew Insert Format Tooks Actions Help

H

R e =l

To. roselin.  Message settings. Security

[ Add digital signature to outgoing message.

« @ importance: [lomal 7] % T Encryot message contents and atachments
sibiect: [ootah senstiys [lomal 7]

UiaH

3

[Test wail.kir

Delivery options

@ T~ Have replies sent to:

IV Save sent message to; [Sent tems.
I~ Dot delver before:

|
™ s e I |
sendmessagousions  [popmiem =]

Select Names.

Browse,

Tracking options

QB T Reauest areadrecept orthismessage.

M| DS TE (B
ois
[Page20 seci 20 [AS& 3 ol [wec [rr o v [ G|

Rseort]|| D @ 5 D

| 8o o conure mios.. | [inboc-irostt Outook_|[ ety samed el

Si03FM

“lo]w ]«

B




4. Click Send.
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Note: Your email has been digitally signed and send successfully. See the instructions below to send encrypted mail.

9.0 How to send encrypted mail using Microsoft Outlook.

Step by step procedure to send encrypted emails using Microsoft Outlook. 

Note: To send encrypted mails the recipient’s public key(digital certificate) is required.

1. Click Start(Programs(Microsoft Outlook. 
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2. Click New to compose the mail and click Options in the Message window
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3. Check the option Encrypt message contents and attachments and click Close.
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4. Click Send.
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Note: Your email has been encrypted and send successfully.
      10.0 How to sign word documents.

Step by step procedure to digitally sign Word document:

Note : Microsoft word should be Word 2002 or above. Plug in the USB token or install the certificate (if soft token is used) 

First Download the hierarchy (if not done earlier) as described in the document.

Save the document before digitally signing.

1. Go to Tools(Options
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2. Select Security option.
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3. Click Digital Signatures.
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4. Click Add.
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5. Click Yes.
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6. Select the certificate with which the document is to be signed and click OK.
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7. Click OK.
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8. Click OK.
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The document is digitally signed. The signature logo appears at the bottom in the menu bar.

Note: After completion of the signing, remove the USB token and keep it securely to avoid the compromise of the private key. In case of soft token, remove the certificate from the browser. However before removing please make sure that you have exported the certificate with private key and is working properly. Keep this exported certificate in a secure media securely. 

Procedure for removing the certificate from browser (Should be done once you have successfully exported the certificate with private key and is working. As duplicate is not 

available, hence once lost, you will have to get your certificate revoked and will have to purchase the new one)

Click the following, in order after opening Internet Explorer::

Tools(Internet Options(Content(Certificates(Personal  select the certificate to be removed and click Remove. 

11.0 How to import a DSC(Digital Signature Certificate) 

Step by step procedure to import(install) DSC

1. Double click the certificate. In the Certificate Import Wizard click Next.
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2. Click Next.
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3. Enter the password for the private key and check the check boxes as per requirement and click Next.
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4. Click Next.
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5. Click Next.
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6.  Click OK.
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Your Certificate is successfully installed .

12.0 How to download certificate from mtnltrustline directory

Step by step procedure to download certificate from mtnltrustline directory.

Go to http://mtnltrustline.com
1. Drop down Repository Tab and click Published Certificate
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2. Drop down Search and click Advanced Search.
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3. Drop down Field , select E-mail , type the e-mail id against which certificate was requested and click Search .
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4. The certificate, if issued will be displayed in the lower frame, Click to open.
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5.  In the property window select Certificates.
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6. Click Click to download value .
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7.  In the File Download window click Save .
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8. Browse to the location where the certificate is to be saved , enter the file name and click Save .
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Find the certificate at the saved location.

13.0 How to install certificate in the browser, if not installed automatically while claiming .

Step by step procedure

Login to the PC/Server with the same user login used for key generation/claiming the certificate.

1. Download the certificate from the directory. Follow section 12.0 for this.

2. Click Start(Run
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2. In the Run window type mmc and click OK.
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3. The console window appears.
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3. Drop down Console and click Add/Remove Snap-in. 
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4. In the Add/Remove Snap-in click Add. 
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5. In Add Standalone Snap-in select Certificates and click Add.
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6. In Certificates snap-in select My user account and click Finish.
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7. In Add Standalone Snap-in click Close. 
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8. In Add/Remove Snap-in click OK.
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9. Drop down Certificates-Current User(Personal and select Certificates.
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10. Click Action(All Tasks(Import.
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11. In the Certificate Import Wizard click Next.
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12. In the Certificate Import Wizard Click Browse and browse to the location where the certificate is saved.
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13. In the Open window drop down the Files of type and select 

X.509 Certificate{*.cer,*.crt} .
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14. Select the certificate to be installed and click Open.
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15. In the Certificate Import Wizard click Next.

[image: image110.png]‘

=181]

| bl

D= a|m|-lsx
P
Specty the e you went toport
Exptatonbete | TntengedPuposes | Frendly Rame =
|pe Class 3 Authorised Ind. 22s(2007 Client Authentication. <None>
File name: 2 Telephone Subscriber 9f19{2007 Client Authentication. <None>
[ CAipocuments and Settingsivishnu.privan BOKAROWMy Document: [ Browse. e Class 3 Individual Subs... - 12/23/2008 Cllnt Authentication...  <Hone>
fap CA 11{13j2005 <all> <None>
fap CA 11{13j2005 <all> <None>
Rt or tho necorfc conbe sredina sl lowingormts,  [Ton L BIOES ee
Personl Information Exchange- KCS #12 (PP, P12) 2 Toephone Subscrbr . 41972008 et Authenication . huruntt
CrytogrepicHessage Sy Standrd: PGS #7 Cartfctes (P7E) [ Cose | il s 222007 et fshentton... <ore>
e Class2 DGFT Subscribe... 8/24/2007 ‘Secure Email, Client title=Branch Code -
Microsoft Serialized Certificate Store (.S5T) lap ca 11/13/2005 <None> <None>
fap CA 11{13j2005 <all> <None>
fap CA 11{13j2005 <all> <None>
fap CA 11{13j2005 <None> <None>
3f10f2029 <None> <None>
3f10/2029 <all> <None>
e Class 3 Authorised Ind, 12f23j2007 Client Authentication. <None>
< Back. Next > Cancel Ee (Class 2 Individual Subs. 10f26/2007 Client Authentication. <None>
‘e Class 2 Individual Subs. 10/30/2008 Client Authentication. <None>

Persanal store cantains 18 certficates

Hstart || 1] & 51 || E)instal corticate - Miras... || console1 - [Console k.





16. In the Certificate Import Wizard click Next.
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17. In the Certificate Import Wizard click Finish. 
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18. The import was successful window appears.
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19. The certificate is displayed . Double click to open.
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20. The message You have a private key that corresponds to this certificate should be displayed in the certificate. 
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Install the MTNL CA Certificate Hierarchy if not done before and start using the DSC.

Always keep a copy of the DSC by exporting it with the private key for future use in case of need.
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