
SEMINAR
 ON
CYBER LAW

A PROFESSIONALS
OPPORTUNITY 

S
U
N
I
L
 

A
G
G
A
R
W
A
L 



CONTENTS

Introduction

Information Technology Act 2000

Meaning of Cybercrime 

Target of cyber crime

Digital Signature 

Intellectual Property crime

Type of Cybercrime

Some big cyber crime cases

Conclusion

S
U
N
I
L
 

A
G
G
A
R
W
A
L 



INTRODUCTION

The internet in India is growing rapidly. It has 
given rise to new opportunities in every field we 
can think of – be it entertainment, business, 
sports or education. 

There are two sides to a coin. Internet also has its 
own disadvantages. One of the major 
disadvantages is Cyber crime – illegal activity 
committed on the internet.
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NEED FOR CYBER LAWS

TACKLING CYBER 
CRIMES

INTELLECTUAL 
PROPERTY RIGHTS 
AND COPYRIGHTS 
PROTECTION ACT
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What is Cyber Crime?
Cyber crime is the latest and 
perhaps the most complicated 
problem in the cyber world. It 
means

It’s an unlawful act wherein the 
computer is either a tool or a 
target or appliance.

The enormous growth in 
electronic commerce and online 
share trading has led to a 
phenomenal spurt in incident of 
cyber crime.
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Targets Of Cyber Crime
Cyber crimes against Persons

   eg ‘ILOVEYOU’ virus

Cyber crimes against Property

   eg   computer vandalism

Cyber crimes against Government                 
          

eg ‘Al-Qaeda’
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CONSISDERATION- AUDIT OF DIGITAL CONTRACT 
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DEMOSTRATION

Newly inserted - Domain name
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Recent Domain squatting case, 
 Tata Sons And Tata Infotech  WON domain 

name lawsuit against Arno Palmen. 

S
U
N
I
L
 

A
G
G
A
R
W
A
L 



Types Of Cyber Crime

Modification of a 
conventional crime 
by using computers.

Frequently Used 
Cyber Crimes.
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Modification of a conventional 
crime by using computers.

Financial crimes & Forgery
Cyber pornography
Sale of illegal articles
Virus/worm/Trojan

Intellectual Property crime

Email spoofing

Cyber Defamation

Cyber stalking
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Frequently Used Cyber Crimes.

Unauthorized access to computer systems or 
networks (i.e. Wi-Fi , LAN etc.)

Unauthorized copying  of  website content.

Sending fake E-mail.

Downloading music file or movies.

Chatting with fake ID

Tampering with photos of any person.

Damage to computer data or programs.

Unauthorised access of bank a/c.
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FEW CYBER CASES
Airtel and Tata Teleservices Ltd(TTL) in Cyber Law 
Violation Controversy  2013, TTL and Airtel have failed to 
comply with Cyber Law Due Diligence Requirements as 
prescribed by the Information Technology Act, 2000.

Insulting Images of Warrior Shivaji on Google – Orkut.

Google/Gmail continuously violating with provisions of the 
ITA-2000 it MAY be ban anytime in India. 
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IMPORTANT
 IT ACT PROVISIONS

E-mail now be a valid and legal form of 
communication in our country.

The ITA-2000 has indicated elaborate audit 
requirements for the licensed Certifying authorities 
where every transaction needs to be recorded for future 
reference.

The Act now allows Government to issue notification on 
the web thus heralding e-governance E.g. Misused 
specially by SALES TAX department.
Statutory remedy in case if anyone breaks into 
companies computer systems or network and causes 
damages or copies data i.e. up to 1 cr.
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Opportunities For Financial 
Professionals

Cyber Tax Consultants

Cyber Auditor

Cyber Law Compliance Audit. 

Cyber Consultant in an IT firm

Advisors for the web developers

Cyber Law Compliance officer

Cyber investigation officer

Cyber Forensic Officer

Cyber Security Management 
Consultancy
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          THANK  YOU.

SUNIL AGGARWAL
NRO0206884 
CA-FINAL
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