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Summary of chapter 4- Business Continuity Plan
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1. scope & context; - 5. Maintain appropriateness of BCP;

- 2. roles & responsibilities; . 6. Reviey, reworking & updating business continuity
3. involve all stakeholders; { capability, RA & BIA

{4 RegularMpg of programs; . 7. Manage co enefits;

‘- | 8. Convertpolicies.into aclion.
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How testing leads to improvement of BCM capability
1. Practicing to recover 5. Highlighting assumptians to be questioned
Verifying BCP incorporates all critical activities

&

2. Confidence 6.
3. Demonstrating competence priorities
4. Awareness of BCP 7 effectiveness & timeliness of restoration of critical

activities

Objectives of BepTesting
« recovery procedures are complete & workable.
« evaluate the competence of personnel in recovery procedures
« resources are obtainable & operational to perform recovery processes.
« manual recovery procedures & IT backup systems are cu rrent & operational

« success or failure of BCP training program is monitored.

Activities of tEes't‘i'ng [;l{.:i’séw

1. Defining test purpose /approach 4. Conducting test;
2. Identifying test teams. 5. Analyzing test results

A}

3. Structuring the test 6. Modifying plans as appropriate.

‘Maintenance tasks undertaken in De\}abpment of BCP are to:
« ownership & responsibility for maintaining various BCP strategies
« changes are communicated to the personnel
« plan remains up-to-date;
« maintenance processes to update the plan
« Implement version control procedures to ensure that the plan is maintained up-to-date
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; ofBCM Arrangements audiv/(sel! that:
|« critical activities & resources have been identified 4 Jjtt k&} predret 4 AVTUA - 7R :7}:;_%/_@
2« BCM policy accurately reflect the.‘grioritieﬂ& requirements (entrp obj)- =/ "*"F";} N g ks o
7 . BCM competence & capability are effective & fit for purpose £ PriTr A, ;7 £
|« BCM solutions are effective & up-to-date — ES

5 «BCM m_"a"_ijite'ha"hce& exercise prog - effectively implemented;

« incorporate improvements identified during incidents testing

~ « ongoing program for BCM training & awareness;

8 « roles & responsibilities communicated to relevant staff - &1 onl grir:f[) Reap <War =

—_— q « Change control processes

(i ) Training as a tool to initiate culture of BCM in stakeholders by — ey

. Developing BCM program more efficiently;
- A confidence to handle disruptions;
« Increasing BCP program resilience -
ensuring BCM implications are considered in decisions at all levels;

« Minimizing likelih impact of disruptions
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ompetency necessary in BCM, for personnel assi ned responsibilities:

» Actively listens e encourages risks
* new ideas;

* support

» Responds constructively « inyolve team to resolve problems;

« leadership « personal integrity; _ , "
« Promotes a positive culture of health, « Challenges established ways of doing things

safety & environment; identify improvemen,t,opj_lenitieS'

* Recognizes & acknowledges the
contribution of colleagues;

Q-W What isBCP =~ (2o ¥ "7 7

» Before disaster

*  Guide for action to be taken_beforg;iuring and after disaster
e Either prevem@on or recovery in minimum time and losses
e recovery of key resources

e least impact

e reduce risk from unexpected disruplion
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