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Requirements ot Various authorities Tor System Controls & Audit: CA Sukriti Jain

BBI - sample areas of review covered by I5 audit / KEY AREAS of 15 audit - (MO g )

System Controls

(i)

pe ratorkshould be different

plans introduce & tested /(5( P)
@) protect system from attacks |
4. lgiformity of Soft sed by various branches |

. »*‘x" & TOP M ensure effectiveness of intetnal controls o 1> MWW

! aﬂ@ ensure its relevance & effectiveness ‘

3 < == — [

& of internal audit & IS audit — at least once ever@ Zeqr;@ QA )/ [ ’
System Audit as e Lt B ‘ yw RBA

Separate IS Audit function within Internal Audit de partment.
Reporting to Internal Audit Head or Chief Audit Executive (CAE)
IS au.ditor- independent, exercise due professional care.
competent - have skills, knowledge, Training, experience & qualified & have professional certificates
IT Gov, Info Security gov, IT General Controls, critical biz applications/system, havin financial/compliance
implications, regulatory Requirement & risk management must be IS Audit @least@{ce?(gea(\) } ~ }
cover branches, with focus on large'& medium branches coRE ¥
7 Pre-bplementatlon review & Testing of controls on flew)developed systems — to ensure that Existing Controls
not diluted while migrating to new applications, Controls to meet regulatory requirement & bank policies
Post Imgementatlon review of appllcatlon@ to confirm controls are operating effectively.
Detailed audlt GfiS __rbcess to ensure security features are incorporated in new systems
te J/in new system & review datam/!gratlogfrom legacy to new system.
before launch of service

b L 4 & U U i

f
-
\N

-

~]

-

b s L

W L L

@
o

\a 'd
(\e]

114 Vahdate{‘l\"ns
12. Review r@skf& if itis inappropriate, then discuss with senior management

13 {].FAR has specific questions relating to IT security, BCP, which needs to be reviewed by Statutory auditors

RBl inspection wing which conducts inspection of banks & NBFC. It review scope, coverage, frequency & report of
systems audit. If discrepancy — report to M .

2

U J e oy oW
(@

)RﬁA PRELIMINARIES -Information to be obtained by M W o
the auditor beforestarting-audit: e At o least once i by a CA firm
[ Ci@lﬂ * Current_internal/concurrent/statutory auditor is not
2. IT@MS e eligible for appointment
3. Layout of IT &MetWorksinfrastructure _ e
4. /@Aﬂzedror decentralized applications B SA fl_rm must have minimum 3 to 4 years
5 aonlve m n PreVlOUS |nterna| & Statutory experlence Of |T audlt Of bankS‘_M_F, |nS (a0
Adnspeztion reports,
6. Internal@@m& guidelines JRﬁIA SYSTEMS
- CONT
7. maﬁrOperatms@WreS%OP) A — _ROLS
8. Li yprodicts introduced & IRDAapproval | * €lectronic - transfer of data without manual
mtervention
9. nvestments, classified as per IRDA | e t 1

guidelines 7 Rt * Procedures to review & maintain Audit Trail for Data
10. IRDA correspondence, notifications, circulars, entry,authonzatlon cancellatlon modufucatlons

guldelmes etc 5’ :

12. Network secunty report of IT assets » : e lo f
135§ er & maintains trail of every transactlon wrt user 1D, |
date time. |

m!ﬂmuuuu-uvmm'
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1)/ System Audit - As per SEBI stock exchanges shall conduct annual systems audit as follows:
\@//l/ Audit conducted as per norms & Terms of reference&TOR)ﬁ Guidelines issued by SEBI
;// appoint Auditor as per the prescribed @n/nbrms

7]

A

3. Same Auditor can perform max_3 successive audits
4. ‘Proposal from auditor submit to SEBI for records.
_—5. Audit schedule submitted to SEBI at least 2 months in advance

~ Scope of audit may be extended by SEBI considering the changes since last year
7. Audit report be submitted to auditee.

comments for scope of improvement & also cover any openissues in previous year audit report.

3 months & reported to SEBI
‘%Audltor to indicate if- Follow on audit required, to review status of NC
11. Report & Comments of auditee - submitted to SEBI within 1 month

LN
\M’sset- Auditofeiectioa Norms: SEBI - Audit Report Norms: ({\.)
1 Mis experience of IT audit of stock exch 1. Systems @hdit

2 Audltor CertlflcatlonISM CISSpP communicated to SEBI
3. Auditor should have IT audit dit framework I|ke 2
4. Auditor should ha @ of interest. Not ot have

been engaged over [ast 3 years for any consulting observations > LoP
engagement by the entity under audit. 3. Auditor should also provide

5. Auditor should no case W

auditees under SEBI. 1N OO0 |

practices.

50 by

8. 'Audit report to specify compliances & ‘non-compliances, observations for minor deviations & qualitative

9. Auditee Mgmt to comment on Non conformities (NC) & Observations. Corrective actions must be taken within

porPwith comments of auditee, be |

ative input$ about |
a’rnst Previous ways to improve the process, based on best

. Audit report should have explicit coverage of each ;
major area mentlone d_in TOR indicating any NC or |

@ System Control -

ntegrity of IT system.
¢ Properaudittrail

r upload/ maintenance/ download o éms/@dat@ o be maintained.
GOI maintains panel of System auditors, which are used by govt enterprises for system audit

¢ Along with audit report, stock exchange required to submu?a@m from MD/ CEOPcertiging ‘?Efurity)&

|
|
|
‘

p_ﬁ_c—uml-(
Cyber Forensic and Cyber Fraud Investigation —> &ehromre. = e}

‘it e

antific technique - emerged due to effect of | increasing computer frauds.

. Cybe means ﬁg Forensic means scientific method o
interpret evidence & use it in court of law.

@ Cyber Investigation is an,inviéstglgauaninethaﬁ _to,bﬁ_v |
: now germit.couris 1o rely upon digitalevidence..

Cyber forensic use
presented in court.

To ensure that above objectives are achieved, experts use standard process & g
that same results will be achieved if the same evidence is ch

— “Certificate coyrse on Forensic accounting & Fraud detection” - to CA
- T acENED

CA Sukriti Jair
Scdlllieu vy cdinsediliiel

ecked by another expert.
. Fare increasing globally so there is increase in demand of cyber forensic experts also.

n wwy

NCe, which stand the rigorous scrutiny, when

) & analysis techniques, to gather, procee/:
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Security Standards  CA Sukiiti Jair

i Sgcsunt\ﬁls essential in day-to-day operatjons of enterprises. Security breaches can lead to substantual
lmpact on the enterprises. COBIT 5 (published by ISACA, USA) highlights the NEED for enterprises to implement
information security.

NEED FOR INFROMATION SECURITY = 1l | A&
* Maintain information risk at acceptable level & protect informatjon from unauthorized disclosure/access.

* Ensure continuous availability of services & systems, leading to user satisfaction. 5
* Comply with relevant laws & regulations & contractual requirements on information security. & 2A

¢ Achieve above needs at same time, controlling costs of IT services & Technology Protection

NATIONAL CYBER SECURITY POLICY 2013

Considering the importance of security, GOI recently published NCSP 2013. The policy highlights the vulnerabilities &
the_need for security of cyberspace. Cyber attacks can cause extensive damage to the information infrastructure or
key assets. Also disrupting the functioning of critical information systems. This may threaten lives, economy &
national security. To mitigate the damage caused by malicious cyberspace activity, rapid identification, information
exchange, investigation & coordinated response is needed. The protection of information infrastructure &
preservation ojﬂA__ of information is the essence to secure cyberspace.

—

Vision: To build a secure & resilient cyberspace for citizens, business & government
ol o JUeosver qra c,kb? ‘319»«61?/// MU'? S5

Mission: 7
e Toprotect m[ormatfon & information infrastructure in cyberspace,
e build capabilities to prevent & respond to cyber threats, C/y"’é 6
e reduce vulnerabilities & minimize damage from cyber incidents through a combination of institutional
structures, people, processes, technology & cooperation.
s

Maio@biectiveé of NCSP are-
1. createa ;eche_c_vLe@utEm & generate adequate trust & confidence in IT systems & txn
7 Assurance framework to design security policies &f global security standards & best practices
framework to ensure secure cyberspace ecosystem.

creaté@_])\ﬂechamsm for obtaining strategic information regarding threats to IT infrastructure.
‘operat 24*7/National Critical Information Infrastructure Protection Center (NCIIPC), for protection of nation’s

=

5\

Critical Info Infrastructure.
develop sultable lndlgenoumchnologies to achieve national security requirements.

. To protect information to safeguard privacy of data & reduce economic Ios;es due to data theft
11. To prevent cyber crimes by enhancingCyber law?apabilities.

12. Tocr eate‘f cyber security & privacy ¢ &4
13. To develop public privat ‘3@ collaborative engagements for enhancing security of cyberspace
¢ A I

14. Toen han@@operatim for security of cyberspace

Few Standards & Frameworks used in cyber security are- '

v 150 27001
v SA402
v T
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. 1SO 27001: CA Sukriti Jain

O/IEC 2 (Internatlonal Organization for Standardization — ISO)Cnternannal Electro-Technical Commission —
IEC) tells how to implement information security in any kind of organization. Organization which implements SO
27001, gets certified by independent certification body, which confirms that info security has been implemented in

the best possible way in the organization.

ISO 27001 is international best practice standard EQ_i_nm_*_bmenit”ISMS] It formally specifies the Information Security
Management System (ISMS), a series of activities to identify, analyze & address the information security risks. It isa |

systematic approach to manage confidential & sensitive information so that it remains secure ie {- CIA |ISMS ensures |
effective security arrangements coordinated consistently & cost effectively.

<+ How The Standard Works?

ISO 27001 requires that management —
e Systematically examines organization’s information security risks, threats, vulnerabilities & impacts,

|
|

» Designs & implements a coherent & comprehensive suite of information security controls & other forms of |
risk treatment (such as risk avoidance or risk transfer) to address those risks that are deemed unacceptable; |

& |
» Ensure that the information security controls continue to meet the organization's information security needs
e v s e —

on an ongoing basis.

"* History f
ISO/IEC 27001 is derived from The British Standard BS 7799 Part 2, published in 1999. BS 7799 Part 2 was revised
by BSI in 2002, explicitly incorporating Deming’s PDCA process concept, & was adopted by ISO/IEC as ISO/IEC

27001 in 2005. It was extens:ve/g revised in 2013, bringing it into line with the other 15O certified management
systems standards & dropping the PDCA concept.

(a) ISO/IEC 27001: '2'0'05', part of the growing I1SO/IEC 27000 family of standards, was an ISMS standard published in
October 2005 by ISO/IEC. Its full name is “ISO/IEC 27001:2005 —IT — Security techniques — ISMS — Requirements”.
It was superseded, in 2013, by ISO/IEC 27001:2013. It consisted of the PDCA cycle.

Plan-Do-Check-Act (PDCA) Cycle or 4 phases of ISMS CH |
consists of 4 phases that should be continuously implemented in order to minimize risks to confldentnahty, .

Integrity, Availability (CIA) of ipformation. PDCA CA cycle never ends & all the activities must be implemented cyclically

in order to keep the ISMS effective. ISO/IEC 27001:2005 applies this to all the processes in ISMS. |
PDCA Cyclic Process —

Thezﬂan Phase (Establishing the ISMS): This phase serves to 0 plan the basic organization of information security, | |
set_objectives for information security & choose the appropriate securlty controls (the standard contains a ‘

catalogue of 133 possible controls), &1 P22 S€Cu g 3 |

|
2. The-& Phase (I i Working of ISMS): This phase includes carrying out everything that was planned |
during the previous phase |

. The Check '
3 e Check Phase (Wmm/ of the ISMS): The purpose of this phase is to monitor the functioning of =~ &
the OSMS through various channels" & check WMﬁLlhewsg—_eg_thgse_t objectives.

4. The Act Phase (U of ISMS): The purpose of this phase is to improve everything that was
ARG ——

identified as non-compliant in the previous phase.

Joualitricu lJ_y waliirovaliilivl
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27001: 2013 is the_l"_"Le_\g'gg_n of ISO/IEC 27001 that >pew’g:iwg

(b) ISO/IEC

implementing, maintaining & continugjlly improving an ISMS withij an organizarfor. It ::' , :— J ie_.;ir /
standard-that-was published -on 25 September-2013. It also includes reqwem.enrg for the assessme _- ,
treatment of information security risks tailored to the needs of the organ/za_f/od ”_‘_‘_:_fk set ;,__ .
ISO/IEC 27001:2013 are generic & Jre intended to be applicable to all organizations, regardless of type ze o
nature. IS0 27001:2013 does not gut so much emphasis on the PDCA cycle.
Structure

1S027001:2005 (ie the PDCA model), was eliminatea

In the new structure, the Processing Approach used in 4l st — g
The reason for this is that the requirement is for continual improvement & PDCA is just one approach to meet that

free to use them if they wis ntroduction

~ ho

oUUULUY

requirement. There are other approaches & organizations are NOW. )
i ] ‘ ' esented, stating that the order does NOF reflect (he
also draws attention to the order in which requirements are pres ; hat the order does not reyier

importance or imply the order in which they are to be IMPIEES
L S

4+ SO 27001:2013 has 10 short clauses, plus 1 long Annex, which covers the following:

Clause 1: Scopg TELESCOP LAE ROUND ROUND DIKHA CHAND LAND PAIR SU PPORT

Clause 2: Normative references VA HJ N
Clause 3: T’eg_n_s_&_Qefinitions PAR IMPROVMNT KAR K AIAOC
Clause 4: Context of the organization
Clause 5: Leadership
Clause 6: Planning
Clause 7: Suppgrt
Clause 8: Opergtion
Clause 9: Performance evaluation ; x
Clause 10: Impravement T ‘
Annex A: List of controls & their objectives %

| | |

o ——

4+ ISO/IEC 27001:2013 specifies 114 controls in 14 groups (A.5 to A.18), in contrast to 133 controls in 11 groups

—-—

in the old standard. A brief mention about the groups & their controls is as follows-

e A.5: Information security policy (2 controls)

«  A.6: Organization of information security (7 controls)

e A.7- Human resource security (6 controls that are applied before, during, or ofter employment)
«  A.8: Asset management (10 controls)

« A.9: Access control (14 controls)

« A.10: Cryptography (2 controls)

«  A.11: Physical & environmental security (15 controls)

«  A.12: Operations security (14 controls)

e A.13: Communications security (7controls)

«  A.14: Information systems acquisition, development & maintenance (13 controls)
«  A.15: Relationship with external parties (5 controls)

«  A.16: Information security incident management (7 controls)

«  A.17: Information security in business continuity management (4 controls)

«  A.18: Compliance with legal & contractuol requirements (8 controls)

o o

€

designed t

i ,J"‘ be“'ﬂﬁ'ﬂ "
common with them.

CA Sukriti Jair
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CA Sukriti Jair

X Major changes to the standard are:

previous 133 controls under 11 categories.
9- The Plan-Do-Check-Act Cycle (PDCA) is no longer mandated.

9- Annex A has been revised & restructured; there are.now 114 controls under 14 categories rather than the

(
¥ 4 Key Benefits of 1ISO 27001
i. extension of the current quality system e whseaml | \ ’1}
i Identifies & manages risks to key information and systems assets. Ruade l,
iii. confidence & assurance to trading partners & clients; acts as a marketing tool. (Mw\.»d \Aoar 02 7\ ;
iv. Allows an independent review & assurance on information security practices. g } e &(1- r,; F I

4+ A company may adopt 1SO 27001 for the following Reasons (Why): -

e Demonstrates credibility, trust, satisfaction & ¢ with stakeholders, partners, citizens & customers.

~»  Demonstrates security status according to ' d criteria.

e C(Creates aﬂ due to prestige, image & external goodwill.
o Ifa company is certified once, it |mw

// SA 402 deals wnth the user audltor s responsnblu to obtam SAAE when a user entnty uses the services of one or

more service orgamzatuons SA 402 also deals with the aspects like obta_rlngg_ath_a@mg of the seryices

provided by S.0., including internal control, respondmg to the assessed risks of material misstatement, Tme 1&

Type 2 reports, fraud, non-compliance with la ulation & uncorrected misstatements in relation to
ivities at S.0. & reportin t i i

activities a 0. & reporting by the user auditor, to ensure CIA of Information at 510,
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3. IIIL (Information Technology Infrastructure library):

CA @gkh h Jain

It integrates ITSM into

a single lifecycle

ITIL is a set of practices for IT services Management (ITSM)

It is a standard for best practice in_providing IT services
Focus 0n_a»|_|g;n|n_g IT services with needs of Biz.

It describes procedures for establishing minimum level of competency.
, It glves(tia_s_gline, used to demonstrate compliance & nggs_uLe_ijrovqment

Service
Strategy

| origin_point of the ITIL Service
Lifecycle. provides(p ebn the
design, development &
‘fmplerrle_nga’po of service
eoﬁci\eg, guidelines,

management
Ge = .
: Sroso . Yo L{J—L C\a,olt .

Lyt

, ITIL FRAMEWORK - ITIL Version 3 - set of 5 Volumes (books)

Service

Design

translates strategic plans & objectives
into designs, & specifications &
development of services & service
management processes.

(IT Service Generation ]

[Service Catalogue@

ITSM is (mplementation &

management  of _quality IT
services & performed by IT service
providers through People, Process

& IT.

produce Catalogue & it contains
accurateld 3 dependencies &
interfaces ofa | servicesymade

((' llabledo customets.

/{ Information Security @ ]

[Business Relationship@}

Ensure information securit
& protect information —assets

against risks

/rService Level @]

(A vailability Managem ent:]

ensure that.agreed [T services are
delivered @_&;ﬂa&wey are

supposed to be. review levels of

IT services specified in 'ﬁ)

IT Service Continuity @ ]

A formal approach to
understand ‘inter-biz activities
’ related  to providing &
TR :
consuming services via
, networks. f-rann chpc
) l Service Porttolio@]
) application  of  systematic
management to dhvestmen
' activities  of enterprrse T
departments.
4 /
! ’Financial Management
' Accurate & “cos effective
administration of _IT__assets &
' resources used in providing rr/
Services.
) Demand Managementj

=

ensure tha IT services can

recover &/

serious(incident occurd

/|

Ffupplier Management

)

a planning methodolo used

to manage &

to obtain Qa?ue for monay from
‘suppliers. It ensures tht con tracts
align with business needs, SLA &
Service Level Requirements.

/[’agacitg Management ]

cost-
ervices

sumorti

optlm um &

combines principles, practices &

Continual Service Improvement: measure service

old

=, NJesO
A =

Service

Transition

Guidance to develop & improve capabilities
for transitioning new & changed services
into operations. how requirements of
Service Strategy encoded in Service Design

are effectively realized in Service
Operation, whilst controlling risks of failure
& disruption. ¢ (Lf{/JM

[Knowledg @
To capture, cEVé;IgQL\hare & effect:vely
use org" ’knowf 7@ acl'ueve
_of

OQ/E by making (best us
frowiedso
[Serwce Asset & J 5,

C onf:guratlon
maintain /nﬁqrmatlon
(i.e., configuration) abt assets

(ie Configuration Items) required to
deliver IT service.

-
Change management
\& Evaluation:

/@
To ensure 'standardized methods &

procedures are used for efficient
“handlin g of il changes, with minimum
risk to IT infrastructure.

Pl |

2l Senviee

Release & Q‘“’b‘;{
Deployment

pIa tform -independent &

used for

across the eg!lLe_ e ,Lnfrustructure.
Proper control ensures: availability of|
licensed, tested & version-certified S/w
& H/w, which functions as intended.
Service Validation

[ & Testing: }

ffensure? that Released & deployed

T operanons are able to sueeort the
new service.

(Service Transition
Planning & Support
Ensures

service management processes.

7T

LA 13 ~
phoblern v T &
/

. ot )
Service prete
Operation

guidance on management oOf

its day- to-day

service through
operation & support operations

4 Funci»ﬂm\, -

[Service Desk ]

handling incidents &»’r,équests;&
providing an interface for other
ITSM processes. SPOE, SPOC

IT Operations |- @7"* ST

Documented procedurejs & sub
process. Like — output{™’ , Job
scheduling, backup restore/

[ Application management

(best pract/cB to improve
overallf of IT software

development & meet business
objectives.

{ITTechnicaISupport ] | oo

It provides a number of

specialist functions: research &

evaluation, technical expertise
& document creation

Inc:dent Management \
restare normal servic

operatlon ﬂ‘ulckly & minimize
adverse effect on business
operations, thus ensuring best
levels of service quality tosad T

Reguest fulfillment:

Lt

)

fulfil Service Requests, like -

requests to change pwd. or
requests for info.

Event Management:

it ge generates & ‘detects
nonf/canons indicating that
is ‘not functramng

methods from chan = mana en

improvements-in service quality, gperational efficien
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mance, suggesting improvements, to ensure- service delivers max Benefit. I
nt, wt & capability improvement to achieve significant
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A ——

_ Link improvement efforts with service strategy, design & transition
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