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Lesson 1
1. Categories of IT strategic plans

2. Internal controls as per COSO
3. Key management practices of IT compliance

4. COBIT 5 Benefits

5. Risk management and related terms

Lesson 2

1. EIS
2. DIS
3. E-Business

4. Characteristics of information

5. TPS

6. OAS

7. BI and data mining

Lesson 3

1. Issues to be addressed by security policy

2. Tools to Implement security policy

3. Access control mechanism

4. Impact of technology on internal controls

5. Environmental controls

6. Management controls

7. Different types of exposures related to logical access

Lesson 4

1. Objectives and Goals of BCP

2. Developing BCP
3. BCM process

4. BIA

Lesson 5
1. Incremental Model

2. Analysis of the present system
3. System Design

4. PDLC

5. Operation Manual

6. Auditors role in SDLC

7. Achieving systems development objectives

8. SRS

Lesson 6

1. Types of IS audit

2. ISACA

3. Audit Trail

4. Operating system controls

5. Computer centre Security and controls

6. Internet and Intranet controls
Lesson 7
1. Objectives of IT Act
2. Retention of electronic records

3. Requirements of IRDA 

4. Requirements of RBI

5. Cyber Forensic and Cyber Fraud Investigation
6. ISMS

Lesson 8
1. Cloud vs Grid

2. Mobile computing

3. Types and behavior of social networks

4. Cloud architecture and environment

Note: Thoroughly understand the introductory paragraph for each topic before preparing the topic.
