CHAPTER 6 - Auditing of Information systems

A1 Need for control & IS Audit [(94«0 20l |
4" 1) Organizational Cost of Data [.oss~
) High Costs of Computer Error .-
e 3) Cost of Incorrect Decision Making
~4) Costs of Computer Abuse
~9) Value of Computer Hardware, Software & Personnel
~6) Maintenance of Privacy
, 1) Controlled evolution of computer Use
IS Audn helps org to achieve 4 major objectives -

Crh [il Data Integrity Objectives
lii. System Effectiveness Objectives
iv. System Efficiency Objectives.
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A.2 Effects of computers on audit
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1. Change in evidences collection
a. Absence of input document
Lack of visible oufpuf
Data retention & sforage
Non-availability of audit trail
Non-availability of Audit evidence
f Legal issues
2. Chanqes in evidence evaluation
7 a.  System generated transactions
b.  Automated transaction processing
c. Systematic errors
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B4 Selof skills of S auditor (PORT-CS-lowgyu)

1. Business Operations
2. Technology
Risks & Controls
IT strategies, policy
. 5. Standards & Best Practices -

+ 6. Qualification & certifications
7. Llows

.QFunctlons of IS auditor - review risk of - S1RF (’Bﬁ} Categories of IS Audits ~ F A= \
1) Inadequate information Security controls ™ 1. Information(Blocessing Facilﬂ% e P

2) Ineffective [T strategies, policies & practices
3) Inefficient use of Besources
.| 4) IT-related|Frauds

Management of IT & Enterpris hitecture
Telecommumcat/ons(:étranets & Extranets
4) S stems[ﬁévelopmegt
A stems’& Application

B.7 Steps in IT Audit:

/‘

—B.8 Audit Standards & Best Practices of IS Audit-
1. ISACA (information Systems Audit & Control Associationp ¢ 6&1‘

/: 1. Scoping & pre-audit survey
2. Planning the audit 2. ISO 27001 ===
3. Fieldwork 3. Internal Audit Standards
4. Analysis 4. Standards on Internal Audit issued by ICAI
5. Reporting 5 ML
; 6. Closure
"¢ Performing IS audit - ‘ -
g VCVays of Vahdat%n ' Inherent limitations of an audit (SA 200) -
|/ 1. «different personnel - same question 1) nature of financial reporting

b

2. ‘same question - different ways/ times

3. ;,Comp'are checklist answers to work papers
4. Compare checklist answers to actual results
5. fmini studies of critical phases
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11 2)
3)
4)
5)

nature of audit grocedures
time & cost
Fraud/ (W collusion
Related party Txn
6) non-compliance with laws laws & reg|
7) Future events or conditions disturbing going concern
In IS environment, Ewdence are not available | ical form, but

 electronic form. Auditor should u se CAAT & Validate txn_as they
- occur, to address this problems:
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Step1-Basic Plan =~

/Vresponsibility of auditor

~M|%TE’%

decde Aenpt
Crn:{ot,e rgﬁdﬂ‘?\-{ check 5;‘\77;) ﬁ;ﬂ} |2

(= %2

~ Step 2- Preliminary Review: (Bi"r L P)

1. Knowledge of the business:
2. develop & document overall audit plan & scope. 2. Understanding the technology:
3. Itensures effective audit ) 3. Understanding internal control system:
/},41 Extent vary as per size 8 éb’tﬁpiexiti/ of e)my\,‘_\_\ 4. Legal considerations & audit' standards:
7~ 5. Obtain kqgwledgéhf'b'u’s[nesg&‘identify@ﬂ;w%nt 5. Risk assessment & materialty:
6. appropriate attention toimp areas’of audit
7. budget of time, cost pri,<_3[i¥7i'e‘s'(i&a udit scheduiie _Categories of RiSkCC‘D)
8. not 1 time activity. continuous activity " e Inherent
9. -rﬁﬁtb)‘diﬁ the audit plan as per circumstances "« Control
10.Change in audit plan should follow M procedure. & its | Detection
reason tecorded |
11.6@:&5 overall audit plan with entity’s audit committee
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" Advantages of CAT objeckiver)
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| Disadvantage / Limitaions of CAT E4DsE)

1. (Stable {
! : 4ty Comprendaove 4Bekniled o4 2. (Budit Trail |
5 TN';@ Pe ta 3. (Development | ¢
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 Audit Trail: Audit Trail: Audit trails means@g Jrecords of all Security objectives of audit trail - @’a) R 67 | 4
- events occur in system & user activity. It is a detective control. 1. (Dbtecting unauthorized @ccesso the system | "
2. (Recon 0g events i 4
3. (Prrsonal accountabjity / N
S ——— N R |
E. Audit & Evaluation Techniques for Physical & Environmental Controls , o | 4
/" Role of IS Auditor in- Audt of Physical Access Controls: | Role of IS Auditor - Audit of Environmental Controls b
1. Risk Assessment =i 2.1 Audit planning & risk Assessment {
2. Control Assessment ; 2.2 Audit of Environmental Controls - Control Assessment
3. Review of Documents , 2.3 Documentation i
. —— [ e e o = = o '
JF. APPLICATION CONTROLS & fhei AUDIT TRALS- @5@@ Application Security Controls / Layers [ Ppproach
2 TYPES of Audit Trail- ' _ |
7 o Accounting Augi'; ;’afll " Application security
; rai & i,
E (4 . ‘Operatlons Au Ia ers: 4 —}Sﬁt Pi‘: 4 "
Audit trails for application controls — *WW how, 5 '%‘i';'eéﬁ;;l?i”
1. Boundary Controls il ) By
2. Input Controls (Y s
: ication Controls | g nhenfoce Secan ‘
Communication ¢ v
5 ing Controls y whor AMe { Accenkyt
4. Processing I puasy oy Menitor Pud Chee
5. Database controls A e
6. _Output Controls — e
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